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Abstract — The new applications populating the Future Internet will increasingly rely on the exchange of data between
groups of devices, dynamically established according to their profile and habits (e.g., a common interest in the same software
updates and services). This will definitely challenge traditional group communication solutions that lack the necessary
flexibility in group management and do not support effective control policies on involved endpoints (i.e., authorized senders
and intended receivers). To address the cited issues, the idea of introducing new disruptive network-layer solutions has
emerged from recent literature. Among them, Sociocast has been theorized as an enabler of flexible interactions between
groups of devices tied by social relationships. In this paper we start from the concept of Sociocast and propose a solution
based on Software Defined Networking (SDN) for its implementation at the network layer in the Internet of Things. The
performance of Sociocast is studied and compared to methods running at the application layer that provide similar features.
Experimental results, achieved through an emulation-based playground, confirm that the Sociocast approach allows for a
significant reduction of signaling and data packets circulating in the network with respect to traditional approaches.
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1. INTRODUCTION

(e.g., vehicles on a given road segment).

The Internet is experiencing a rapid transformation
pushed by the growing need to overcome its intrinsic lim-
itations and ossification, which challenge network prac-
titioners and researchers. The pressing need to come
to the definition of a new Internet of the future is also
motivated by the multitude of Internet of Things (IoT)
applications that are recently emerging in various ver-
tical markets [1]. Such applications are increasingly
characterized by group-based (i.e., one-to-many, many-
to-many) communications established between large sets
of devices in need of simultaneously exchanging data,
e.g., in the case of sensors’ software updates, service ad-
vertisements, device configurations.

In human-centric communications, frequent instant mes-
saging occurs within communities of users sharing sim-
ilar interests and people largely interacting with their
friends, and friends of their friends, over social networks.
Similarly, groups of IoT devices are likely to interact
with each other, especially if they are located in the
same place (e.g., sensors/actuators in the same build-
ing), are owned by the same user (e.g., consumer de-
vices and home appliances), share similar profiles (e.g.,
the same brand and type), or frequently meet each other

Support of interactions between devices raises outstand-
ing challenges for network operators. First, IoT appli-
cations require the dynamic and flexible management of
group-based interactions, whose scope is decided accord-
ing to a given topic and to the ties existing between in-
volved endpoints (e.g., co-locality, similarity of devices,
etc.).

Second, the communication endpoints should have the
power to control data exchanges. Indeed, a control of the
enabled data receivers is strongly desired by the source
device, due to the potentially confidential nature of ex-
changed data.

Moreover, the massive presence of group-based commu-
nications established by billions of IoT devices, expected
to increase even at a higher pace in the near future, can
cause network congestion and waste device and network
resources, unless proper countermeasures are taken.

A solution is required to allow nodes to flexibly specify
how to prioritize (filter) the nodes from which they want
(or they do not want) to receive data, and the network
to react accordingly, so to prevent the threats of Denial
of Service (DoS) attacks.

Conventional multicast-based approaches [2], being
mainly designed to simultaneously transmit data from
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one or multiple senders to a group of (unknown) re-
ceivers, fail in natively achieving such objectives and in
ensuring the required flexibility in group establishment
and management. Clumsy patches to existing multicast
solutions may further complicate their design and hinder
their (already limited) deployment.

This is why in [3] authors argue in favor of a novel
and future-proof comprehensive solution, named Socio-
cast, encompassing both a communication method and
a data delivery scheme, going well beyond Internet Pro-
tocol (IP)-based multicast. Sociocast is theorized as a
means for identifying, in a flexible manner, the intended
endpoints (senders/receivers) of data exchange sessions.
Groups are dynamically created according to the mu-
tual position of endpoints in a social network of devices
and the type of relationships among them, by means of
properly defined filtering rules and policies.

This work treasures the theoretical analysis in the cited
vision paper and takes a significant step forward both
in terms of practical design and experimental evalua-
tion. Herein, we argue about the actual possibility
of implementing the conceived Sociocast primitive as a
network-layer solution in IoT domains, wherein switches
and routers are responsible for the efficient delivery of
packets issued by IoT devices. In particular, the refer-
ence network infrastructure is deployed according to the
Software-Defined Networking (SDN) technology [4].
SDN has been introduced to address a typical issue in
traditional IP networks: the lack of programmability in
network management and configuration. Thanks to its
peculiarities, it can play a crucial role to bring the so-
cial dimension into the group data delivery procedures
enforced at the network layer.

The main contributions of the work can be summarized
as follows.

e The design of an architectural framework encom-
passing all the entities and functionalities support-
ing Sociocast, according to a software-defined net-
work approach.

e The definition of the main procedures for the cre-
ation of the Sociocast packets, their forwarding and
filtering, and the subscription of devices to Socio-
cast groups.

e The performance assessment through the widely
known Mininet network emulator [5], when dealing
with push-based data dissemination and deploying
the Sociocast network application into the ONOS
SDN controller [6]. The impact of different end-
point distribution patterns and different involved
social relationships on the performance is evaluated
by comparing our proposal to an alternative ap-
proach where the groups are created at the appli-

cation layer. Results show that the Sociocast ap-
proach allows for a reduction of signalling and data
packets by a factor of 10 and 5, respectively, in the
scenario where the number of recipients is high and
are close to each other.

The remainder of this paper is organized as follows. In
Section 2 we survey the related literature in the field
of group-based communications. In Section 3 we intro-
duce the major Sociocast concepts and discuss the design
guidelines we have considered. Section 4 discusses the
conceived architectural framework along with the envi-
sioned entities and their main role and functionalities.
In Section 5 we describe the main procedures to enable
the treatment (i.e., forwarding, dropping, modifying) of
Sociocast packets. Then, in Section 6 we describe the
playground for the evaluation, before discussing achieved
results in Section 7. Finally, in Section 8 we draw some
concluding remarks.

2. BACKGROUND AND MOTIVA-
TIONS

In this section we will first overview how group com-
munications are traditionally supported in the Internet
(see Section 2.1); then, we will discuss the drawbacks of
such solutions (see Section 2.2); finally, the advantages
of exploiting social relationships between IoT nodes are
summarized (see Section 2.3).

2.1 Multicast approaches in the literature

A large number of different applications rely on one-to-
many and many-to-many data traffic exchange. They
range from live video streaming, audio/video conferenc-
ing [7] and multiplayer games [8] to communications be-
tween groups of servers within data centers [9] and wide-
area control in smart grids [10]. Multicasting function-
ality is typically leveraged in such contexts, which can
be performed either at the network (IP) layer or at the
application layer [2], [11] and also with the support of
SDN [12], [13].

IP-based multicasting. Traditional multicast rout-
ing and management protocols, such as Protocol-
Independent Multicast (PIM) [14] and Internet Group
Management Protocol (IGMP) [15], effectively establish
and maintain multicast communication paths between
sources and receivers to enable the forwarding of pack-
ets to a multicast group. Each group is assigned a unique
class D IP address. A host can send data to a multicast
group by using the local network multicast capability to
transmit the packet. A multicast router, upon recep-
tion of a packet, looks up its routing table and forwards
the packet to the appropriate outgoing interface. Group
membership is managed at the network level through
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routers. When a host decides to join/leave a particular
multicast group, it sends the request to the local multi-
cast router, through IGMP [15].

IP multicast allows data to be distributed in such a way
that the least amount of replicas of the same packet is
placed into the network.

In its recent version, v3, IGMP allows to specify the set
of senders from which a node wants to receive, in agree-
ment with the Source-Specific Multicast (SSM) protocol
[16]. In other words, the only packets that are delivered
to a receiver are those originating from a specific source
address requested by the same receiver. Hence, SSM
is particularly well-suited to dissemination-style appli-
cations with one or more senders whose identities are
known before the application begins.

Non-IP multicasting.  The design of multicast
solutions has also been investigated beyond IP. In
application-layer solutions, group membership, multi-
cast delivery structure construction, and data forward-
ing are exclusively controlled by participating end hosts,
thus, the support of network nodes is not needed [11].

In the clean-slate future Internet MobilityFirst architec-
ture [17], a context-aware delivery primitive is proposed,
which generalizes multicast to groups established on the
basis of attribute-based descriptors. The name service,
in charge of resolution procedures between global unique
identifier (GUID) and network addresses, maintains a
membership set that consists of all GUIDs of devices
that are subscribed to the multicast group. The sender
is responsible for sending data to each of the returned
addresses.

SDN-based multicasting. SDN can simplify multi-
cast traffic engineering thanks to the centralized nature
of the network control plane. Current multicast solu-
tions employ a shortest-path tree to connect the source
to the receivers which is built according to local infor-
mation. Traffic engineering is difficult to be supported
in a shortest-path tree. By utilizing the global view of
the SDN controller, in [18] all the possible routes be-
tween the sources and each host of the multicast group
are calculated in advance. In contrast with IP multi-
cast, there are no de facto standards for SDN multicast
routing. Different approaches targeting different opti-
mization objectives can be targeted in a flexible manner
and it is unlikely that a given approach is going to be
dominant. SDN multicast is enabled by writing an ap-
plication for the SDN controller that optimizes the traf-
fic flows to meet the particular needs of the end user
[12]. The SDN controller can build the multicast tree
to meet link constraints (bandwidth consumption) or
path constraints (end-to-end delay) [13]. Hence, it is
a valuable solution when Quality of Service (QoS) re-
quirements need to be ensured to a multicast flow, e.g.,

in the case of a multi-party video-conferencing service
[19].

2.2 Weaknesses and open issues

The use of the traditional IP multicast is prone to mul-
tiple issues:

e Without the explicit join to the multicast group, a
router will not forward multicast IP packets des-
tined to end hosts. This process implies the distri-
bution of the consent to join the multicast group
among devices, increasing the signaling overhead.

e There is no way for the sender to control who sub-
scribes to a multicast group.

e It prevents the creation of discrimination policies
based on the destinations of the information within
the same multicast group. Therefore, when a lim-
itation to the distribution of packets to some enti-
ties of the same multicast group is needed, another
multicast group must be created, with a consequent
increase in the number of signaling packets in the
network.

o All routers must be replaced with multicast-enabled
routers, which could be expensive and hardly viable
for the network operator, raising interoperability is-
sues.

The poor flexibility of the IP-based multicast discour-
ages the pursuit of such an approach for the wide vari-
ety of sender-initiated dynamic group-based communi-
cations, as demanded by future IoT deployments.

On the other hand, application-layer solutions have the
drawback of a definitely worse performance in terms of
end-to-end latency and efficiency compared to IP multi-
cast. This is because end hosts have little or no knowl-
edge of the underlying network topology.

Thanks to its programmability and global knowledge of
the topology, SDN can make more efficient the creation
of the multicast tree, improving forwarding procedures.
However, to the best of our knowledge, the flexibility
of SDN has not been investigated to manage dynamic
group formation.

These issues have motivated the theorizing of a new com-
munication method and data delivery scheme [3], able to
better fit the nature of upcoming group-based commu-
nications: Sociocast.

This is introduced as a novel and flexible solution that
allows group-based communications in the IoT enhanced
with the notion of social ties. It inherits the strengths of
IP multicast, in that it lets network nodes disseminate
packets in an efficient manner: sociocast packets are as-
signed an IP address to facilitate their forwarding. In
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addition, the proposal in [3] enables a mutual control of
the endpoints. Not only the receiver can filter different
senders, as in SSM, but also the sender can (implicitly)
decide which node should belong to the set of intended
receivers, by specifying the features (in terms of social
relationship) of such receivers. The above capabilities
are disruptive when compared to conventional IP-based
multicast. Sociocast relieves the burden of group man-
agement from network nodes and of explicit join proce-
dures from devices.

Moreover, SDN is chosen to facilitate the implementa-
tion of multicast groups with a social flavour directly at
the network layer.

2.3 Advantages of a “social-oriented” ap-
proach

The use of social links to support network functionality
is not new in the telecommunications landscape.
Several routing protocols in wireless ad hoc [20], mobile
opportunistic and delay-tolerant networks [21, 22, 23,
24], have been designed to build upon the key concepts
of social network analysis, i.e., small world phenomenon
[25] and centrality. The former one, a.k.a. community,
captures the fact that actors within a social network are
separated from each other by an average number of fairly
limited hops. The latter one shows that some nodes in
a community are the common acquaintances of other
nodes.

In the aforementioned works, the knowledge of social
characteristics (e.g., node centrality, in-betweenness) is
used to make better forwarding decisions and assist the
relay selection when delivering data to the intended des-
tination(s).

Many of the studied approaches involved unicast or mul-
ticast communications [26, 27, 28]. The issue of data
broadcasting in a Mobile Social Network, where mobile
social users physically interact with each other, is ana-
lyzed in [29].

The objective of this work is to exploit similar concepts
but under a different perspective. We aim not to im-
prove forwarding decisions by leveraging social network
properties, but to better disseminate data at the net-
work layer within dynamically created groups of socially
connected devices.

The proposal has the potential of a real game changer
in view of the creation of the future Internet of Things,
by providing superior advantages compared to what has
been done so far in the literature.

In fact, social bonds not only ensure minimum separa-
tion distances between actors, crucial for efficient and
fast data propagation, but may enable data exchange
within trusted groups and creation of groups that in-
clude actors belonging to different communities. In So-

ciocast this translates into the possibility of efficient and
flexible group end-points discovery, an intrinsic possibil-
ity of implementing policies for creating trusted groups
of end-points directly at the network level, and the abil-
ity to effectively and simply deal with the problem of
interoperability among different IoT platforms.
Obviously, to do this we need to start from a paradigm
that can provide for the establishment of pseudo-social
ties between devices (to operate at the network layer).
This is already available in solutions of “social networks
of ToT devices”, such as the Social Internet of Things
(SIoT) [30] for example. However, they need to be
moved from the application layer, wherein they have
been initially conceived, down to the control plane of
the network layer. In so doing, group establishment and
data exchange among members of such groups can be
managed in a tighter way, with inherent flexibility and
efficiency in terms of network resource usage.

3. SOCIOCAST: OBJECTIVES AND
DESIGN PRINCIPLES

In this Section we describe how we can achieve a real
implementation of the Sociocast concept by relying on
the capabilities of the Software Defined Networking
paradigm. The resulting solution is an enabler for group
communications based on social notions at the network
layer.

Social ties among devices. Devices are likely to inter-
act with other devices with similar profiles and habits,
e.g., those located in the same place, owned by the same
user, produced in the same company branch.

Such ties are well captured by the SIoT paradigm in [30].
There, a few basic types of social relationships, defined
according to user-defined policies, are introduced: co-
ownership object relationship (OOR), created between
devices that belong to the same owner; co-location object
relationship (CLOR), created between stationary devices
located in the same place; parental object relationship
(POR), created between devices of the same model, pro-
ducer and production batch; co-work object relationship
(CWOR), created between moving devices that meet
each other at the owners’ workplace; social object re-
lationship (SOR), created as a consequence of frequent
interactions between moving devices. The framework
is quite flexible and other types of relationships can be
easily added on a per use-case basis.

Applications requiring data dissemination to a social
group of devices are, for instance, software updates: a
given software patch needs to be safely delivered to all
the devices or sensors of the same brand, model, batch.
For this, POR relationships should be exploited. Simi-
larly, some data needs to reach all other devices belong-
ing to the same owner in the case of personal bubbles: the
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OOR relationship is appropriate in this scenario. Busi-
ness services may be advertised to all devices that either
are currently in the same area (CLOR) or often visited
the same place (SOR).

Targeted data delivery schemes. Sociocast aims to
enable:

o a given sender to disseminate data in a push-like
manner to specific nodes, which are friends over a
social network of devices, according to properly de-
fined filters and policies (i.e., the social relationship

type);

e a node to subscribe to specific social-based topics
(i.e., to receive data from friends of a given type);

o a node to prioritize (and not to receive) data from
particular senders, e.g.: to enforce QoS; to identify
the more suited and trusted communication end-
points for security reasons; to save resources.

Deployment options. To target the aforementioned
objectives, the envisioned framework has (%) to enable
nodes to indicate in an agile manner the features of the
endpoints of data flows (i.e., the set of intended recip-
ients and/or the authorized senders) based on the dis-
tance in a social network of devices, (i) to properly and
dynamically identify them, (iii) to forward data packets
accordingly.

A straightforward approach to accomplish the first two
features could be to rely on an application-layer solu-
tion. For instance, the intended set of receivers can be
specified by a given sender at a high-level, e.g., through
metadata. Then, the resulting request can be sent to a
purpose-built proxy which is in charge of mapping such
data onto IP addresses of the receivers, similar to [17].
Despite the virtue of simplicity, such an approach has
the drawback of poor performance in terms of efficiency
in the usage of network resources, since data forwarding
to each intended destination is performed at the under-
lying network layer in a myopic manner.

Thus, our interest is on a network-layer approach, ac-
cording to which the features of the intended set of re-
ceivers of a given data packet (or of a sender of unwanted
data packets) can be translated into a network-layer TP
address, hence treated (forwarded/dropped) by network
nodes, accordingly. The type of proposed approach is in-
spired by the traditional IP-based multicast, with which
it shares a few aspects, such as the routing of packets
with a multicast address (a Sociocast address, in our
case). However, multicast lacks the flexibility necessary
to implement the aforementioned critical functionalities
for the future Internet of billions of devices, while meet-
ing the requirements of the end users and those of the
network operators.

By overstepping the agnosticism about Sociocast traf-
fic at the network layer, the following advantages are
expected:

o data forwarding can occur in an efficient manner,
e.g., by reducing the number of duplicated packets,
and saving bandwidth accordingly;

o filtering procedures can be enforced in-network, as
requested by potential data recipients, to limit the
massive amount of generated traffic;

e network operators can benefit from traffic reduc-
tion, which is particularly crucial for their infras-
tructures expected to be largely overwhelmed in the
near future.

Programmable packet treatment. Recent advance-
ments in networking technologies make the deployment
of Sociocast at the network layer even more viable. We
identify SDN as the key enabler for Sociocast. Thanks
to its programmability, which reduces the complexity of
network elements, SDN can inject forwarding/dropping
rules and properly manipulate headers of packets to
make more efficient their forwarding.

Such policies can be defined in a network application,
with no need to modify the data plane of the underlying
network infrastructure.

4. THE ARCHITECTURAL FRAME-
WORK

The main entities of the envisioned framework are: the
Sociocast nodes, the SDN network (encompassing both
switches and controller), augmented with the notion of
Sociocast, and the Sociocast Relationship Service, as
shown in Figure 1 and detailed in the following sections.

4.1 The Sociocast nodes

The Sociocast nodes are the endpoints of a Sociocast
communication. They are legacy IoT devices (e.g.,
smartphones, sensors) augmented with the Sociocast
Support Layer (ScSL) running on top of the transport
layer, through which they are enabled to create, send
and/or receive Sociocast packets. The ScSL exposes the
Sociocast Application Programming Interfaces (APIs) to
the applications that want to use the Sociocast commu-
nication configuration for data delivery. It is through
this layer that Sociocast packets are created and received
by the end devices.

4.2 The SDN network

The SDN network is composed of three different planes,
according to the legacy deployment.
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Fig. 1 — Sociocast architectural framework.

The data plane encompasses the SDN switches. They
are SDN-enabled network nodes which are connected to
each other and interact with the SDN controller. Be-
tween them, the SDN gateways are the ingress/egress
nodes of the SDN network. SDN nodes interact with
the SDN controller through the OpenFlow (OF) south-
bound interface.

The control plane includes the SDN controller, which
oversees the SDN nodes, according to specific orchestra-
tion policies defined at the application plane. It tracks
the graph of the network topology in the Network In-
formation Base (NIB). According to information in the
NIB and policies defined by network applications, it in-
jects rules in the so-called flow tables of SDN nodes to
enable the forwarding of sociocast packets through OF
messages [31].

4.3 The Sociocast Relationship Service

The Sociocast Relationship Service (SRS) is imple-
mented at the application plane, next to conventional
SDN applications, and it provides the following main
functionalities:

1. establishing social relationships between nodes.
Without loss of generality, we inherit concepts and
methodologies regarding the policies for the estab-
lishment of the social links between nodes from the
well-accepted SIoT paradigm [30];

2. keeping track of the established social relationships;

3. providing interfaces towards the SDN network and
to navigate the social network so to identify the

nodes that belong to the set of the potential recip-
ients/authorized senders of a Sociocast packet.

Herein, a major element is the Social Virtual Node
(SVN), which represents the digital counterpart of a
physical device. It stores some metadata providing in-
formation about the nature of the device and a list of
friends, which is organized in a table named Friends Ta-
ble. For each friend in the table, the SVN records the
type(s) of friendship(s), defined according to the SIoT
paradigm and the trust level associated with each friend.
The Social Virtual Node Repository (SVNR) stores all
SVNs associated to the physical devices in a given area.
Indeed, one SVNR is responsible for provididing the de-
scribed services for the objects in a given area; more
SVNRs are then interconnected in a distributed system.
The following modules are associated to the SVNR.

o The Relationship Manager (RM) is responsible for
the relationships’ lifecyle management, i.e., detect-
ing, creating, updating and deleting relationships’.

o The Relationship Browser (RB) navigates the
Friends Table to find potential recipients of a Socio-
cast packet, according to their position in the social
network. Policies for the social network navigation
are discussed in [32].

o The Sociocast Handler (SH), whenever queried by
the SDN controller, provides the members of a
Sociocast group, after querying the RB module,

IFor a detailed description of relationships management, the
reader is referred to [32].



ITU Journal on Future and Evolving Technologies, Volume 1 (2020), Issue 1, 11 December 2020

through a Representational State Transfer (REST)
APIL

SVNRs, along with relevant functionalities (i.e., RM, RB
and SH), can be deployed as a peer-to-peer system, for
instance building upon the one described in [32].

Our design choice is aimed at providing an implemen-
tation of SDN-based group communications based on
a de-facto global IoT resource directory, which is dis-
tributed and without a single player in control of the sys-
tem. Digital representations of physical IoT devices will
run in distributed servers and can create autonomously
social-like relationships with each other. Based on such a
distributed resource directory, interactions (both point-
to-point and point-to-multipoint) between IoT resources
belonging to different platforms can be straightforwardly
enabled. Each SVNR (or group of SVNRs) could, in fact,
contain the images of the devices belonging to a given
platform, it can be owned and maintained by the owner
of the platform (or even the owner of the group of IoT
devices), and it interacts in a peer-to-peer fashion with
other SVNRs constituting the SRS.

5. SOCIOCAST IN ACTION

In the following, we detail the main steps for the creation
of a Sociocast packet. Then, we describe Sociocast data
delivery according to a push-based dissemination, pub-
lish /subscribe procedures to sociocast groups, as well as
filtering according to sociocast rules.

5.1 Creating a Sociocast packet

A Sociocast packet is created whenever a device needs
the services offered by the Sociocast framework, which
are intended to: (%) disseminate data in a push-like man-
ner; (i) indicate the subscription to a Sociocast group;
(#ii) or to filter/prioritize data from particular senders.
Whenever a packet is created, it has to indicate which
one of these three types of service is requested. The
above are the types of Sociocast services supported in
the current implementation, but the set of Sociocast ser-
vices can be easily extended in the future.

Let us consider a device, say A, which creates a packet
with data to be sent to a Sociocast group. The applica-
tion in A makes a request to the ScSL via the available
APIs, providing the following information: (%) the type
of requested Sociocast service; (i) the social relationship
(e.g., OOR, CLOR) according to which the Sociocast
group has to be formed; (74) the social distance (num-
ber of hops over the social network), which represents
the scope of the Sociocast group.

The ScSL reacts to the incoming request by creating an
IP packet with the following header fields:

e SOURCE IP ADDRESS: the IP address of the source
device.

e DESTINATION IP ADDRESS: a fixed IP address,
identified in this paper as [ Pg., assigned to Socio-
cast that allows SDN gateways to identify Sociocast
packets.

e SOCIOCAST TAG: a 2-bytes field that is carried in-
side the transport-layer destination port and is used
to uniquely identify the type of social relationship
and other appropriate filters (e.g., number of hops,
possible application of Sociocast, etc.). The encod-
ing is as follows:

— METADATA: device metadata available for fu-
ture applications.

— RELATIONFILTER: type of relationship (e.g.,
OOR, SOR, CLOR, etc.).

— FEATUREGROUP: type of Sociocast services
needed by the application (e.g., GroupCre-
ation, SourceFiltering, Pub/Sub).

— RADIUS: maximum distance, in number of
hops, from the source.

Fig. 2 shows some examples of Sociocast Tag con-
figuration.

Being Sociocast packets identified through conventional
layers 3 and 4 header fields, legacy matching rules can be
applied, with no need to resort to OF experimenter fields
[33]. Such design choices would facilitate the deployment
of Sociocast, which candidates itself as a short-term so-
lution to be exploited by network operators.

For the sake of simplicity, the encoding described above
refers to the case where the IPv4 is used. Similar consid-
erations hold for IPv6 packets, for which matching fields
can be handled by OF since version 1.2 [33].

For those constrained IoT devices belonging to Low
power and Lossy Networks (LLNs), 6LoWPAN (IPv6
over Low-Power Wireless Personal Area Networks)
header compression methods can be used [34] over the
link interconnecting the devices to the SDN gateway.
For the IPv6 headers, compression methods may also
affect source and destination addresses, and they vary
according to the fact that the source is communicating
with nodes either within or outside the WPAN. In the
latter case, a 50 percent compression ratio can be still
achieved by letting the full destination address, carrying
the Sociocast address, be transmitted.

TCP header compression for IoT scenarios [35] is still
an open issue at the standardization level [36], not part
of RFC 6282 [34]. The compression foresees to avoid
sending the port numbers in each packet, which how-
ever does not affect the Sociocast communications as
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the port number with the SociocasT TAG is recon-
structed at the gateway. Indeed, decompression occurs
at the SDN gateway letting Sociocast packets travel with
conventional TP header fields in the SDN network. Sim-
ilar operations are performed at the SDN gateways the
destinations are attached to, if the latter ones belong to
a WPAN.

5.2 Push-based data dissemination

Once the Sociocast packet is created with data to be
disseminated, it is sent by the source device and treated
in the network through the following steps.

1. The Sociocast packet reaches the SDN gateway,
which the source device is connected to. Since, ini-
tially, a forwarding rule is not set in the flow table
of the SDN gateway, the GOTOCONTROLLER rule
applies for it. Hence, a OF PACKET__IN message is
issued to be transmitted to the SDN controller.

2. Upon reading the header of the Sociocast packet?,
the SDN controller realizes that a Sociocast group
must be created (FEATURE field set to GROUPCRE-
ATION). Thus, it issues a request to the SRS, to
retrieve the set of devices, intended to act as recip-
ients of the Sociocast packet.

3. The SH triggers the browsing of the social network,
as specified before, and returns to the SDN con-
troller the addresses of the set of devices of the So-
ciocast group.

4. The SDN controller retrieves from the NIB the SDN
nodes in the shortest paths towards the intended re-
ceivers of the Sociocast group. Then, it builds the
routing paths by ensuring that SDN nodes belong-
ing to the path towards multiple receivers receive
a single rule and forward the Sociocast packet only
once. Hence, it injects forwarding rules in the flow
table of involved SDN nodes accordingly, by sending
OF FLow__MoD messages. In particular, the SDN
gateways which the Sociocast destinations are at-
tached to, will be instructed by the SDN controller
with a rule that: (i) matches the Sociocast-related
header fields that identify the Sociocast communi-
cation and (%i) foresees to forward the packet to the
correct physical port after changing the destination
Sociocast IP address with the IP destination (uni-
cast) address as action. This is to ensure that all
devices belonging to the Sociocast group correctly

2The entire Sociocast packet is sent by the SDN gateway, hence a
PACkET OUT is transmitted by the controller, back to the SDN
gateway [33].

receive the Sociocast packet. Other SDN nodes, in-
stead, are instructed to forward the Sociocast packet
to the physical correct ports by matching the Socio-
cast fields values.

Once the Sociocast group is created, subsequent Socio-
cast packets transmitted by the source device may be
handled by the SDN gateway with no need to contact
the SDN controller, but rather forwarded according to
rules already available in the flow table. According to
the legacy SDN implementation, a timeout is applied
to rules injected by the controller into SDN nodes, to
prevent a rule to stay in the table for a long time and
unnecessarily occupy space in the flow table [33]. Within
our framework, such a timeout can be set to reflect the
lifetime and frequency of interactions within the Socio-
cast group, the mobility patterns of nodes.

5.3 Publish/subscribe

Sociocast can be exploited to support a pub-
lish/subscribe interaction model as well. In fact, a de-
vice can subscribe to receive packets published by devices
identified by their position in the social network. For
example, assume that device B wants to subscribe to
receive packets generated by its friends of type OOR.
If this is the case, it will generate a Sociocast packet
with the FEATUREGROUP field set to PUB/SUB and the
RELATIONFILTER field identifying an OOR.

Such an information will reach the SDN controller which
will perform the following operations:

1. It sends a query to the SH and receives the identities
of the devices with position in the social network
consistent with the request by device B.

2. It adds this information in a pending interest table
which tracks all subscriptions received by devices.
Whenever a device begins to disseminate data, the
SDN controller will check whether there are devices
that have subscribed to its updates (e.g., B).

3. If this is the case, the SDN controller will instruct
the SDN nodes in the path to B to forward the data
packets to it.

5.4 Source filtering

Sociocast allows a device to select those that are entitled
to send packets to it, based on their position in the social
network. Such a feature can be used both in a proactive
and a reactive way. More specifically,

e Proactive: a device might decide to receive packets
by its friends only, for security reasons or to save en-
ergy, computational and communication resources.
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Fig. 2 — Examples of Sociocast Tag configuration.

e Reactive: the computational or communication load
for a device may become too high, e.g., because of a
DoS attack. If this is the case, the device might de-
cide to accept packets by a subset of devices, based
on their position in the social network. In this way
Sociocast can be exploited to realize a firewall the
policies of which change depending on the current
load.

A device, say C, wishing not to receive packets from
nodes with certain social properties sends a Socio-
cast packet by specifying in the FEATUREGROUP field
SOURCEFILTERING. Once the packet reaches the SDN
controller, the latter one will query the SH, which will
reply with the list of authorized IP addresses. Accord-
ingly, the SDN controller will insert entries in the flow
table of the SDN gateway which C is attached to, to
specify the forwarding rule for packets destined to it sent
from authorized senders and the dropping rule for those
which are not allowed.

6. PERFORMANCE EVALUATION

In this section we describe the environment for the per-
formance evaluation. More specifically, in Section 6.1
we describe the tools utilized for the performance eval-
uation, and in Section 6.2 we discuss the scenarios. The
benchmark utilized for comparison purposes is presented
in Section 6.3, whereas the considered performance met-
rics are identified in Section 6.4.

6.1 Tools and reference topology

The focus of the performance evaluation is to assess So-
ciocast in the case of push-based data dissemination to-
wards a group of devices.

To this purpose, we built an emulation playground. In
particular, the Mininet network emulator [5] has been
used, it allows the creation of a network with thousands
of nodes on the limited resources of a single (virtual)
machine. In particular, it enables fast prototyping and
experimental evaluation of OF-enabled networked sys-
tems. The experimental setting consists of the network
topology depicted in Fig. 3. A full-mesh interconnects
the core SDN nodes, which are the roots of a three-layers
fat-tree topology. Up to 21 devices are attached to each
SDN gateway (not all the devices are shown in the fig-
ure). ONOS has been considered as a reference SDN
controller in the context of this work, due to its scala-
bility properties and its highly modular architecture [6].

The ONOS controller interacts with an external SRS,
which establishes social relationships among emulated
devices, and manages them.

The ONOS controller and the Mininet network emulator
are both running on the same virtual machine, while the
SRS runs in a different one. Both these virtual machines
are located in a physical server with an Intel Xeon(R)
CPU E5-2630C v3 1.80 GHz x32 processor and 377,8
GiB of memory.

6.2 Social relationships settings and traffic
patterns

The performance of the proposed solution has been eval-
uated with a set of representative IoT test configurations
properly designed to take into account different numbers
and distributions of nodes in the emulated topology, dif-
ferent physical distances between sources and destina-
tions, and different types of service. This is aimed at
making the obtained results as generalizable as possible
and having a clear idea of the potential and limits of
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Fig. 3 — Reference topology.

Sociocast in multiple scenarios. Each of the test config-
urations has been mapped onto a use case characterized
by the exploitation of a particular type of social relation-
ship between the devices involved. In this way, helpful
guidelines can be provided about the suitability of the
proposed solution in the context of different application
scenarios and, at the same time, of the effectiveness of
communications based on each of the possible social-like
relationships established among IoT devices. Details are
given in the following subsections. Table 1 also sum-
marizes the major features characterizing each scenario,
which are: the types of social relationship (shortened as
Rel.), the number of destinations (shortened as DSTSs)
for each communication, their distance from the source
(shortened as SRC), and their position with reference to
the considered network topology.

6.2.1 Scenario A: Smart industrial plant

Group communication needs: an industrial plant is
equipped with several connected devices (sensors and
actuators) and one of these (randomly selected) belong-
ing to the emulated topology issues a Sociocast packet
destined to all the devices connected to the same gate-
way. The group can be created, for instance, for the
dissemination of alarms, for group configuration and re-
configuration, for functional testing.

Involved relationship type: CLOR.

Endpoint distribution profile: all endpoints clustered in
the same area.

6.2.2 Scenario B: Smart home monitoring

Group communication needs: a randomly selected device
in the emulated topology, resembling a smartphone of a
user currently at office, acts as a sender and issues a So-
ciocast packet to create a group of recipients made of all
the smart devices connected to the (same) home gateway,
which is different from the one the user’s smartphone is
attached to. The group can be created, for instance, to
notify devices to configure a warm welcome for the user.
Involved relationship type: OOR (ownership).

Endpoint distribution profile: sender in a location and
all destinations clustered in a different (potentially)
remote location.

6.2.3 Scenario C: Wireless Sensor Network
(WSN) management

Group communication needs: a randomly selected device
in the emulated topology acts as a sender and issues a
Sociocast group creation destined to all the devices of the
same brand, uniformly distributed in the topology to dis-
seminate a new configuration for the device, a software
update, or a new driver version.

Involved relationship type: POR (parental).

Endpoint distribution profile: uniform distribution of
endpoints.

6.2.4 Scenario D: Smart mobility

Group communication needs: we assume mobile de-
vices (e.g., smartphones, laptops) carried by people mov-
ing in a smart city/smart campus and interacting with



ITU Journal on Future and Evolving Technologies, Volume 1 (2020), Issue 1, 11 December 2020

other devices met either in the neighborhood or close of-
fices/classrooms. The type of the data exchanged within
the group includes: information related to mobility ap-
plications, tourist information, data for the implemen-
tation of any Intelligent Transportation Systems appli-
cation.

Involved relationship type: SOR.

Endpoint distribution profile: variable location of end-
points in the group.

6.2.5 Relationships creation

As to the creation of the relationships, these have been
set in deterministic way except for the SOR. In particu-
lar, different groups of devices linked with POR, OOR,
and POR relationships are created so as to have from
5 to 20 recipients for each simulated communication.
However, the CLOR relationship has been created be-
tween devices that are connected to the same gateway
as the co-location has to be assured. As to the SOR
relationships used in Scenario D, these are established
between devices in the emulated topology according to
their physical distance and follow a simple probabilistic
model. The principle adopted is such that the closer the
devices, the higher the probability that the two devices
have established a SOR relationship. Accordingly, de-
vices attached to the same SDN gateway (i.e., an Access
Point) have the highest probability to establish it. These
devices are characterized by sharing the same path to
reach the root node (sl in Figure 3), which is made of 4
SDN nodes. We base on this number to define the nota-
tion to denote the relevant probability to create a SOR
between them: pg,. ,. Following the same principle, de-
vices sharing three, two, or one SDN nodes in the path to
reach s1, establish a relationship with probability pg,. s,
Dsoc,2, and py,. 1, respectively. The higher j the higher
the probability py,. ;, with j € {1,2,3,4}. The setting
of py,.,; used in the performed simulations is reported in
Table 2; different configurations have been considered to
evaluate the impact of different numbers of friends and
their distribution in the considered topology.

6.3 Benchmark scheme

The performance of the proposal has been compared
against an application-layer solution we refer to as mul-
tiple unicast (labeled in the plots as M-Unicast). Note
that also for this benchmark scheme, we are focusing
on the push-based data dissemination scenario. The
choice of this benchmark is meant to quantitatively es-
timate the benefits of the Sociocast proposal against an
application-layer solution. In the latter one, the network
layer is agnostic about the communicating group, but
it offers the same features in terms of sender-initiated

and dynamic Sociocast group creation, hence ensuring
a fair comparison. Specifically, the source node con-
tacts a proxy in charge of interacting with a SIoT-like
platform to get the set of intended destinations belong-
ing to the Sociocast group. The latter one is described
through attributes/metadata defined at the application
layer, similarly to the information encoded in the tags
in Sociocast packets. After retrieving the list, the proxy
forwards it to the source node which sends the packet
to the destinations through multiple unicast exchanges.
In other words, the controller sets up distinct routing
paths for each destination and some links can be shared
by multiple paths towards destinations belonging to the
same group. Without losing generality, we assume that
the proxy is attached to the root node of the topology
(i.e., sl in Fig. 3).

6.4 Metrics

The following metrics have been considered to evaluate
the performance of the compared schemes in the cre-
ation of a Sociocast group and data exchange among its
members:

e the number of OF signaling packets exchanged be-
tween SDN nodes and controller to build routing
paths towards the intended Sociocast destinations.
The metric only refers to the control packets ex-
changed to process incoming requests from sociocast
nodes at the SDN gateway, namely PACKET IN,
PackeT__OuT and FLow__Mob. The background
(periodic) signaling exchanged between the con-
troller and the SDN nodes is not considered;

e the number of data packets exchanged into the net-
work to reach all the intended destinations of the
communicating group, once it has been created; the
metric considers the number of transmitted packets
per link and are represented by either Sociocast or
M-Unicast packets.

For the benchmark scheme, the request packets issued
by the source towards the proxy as well as the signaling
messages required to instruct the relevant SDN nodes
towards it are also considered.

The above metrics have been measured through the well-
known Wireshark network protocol analyzer®.
Comparison experiments have been conducted when
varying the number of destinations (or relevant prob-
ability settings) and are averaged over 20 runs.

3Please notice that the analysis of the signaling incurred for the

creation of social relationships between devices is outside the
scope of this paper and is peculiar of the conceived SIoT im-
plementation. An interested reader is referred to [37].
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Table 1 — Summary of the main social relationships settings.

Scenario | Use case Rel. #DSTs | SRC-DSTs | Position of
Distance DSTs
A Smart in- | CLOR | 5-20 1 hop for all | Attached to
dustry destinations | the same
SDN  gate-
way (=
sender)
B Smart OOR 5-20 Fixed for a | Attached to
home given set of | the same
destinations SDN  gate-
way (#
sender)
C WSN man- | POR 5-20 1-7 hops Uniformly
agement distributed
in the topol-
ogy
D Smart mo- | SOR * * *
bility
Table 2 — Probabilities of SOR establishment.
Sim-ID #DeStinationS psoc,l psoc,2 psoc,?: psoc,4
1 4.5 0.1 0.2 0.3 0.4
2 5.5 0.2 0.3 0.4 0.5
3 8.4 0.3 0.4 0.5 0.6
4 11.2 0.4 0.5 0.6 0.7
5 12.7 0.5 0.6 0.7 0.8
6 15.3 0.6 0.7 0.8 0.9
7 18.4 0.7 0.8 0.9 1

7. EXPERIMENTAL RESULTS

In this section we show the performance results. More
specifically, in Section 7.1 we assess Sociocast in terms
of generated signaling packets; whereas in Section 7.2 we
will focus on data packets.

7.1 Signaling packets

The first set of results aims to analyze the control plane
signaling footprint incurred by the proposal w.r.t. the
benchmark scheme. Fig. 4 reports the number of ex-
changed OF packets when varying the number of des-
tinations of the Sociocast group for the scenarios A-C,
whereas the results for scenario D are shown in Fig. 5(a).
It can be clearly observed that for the M-Unicast ap-
proach the metric significantly increases with the num-
ber of destinations, in all the considered scenarios. Such
a trend is due to the fact that the end-to-end commu-
nication path towards each single destination needs to
be discovered with the support of the SDN controller.

In other words, an SDN node receives a number of M-
Unicast packets to forward equal to the number of des-
tinations it allows to reach. For each of them, it con-
tacts the controller by generating a PACKET IN mes-
sage and waits for the corresponding PACKET__OUT and
Frow__Mob with instructions about the forwarding be-
haviour.

For a given number of destinations, the highest number
of OF packets are exchanged in case of Scenario C. In
the latter one, indeed, the destinations are spread over
the topology and the routing path towards them may
involve several SDN nodes (and gateways). Scenario B
follows with a lower number of exchanged OF packets.
In Scenario A, instead, only a single SDN gateway is
in charge of Sociocast packet forwarding. It is the only
SDN node transmitting and receiving OF packets.

In the proposed Sociocast solution, the controller is in
charge of building routing paths towards them so to
avoid the forwarding of the same Sociocast packet over
the same link.
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Hence, unlike the benchmark scheme, in our proposal,
those SDN nodes which belong to the paths towards dif-
ferent destinations receive only a single Sociocast packet
to forward and a single FLOow__MOD from the controller.
The gain of Sociocast w.r.t. M-Unicast in terms of ex-
changed OF packets gets more remarkable as the num-
ber of destinations increases. For instance, in Scenario
C, it passes from a factor of around 6 for five destinations
to a factor of more than 14 for twenty destinations.

It is worth observing that, in Sociocast, a single
Frow__MoD message may convey multiple rules to be
injected into an SDN node. In particular, Table 3 re-
ports, for Scenario A, the size of the FLOow__MOD mes-
sage, as measured at the SDN gateway, which the source
and the destinations are both attached to. For the So-
ciocast proposal, the size reasonably increases with the
number of destinations to accommodate the action rule
for each of them. The rule specifies the physical out-
put port as well as the change of the IP address from
Sociocast to unicast. For M-Unicast, each FLow__MoD
carries a single rule, since its injection is issued per each
M-Unicast packet traversing an SDN node. The size
increases of less than a factor of 3 for the Sociocast ap-
proach compared to M-Unicast, in the case of twenty
destinations.

Despite the larger size of FLOw__MOD packets, it can be
easily inferred that, overall, the OF signaling footprint
of the proposal, in terms of number of exchanged bytes,
is significantly lower than M-Unicast. Also, the proposal
better scales with the size of the Sociocast group.
Similar to the benchmark scheme, the proposal experi-
ences the largest signaling in Scenario C, wherein multi-
ple SDN nodes, involved in forwarding Sociocast packets
to destinations, spread over the topology, need to be in-
structed.

Similar considerations hold for Scenario D, Fig. 5(a).
Also in such a case, the proposed Sociocast solution is
less sensitive to the simulation settings (i.e., size of So-
ciocast group and its configuration in terms of proximity
of destinations w.r.t. the source) than the benchmark.

7.2  Data packets

Results in Fig. 6 shed further light into the efficiency
of the compared schemes in delivering the data pack-
ets. Similar to the OF signaling, also the number of
exchanged Sociocast packets increases with the number
of destinations; the highest values are experienced for
Scenario C and the lowest ones in Scenario A.

As a general remark, it can be observed that the proposal
is less sensitive to increases in the number of destina-
tions when compared to the benchmark. This happens
because the controller builds the routing paths to avoid
that packets are redundantly transmitted over a given
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Table 3 — Size (in bytes) of the FLow MoD packet for Scenario
A.

#Destinations | M-Unicast | Sociocast
1 172 172
5 172 252
10 172 332
15 172 412
20 172 492

link shared by more destinations.

This is not the case for the M-Unicast solution where
forwarding decisions are separately taken for each data
packet, according to the address of the intended desti-
nation.

When referring to Scenario A, the M-Unicast approach
always sends twice as many data packets as the proposal.
This is an obvious consequence of the fact that, after re-
ceiving the destinations list, for the M-Unicast approach
there are two packets, for each destination, traveling into
the topology. One packet travels from the source to the
SDN gateway, and the other one from the SDN gateway
to the corresponding destination. This does not apply
for the Sociocast approach, where there is only the data
packet from the SDN gateway to each destination.
Improvements get larger for other scenarios.

In Scenario B, more SDN nodes are involved in the rout-
ing path, despite the fact that all the destinations are
connected to the same SDN gateway. Hence, more data
packets travel into the network, especially for the M-
Unicast solution. Such a trend is more remarkable in
Scenario C, due to the larger spread of destinations over
the topology. A similar trend is observed for Scenario D
in Fig. 5(b).

Not surprisingly, improvements of Sociocast w.r.t. M-
Unicast are greater in Scenario B compared to Scenario
C. Indeed, in Scenario B the path towards all intended
destinations is the same from the source to the SDN
gateway. Hence, in Sociocast, the SDN controller judi-
ciously issues rules that prevent from forwarding dupli-
cated packets over the same links.

8. DISCUSSION AND CONCLUSION

In this paper we have proposed and analyzed the be-
haviour of an architectural framework encompassing all
the entities, functionalities, and procedures that support
a fresh new network-layer group dissemination method,
i.e., Sociocast, by leveraging a software-defined network
approach.

Results achieved through an emulation testbed show the
better scalability of the proposal in terms of OF sig-
naling and data packet redundancy when compared to
an application-layer benchmark scheme, under different
representative IoT scenarios.
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Improvements are achieved by leveraging a purpose-
built network application in the controller (i) in charge
of identifying the set of Sociocast destinations by in-
teracting with an external SIoT platform (feature im-
plemented at the application layer by the benchmark
scheme) and (i) responsible for smartly building routing
paths towards multiple receivers so as to avoid packet
duplication over links. SDN allows to manage the imple-
mentation of such functionalities at the control plane in
a flexible and programmable manner, with no changes
in the forwarding elements, hence making the devised
framework practically viable at a low implementation
cost.

Benefits of the proposal are definitely large when big
groups of destination devices are clustered together, as
witnessed by results referring to Scenario B: the OF sig-
naling is reduced by a factor higher than 10 and the
number of exchanged data packets shrinks by more than
a factor of 5 (for twenty destinations). The lower gains
for Sociocast packets w.r.t. OF signaling are due to the
fact that Sociocast also resorts to multiple unicasts for-
warding in the last hop from the SDN gateway towards
the intended destinations, to ensure successful reception
at the application layer. It can be further easily inferred
(although not shown in results) that improvements get
even larger as the distance between the source and the
set of destinations increases.

Overall, the proposal is especially suited for push-based
data dissemination to large Sociocast groups highly clus-
tered and far from the source, which well resembles the
case of multiple devices of a smart home (e.g., appli-
ances) to be remotely configured by the user’s smart-
phone.

In the other cases, the gains are also significant and al-
ways higher than a factor of 2.

The achieved encouraging results motivate us to further
explore this fertile research area which has large room
for improvements. The effectiveness of the proposal in
handling other Sociocast features, like source filtering
and publish/subscribe, needs to be practically explored.
As a further challenge, IoT devices belonging to Socio-
cast groups may move long distances between differ-
ent access points. Hence, tracking their positions at
the virtual counterparts (SVN and SVNR), as well as
managing the forwarding rules associated to them in
the SDN nodes, become very difficult and entail proper
workarounds which will be a subject matter of future
investigations.
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