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Editorial

Regulation for digital

transformation

Houlin Zhao

ITU Secretary-General

[l The 20th edition of the Global
Symposium for Regulators
(GSR-20) came at a time when
the role of the information and
communication technology (ICT)
regulator and policymaker took
centre stage in the response to,
and recovery from, the COVID-19
crisis.

An initial ITU response to the
crisis that focused on the role

of regulators and policymakers
was the creation of the Global
Network Resiliency Platform
(REGACOVID), a tool to help our
membership address the unprec-
edented demand faced by com-
munication networks. Since then,
REG4COVID has become a place
where ICT regulators, policymak-
ers and stakeholders from all over
the world can share best practices
and lessons learned.

Collaborative regulation has
been steadily gaining momen-
tum, reflecting a data-driven
world where the demarcation
between the ICT sector and

other industries has become
increasingly blurred. ITU has
experienced this digital trans-
formation first-hand, with new
players active in different sec-
tors of the economy joining our
organization and becoming an
integral part of our deliberations
and discussions.

It became even more evident at
this year's GSR, that regulators
and policymakers must work with
investors, including operators, to
create the conditions that encour-
age the investment that will meet
the needs of the unconnected,
providing more connectivity but
also more security, better digital
skills, and improved affordability
of ICT services.

At stake is economic growth, job
creation, innovation and a safer
more sustainable world for all.

| am pleased to present you here
the ITU News Magazine highlight-
ing some of GSR-20's outcomes
and discussions. M
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of the Global
Symposium

for Regulators
came at a time
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the ICT regulator
and policymaker
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Best practices for regulators and
policymakers in digital regulation
for “building back better”

By Doreen Bogdan-Martin

Director of the ITU Telecommunication

Development Bureau

B In the wake of the COVID-19
crisis, the work of regulators
and policymakers in the digital
ecosystem will be critical in
building back better.

This is why, in these uncertain
times, | believe that the GSR-20
Best Practice Guidelines: The gold
standard for digital regulation,
developed during this year’s
Global Symposium for Regulators
(GSR-20), represent an extremely
important roadmap in our
increasingly digital world.

Embodying gold standard
fifth-generation principles, our
regulatory guidelines stress flex-
ible, agile, light-touch regulation
that is collaborative and open to
participation.

Our information and communi-
cation technology (ICT) policy
and regulatory frameworks need
to be fit-for-purpose. They need
to be up-to-date, flexible, incen-
tive-based and market-driven to
support digital transformation
across sectors, and across geo-
graphical regions. In short, they
need to leverage the power of
digital platforms and infrastruc-
tures to build the resilience we
need to protect us against future
global emergencies.

Ground covered at GSR-20

We covered so much ground dur-
ing GSR-20 about how to be fit for
purpose and strengthening col-
laboration. We took a deep dive
into competition issues, spectrum,
safety, security, sustainable and
inclusive societies.
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At the opening of the event,

| spoke of regulators as the archi-
tects of the project to bridge the
digital divide. But | think the rich
and vibrant discussions over the
three-day event convinced me
that | probably underestimated
their role.

In our post-COVID world, digital
is going to define every single
aspect of our new normal. The
role of GSR regulators could
hardly be more critical.

| reiterate GSR-20 Chair,

Dan Sjéblom, Director-General
of the Swedish Post and Telecom
Authority (PTS) and Chair of
Body of European Regulators
for Electronic Communications
(BEREC), when he said that “as
the pace of digital transformation
accelerates, developing an effec-
tive regulatory approach is more
vital than ever.”

GSR-20 was indeed extraordi-
nary — we saw an unprecedented
level of participation on the virtual
platform, with over 600 experts
joining throughout the week

from 120 ITU Member States

and 73 ITU Telecommunication
Development Sector (ITU-D)
Members.

éé

Our regulatory
guidelines stress
flexible, agile, light-
touch regulation that
is collaborative and
open to participation.
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A series of events was held
over the summer, starting with
the Leadership Debate on

30 June, rich discussions at
GSR-20 Regional Regulatory
Roundtables in the different
regions, and training co-or-
ganized with the United States
Telecommunication Training
Institute (USTTI) on 27 and

28 August.

Best Practice Guidelines
proposed reforms

The GSR-20 Best Practice
Guidelines propose the following
reforms, in particular in light of
facing unexpected events and
emergencies and delivering up to
expectations despite the odds:

® Agile framework for
competition in digital
markets: Regulators should
support innovation and new
business and licensing models
that facilitate affordable access
to and investment in health,
enterprise, and educational
services on digital platforms.

B Codes of conduct (voluntary
or enforceable): Regulators
should guide digital platforms
and support them throughout
the process of creating codes,
their implementation and
enforcement in important
areas, such as online content
moderation on digital
platforms, addressing
misinformation and online
news quality, and child
online protection. Media and
digital literacy and awareness
efforts should likewise be
central to navigating the
challenges around services
that are enabled by the
digital transformation.

® Upgrading national

emergency plans: Creation
and implementation of
effective emergency plans
enables better preparedness
and decision-making during

crises.
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We covered so much
ground during
GSR-20 about how
to be fit-for-purpose
and strengthening
collaboration.

4 4

Doreen Bogdan-Martin

Such plans are key to
anticipating future unexpected
events and their negative
impacts and they should focus
on both urban and rural areas
through a multi-technology
approach. Bilateral, regional
and international cooperation
should ensure business and
public service continuity and
underpin national recovery
efforts.

Spectrum reform: Spectrum
managers need to be able to
respond in a timely manner,
making spectrum available

for wireless applications when
and where they are needed,
and as easily as possible,
giving spectrum users and
innovators flexibility to provide
services that will deliver the

greatest benefits.

Ensuring that sufficient
unlicensed spectrum is
available drives innovation
and investment in a range

of technologies that can
complement and support
networks and expand
broadband access at low cost.
Spectrum reform should also
be focused on ensuring that
access to broadband services
is provided affordably to
those areas and populations
that have been traditionally
unserved or underserved.

Looking back two decades

This year GSR turned 20. For two
decades, GSR has played a cen-
tral role in helping regulators get
to grips with the burning issues
that keep them awake at night —
issues such as evolving digital tax-
ation frameworks, infrastructure
sharing strategies, consumer trust
issues, the blurring of demarca-
tion lines between content devel-
opment and network operation,
network investment issues, and
digital inclusion.

Every year since 2003 at

the Global Symposium for
Regulators (GSR), regulators have
adopted a set of Best Practice
Guidelines.

My team and the whole of ITU
remain fully engaged with our
partners as we work to support
one another through the chal-

lenging and exciting times ahead.

K

20 years of GSR
Best Practice
Guidelines

Do you remember
what concerned you
20,10, or even 1 year
ago?

Watch this video for a look
back over the greatest

milestones of the past two
decades.
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GSR: The regulator-first venue

ITU News connected with Dan Sjéblom,
Director General of the Swedish Post and
Telecom Authority to ask him why this year’s
GSR - the 20th edition — is so important.

Sj6blom also serves as Chair of the Body of European
Regulators for Electronic Communications (BEREC) for 2020.

Why are GSR annual
events important?

M Dan Sjéblom: GSRs are
important every year, because
they represent one of the best
opportunities for information and
communication technology (ICT)
regulators worldwide to have an
open dialogue in a safe environ-
ment about what works well — and
what does not.

In our rapidly changing industry,
we have seen the pressing need
to work across industries and
across borders to continuously
recraft the regulatory environ-
ments that best allow critical ICT
investment to flow. Otherwise, we
cannot properly unlock the power
of ICTs to improve lives.

There are other more industry-fo-
cused events to exchange best
practices and hear from regula-
tory affairs representatives of key
new and traditional ICT players.
But GSRs are the regulator-first
venue for us to focus on how to
work better together.

The COVID-19 crisis has
made these issues so critical,
so essential.

The situation demands that we

learn from each other in real time.

GSR-20 offered one of the best

opportunities to do so.

| don't remember a time when
government leaders were more
receptive to how regulatory
innovation can help them better
leverage ICTs to get economies
and societies back on track
—and to "build back better”
after COVID-19.
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focus on how
to work better
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How has Europe transformed
its ICT regulatory approach over
time? What are some of the

key elements?

M Dan Sjéblom: Europe started
its voyage towards competition
and liberalization in the late
1980s, with the new regulatory
framework in the early 2000s and
has been evolving ever since.

The new Commission has given
great importance to digital
transformation. The regulatory
framework is founded on the
competition principle and a
belief that all regulatory measures
implemented should have pro-
motion of competition as a basis.

Regulation in itself will not lead
to the desired targets but it can
create the right prerequisite for
innovation and investment, by
creating a stable and predictable
environment. This is true both for
fibre deployment as well as for
digital transformation.

How has BEREC evolved and
what is next for BEREC?

M Dan Sjéblom: One of the key
success factors of BEREC is that it
constantly evolves.

What is important to understand
is that the regulatory framework
is merely a framework. Within
this regulatory structure, every
Member State has a unique
infrastructure requiring a regu-
lation adjusted to the national
circumstances. There is no “one
size fits all”.

Within BEREC, all these perspec-
tives lay the foundation for regu-
latory discussions and solutions
among independent regulators.
Although it is difficult to say
exactly how BEREC will evolve, we
can see that there are still many
challenges when it comes to con-
nectivity, and further investments
in infrastructure are needed. But
we also see other potential bot-
tlenecks emerging in areas where
cross-regulatory cooperation will
be increasingly important.
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Why are the Best Practice
Guidelines coming out of GSR
important and how might
they reflect what’s happened
in Europe?

M Dan Sjoblom: The Best
Practice Guidelines are a useful
way for us as a global community
of ICT regulators to highlight
what we see as the best ways to
encourage necessary ICT invest-
ment while protecting compe-
tition, security and privacy so
that we can build robust digital
economies that citizens trust.

It's a great thing that we have

an opportunity to update these
each year in hopes to keep pace
with the rapid and transformative
industry change we see.

This year was an opportunity to
update the Guidelines to reflect
the evolution of ICT policy in
Europe, where we see a high
concentration of “5th Generation”
regulation, which reflects the
concerted effort to work across
borders and industries to craft
regulation that acknowledges
the reality that ICTs underpin so
many other industries. Digital is
at the centre of the pandemic
recovery. We have seen enor-
mous developments in this short
period — but how do we maintain
the momentum? M
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GSR-20 by the numbers

The 20th edition of the Global Symposium for Regulators (GSR-20) welcomed:

A total of

606 online

participants 2 .'f:
Bl 215 females ITUGSR

ONLINE 2020
391 males

from ITU Member from ITU-D Sector
States Members organizations

from regional

Ep Ny

from the from Resolution 99
United Academia (Rev. Dubai,
Nations and 2018)

its specialized
agencies

Note: Participant numbers refer only to the GSR-20 core sessions held from 1 to 3 September.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx

GSR turns 20

ITU News MAGAZINE No. 04, 2020

Building back better after COVID-19: Key learnings

from 20 years of ICT regulatory reform

By Stephen Bereaux

Deputy to the Director of the ITU Telecommunication
Development Bureau

B As we look back at 20 years of telecommunication/information and
communication technology (ICT) regulation at this year’s milestone
Global Symposium for Regulators (GSR-20), there is no better time to
understand how the responses and initiatives from the ICT sector during
the COVID-19 pandemic can help ITU members — and the world —to
build back better.

Two decades have seen GSR become the pre-eminent global meeting
for regulators and policymakers to tackle the many challenges emerging
from the convergence of ICT services.

éé

The symposium also
serves as a choice
venue for regulators to
interact and collaborate
with the private sector
to solve these and other
critical challenges.
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Points covered in
GSR's online sessions
reflected what ITU
members and the
wider ICT community
need to bear in mind
as the so-called 'new
normal’ takes shape.
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From digital taxation frameworks
to consumer trust, infrastructure
sharing to network investment,
the symposium also serves as a
choice venue for regulators to
interact and collaborate with the
private sector to solve these and
other critical challenges.

This year, as its own response to
COVID-19 restrictions, GSR went
digital and was held as a virtual
meeting from 1-3 September
2020. As the world moves from
response to recovery in the face
of the COVID-19 pandemic,
points covered in GSR's online
sessions reflected what ITU
members and the wider ICT
community need to bear in mind
as the so-called "new normal”

takes shape.

5 key approaches to the
‘new normal’

First, how might institutional
frameworks be made fit-for- pur-
pose in a post-COVID world? Key
issues addressed are privacy and
data protection — especially con-
cerning health information.

Does the advent of contact
tracing and tracking apps

require even closer collabo-
ration between data protec-

tion agencies and telecoms?
What is the role of telecoms

in tackling the global issue of
COVID-19-related misinformation
and disinformation?

What is clear is that new and
existing institutional frameworks
must be designed to support
data privacy and help combat
misinformation.

Itis also important to understand
the sector competition impacts of
the post-pandemic era — particu-
larly in terms of data sovereignty,
and data ownership.

Changes in market power
between industry segments also
come into play here. For example,
operators may face long-term
reduced demand or higher costs
as the world recovers from the

pandemic.
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At the same time, initial indica-
tions suggest that so-called “tech
giants” may become significantly
stronger under a range of poten-
tial future scenarios. Such a situa-
tion could arise not only because
of the sizeable market power

of these companies, but also
because of their critical role as
the gatekeepers for smartphone
operating systems, which must be
opened for contact tracing apps,
tackling COVID-related disinfor-
mation, and more.

This shifting balance of market
power between these two seg-
ments of the communications and
technology industries may, in turn,
require new regulatory settings.

The pandemic has caused remote
working to shift from exception to
norm in many workplaces around
the world. But working from home
comes with increased cybersecu-
rity risks such as malware infec-
tion, unauthorized access, data
security, and insecure devices.

Hackers and online scammers are
taking advantage of these risks,
with cybercrime accelerating as
COVID-19 continues to spread.
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A report by the security firm
Mimecast revealed that during
the first 100 days of the crisis,
spam and opportunistic detec-
tions increased by 26.3 per cent
globally, impersonation was

up 30.3 per cent, malware by
35.16 per cent and the blocking
of URL clicks by 55.8 per cent.

In response to these increased
cybersecurity threats, govern-
ments have taken to steps to
address gaps in digital trust and
security. For example, the Welsh
Government announced a GBP
248 000 cyber grant scheme
for local authorities to help
strengthen their IT systems.

The Australian Cyber Security
Centre released guidelines that
outline key cybersecurity prac-
tices for people who are working
from home.

In many countries, spectrum
availability and capacity were
expanded as temporary emer-
gency measures during the pan-
demic to accommodate surges
in traffic and to ensure continued
service delivery.

Such responses typically involve

allowing the use of either vacant
spectrum or unused spectrum of
existing licenses.

The time has come to carefully
examine how such temporary
measures will be bridged with
the new “normal”, while provid-
ing greater network access and
maintaining improved quality of
service for all.

Last but not least, inclusion,
accessibility, and digital divide
issues will be heightened in a
post-COVID scenario due to the
fact that the negative impacts of
the pandemic will fall more heav-
ily on vulnerable populations.

On social equity grounds in the
post-COVID world, there are
pressing reasons to accelerate
connectivity and digital skills for
an estimated 3.6 billion people
who remain totally offline, in
addition to a more urgent need
for universal service strategies
and policies to combat new forms
of digital divide. That means the
need for improved affordability of
ubiquitous broadband for all citi-
zens and residents will only grow
in the post-pandemic scenario.

Terrestrial network deployments
and innovative future technolo-
gies such as non-GEO satellites
and HAPS should be facilitated
in order to connect the uncon-
nected. As ITU Secretary-General
and Broadband Commission

ITU News MAGAZINE No. 04, 2020

for Sustainable Development
Co-Vice Chair Houlin Zhao
recently stated, "As the COVID-19
pandemic accelerates, making
in-roads in the developing world
and threatening all of humanity,
we need to take immediate action
to ensure no one is left behind.
This unprecedented crisis shows
that nobody is safe until we are all
safe. And it shows, with no ambi-
guity, that we will not unleash the
full potential of broadband until
we are all connected.”

Building on GSR learnings
to shape the 'new normal’

Despite the considerable
uncertainty involved in looking
further out, ITU members are
encouraged to “look back to

the future” and bear in mind the
collective learnings facilitated by
REGACOVID and compiled in the
discussion paper during the GSR
deliberations.

We look forward to collectively
tackling challenges in the new
post-COVID-19 context, from
encouraging investment, to fos-
tering innovation, from facilitating
sector competition to pursuing
social equity and inclusion in
transformed economic and soci-
etal environments everywhere. W
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https://reg4covid.itu.int/
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How can ICT regulators respond to COVID-19?

5 key findings from new GSR paper
By Sofie Maddens

Head of Regulatory and Market Environment Division, ITU

B Shortly after the declaration of COVID-19 pandemic lockdowns
across most parts of the world, ITU raced to launch the Global Network
Resiliency Platform (#REG4COVID) in March 2020.

Since then, information and communication technology (ICT) reg-
ulators and policymakers from all regions of the world have gone

to the platform to share useful insights, best practices and lessons
learned to boost network resiliency in the face of unprecedented net-
work demands.

éé

REG4COVID has
become a veritable
treasure trove of
tried-and-tested
initiatives.
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REG4COVID - a treasure
trove of initiatives

By facilitating the sharing of this
type of relevant information

and expertise, REG4COVID has
become a veritable treasure trove
of tried-and-tested initiatives,
regulatory measures and policy
actions, all of which are grounded
in international experiences and
best practices.

By mid-June, the platform
received over 400 contributions,
demonstrating a strong moti-
vation on the part of countries
to collaborate and share expe-
riences in different areas, from
consumer protection to traffic
management to the availability
and accessibility of broadband,
emergency telecommunications,
and beyond.

Many of the initiatives submit-
ted to the REG4ACOVID platform
made their way into a GSR dis-
cussion paper entitled “Pandemic
in the Internet Age” published in
June 2020. The paper offers ICT
stakeholders a thorough anal-
ysis of these measures, as well

as trends for different groups of
stakeholders developed in coun-
tries worldwide.

Immediate and long-term
regulatory responses

Both immediate and long-term
responses are covered, as well as
strategies and best practices to
inform a well-prepared recovery.
These can range from ensuring
resilient connectivity, business
continuity and service delivery
(especially during data traffic
surges) to maintaining continuity
of vital services while ensuring
affordable, safe, and secure
access to online services. The
report also identifies which prac-
tices should be considered for
inclusion in a national emergency
telecommunication plan (NETP),
as well as broader ICT contin-
gency and development plans.

Despite the lockdowns that have
been enforced worldwide, the
use of digital tools has enabled
some level of economic activity to
continue in many countries.

"Pandemic in the Internet Age”
highlights the differences that
may occur due to market maturity
and economic development while
identifying innovative regulatory
measures needed to address
specific challenges for operators,
businesses, governments, and
end users — including most vul-
nerable populations.
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The report also provides a
checklist of actions and regulatory
measures for better prepared-
ness to complement the recently
released ITU emergency commu-
nications guidelines.

ITU Guidelines for
national emergency
telecommunication

The ITU Guidelines are a
critical tool to assist
policymakers and national
regulatory authorities to
develop a clear, flexible and
user-friendly national
emergency
telecommunications plan
with a multi-stakeholder
approach. The guidelines can
be used for developing
tailored contingency plans for
emergencies caused by
natural hazards, epidemics
and pandemics.



https://www.itu.int/en/myitu/News/2020/06/29/14/53/Sharing-best-practices-on-the-REG4COVID-platform
https://www.itu.int/en/myitu/News/2020/06/29/14/53/Sharing-best-practices-on-the-REG4COVID-platform
https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf
https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf
https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Pages/Publications/Guidelines-for-NETPs.aspx
https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Pages/Publications/Guidelines-for-NETPs.aspx
https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Documents/2020/NETP-guidelines.pdf
https://www.itu.int/en/ITU-D/Emergency-Telecommunications/Documents/2020/NETP-guidelines.pdf
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‘Pandemic in the
Internet Age’ highlights
the differences that may
occur due to market
maturity and economic

development.
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Sofie Maddens

Key findings from
“Pandemic in the
Internet Age”

1 From an economic perspec-
tive, the cost of delays in

deploying new technologies and
services is higher than ever. In a
post-pandemic world, telecom-
munications and ICT services are
now more valuable to society.
Each year of delay in providing
better and increased levels of
service results in a materially
greater opportunity cost.

2 This means it is now socially
optimal and arguably
imperative to urgently bring
forward deployment of new
digital infrastructure.
Implementing this key finding can
look like the assignment of
in-demand IMT spectrum and
new generations of technological
standards, for example, or moving
more rapidly to 4G and 5G, or
addressing the COVID-19 specific
challenges around contact tracing
and disinformation.

3 Equity challenges in
accessing telecommunica-
tion and ICT services in the
post-COVID world must be
addressed. To the extent that
improved access to telecommuni-
cations and ICT services can
provide social inclusion, access to
services, gender equality, access
to education and, potentially,
access to employment, ICT has an
essential role to play in offsetting
these negative equity impacts
of COVID-19.
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4 While it may be tempting
to consider that an
effective vaccine would enable
the world to return to pre-pan-
demic days, many factors suggest
that “the new normal” may look
quite different. For telecommuni-
cations operators, this might look
like adapting networks to
increased video traffic, improving
quality and reliability, and contin-
uing to build capacity while
accelerating 4G/5G deployments.
However, the key elements that
comprise or influence the “new
normal” for the ICT sector should
be further reviewed in 12 months.
In the medium and longer term,
there will be flexibility for more
substantial and sustaina-

ble responses.

5 Lastly, while the world is
trying to comprehend what
the “new normal” will look like, it
is clear that the changes forming
now will be enduring.

As Canadian Prime Minister
Justin Trudeau stated, "COVID-19
will be one of the things that
creates changes in our society.
Our responsibility as a society, as
governments, is trying to figure
out how to minimize the negative
impacts of those changes while
maximizing the safety of [our
citizens]”. H

Download the GSR Discussion Paper Pandemic in the Internet Age.



https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf
https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf

Share your experiences
with REG4COVID

The new Global Network Resiliency Platform (#REGACOVID) is a place where
regulators, policymakers and other interested stakeholders can share information,
view what initiatives and measures have been introduced around the world
designed to help ensure communities remain connected.

Global Network Resiliency Platform

Join ITU’s online communities on your favorite channel
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https://reg4covid.itu.int/
https://www.itu.int/net4/ITU-D/CDS/gq/generic/questionnaire.asp?ProjectID=1391
https://reg4covid.itu.int/?page_id=59
https://www.itu.int/net4/ITU-D/CDS/gq/generic/questionnaire.asp?ProjectID=1391
https://reg4covid.itu.int/?page_id=59
https://youtu.be/JFZBz2U6hFc
https://www.itu.int/en/Pages/default.aspx
https://www.instagram.com/ituofficial/
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https://twitter.com/itu
https://www.facebook.com/ITU/
https://www.linkedin.com/company/international-telecommunication-union/
https://open.spotify.com/episode/4EyvghOpRxLzK3xIjySt0P?si=hAPzdjonTLCVM2Kq-MSZQw
https://www.flickr.com/photos/itupictures
https://soundcloud.com/ituproduction/tracks
https://podcasts.apple.com/ch/podcast/international-telecommunication-union-itu/id1491001474
https://www.spreaker.com/show/itu-snapshot
https://www.itu.int/en/Pages/covid-19.aspx
https://vm.tiktok.com/JdxhuC4/
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GSR-20: Responding to challenges
of digital transformation in the wake
of global crises and beyond

B Promoting an adaptive, resilient and collaborative regulatory This year's GSR-20 programme

system is key to “building back better” and advancing digital kicked off on 30 June 2020 with a

transformation for all, according to participants at [TU’s 20th edition of leadership debate “Resilient and

the Global Symposium for Regulators (GSR-20), held virtually from 1 to secure digital connectivity for all:

3 September. COVID-19 Recovery and lessons
learned for better preparedness

Regulatory authorities that gathered at GSR-20 agree that in the wake and response”.

of COVID-19 digital regulation can boost the readiness of digital

markets to face unexpected events and emergencies, and together, The event was followed by

they adopted GSR-20 Best Practice Guidelines: The gold standard for Regional Regulatory Roundtable

regulation to respond to the challenges of digital transformation in the Discussions for the Europe, CIS,

aftermath of global crises and beyond. Arab States, Africa and Asia-

Pacific regions.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Documents/GSR-20_Best-Practice-Guidelines_E.pdf
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Documents/GSR-20_Best-Practice-Guidelines_E.pdf
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On 27 and 28 August, the United
States Telecommunication
Training Institute (USTTI) and ITU
organized webinars on Behind
the Scenes Look at Emerging
Technologies to explore the work
taking place to prepare for the
deployment and usage of emerg-
ing technologies. Experts pro-
vided regulators with information
on the technological underpin-
nings of emerging technologies
and the spectrum planning that
is taking place to enable these
new services.

GSR-20 also featured the Regional
Regulatory Associations meeting
and the Industry Advisory Group
for Development Issues and
Private Sector Chief Regulatory
Officer's meeting (IAGDI-CRO)

on 31 August, and the Heads of
Regulators Executive Roundtable
on 1 September.

Finally, the core sessions in
September included a series of
lightning sessions presenting

the Global Network Resiliency
Platform (REG4COVID); the new
Digital Regulation Handbook and
online platform, a collaborative
effort between ITU and the World
Bank; the outcome report of the
Economic Experts Roundtable;
and the Global ICT Regulatory
Outlook and ICT Regulatory
Tracker.

For a number of the online
sessions participants woke up at
the crack of dawn, from different
sides of the globe, for this event
that every year brings experts
from regulatory bodies and
private sector entities together to
discuss telecom regulation in an
increasingly changing world. ll
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Watch the GSR 20th
edition celebration
video, and read on,
to learn more about

what was discussed
at GSR-20


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/USTTI-ITU-training.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/USTTI-ITU-training.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/USTTI-ITU-training.aspx
https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/RA_Portal/RA_online-20.aspx
https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/RA_Portal/RA_online-20.aspx
https://www.itu.int/en/ITU-D/Conferences/CRO/Pages/default.aspx
https://reg4covid.itu.int/
https://www.itu.int/en/myitu/Publications/2020/08/31/09/09/Digital-Regulation-Handbook
https://digitalregulation.org/
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Documents/GSR-20_Impact-COVID-19-on-digital-economy_DiscussionPaper.pdf
https://itu.foleon.com/itu/global-ict-regulatory-outlook-2020/home/
https://itu.foleon.com/itu/global-ict-regulatory-outlook-2020/home/
https://www.itu.int/net4/itu-d/irt#/tracker-by-country/regulatory-tracker/2019
https://www.itu.int/net4/itu-d/irt#/tracker-by-country/regulatory-tracker/2019
https://youtu.be/R-_3eAkFtbc
https://youtu.be/R-_3eAkFtbc
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Fit-for-purpose: Why 5th-generation regulation is
an essential ingredient of digital transformation

By ITU News

B 20 years after the first-ever Global Symposium for Regulators
(GSR), the era of 5th-generation regulation is here — and more
important than ever before in the wake of the challenges posed by
the COVID-19 pandemic.

Faced with multiple crises, from the pandemic to global climate change,
are regulators sufficiently equipped to deal with the new and fast-mov-
ing realities of digital transformation?

This was a key question underpinning the first day of GSR-20, both at
the Heads of Regulators Executive Roundtable and the first core session,
entitled “Fit-for-Purpose institutional frameworks for digital transforma-
tion: Demystifying the collaborative regulator in a post-COVID digi-

tal ecosystem.”

What does ‘fit-for-
purpose’ meanin a
regulatory context?

Digital transformation is no longer
a "nice-to-have.” Rather than

an option, it is now a matter of
urgency that tops government
agendas worldwide. Globally, the
pandemic made this fact clearer
than ever. Today, and especially
post-pandemic, 5th-generation
regulation must be in place for
digital transformation to reach its
full potential.
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ICTs are the
backbone that all
sectors rely on.
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Hossam El Gamal

Executive President of the
National Telecom Regulatory
Authority (NTRA), Egypt
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Regulation must also be “fit-for-
purpose”, meaning that regulators
are acutely attuned to and actively
leveraging digital evolution by
adapting regulatory functions,
capacity, skills, and tools to the
digital era.

Gone are the days regulators
worked in silos, crafting their
own specific regulations and
policies. “ICTs (information
and communication technol-
ogies) are the backbone that
all sectors rely on,” affirmed
Hossam El Gamal, Executive
President of the National Telecom
Regulatory Authority (NTRA) in
Egypt. Now that ICTs underpin
the operations of all sectors in
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terms of safety and security,
efficiency, dynamism, competi-
tion, every sector from finance
to education and even health
must engage with ICT regulators
in ways they have never done
before.

Five hallmarks of fit-for-
purpose, 5th-generation
regulation

So what does fit-for-purpose reg-
ulation actually look like, and why
is it an essential ingredient for
digital transformation? Look for
the following five characteristics
to determine whether regulatory
actions are truly fit-for-purpose:
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1 Collaborative and cross-sec-
toral: 5th-generation
regulation is more open to
partnership, not just between
governments, but between a
plurality of actors, from policy-
makers and regulatory bodies to
the private sector, and from
academia to international organi-
zations like ITU.

According to Nerida O'Loughlin,
Chair of the Australian
Communications and Media
Authority (ACMA), “regulators
will need to switch their focus
beyond regulating within the
traditional sectoral frameworks,
to look at frameworks which are
outcomes-based, future-focused
and technology-neutral.”

Collaboration is doubly essential
in light of truly global crises, such
as the COVID-19 pandemic. “As
satellite operators we are used to
respond to emergencies, but now
this emergency is happening at
a whole different scale because
it affected the whole world,”
remarked Alan Kuresevic, Vice
President of Engineering at SES
Techcom. “We need to encour-
age dialogue between public
and private sector to overcome
the current issues and become
more efficient.”

2 Light-touch and agile:
The ICT world is fast-mov-
ing, regulators are constantly
thrown new challenges that span
once-disparate sectors — from
data protection and privacy, the
implications of artificial intelli-
gence (Al), and much more.
Fit-for-purpose entails practical
and more agile collaborative
platforms to replace bureaucratic
and more siloed “business-as-

|II

usual” models of policymaking.
As Irene Kaggwas Sewankambo,
Director General of the Uganda
Communications Commission
(UCC) noted, "today, innovation
is faster than regulation and we
need to be able to adjust the way
we work. Regulators need to step
up to [the pace of] this digi-

tal economy.”

3 Inclusive: This multiplicity
of actors must work
together to create win-win
strategies that benefit not only
one another, but the people of
the world, in the context of the
SDGs. Part of tackling SDG 10
(Reduced inequalities), for
example, involves addressing the
challenge of digital inclusion by
leveraging ICTs towards universal
connectivity. That means deploy-
ing radical new approaches to
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ensure the remaining estimated
46 per cent of the world gets
connected, no matter where they
live or their socio-economic
status.

Universal connectivity by 2030

is also the basis and chief goal

of the United Nations Secretary
General's Roadmap for Digital
Cooperation, explained Fabrizio
Hochschild, Under-Secretary
General of the United Nations.
“Regulators have a key role in the
roadmap.[...] Adequate regula-
tory frameworks can make a dif-
ference whether or not networks
can be accessed affordably. They
can make the difference whether
networks are safe or not,” he said.

éé

Collaboration with all
sectors is absolutely
critical to ensure the
responsibilities are
shared and to help
end users overcome
their difficulties.

144
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Council President of Niger's
Regulatory Authority for
Telecommunication and Posts
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It is also important for regulators
to remember the end user as
they work to collaborate more
closely. As Bety Aichatou Habibou
Oumani, Council President of
Niger's Regulatory Authority for
Telecommunication and Posts
pointed out, “collaboration with
all sectors is absolutely critical to
ensure the responsibilities are
shared and to help end users
overcome their difficulties.”

4

nications” to become the bedrock

Flexible: ICTs have
eclipsed simple “commu-

of nearly every economic sector;
they are vital to business perfor-
mance and national growth.
That ubiquity has ushered in
a host of new players and differ-
ent sectors — each with their

separate regulatory challenges
in play.

“In Africa, we had to be very
flexible with regard to certain
number of procedures, be they
customs procedures or bank-

ing procedures,” said Charles
Millogo, Chairman of the
Regulatory Authority of Electronic
Communications and Post in
Burkina Faso.

“We had to develop initiatives
that would allow us to be flexi-
ble in the use of our resources.
We realized with the increase

in traffic, that operators needed
more resources spectrum, for
example, and therefore we had to
respond [...] to the challenges in
an efficient and flexible manner,”
he said.

5 Iterative: Not only is
flexibility needed in this
brave new regulatory world, but
also the capacity to iterate. “The
best regulation is like a software:
it often comes from an iterative
process. A back-and-forth
between the government and the
private sector [is needed] to try to
achieve the goals and rolling out
over time,” noted Kevin Martin,
Vice-President for US Public Policy
at Facebook.

éé

In Africa, we had to be
very flexible with regard
to certain number of
procedures, be they
customs procedures or
banking procedures.
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Chairman of the Regulatory
Authority of Electronic
Communications and

Post, Burkina Faso

Charles Milongo
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A strong example of regula-
tory collaboration with digi-

tal platforms was offered by
O'Loughlin. She described how
the Australian regulator “set out
a model to guide digital plat-
forms in developing their code,”
and with 3 objectives: reduce
impact of harmful misinformation,
empower people to judge the
quality of news and information,
and enhance transparency and
accountability in digital plat-
form practices.

Fit-for-purpose also means
fit-for-investment

At the same time, regulators

will soon face the challenge of
putting the pandemic behind
them and looking to the future.
How will governments nurture
their digital economies in this new
paradigm? How can regulators
create a futureproof investment
climate for digital transformation
without ceding too much power
to external influences?

Americo Muchanga, Chairman

at the National Institute of
Communication of Mozambique
(INCM), pointed out the challenge
facing regulators of “investing
with less cash” and creating a
more affordable investment
environment.



Key themes

“Can we make spectrum available
for less than it used to be nor-
mally?” Muchanga asked, ques-
tioning the role of government.
In Mozambique, regulators were
“providing spectrum for free
during this period of pandemic
and encouraging operators not
to charge for service or users that
cannot pay during this period,”
he added.

According to El Gamal, the
Egyptian government invested
around 2 billion USD in its strat-
egy for digital transformation in
2019. “We believe the investment
in ICT structure is important. Also,
faster responses and collabo-
ration are key success factors in
coping with the new norm where
we are physically in one place
but virtually, we are in multiple
places,” he said.

Another example of this kind of
futureproof investment in infra-
structure was shared by Federal
Communications Commission
(FCC) Chairman Ajit Pai: “The big-
gest reason why US carriers were
equipped to handle this increase
in traffic was the investments they
made long before anybody heard
of COVID-19,” he said.

Pai went on to describe record
levels of investments in networks
and fibre deployment in the
United States between 2018

and 2019, “accounting for more
growth than in the years 2015

to 2018 combined.” Thanks to
these investments, “average

fixed broadband speeds in the
United States have doubled since
December of 2017.[...] Our
network has been able to sustain
the demands placed upon it by
the pandemic.[...] What does this
tell us as regulators? For me, it is
a powerful reminder that unleash-
ing private markets often is the
most effective way to advance the
public interest,” affirmed Pai.

Towards fit-for-purpose
digital transformation in a
post-COVID world

Digital transformation will be an
important piece of the economic
puzzle, especially in the wake of
the COVID-19 crisis. “The current
situation has allowed us to see
things differently and we now
need to confront this massive
paradigm shift,” highlighted
Louis-Marc Sakala, Director-
General of Congo’s Regulatory
Agency of Post and Electronic
Communications (ARPCE).

ITU News MAGAZINE No. 04, 2020

éé

The biggest reason
why U.S. carriers

were equipped to
handle this increase

in traffic was the
investments they made
long before anybody

heard of COVID-19.
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Ajit Pai
Chairman of the US

Federal Communications
Commission (ECC)

“|ICTs are therefore now essential
to be able to work and live. We
now need to work together; we
need to listen and learn from each
other to address this change.”

Despite the considerable uncer-
tainty involved in looking further
out, GSR discussions encouraged
participants to “look back to the
future” and bear in mind the
collective learnings facilitated by
platforms like REGACOVID and
compiled in the GSR-20 Best
Practice Guidelines, released dur-
ing the final session of GSR-20. M
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Connecting
humanity study =

How much would it cost to connect the 3 billion offline population to the Internet
by 20307 Is it only about infrastructure costs? What role does an enabling
environment play? What regulatory measures will foster deployment and use?

Answers to these questions can be found in the new ITU study on assessing
investment needs of connecting humanity to the Internet by 2030.

deh
Download the Report

>

Join ITU's online communities on your favorite channel

vifjo@n
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https://vm.tiktok.com/JdxhuC4/
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How can ICT regulators collaborate to

build back better after COVID-19?

By ITU News

B For ICT regulators, building
back better means bringing
affordable, safe, secure and
trusted connectivity and online
access and use to people in

their respective regions. It also
means making sure everyone is
connected, no matter where in
the world they live or their level of
socio-economic means.

These ideas shaped the dis-
cussions of the annual meeting
of Regulatory Associations

(RA), held virtually on the eve
of the 20th Global Regulators
Symposium (GSR-20) core

sessions.

Chaired by incoming Body

of European Regulators for
Electronic Communications
(BEREC) Chair Michel Van
Bellinghen, the meeting featured
a panel discussion on how reg-
ulatory associations can collab-
orate in a post-COVID digital
ecosystem.
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The COVID-19 crisis

is also a window of
opportunity that the
regulatory community
cannot afford to miss.
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Dan Sjoblom

Chair of GSR-20, Director-
General of the Swedish
Post and Telecom Authority
(PTS), and Chair of BEREC
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The panel was followed by a
presentation of different projects
and activities of each RA since
GSR-19, with a focus on how each
is rebuilding towards meaningful
connectivity in the post-pandemic
world.

Causes for optimism

Despite bearing all the hallmarks
of a crisis, there are many rea-
sons for regulators to be hopeful
in the wake of the pandemic.
“The COVID-19 crisis is also a win-
dow of opportunity that the reg-
ulatory community cannot afford
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to miss,” declared Dan Sjéblom,
Chair of this year's edition of GSR,
Director-General of the Swedish
Post and Telecom Authority (PTS),
and current Chair of BEREC, in an
earlier regional regulatory round-
table session.

While networks have been
pushed to their limits dur-

ing the COVID-19 crisis,

“they have largely remained
operational and resilient,”
affirmed Doreen Bogdan-

Martin, Director of ITU’s
Telecommunication Development
Bureau, who was also present at

the RA meeting.
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Networks have
largely remained
operational and
resilient.
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Doreen Bogdan-Martin

Director of ITU’s
Telecommunication
Development Bureau
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Moreover, the current crisis has
also fast forwarded the adoption
of digital technologies. “We now
live in a world where we work,
interact, and do business differ-

ently,” she noted.

Teleworking proved to be par-
ticular boon in the form of higher
member participation for some
regulatory associations. “The pan-
demic forced us and our mem-
bers to work from home,” said
Allan Ruiz, Executive Secretary

of the Regional Technical
Telecommunications Commission
(COMTELCA). “This gave us

the opportunity to interact with
more of our members, because
they did not have to travel for

the meetings.”

The challenges of building
back better

There are many hurdles to
overcome as regulators across
the world shift from pandemic
response to recovery. According
to the latest ITU data, 3.6 billion
people remain unconnected
worldwide. In many remote
areas of the planet, broadband
development is hindered by
demographic or even geo-
graphic constraints.

In still other places, permanent
connectivity is simply not afforda-
ble. This is the case in many parts
of West Africa, noted Abossé
Akue-Kpakpo, Digital Economy
Director of the West African
Economic and Monetary Union
(UEMOA). "In some [West African]
countries, the cost of broadband
can reach 60 per cent of the
average salary,” he noted. “This
makes it impossible for citizens to
work [remotely] or follow educa-
tion online.”

Quality of service remains a
major challenge in Africa, as

well as regulatory issues around
roaming, added Laminou Elhadii
Maman, Secretary General of the
West Africa Telecommunications
Regulators Assembly (WATRA).

Investment resources for informa-
tion and communication technol-
ogies (ICTs) will likely be harder
to come by with the impending
economic crisis projected to
follow the health crisis. Even with-
out considering the pandemic,
potential investors in the ICT
sector must deal with long cycles
in terms of return on investment,
as well as high operational and
maintenance costs when it comes
to servicing remote and under-
served areas.
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Sharing solutions

In a post-COVID digital eco-
system, regulatory association
representatives agreed that col-
laboration is crucial — especially at
the national level within govern-
ment departments, but also at the
regional level between countries.

For example, sub-regional
initiatives in West African coun-
tries including Burkina Faso,
Niger, Mali are helping to ensure
cross-border connectivity,
remarked Charles Milogo of

the Francophone Network of
Telecommunication Regulation
(FRATEL). “Regulatory associa-
tions must keep on collaborating
to ensure that connectivity plans
are carried out,” he said.

To address the issue of unafforda-
ble connectivity, Akue-Kpako sug-
gested putting subsidies in place
similar to those some countries
have implemented for water and
electricity.

According to Ruiz, his organiza-
tion developed a guide of best
practices on the “rational use of
the Internet” to not overwhelm

communication networks.
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We also implemented
the ‘e-wallet” a virtual
wallet enabling
people to collect their
salary remotely.
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Karima Mahmoudi

Director of the Electronic
Communications

Market Observatory,
Instance Nationale des
Télécommunications

of Tunisia (INTT)

Some of the measures that were
taken included additional tem-
porary spectrum use, regulatory
sandboxes, and agreement with
content providers on lowering the
quality of their streaming services
during the lockdown period,

he said.

Representing BEREC, incoming
Chair Michel Van Bellinghen
conceded that while there was no
major congestion in Europe, the
networks did face pressure during
the first weeks of the lockdown in
spring. “Big platform operators
were asked to reduce the qual-
ity of their streaming service so
that networks can cope with the
increased demand,” he noted.

“We are holding workshops on
cybersecurity to increase con-
sumer awareness,” said Antony
Chigaazi of the Communications
Regulators’ Association of
Southern Africa (CRASA), cit-

ing a need to further “finetune
activities and priorities in view

of COVID-19."

According to Karima Mahmoudi,
Director of the Electronic
Communications Market
Observatory, Instance Nationale
des Télécommunications of
Tunisia (INTT) and represent-
ative of the Arab Regulators
Network of Telecommunications
and Information Technologies
(AREGNET), Tunisian authorities
experimented with emerging
technologies, using robots to
verify the movement of people
in order to limit transmission

of COVID-19. “We also imple-
mented the ‘e-wallet”: a virtual
wallet enabling people to collect
their salary remotely and avoid
moving or getting into crowds,”
she said.

Some of the practices mentioned
in this meeting will remain with us
on the long term, noted Bogdan-
Martin in her summary of the first
panel discussion.
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Top priorities for regulators
in the post-COVID future

To address future challenges,
regulators need forward-look-
ing mindsets that can anticipate
future trends, suggested Van
Bellinghen. One of these is sus-
tainability, which will be a main
focus for BEREC in 2021, he said.

Among the priorities regulatory
associations mentioned include
reduced costs for internet access,
as well as regional public warning
systems that can send alerts to

all phones in the area in case of a
major emergency.

The harmonization of spectrum
use was mentioned as another
top priority, as well as implement-
ing common activities across
regions, such as a digital identity
system that is interoperable and
can facilitate travel at the regional
level. Finally, closing the digital
gap is a top priority for regulators,
especially in terms of education.
In the case of Burkina Faso, for
instance, students attending
private schools often benefit from
internet access at home to access
learning materials, while many
public-school students do not,
said Akue-Kpakpo.
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Next steps: Take stock
and collaborate

The tasks ahead of regulators

are two-fold, suggested Van
Bellinghen. The first includes a
thorough assessment of measures
taken in the last months — such as
the ones compiled in ITU’s Global
Network Resilience Platform
REGACOVID, where regulators
and policymakers from all over
the world have submitted and
exchanged best practices.

Echoing the need for sharing
challenges and exchanging
experiences, Ruiz suggested that
the role of local governments

will be crucial in the coming
months, in that they will need to
be informed of discussions and
best practices defined by regula-
tors. “Regulatory challenges must
be shared among all countries
and multilateral actions have to
take place to move forward in the
future,” he said.

Secondly, collaboration must be
deepened between institutions,
said Van Bellinghen in his closing
remarks. Because no matter the
nature of the emergency, “no
country, no regulator can fight a
crisis on its own.” M
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Looking back to the future with
GSR-20 Alumni interviews
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To celebrate the special occasion of the 20th edition of GSR, ITU planned a series of short interviews

with former regulators inviting them to look back at how regulation has changed, evolved, and is shap-

ing the regulation of tomorrow.

Alumni interviews #1

In this first episode of “Looking back to the future” interviews, distinguished former
regulators discussed the role of government in a post-COVID world.
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The scope of the
regulator has very
much increased, and
the skills required

of the regulator are

very different.
144

Senior advisor, to Ministers,
Regulators and Boards of
companies throughout Europe
Middle East and Africa (former
regulator (TRBR), Vanuatu)

Alan Horne
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Policymakers and
regulators must be
prepared to take risks
to work outside their
core scope of functions
and be open-minded.

144

S \\} \\\

Dalsie Baniala

Telecommunications
Regulatory Advisor to

the Ministry of Public
Infrastructure, Industry
and Commerce, Republic
of Palau (former regulator
(TRBR), Vanuatu)
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One restriction that
telecom regulators
have today is that the
legal framework in
which they operate

is quite old.

-

Diego Molano

-
Advisor on Digital

Transformation of

Governments and

Corporations, startup

mentor, technology policy

expert, talent creator, (former

minister (MinTIC), Colombia)
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https://www.trr.vu/en/
https://www.trr.vu/en/
https://www.mintic.gov.co/portal/inicio/English-overview/Ministry-of-ICT/
https://youtu.be/iMScZERUVtg
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g Alumni interviews #2

In this second episode of “Looking back to the future” interviews, distinguished
former regulators discussed the impact of Emerging trends and innovation on the
telecommunication industry, policy and regulation.
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Looking back it seemed like a simpler We have to enable our licensees and
environment then — the competition our consumers to be able to access
was a good way of securing the services that serve their needs and
interests of consumers, and in that fit the purpose to survive and
those days, that seemed to work. thrive in this global economy.
Kip Meek - Kathleen Riviere-Smith
§\ - Chairman, Ascension Ventures (former ™ Executive Director, Organisation of Caribbean N
Board Member, OFCOM, Switzerland) Utility Regulators (QOCUR) (former Chief '

Executive Officer, URCA, the Bahamas) \ ‘
~ —

N
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When I was a regulator a lot By what mechanism does international
of the discussion was about collaboration actually translate into
simple things like "how good real change? Well it has to be through
is this?’ whereas now it is persuasion, imitation, education
about, "how bad is this?’ — which is all about discussion.

14 4 14 4
Goran Marby Philippe Metzger
CEO and President, ICANN (former General Secretary and CEO, IEC, (former
Director General, PTS, Sweden) Director General. OFCOM, Switzerland)
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https://www.icann.org/
https://www.pts.se/en/
https://www.ascensionventures.com/team-bios/kip-meek
https://www.bakom.admin.ch/bakom/fr/home.html
https://oocur.org/
https://www.bahamas.gov.bs/wps/portal/public/gov/government/contacts/agencies/government%20corporations/utilities%20regulation%20and%20competition%20authority%20(urca)/!ut/p/b1/vZDJsps4FEC_xR_AQ2IyLAEzI2EzGdhQTMZgDDwPGPj6-PWmU6lK0otOpJWqztWpe8iEjMikz6amzh7N0Gfd1zvhUhpoSBQZHmks4IAR7G1xv9UpXmXfQPxzwGHAf5sHPznib-ePZGTGLN4NqFaM48Tcs0vkSndX0_OYaK6D3zZYrJXzkgmnrKRwlfYL4ZvHgnkGnwn2rxQ9ptE5aDwD6rnxAG6dBHg43VRY2rtVkYBssWnlOzMqIFysMX65HvMZB1IzNn2drW073zP17oMdUwoR1ZkS0XrRcVwEb-Q84nSRpXRknKGye0ceYSZFipY_HqG8A4WZjfwBzxcdLkKdfBLhM5qKSZ90S6w3m_duya_WdyzqN8BX_n-AX_TF-nCtyPiNbb_7xw8BMCAQXQ8eAO-ypE9GgEm9dhmN9bK6LZgxaosZB4IN89BAax5hX4MIl9hXXhTwQ4R9BFHAzGgrGRif9mXoBpIov_rGzX4UOpQvvIUy5KyABZ5G_Wmhxjr8u9TW34ssBYD814XwTwk1Bx3kr6S-9JWU1nWRs2keMH9byP3vQpNMmvz68SquH-CDEgDLQ57mqC3gKZYM-4Cf8zt67faLpb70x0WV1gfBCrVpdYMWqWYjm-KFVpcq3Y0OiA2nVZhUF58MEs_gCE9-O6V28qjmm73vzTntzCVK4PQa96uy3D4fXtQbsMRhpTOiVKmMvp5BWkzbdU06c0Bxsd31RTYIdduHMuoOq3PyQxXlx3K0rVYpOeLZKR1GoMkqensQhdxMrKAbE0LgeFOuznT1vLj8WSiyXOsKirUVa2za-JYnM1jm4SglTHk-dDMdKmDPNK_b2QsPRso8sxUSJwzCML6jDTleg2AaldMuWv-94mbzDUt3QqI!/dl4/d5/L2dBISEvZ0FBIS9nQSEh/
https://www.iec.ch/about/profile/officers.htm
https://www.bakom.admin.ch/bakom/fr/home.html
https://youtu.be/i4JIalpJly0
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GSR-20: Technology, regulation and
competition in the digital era

By ITU News

B Active market competition is regarded as one of the fundamental
pillars of telecommunications policy and regulation, and telecom
markets around the globe have unique laws, regulations

and characteristics.

During a panel session at the Global Symposium for Regulators 2020
(GSR-20) on competition in the digital era, participants explored the key
constituents and high level principles of sustainable competitive frame-
works that may facilitate interconnection and interoperability, reduce
collusion and price setting, protect fair business interests, attract invest-
ments and most importantly, improve quality and affordability of digital
services for consumers.
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The criticality of
telecom technology
and interdependency
became more evident
when the whole
world looked towards
the Internet...
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Amir Azeem Bajwa
PTA


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
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Introducing the session

Chairman of the Pakistan
Telecommunication Authority
(PTA), Amir Azeem Bajwa, said
that while the interplay of technol-
ogy, regulations and competition
have laid the foundation of the
modern digital infrastructure, “the
criticality of telecom technology
and interdependency became
more evident when the whole
world looked towards the Internet
to learn, earn, and communicate
during the COVID-19 lockdowns.”

At the same time the boundaries
of the traditional technology land-
scape are increasingly becoming
blurred and the rules of the game
rewritten, with startups and new
technologies such as 5G, artifi-
cial intelligence, blockchain, loT,
biotech, cloud computing, all
disrupting the socioeconomic
structures.

Businesses are right in their

approach to capitalize on this new

wave of information revolution,
Bajwa affirms but, “governments
and regulators are struggling to
match the pace of the technolog-
ical advancements with effective
policy and regulation.”

Here are just some of the pan-
ellists’ views and best practices
shared on these aspects of facili-
tating connectivity.
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[Data-driven regulation]
is a fantastic tool for
modern regulation

— In particular in

the digital world.
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Serge Abiteboul
ARCEP

Data-driven regulation
— an additional tool
for regulators

Serge Abiteboul, Board mem-
ber of French regulator ARCEP
(Autorité de régulation des com-
munications électroniques, des
postes et de la distribution de la
presse), hailed a new regulatory
mechanism based on data-driven
regulation, which he says "is a fan-
tastic tool for modern regulation
—in particular in the digital world.”

On 24 July 2019, several French
regulators worked together to
draft a dedicated memoran-

dum on data-driven regulation,

a process that allows the ability to
make stakeholders more account-
able, increases the regula-

tor's capacity for analysis and
makes more information available

to users and civil society.
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The two core objectives of
data-driven regulation are to:

1) amplify the regulator’s ability
to act, notably in a supervisory
capacity; and 2) enable users to
make informed choices and bet-
ter shepherd the market.

“With the information [collected]
regulators can detect systemic
problems, can detect weak
signals, and the regulation can
be made more reactive, more
effective and more agile,” said
Abiteboul.

Keeping citizens
connected, informed, and
educated during lockdown

Mario Fromow, Commissioner of
the Federal Telecommunications
Institute (IFT), Mexico's telecom
regulator, explained how a collab-
orative effort had kept the coun-
try’s citizens connected, informed,
and educated during COVID-19
lockdowns.

Through emergency plans citizens

were given 150 short messages
on mobile and voice messages
free of charge. Attractive price
plans were also putin place for
fixed services, and citizens were
given access to official health-re-
lated information.


https://en.arcep.fr/fileadmin/cru-1599582676/user_upload/grands_dossiers/La_regulation_par_la_data/note-aai-data-driven-regulation-july2019.pdf
https://en.arcep.fr/fileadmin/cru-1599582676/user_upload/grands_dossiers/La_regulation_par_la_data/note-aai-data-driven-regulation-july2019.pdf
https://www.autoritedelaconcurrence.fr/en/article/data-driven-regulation-regulators-publish-dedicated-memorandum
https://www.autoritedelaconcurrence.fr/en/article/data-driven-regulation-regulators-publish-dedicated-memorandum
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Fromow pointed out that Mexico
was the first country in Latin
America to make the switchover
from analogue to digital, and that
by using digital terrestrial TV to
provide e-learning, both through
broadcasting and telecommu-
nication networks, ensured that
students in Mexico remained
connected and kept learning
remotely.

Maintaining global access
to the open Internet

Goran Marby, President and CEO
of ICANN, and former Director
General of the independent regu-
latory body and telecom authority
highlighted his opinion on the
importance of keeping access to

the open Internet.

"We have realized over the years
that it is becoming more impor-
tant for us to work together with
the regulators and legislators — to
contain this thing that we call the
open Internet — everyone should
be able to access this network
from anywhere in the world,”

said Marby.

According to Marby there are
threats to that model, pointing out
that there are legislations around
the world happening that can
have an effect on people’s ability
to connect to the Internet.
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We have realized
over the years that
it is becoming more
important for us to
come together and
work with regulators
and legislators.
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Goran Marby
ICANN

“We see standardization propos-
als especially when it comes to
5G where we can actually dis-
connect users from the Internet,”
says Marby. This, he says, changes
the underlying concept of the
free flow of information on the
Internet.

"We need to find new ways of
cooperation when it comes to
the technical community | rep-
resent here, together with the
regulators and legislators,” con-
cluded Marby.

Pumping infrastructure
investment — towards
exposed regulation

Amir Al Gibreen, Vice President of
Regulatory Affairs, Saudi Telecom
Company (STC) told the audience
about Saudi Arabia's investment
in telecom infrastructure, pre and
post-COVID.
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“We have seen an increase of
almost 40 per cent in the traffic
over the Internet, rising from
almost 50 terabytes per month,
all the way to almost 80 terabytes
per month — which had a major
impact on the network,” said
Gibreen.

Key to this result was STC's
adequate preparation coupled
with collaboration with the
Government, who had since 2016
been pumping investment into
the infrastructure.

According to Gibreen, Saudi
Arabia has had no issues in
providing services to the gov-
ernment or to the public. “There
was no effect to the users or the
schooling at that time during the
lockdown. School continued for
the second semester online,”

he said. “Regulatory collabora-
tion as defined by the ITU is a
major undertaking to be taken
by the regulators regionally and
around the world. We're looking
as investors and operators in this
industry to have a collaborative
effort, instead of going back to
ex ante type regulations, towards
ex post regulations...,” con-
cluded Gibreen.
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Interchangeable network
components + open
up choices

According to Attilio Zani,
Executive Director of Telecom

Infrastructure Project, the capabil-

ities in current networks need to
be standards based to a greater
level of interoperability than
before. Rather to just intercon-
nect, "we need to make the
components of networks inter-
changeable,” said Zani.

This is a key component based
on a disaggregated model,
explained Zani: "we need to get
to the point in the future where
we can plug and play network
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components and not be confined
to limited choice.”

Zani believes that this will allow
an open environment for inno-
vation and competition — where
operators and vendors alike are
open to choices in technologies
that are innovative. "As a result,
we will enhance the capabilities
of networks everywhere, whether
that be in rural areas connect-
ing the unconnected, urban, or
peri-urban as well. We need to
ideate, create and build together
in a collaborative way,” he said.

Referring to working with the reg-

ulators in private-public partner-
ships Zani said “We would love
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to get regulators involved in that,
and there are simple ways that
can be done. | think it starts with
open dialogue and a willingness
to become practical.”

New standards and
best practices + cross-
border investment

Karim Antonio Lesina, Senior Vice
President of AT&T for International
External and Regulatory Affairs,
explained how he sees the com-
petitive landscape, and what, if
any regulatory actions are needed
in order to break the remaining
digital divide.
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Very important for Lesina is public
private collaboration to modern-
ize and harmonize the regulatory
framework in order to promote
investment in digital infrastruc-
ture. “This is the core of this
discussion,” he said.

Lesina believes that industry

and global policymakers have

a responsibility to cooperate, to
develop new standards and best
practices to allow cross border
investment; best practices that are
going to really promote infrastruc-
ture development to get to the
next billion.

He told participants that in the
United States AT&T has been
working closely with the Federal
Communications Commission
(FCC) to develop the Connect
America Fund. "AT&T has com-
mitted to offering a service to

1.1 million additional rural homes
and small businesses by 2020,"
he said.

Highlighting the importance

of markets that are competi-
tive where people can go to
invest and to continue investing,
“the reality is that connectivity
and closing the digital gap is
coming through competition,”
said Lesina.

éé

It also takes sometimes
years to achieve
results, and sometimes
maybe too slow for

the new digital era.
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Annemarie Sipkes
@

Connectivity has been growing
at an incredible pace because
of investments coming from the

operators. “Prices went down.

And | think this is really what we
should focus on,” said Lesina, who
recommends the development of
standards and better policy, and
then ensuring effective competi-
tion in the markets.

Netherlands-EU
collaboration on
competition law

Annemarie Sipkes, Director of the
Telecommunications, Transport
and Postal Services Department
of the Authority for Consumers
and Markets (ACM) in the
Netherlands spoke about compe-

tition law.
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ACM is an authority in the
Netherlands to make markets
work better for people and
businesses. It applies consumer
protection law and consumer
law and is the regulator for
various sectors among which

are telecommunications.

Sipkes explained how the reg-
ulator is collaborating with the
European Union. She said that
in terms of telecoms it had been
applying the Dutch net neutral-
ity rules from 2012, and then
from 2016 began applying the
European open Internet rules
instead.

According to Sipkes, the different
set of rules have the same core
idea in that telecom companies
should not be able to form a
bottleneck between consumers
on the one hand and the Internet
on the other. Telecom operators,
“should not be the ones who
decide what is accessible on the
Internet,” she said.

Sipkes pointed out, as mentioned
earlier in the session that compe-
tition law is ex post, and is also
very broadly applicable across
markets.

“It also takes sometimes years to
achieve results, and sometimes
maybe too slow for the new digi-
tal era,” she added. W


https://www.fcc.gov/consumers/guides/connect-america-fund-phase-ii-faqs
https://www.fcc.gov/consumers/guides/connect-america-fund-phase-ii-faqs
https://berec.europa.eu/eng/open_internet/
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Spectrum policy lessons and allocation mechanisms

for 5G - post-WRC-19 and post-COVID

By ITU News

B Radiocommunications and
spectrum are central to the global
digital transformation that has
recently been accelerated by
COVID-19. Spectrum assignments
improve telecommunication
infrastructure as well as access
and services to users.

At the Global Symposium for
Regulations 2020 (GSR-20),
experts shared their views on
spectrum use for emergency
situations, lessons learned from

COVID-19, and the role of spec-
trum in the digital transformation
process. They looked at spectrum
valuation as an economic and
social tool, spectrum licensing
principles for new services such
as 5G, and they also touched on
fees and taxes for spectrum and

impediments to new deployment.

As moderator of the panel ses-
sion Leonardo Euler de Morais,
Chairman of ANATEL in Brazil,
pointed out: “5G is a major

revolution for customers that will
benefit from a faster Internet, low
latency and high-network relia-
bility.” Businesses, he said, will be
opened up to new possibilities
with the Internet of Things (loT).

Here's what the GSR-20 panel
participants had to say about
spectrum policy lessons during
COVID-19 and on the subject of
spectrum for 5G.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
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ITU's role in spectrum
requirements
and standards

Mario Maniewicz, Director of the
ITU Radiocommunication Bureau
remarked how the pandemic has
obliged businesses and govern-

ments to migrate to online tools

and applications as quickly as

possible.

éé

This has greatly
accelerated digital
transformation all
over the world.
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Mario Maniewicz

Director of the ITU
Radiocommunication Bureau

“This has greatly accelerated
digital transformation all over the
world,” he said.

Maniewicz explained how spec-
trum requirements and standards
for loT wireless access technolo-
gies are being addressed in the
ITU Radiocommunication Sector
(ITU-R). This includes the har-
monization of frequency ranges,
technical operating parameters
for short range devices and
support for massive machine type

(more commonly known as 5G).

communications within the frame-
work of the standards of IMT-2020
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ITU-R's work is leading to the
next World Radiocommunication
Conference (WRC-23), which will
conceive the future development
of narrowband mobile satellite
systems, enabling an aspect

of the digital transformation
known as the Fourth Industrial
Revolution.

Characterized by loT, all equip-
ment devices and sensors are
connected and can be monitored
and controlled remotely.



https://www.itu.int/en/ITU-R/Pages/default.aspx
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We had spectrum in
the inventory at the

FCC that we allowed
carriers to use on an
immediate basis.
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Brendan Carr

Commissioner of the US
Federal Communications
Commission (FCC)

The US spectrum swap
mechanism

Brendan Carr, Commissioner of
the United States (US) Federal
Communications Commission
(FCC) explained that what held
the US in good stead during the
pandemic to keep Americans
connected was updating and
modernizing its infrastructure
rules to make building out infra-
structure not only easier, but also
less costly.

A secondary market for spectrum
in the US allowed for spectrum
swapping and spectrum sharing —
a spectrum swap mechanism that
according to Carr, also played a
big role.

“We had spectrum in the inven-
tory at the FCC that we allowed
carriers to use on an immediate
basis. Where one carrier had
excess capacity, we let another
come in and use that spectrum as
well,” he said.

Going multi-band — key
in Greece

Professor Konstantinos
Masselos, President of Hellenic
Telecommunications and Post
Commission (EETT) shared with
the panellists the status of spec-
trum allocations for 5G networks
in his country.

Greece has completed several
rounds of spectrum public consul-
tations (the last one very recently).
The final decision was to proceed
with a multi-band option for

700 MHz, 2.1 GHz, 3.5 GHz and
26 GHz spectrum at end 2020.

5G is a complex network and
according to Masselos “successful
planning can only happen if all
the necessary spectrum com-
ponents are secure — and going
multi-band, is key,” he said.

See here for information on all
European national 5G spec-
trum assignments.
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Incentives for investment

Masselos says that “5G is clearly
a capital investment project and
to allow fast network deployment
upfront spectrum licensing costs
and overall spending need to be
kept low.”

The Greek regulator’'s approach
has been twofold. Firstly, it has
worked intensively towards con-
sidering a reasonable spectrum
valuation, based on benchmark-
ing prices from different countries
and evaluating different models
to calculate reserve prices.

Secondly, with the flexible pay-
ment approach bidders are asked
to pay only 30 per cent of the bid-
ding price up front, and the rest in
several installments, starting three
years after the auction.

Greece introduced a payment
method for spectrum as the
network grows. To provide
further incentives for investment
it has provided the possibility of
extending the licences from 15 to
20 years' duration.

Masselos concluded by saying:
“We did our best to look at the
broader picture, learned from
previous experience from around
the world, and targeted the long-
term returns of getting the Greek
economy exposed to 5G faster.”


https://5gobservatory.eu/5g-spectrum/national-5g-spectrum-assignment/#1533310217549-f78f9f05-7032

2O ITUGSR

ED ITION ONLINE 2020

SPECTRM &

AL VATION
AND ALLOCATION

MECHAMISMS

M LESSONS
o o

(}Jb FRrrichs BACTN
CTRVM) chr’u:
S@i_ﬁl‘ﬂi)*—-\ HAVE ﬂmufé?
PIGTAL o e
Gtriigy @%Ll NE =
WHAT mamrees DeRGE A US
MOSTISAING  \ NN NN
TEDIGITAL
DIVIPE §E&(EOE \fr"\
RESOVKCE
SPECTRUM As < WHiom NEEWS TOGE  TECHNOLOGY
A STATE NCmE
&) GENDRATOR?

Key themes

Spectrum licensing for 5G -
the Indonesian perspective

Dr Ir. Ismail, Director General

of Spectrum Management and
Standardization of Post and

ICT at Indonesia’s Ministry of
Communication and Information
Technology shared his view on
the key principle for spectrum
licensing for 5G, which he says is
simply, looking at 5G broadly —
the whole ecosystem including
the business process related to
spectrum management and the
ability of the network and infra-
structure and devices.
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He says that 5G needs to be
deployed at the right time. He
recommends that for spectrum
planning “5G spectrum allocation
should be available at the same
time in low band, mid band and
high band. Also, the spectrum
that needs to be deployed should
be adequate in terms of the
bandwidth,” says Ismail.

Preparing 4G networks
for 5G

Ismail recommends that opera-
tors should not wait for the 5G
spectrum to be released before
preparing their 4G networks to be
ready to go to 5G.
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The 5G spectrum
allocation should be
available at the same
time in low band, mid
band and high band.
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Dr Ir. Ismail

Director General of
Spectrum Management and
Standardization of Post and
ICT, Indonesia’s Ministry

of Communication and
Information Technology
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He also suggests that the avail-
ability of fibre optic needs to be
accelerated. The lack of fibre
optic will cause 5G development
to be costly and ineffective, he
warned, as the user may not
experience the full promise of 5G.
At the same time some operators
may have to pay high fees for
spectrum.

Considering the public
interest in spectrum use
and allocation

The pandemic itself has demon-
strated the strong public interest
in ensuring global connectivity to
each and every home and busi-
ness, from the most urban to the
most rural. This is why for Jennifer
Manner, Senior Vice President

of Regulatory Affairs at Hughes
Network Systems, the pandemic
made crystal clear the need for
considering the public interest
and the divisions on the allocation
and use of spectrum.

During the pandemic all oper-
ators, whether terrestrial or
non-terrestrial, satellite or mobile
wireless, have had to meet
demands, explained Manner, and
therefore: “the pandemic demon-
strated that no one technology is/
or can be the solution to global
connectivity needs.”
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The pandemic
demonstrated that no
one technology is/or
can be the solution to
global connectivity.
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Jennifer Manner

Senior Vice President of
Regulatory Affairs, Hughes
Network Systems

According to Manner, a network
of networks is required, so that all
technologies can deliver con-
nectivity to meet user needs. For
example, "during the pandemic
satellite operators such as Hughes
were able to activate services to
users at their homes, in hospi-
tals, and schools in a matter of a
couple of days, even without any
terrestrial infrastructure,” she said.
"And service providers responded
in their own way — all bringing the
connectivity to the world's popu-
lation,” she added.

For Manner, this means that “as
regulators look to the future, they
must be technology neutral in
making the decisions that will
best serve the public interest and
ensure connectivity to everyone,
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no matter where they are.” This
she said would entail regulators
analysing the public interest, and
spectrum allocation and usage
decisions to ensure decisions are
technology neutral.

Factoring in the value of
unlicensed vs. licensed in
spectrum allocation

Jayne Stancavage, Global
Executive Director of Digital
Infrastructure Policy at Intel
Corporation spoke about how to
factor in the value of unlicensed
versus licensed when allocat-
ing spectrum.

“When we look at factors like
spectrum valuation, there are
a number of things to take into
account,” said Stancavage.

Firstthere is a need to look at the
deployment scenarios: whether
1) the spectrum is going to be
cleared for use; 2) it is shared
spectrum with geographical
restrictions; or 3) it is not going to
be cleared at all for licensed use.

Stancavage highlights the need
to look at propagation; cell sizes,
the markets served, urban/rural,
and what type of revenue can be
generated from the factors.
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Also to consider is the amount

of spectrum and the capabilities
it would provide, the technical
requirements that are placed on it
and the build-out requirements.

Lessons on investment

Stephen Pentland, Head of
Spectrum, Public Policy at
Vodafone Group points out that
the challenge is simply getting all
customers connected digitally.
"How do we get the investment
into networks to make sure our
customers, wherever they happen
to be, and of course their loca-
tions are changing during this
pandemic, to make sure they can
be connected so they can con-
tinue to work, or continue their
education, or continue to shop,
and so on?”

Pentland explains that in markets
that have struggled with spectrum
capacity, regulators have gener-
ally been moving to make spec-
trum available on a temporary
basis. “The number one lesson is
that if there is spectrum available,
make sure that it is on the market
and able to be put to use, and
that investment can flow strongly,”
says Pentland.

Pentland shared with the audi-
ence a simple lesson from the
fixed world of providing gigabit
access to remote communities in
Ireland to allow people to work
remotely, without having to move
to the big cities such as Dublin

or Cork. Learn more about the
Gigabit Hub Initiative.

“Three and a half years later, we
are all thanks to COVID having to
work in our remote communities
and achieve this gigabit connec-
tivity,” said Pentland. “Investing
early and putting that connectivity
in place is important. It is impor-
tant in fixed — and it's also impor-
tant in mobile,” he added.

Telecommunications for
emergency situations

Mustapha Bessi, Head of

the Frequency Spectrum
Management Division of the
Moroccan regulator Agence
Nationale de Réglementation des
Télécommunications (ANRT) said:
"The COVID-19 crisis calls upon
us to include new components in
development strategies, namely
telecommunications for emer-
gency situations.”
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Bessi stressed the importance of
access to very high throughput
bandwidth to ensure that pop-
ulations have access to basic
services, and that emergency
services can get through.

He also pointed out the important
role that emerging technologies
and new next-generation net-
works like 4G and 5G can play.

“In addition to high throughput
these technologies allow for quick
deployment,” he said.

Bessi warned that despite the
progress to date, in many coun-
tries digital transformation is
either blocked or moving forward
very slowly due to various factors
like technical constraints, and/or
[lack of] access to telecommuni-
cations. This is especially true in
rural areas, he said.

Bessi also sees that taxes are
sometimes an obstacle to net-
work development. “| think that
determining these taxes should
be based on very careful studies
by countries, and by regulators,
and should be aimed at facilitat-
ing the development and deploy-
ment of networks” said Bessi.


https://n.vodafone.ie/aboutus/press/vodafone-announces-partnership-with-remote-working-leaders-abodo.html
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From security to resilience: Reimagined regulatory
approaches for a brave new digital world

By ITU News

[ COVID-19 has radically shifted the context of the global digital
safety and security conversation. Amid the global pandemic, many of

us have had to live our lives through digital means. But as more digital
services are brought online faster than ever before, what are the safety
and security repercussions? In other words, what needs to be done
differently — from a regulatory context — in a post-COVID digital world to

keep us safe and secure?

A number of bold ideas on how to keep infrastructure, networks, people
and things safe and secured at all times in a post-COVID digital environ-
ment came from the GSR-20 core session on digital safety and security.

Moderated by Americo
Muchanga, Chairman of the
Communications Regulator
Authority of Mozambique
(INCM), panellists discussed how
to best design and execute cyber-
security preparedness measures
for policy consideration and risk
mitigation, taking into consid-
eration lessons learned from

the pandemic.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
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“A new body of knowledge has
come up from COVID-19,” said
panellist Zulkarnain Mohd Yasin
of the Malaysian Communications
and Multimedia Commission
(MCMC), noting the unprece-
dented "window of opportunity to
collaborate, rethink strategy and
approach to address gaps.”

The way we use tech
has changed

Over the past six months,
COVID-19 has completely
changed the way we use tech-
nology the world over. What are
those differences? In addition to
huge shifts in volume and traffic
patterns, Derek O'Halloran of the
World Economic Forum offered
some telling statistical insights,
including a 70 per cent increase
in Internet use worldwide, a

200 per cent in the use of com-
mercial apps, and a 300 per cent
increase in the use of virtual col-
laboration tools such as Microsoft
Teams. When it comes to stream-
ing apps like Zoom or home
entertainment platforms, we have
seen a 2000 per cent increase,
noted O'Halloran.

Regulatory initiatives have also
influenced these behavioural
changes in digital uptake and a
more widespread use of infor-
mation and communication

éé

A new body of
knowledge has come
up from COVID-19.
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Zulkarnain Mohd Yasin

Malaysian Communications
and Multimedia Commission

technologies (ICTs) around the
world. According to Hannia

Vega of Sutel, zero-rating was
implemented in Costa Rica to
keep citizens connected, while
vulnerable populations received
a 20 per cent subsidy. In addition,
the national telecom fund helped
pay three months’ worth of
Internet costs to enable business
continuity for micro-enterprises,
she said.

A dramatically bigger
attack surface

The downside to this wide-
spread ICT uptake is a much
bigger attack surface in terms of
cyberthreats and cybersecurity
risks. “Attackers and bad actors
are cognizant of this and taking
advantage,” warned O'Halloran.
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In full agreement, Yasin noted
how “in this Internet age, cyber-
criminals share information

[and] exchange notes. [While]
regulators, and law enforcement
agencies, they don't share infor-
mation so there are gaps in terms
of intelligence.”

It's not that we are seeing new
types of attacks, O'Halloran
added. "We see more of some
types and less of others. For
example, we are seeing increas-
ing APT threats, a dramatic
increase in anything that is around
social engineering: advantage

of new context, very targeted
phishing and related attacks

to get people to open doors

into networks unintentionally.”
According to O’'Halloran, the
biggest focus needs to be placed
on these areas.
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Attackers and bad
actors are cognizant
of this and taking
advantage.
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Derek O'Halloran

World Economic Forum
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For Steve Harvey of BitSight, the
real challenge is a lack of data
visibility into threats. Since a great
deal of infrastructure is privately
owned, governments often lack
visibility into the security posture
of critical infrastructure, he said.
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Doing things differently:
Regulatory approaches for
a post-COVID digital era

When it comes to a top-down or
bottom-up approach, panellists
agreed that while there is no silver
bullet, a spirit of collaboration and
cross-sectoral cooperation is vital
in addressing security and safety
in the post-COVID digital era.

While it is hard to reduce the
threat environment, we can
reduce attack surface with
clear data on where problems

lie, said Harvey. For example,
ITU and Bitsight partnered to
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offer free access to BitSight's
security performance platform so
that Member States can iden-

tify ongoing malicious activities
against national health services
and infrastructures vital to
COVID-19 responses.

Natasha Jackson of GSMA sug-
gested working harder to enforce
what we already know, especially
in terms of security by design.
She stressed the importance

that “all companies, large, small,
and ones developing new tech,
embed [security] questions into
design processes.”
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All companies, large,
small, and ones
developing new tech,
embed [security]
questions into
design processes.
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Natasha Jackson
GSMA

Insights from the Internet
Society's work on how to balance
or calibrate efforts to regulate
were brought to the discussion
by Joseph Hall, who cautioned
against weakening encryption.
"We don't design infrastructure
around criminality,” he pointed
out. “Imagine if we created
sidewalks that crumbled under-
neath the feet of criminals. We
could suffer serious problems if
all sidewalks crumbled at once!”
According to Hall, the best way
to ensure security is to adopt
policies that support rather than
undermine strong encryption.

Towards post-COVID
resilience: Digital
transformation and security
in lockstep

Don't let security issues stop you
from pursuing digital transforma-
tion, cautioned O'Halloran. “If you
don't start rolling out digital
services, you've got nothing to
secure. You have to do it along
the way,” he affirmed. “We need
to advance digital transformation
with security as one of the key
design parameters for everything
we do,” said O'Halloran, echoing
Jackson's earlier point.

Emerging economies that may
not have the resources to invest
in cutting-edge cybersecurity
should “look at this as a new win-
dow of opportunity for regulators
to address digital access and lit-
eracy,” suggested Yasin. The rep-
resentative of the Malaysian
regulator went on to share a
real-life example of collaboration
with other regulators as well as
the Malaysian national security
council.
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“We have to act as one govern-
ment, a whole of government
ecosystem,” affirmed Yasin.
O'Halloran agreed, adding that
regulators “can't just give [the
responsibility of security] to one
agency or task force and ask
when it's done, that's not the
nature of the challenge.”

Perhaps security should be a
public good - like we have today
in the physical world, suggested
Jacques Francoeur, Chief Scientist
and Founder of Cyber and
International Communications
and Information Policy (CIP).

The main message and key
takeaways of the session were
perhaps best summed up by
O'Halloran, on the need to pursue
resilience through a collabora-
tive, partnership-driven model of
regulation. “Resilience is not just
about building bigger walls to
strengthen security, but a dif-
ferentiated approach that con-
siders most valuable assets and
important services, different risks
(both intended and unintended)
and the people, process and
technology needed to mitigate
most important risks and recover
quickly,” he said. W
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Better inclusivity: Leaving no one
behind in the digital age

By ITU News

B Innovative approaches can facilitate the digital transformation
process for everyone and ensure access to basic and specialized
information and communication technology (ICT) education and
training programmes for all, including e-learning tools, which aim to
leave no one behind.

At the same time, policy measures and regulatory tools can support
inclusion, that means everyone, including persons with disabilities.

But, how can we ensure that information and communication technol-
ogies (ICTs) are accessible to everyone in what is fast becoming the
digital age, and in a time of pandemic?

Participants at a GSR-20 panel
session entitled “Sustainable and
inclusive societies, accessible ICTs
to leave no one behind” tackled
this and other questions and
highlighted what they are doing
differently to ensure digital inclu-
sion for everyone.

The panel session was chaired by
Michel Van Bellinghen Chairman
of Institut belge des services
postaux et des télécommunica-
tions (IBPT) and incoming Chair
of BEREC.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
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Mobile connectivity
— a success story
in Afghanistan

Hamidullah Sherani, Board
member of the Afghanistan
Telecom Regulatory Authority
(ATRA) noted how Afghanistan’s
geography is unique in that it is
a very mountainous country with
a dispersed population, making
some areas difficult to reach.

Despite this and other chal-
lenges such as digital illiteracy,
Sherani noted that GSM connec-
tivity has been a success story

in Afghanistan. He highlighted
the provision of Internet and
connecting schools for special
needs children, setting up digital
literacy labs, and services for
nomads who live in remote areas
and travel around the country. To
enhance financial inclusion within
cities, Afghanistan has also been
working on mobile money and
making the move to a cashless
society.

Sherani points to what he sees as
one of the challenges: “"We didn't
have an e-transaction law, which
was actually creating problems for
developing a digital ecosystem
and digital economy,” he said.
Fortunately, he said the draft law
was recently approved which will
make e-transactions much easier.

For gender inclusion, in
December 2019, the Ministry of
Communications and Information
Technology launched an
Empowerment Training Program
For Women in the Digital Era.

Iraq’s regulatory measures
to provide services in
remote areas

Dr Ali Naser Al-Khwildi, Head of
Irag’s regulatory authority, the
Communications and Media
Commission (CMC), explained
how CMC has been working to
support the Iragi “Dom 2025"
initiative for advancement of the
information and communication
telecommunication technology
(ICT) sector. This will have a signif-
icantimpact on the economy and
the services provided to citizens.

The goal is to provide Iraqi citi-
zens with access to all modern ICT
services and applications which
are essential to economic and
social integration. “Several pro-
jects in remote areas have been
implemented to ensure the acces-
sibility of ICT services and appli-
cations to households, schools,
and disabled people,” explained
Al-Khwildi, while another set of
projects will be implemented in
the near future, including broad-
band services.
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Several projects in
remote areas have
been implemented to
ensure the accessibility
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Dr Ali Naser Al-Khwildi

CMC, I[ragCommunication
and Media Commission, Iraq

of ICT services.

Access to education
in Portugal

Jodo Antonio Cadete de

Matos, Chairman of Portugal’s
Autoridade Nacional de
Comunicag¢ées (ANACOM),
shared the regulatory tools and
plans to be introduced in Portugal
to improve inclusiveness and
access to education to leave no
one behind.

Efforts in 2020 in Portugal are very
important in the context of the
pandemic crisis, said Cadete de
Matos, outlining two initiatives:
Firstly, widening the TV broad-
casting service to include every-
one. This involves migration of the
digital terrestrial television (DTT)
to a new band so that Portugal
can make the transition to 5G.


https://mcit.gov.af/draft-law-electronic-transactions-and-signatures-was-approved-law-committee
https://mcit.gov.af/ministry-communications-and-information-technology-launches-empowerment-training-program-women
https://mcit.gov.af/ministry-communications-and-information-technology-launches-empowerment-training-program-women
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The ultimate goal is
to ensure that all the
students have the
same conditions.
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Jodo Anténio Cadete
de Matos

ANACOM

This is crucial for maintaining
access to TV for those people
living in remote or rural areas and
those who don't have Internet
access or are unable to afford
access to the service. “This is an
important instrument of social
inclusion, and also very important
for the young generation — for the
students,” said Cadete de Matos.

Secondly, coordination with the
Government on the quality con-
trol testing of mobile broadband
in schools. “The ultimate goal is to
ensure that all students have the
same conditions,” said Cadete de
Matos, recognizing that students
without Internet access have a
competitive disadvantage to
other students.

Portugal is also working with the
Government to incentivize mobile
operators to improve coverage
throughout public schools and to
create a social tariff for access to
Internet services.

Inclusivity with Smart
Africa projects

Lacina Koné, Director-General of
Smart Africa shared some meas-
ures the company has taken to
ensure a sustainable and inclusive
society in Africa.

He explained that Smart Africa
has developed among other
things, building blocks such as
policy harmonization, increas-
ing footprint of a cross border
digital infrastructure through an
inter Africa connectivity project
of affordable, accessible and
meaningful connectivity. “Also
not forgetting the interoperable
digital ID — which is really key,”
says Koné.

Koné pointed out to participants
that close to half a billion people
in Africa are without an official
identity and therefore cannot
contribute to sustainable social
economic development.
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He spoke about the smart city
blueprint and smart village blue-
print of Niger, which he said had
recently received funding from
the World Bank for its implemen-
tation phase.

Koné believes that by taking these
topics through the process of

the concept blueprint and pilot,
Africa is supporting Smart-Africa
member States in developing
their own national agendas.

With around 30 member coun-
tries, Smart Africa has also
established the Council of African
Regulators as an engine for
implementation of cross-border
infrastructure projects.
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Also not forgetting the
interoperable digital
ID — which is key.
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Avanti’'s focus on education

Toby Robinson, Chief Commerecial
Officer (CCO) of Avanti
Communications referred to the
subject of digital inclusion as

a very timely one, pointing out
that over three billion people still
don't have access to the Internet.
“There are over three billion
people in the world who couldn’t
join us here even if they wanted
to," he said.

According to Robinson, there has
rightly been a focus on education
in these times of COVID crisis.

As the United Nations high-
lighted, the pandemic is deep-
ening the education crisis and
widening existing educational
inequalities.

The recent UNICEF report
reveals that 463 million children
globally were unable to access
remote learning when COVID-19
shuttered their schools. In light
of this, Robinson was pleased
to announce Avanti's honour

in sponsoring Sustainable
Development Goal No. 4 ded-
icated to good education and
quality communication.

Satellite — key to
connecting the
next 3 billion

Referring to the role satellite com-
munications can play in connect-
ing the unconnected, Robinson
points out that satellite is only
currently 1 per cent of the world’s
telecom market — seen as a niche,
high cost, technology.

However, according to Robinson,
with new technologies emerg-
ing in the KA band, costs are
dropping, which he is confident
will enable access to many more
people.

“If we are to connect the next
three billion, even one billion
people, looking at the economics
and geography involved, satellite
will play a key role if we are to
achieve that goal,” said Robinson.

While Robinson agrees that fibre
and 5G are key — he urges ITU
and the broader community to
think more about the role that
satellite can play, to connect the
next three billion.
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Giving disabled users
a voice

KR Liu, Head of Brand
Accessibility at Google, stressed
the importance of the design
process when asked about the
barriers to unlocking further
innovation and growth in the ICT
ecosystem for the performance of
people with disabilities.

“It is not about designing for
someone. ltis absolutely about
designing with someone,” she
said, pointing out that people
make assumptions about what
people with disabilities need or
want which often leads to incor-
rect design, wasted resources,
or a less than ideal product for
individuals with disabilities.

Liu also says that collaboration
across disciplines and experi-
ences is important, especially in
the ICT ecosystem, and told the
panel participants: “We see plenty
of companies that start out as a
group of engineers who thought
they knew what exactly to build

to address a disability, but where
were the designers? Where were
the clinicians and first line medical
staff that work with patients every
day? But most importantly, where
were the individuals with disabil-
ities who have firsthand experi-
ence with a particular disability?”


https://unstats.un.org/sdgs/report/2020/Goal-04/
https://www.unicef.org/press-releases/covid-19-least-third-worlds-schoolchildren-unable-access-remote-learning-during#:~:text=463%20million,-Schoolchildren%20from%20the&text=Globally%2C%2072%20per%20cent%20of,unable%20to%20access%20remote%20learning.
https://www.un.org/sustainabledevelopment/education/
https://www.un.org/sustainabledevelopment/education/
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Key themes

When collectively coming
together to support an initiative
around disabled people and with
disabled people, Liu advocates
for better articulating the proven
concept that the development of
ICTs for the disability community
can in fact serve everyone.

“We make sure our disabled
users have a voice, are seated at
the table, are designing in our
marketing and in our innovation
process,” said Liu.
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Cross-cutting measures
to leave no one behind

Dr Mercedes Aramendia,
President of Uruguay's regulator,
Unidad Reguladora de Servicios
de Comunicaciones (URSEC),
spoke about the important role
the regulator plays to ensure the

use of information and communi-

cation technology (ICT) services,
to ensure investment to protect
users, to promote competition

and to guarantee non-discrimina-

tory application.

GSk Jm/ﬂ/l/f DAY3

DISARILTIES

= PURINGE

IT SHOVLD BE WE NEED T
Bfgucgy_ R
ot cower SILUTION 47 8

ey 0

Bl—lGULD RE. | (e L._.o.JJ

UNIVEKSAL o DE:S*G*‘J
PIGITRL
cawuamwv

ITU News MAGAZINE No. 04, 2020

éé

I think it is absolutely
critical that we are
all part of this
movement and that
no one is left behind.
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Dr Mercedes Aramendia
URSEC, Uruguay
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Key themes

Aramendjia highlighted the need
for the regulator to work across
the whole ecosystem, at both the
national and international level to
assess, evaluate and control the
legal framework to ensure that the
conditions in place are adequate,
and fit-for-purpose, and reflect
the reality that is needed today.

il |
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She thought it very important to
highlight that telecommunications
contribute directly to accelerate
the progress of the human race,
saying that “more than ever, we
need to have universal access

in place, access to information
which is absolutely critical for
sustainable development, such as
education, teleworking, e-health,

4

and e-commerce.!
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“I think it is absolutely critical that
we are all part of this movement
and that no one is left behind,”
said Aramendia. “To develop

the [ICT] ecosystem, we have to
adopt cross-cutting measures, to
collaborate and to coordinate and
to work together, to ensure that
we have sustainable societies,
and to ensure that no one is left
behind,” she concluded.
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The Global ICT Regulatory
Outlook 2020

At GSR, ITU presented The Global ICT Regulatory Outlook 2020, which
benchmarks regulatory progress across no fewer than 193 countries worldwide.

In three years, the report has established itself as the go-to reference for
regulators and policymakers seeking to shape meaningful, regulatory change
that will benefit all.

Take a look at the report.

ICT Regulatory Tracker

The ICT Regulatory Tracker is an evidence-based tool to help
decision-makers and regulators make sense of the rapid
evolution of ICT regulation.

The tracker helps track progress and identify gaps in
regulatory frameworks, making the case for further regulatory
reform towards achieving a vibrant and inclusive ICT sector.

You can access the ICT Regulatory Tracker here.

Join ITU’s online communities on your favorite channel

vifloono].0]e+|dsk:



https://itu.foleon.com/itu/global-ict-regulatory-outlook-2020/home/
https://www.itu.int/net4/itu-d/irt/#/tracker-by-country/regulatory-tracker/2019
https://www.itu.int/en/Pages/default.aspx
https://www.instagram.com/ituofficial/
https://www.youtube.com/channel/UCQdZWRxu7uCjkCay0OCnvWw
https://twitter.com/itu
https://www.facebook.com/ITU/
https://www.linkedin.com/company/international-telecommunication-union/
https://open.spotify.com/episode/4EyvghOpRxLzK3xIjySt0P?si=hAPzdjonTLCVM2Kq-MSZQw
https://www.flickr.com/photos/itupictures
https://soundcloud.com/ituproduction/tracks
https://podcasts.apple.com/ch/podcast/international-telecommunication-union-itu/id1491001474
https://www.spreaker.com/show/itu-snapshot
https://www.itu.int/en/Pages/covid-19.aspx
https://vm.tiktok.com/JdxhuC4/

ah.life via Unsplash
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Regulating for digital transformation in Europe and CIS

By Jaroslaw Ponder

Head of the ITU Office for Europe; and

By Natalia Mochu

Regional Director, Regional Office for CIS

M “In a world where digital
increasingly lies at the heart of

all we do, collaborative cross
sector regulation is the best and
quickest way to leverage the
digital transformation and deliver
meaningful connectivity and
inclusive digital markets,” said
Doreen Bogdan-Martin, Director

of the ITU Telecommunication

Development Bureau, as she
welcomed participants of

the Global Symposium for
Regulators (GSR-20) Regional
Regulatory Roundtable
Discussion for Europe and the
Commonwealth of Independent
States (CIS): The Regulatory
Wheel of Change, which was
held remotely on 7 July.
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In a world where digital
increasingly lies at
the heart of all we do,
collaborative cross
sector regulation is
the best and quickest
way to leverage digital
transformation...

144

Doreen Bogdan-Martin

Director of ITU’s
Telecommunication
Development Bureau

More information on the roundtable, including the outcome report, is available here.



https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/GSR-2020-Regional-Regulatory-Roundtable-Discussion-for-Europe-and-CIS.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/GSR-2020-Regional-Regulatory-Roundtable-Discussion-for-Europe-and-CIS.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/GSR-2020-Regional-Regulatory-Roundtable-Discussion-for-Europe-and-CIS.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/GSR-2020-Regional-Regulatory-Roundtable-Discussion-for-Europe-and-CIS.aspx
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With a diverse group of rep-
resentatives from regulatory
organizations, including the
Body of European Regulators
for Electronic Communications
(BEREC), the EU and EaP
Electronic Communications
Regulatory Platform (EaPeReg),
the European Mediterranean
Regulators Group (EMERG)

and the national regulatory
authorities from Europe and the
Commonwealth of Independent
States (CIS), the webinar explored
the role of regulators in safe-
guarding an environment for the
development of resilient and
secure digital connectivity for all.

Consultation
leading to GSR Best
Practice Guidelines

Based on the challenges and
experiences of collaborative
regulation, radio frequency
spectrum management, as well as
digital safety and inclusiveness,
the webinar provided a unique
opportunity for presenting the
consultation process leading
towards the elaboration of the
GSR Best Practice Guidelines.

As the GSR-20 Chair,

Dan Sjéblom, Director General
of the Swedish Post and Telecom
Authority (PTS) and Chair of

éé

The webinar provided
a unique opportunity
for presenting the
consultation process
leading towards the
elaboration of the
GSR Best Practice
Guidelines.
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Jaroslaw Ponder and
Natalia Mochu

BEREC, set up the context for
discussion among participants
by reminding the audience of
the vital role of GSR Best Practice
Guidelines in helping regulators
accelerate inclusive growth of
information and communication
technology (ICT) in the region.

Sjoblom noted that the ongoing

COVID-19 pandemic offers regu-
lators a learning opportunity and
a call for action toward increased
collaboration between regulatory
bodies and all stakeholders both
nationally, and around the world.

Divided into two major sessions
that addressed current trends and
national regulatory approaches in
fostering post-COVID-19 digital
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transformation, the webinar ben-
efitted from interventions and
expertise from regulators from
countries in the region.

Sharing views,
shaping policy

“Sharing views, ideas, and experi-
ences of regulatory authorities is
important, since it allows partic-
ipants to consider not only the
existing connectivity challenges
in the region but also to learn
from the best policy approaches
capable of enabling the digital
economy to grow sustainable
and meet social goals,” said Sofie
Maddens, Head of Regulatory
and Market Environment, ITU.

Some key regional trends high-
lighted by participants included
changes in mobile data packages
by telecom operators, adaptation
in streaming services for maxi-
mizing data trafficking, informa-
tion on network performance,
expansion of broadband access,
updates to 5G deployment
timelines, information sharing
between agencies and countries,
as well as the contentious trade-
off between protecting end-us-
ers and allowing innovation

to happen.


https://berec.europa.eu/
http://eapereg.org/
http://www.emergonline.org/
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How COVID-19 is spurring
new approaches

After discussing the key trends in
the regions, participants also had
the opportunity to share specific
national regulatory approaches
to post COVID-19 digital transfor-
mation, thus exploring challenges
and opportunities for what lies
ahead in terms of ICT regulation.

A common thread from the
roundtable discussions was the
fact that the COVID-19 pandemic
became indeed an accelerator
of new initiatives and projects to
address the new kinds of shifts

in societal values that COVID-19
has caused.

As a result, these shifts shape the
kinds of demands for ICT services
that are currently offered and reg-
ulated, challenging operators to
accelerate their activities, supply
chains, coverage, and cycles of
innovation.

Extension of payment deadlines
as well as the expansion of data
collection on network load and
capacity are a few examples of
such initiatives.

éé

Such collaboration will
help new regulatory
approaches to get

the support from

the policymakers to
accelerate inclusive

growth of ICTs.
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Dan Sjoblom

Chair of GSR-20, Director-
General of the Swedish
Post and Telecom Authority
(PTS), and Chair of BEREC

Both sessions also addressed a
variety of trends that reflected the
relevance of coordinating strate-
gies with telecom providers amid
emergencies such as a global
pandemic.

Moreover, they also shed light
on the fact that telecommunica-
tions is a cornerstone of a much
broader digital ecosystem that
includes not only providers and
regulators, but also end-users
who help shape the industry
going forward.
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Among other things, this scenario
provides opportunities to explore
new ways of fostering more effec-
tive collaboration across sectors,
as well as promote cooperation
across borders.

All'in all, the expected output of
this GSR’s Regional Roundtable
Discussion, coupled with the
engaging participation of
regional organizations and
national regulatory authorities,
exemplifies the growing impor-
tance of uniting forces and
synergies. Such collaboration will
help “new regulatory approaches
to get the support from the poli-
cymakers to accelerate inclusive
growth of ICTs contributing to
socio-economic development,”
said Sjoblom.

ITU Regional Initiatives for the
Europe and CIS regions offered
an excellent opportunity for
building upon the outcomes

of GSR-20, including the Best
Practice Guidelines, while pro-
viding expert and technical
assistance, adapting countries’
regulatory environment to foster
the development of a gigabit
society, resistant to natural haz-
ards, including pandemics, such
as COVID-19. W

See also the GSR-20 Discussion Paper on Pandemic in the Internet Age:

Communications Industry Responses here.



https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf
https://reg4covid.itu.int/wp-content/uploads/2020/06/ITU_COVID-19_and_Telecom-ICT.pdf
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Exploring digital transformation in Asia-Pacific
By Sameer Sharma

Senior Advisor to ITU’s Asia-Pacific Regional Office

B Amid the COVID-19 pandemic, countries in the Asia-Pacific “

region are forging ahead with their respective digital transformations.

While this process and its policy environment may look different in each Amid th_e COVID-I'Q .
Asia-Pacific nation, the end goal is the same: prosperous economies and pandemic, countries in

societies in an increasingly digital world. the Asia'-Paciﬁc regiqn
are forging ahead with

With this shared objective in mind, the webinar Digital Transformation their respect%ve dlgltal
for Digital Economies @COVID-19 South Asia was held as part transformations.
of the 20th Global Symposium for Regulators (GSR-20). "

Sameer Sharma

More information on the roundtable, including the outcome report, is available here.
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https://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2020/Digital-Transformation-for-Digital-Economies-@COVID-19-South-Asia.aspx
https://www.itu.int/en/ITU-D/Regional-Presence/AsiaPacific/Pages/Events/2020/Digital-Transformation-for-Digital-Economies-@COVID-19-South-Asia.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/Digital-Transformation-for-Digital-Economies-COVID-19-South-Asia.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/Digital-Transformation-for-Digital-Economies-COVID-19-South-Asia.aspx
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Speakers highlighted
digital strategies

and innovative
solutions adopted in
response to connectivity

challenges.
144

Sameer Sharma

The virtual event featured con-
crete recommendations designed
to help regulators, policymakers
and industry leaders in Asia and
the Pacific to better understand
the digital transformation in their
region and what tools can create
enabling policy environments
despite the challenges posed by
the global pandemic.

Organized by ITU in partnership
with the Telecom Regulatory
Authority of India (TRAI) and
GSMA, representatives from
national regulatory authorities,
the private sector and other stake-
holders came together to share
experiences and to advance dis-
cussions on easing regulations in
order to fast-track digital transfor-
mation in the post-COVID-19 era.

Speakers highlighted digital strat-
egies and innovative solutions
adopted in response to connec-
tivity challenges and the need

for digital connectivity in areas
like health, education, work-from-
home, which have emerged amid
the crisis.

Doreen Bogdan-Martin, Director
of the ITU Telecommunication
Development Bureau, highlighted
how the digital sector seems
certain to play a strong role in
Asia-Pacific's post-COVID recov-
ery, with the shift of economic
activity to the cloud and the need
for mobile trace and other tech
solutions benefiting a great many
Asian countries which already
have a very strong presence in
the digital economy.

"The rise in demand for digital
applications, combined with
enabling policies designed to
support the tech sector across the
region, could spur digital innova-
tion and boost digital entrepre-
neurs, further improving regional
growth and development pros-
pects,” she said. “But let's always
remember that Asia is a region
of strong contrasts. Not every
country is positioned to take
advantage of a surge in demand
for technology.

ITU News MAGAZINE No. 04, 2020

So, as we make our plans to lever-
age ICTs for a tech-led recovery,

it is imperative that we ensure
that all countries benefit, and that
no-one is left behind.”

COVID-19 recovery: From
crisis to opportunity

The event also featured a report
on the impact of COVID-19

in South Asia as a part of the
UNESCAP Framework on Socio-
Economic Response to the
pandemic. The report argues that
government action should not
push a return to the status quo,
but rather turn the crisis into an
opportunity to create more equal,
sustainable, and resilient societies
in South Asia, which will aid the
sub-region in closing the SDG
gaps that are currently present.

“The policymakers, regulators
and stakeholders have realized
that the digital transformation
can be achieved by giving the
necessary impetus to their digital
infrastructure, strategies and
innovative policy initiatives,” said
TRAI Chairman Dr R.S. Sharma.

“| urge all the ICT regulators, gov-
ernments and service providers
to come together and resolve to
take adequate steps in achieving
the digital transformation which
will enable us to overcome the

present pandemic crisis.”
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The Asia-Pacific
Regional Initiative
on Enabling Policy
and Regulatory
Environments
offered an excellent
opportunity for
building upon the
outcomes of GSR-20.
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Sameer Sharma

According to Julian Gorman,
Head of Asia Pacific at GSMA,
“COVID-19 has forced poli-
cymakers from even the most
advanced markets to reconsider
whether enough is being done
to modernize telecoms regula-
tory frameworks and facilitate
transformation of economies for
an inclusive and resilient digital
vision.” He went on to point out
how South Asia policymakers
must understand the need for a
whole-of-government approach
to create strong and sustainable
foundations supporting digital
transformation and a compet-
itive environment that attracts
the investment and innovation
necessary to deliver it. “Without
rapid and meaningful regulatory

reform, nations risk further delays
to an inclusive digital future and
falling behind the progress seen
elsewhere,” said Mr Gorman.

"We welcome ITU’s efforts and the

invitation to collaborate on how
to best inspire policymakers, to
influence a productive dialogue
and agree the actions to deliver
inclusive digital growth”

The road to
seamless connectivity

Another important topic debated
was how to best protect people
during the pandemic.

Speakers from the region dis-
cussed country-specific efforts
and challenges while also talking
about the way forward on seam-
less digital connectivity for all. The
deliberation focused on how les-
sons learned from COVID-19 can
help hone a stronger response
for enhancing connectivity,

such as infrastructure sharing.
Enhancing cooperation benefits
not only national connectivity but
also sub-regional connectivity.
Promoting affordable access, in
particular for landlocked coun-
tries, flexible licensing regimes
and easier and efficient spectrum
allocation strategies are needed
for transformation into a digital
economy while following the
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whole-of-government approach
mentioned by Gorman.

Members of industry provided
their own insights on analys-

ing and reporting on quality of
service, consumers’ real-world
mobile network experience at a
large scale and spectrum-related
issues in the wireless industry, as
well as the perspective of social
media for enhancing connectivity
with a focus on digital inclusion.

All'in all, the expected output

of this GSR Regional Regulatory
Roundtable, coupled with the
engaging participation of ITU
Member States, national regula-
tory authorities, and private sector
representatives exemplifies the
growing importance of uniting
forces and synergies.

The Asia-Pacific Regional Initiative
on Enabling Policy and Regulatory
Environments offered an excellent
opportunity for building upon the
outcomes of GSR-20, including
Best Practice Guidelines, while
providing expert and technical
assistance, adapting countries’
regulatory environment to foster
the development of the gigabit
society, resistant to natural haz-
ards, including pandemics such
as COVID-19. W
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Innovating digital competition policy
in the African and Arab regions

By Ida Jallow

Program Coordinator, ITU Regional Office for Africa

B How should regulators
address competition policy

in a rapidly changing digital
applications environment,
especially when markets are two-
sided or even multi-sided?

This question underpinned the
third and final regional regula-
tory roundtable held within the
framework of the 20th Global
Symposium for Regulators
(GSR-20). Conducted virtually

on 20 August 2020, the online
event enjoyed a strong participa-
tion of over 150 attendees from

around the world.

Key considerations and
vectors of regulatory action

Setting the scene for the

main event, Stephen Bereaux,
Deputy to the Director of the
Telecommunication Development
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Bureau, highlighted key consid-
erations for regulation to remain
an enabling factor for universal
connectivity, within and beyond
the African and Arab regions.

These include the maintenance
of an environment that promotes
innovation, investment and col-
laboration, updating regulatory
rules and processes, and analys-
ing competition policies to ensure
positive impact.


https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/default.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/Competition-Policy-Analysis-in-Digital-Environment-for-Arab-Africa.aspx
https://www.itu.int/en/ITU-D/Conferences/GSR/2020/Pages/Competition-Policy-Analysis-in-Digital-Environment-for-Arab-Africa.aspx
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There is never going
to be a one-size-fits-
all when it comes to
ICT regulation.
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Dan Sjoblom

Chair of GSR-20, Director-
General of the Swedish
Post and Telecom Authority
(PTS), and Chair of BEREC

Echoing these insights, GSR-20
Chair Dan Sjoblom noted how the
COVID-19 crisis is really a window
of opportunity that the regulatory
community cannot afford to miss.
He also stressed the importance
of adaptability when it comes to
local circumstances, acknowledg-
ing “there is never going to be a

|II

one-size-fits-all” when it comes to

ICT regulation.

However, this does not mean best
practices cannot be exchanged
and learned from. This notion
was showcased in the GSR-20
Best Practice Guidelines pre-
sented by Sofie Maddens, Head
of the Regulatory and Market
Environment Division at ITU, who
emphasized the key vectors of
regulatory actions: inclusiveness,
agility, and resilience.

The GSR-20 Guidelines were to
be adopted on 1st September
during the Heads of Regulators
executive roundtable.

Dealing with dominant
digital platforms and
closing the gap

The first session kicked off with a
keynote presentation on the evo-
lution of competition policy and
regulation in the context of digital
markets by ITU expert David
Rogerson. The keynote grounded
the discussion in the current state
of play, characterized by critical
regulatory challenges posed by
dominant digital platforms.

“Defining markets, determin-

ing dominance and identifying
anti-competitive behaviours

are all made significantly more
difficult with digital platforms,”
said Rogerson. While platforms
have substantially decreased
transaction costs, they have also
created market concentrations,
he said. Yet despite this market
dominance, “we are seeing digital
platforms eating into the market
of traditional telecoms, yet not
necessarily making a proportion-
ate contribution to the funding of
the infrastructure on which they
rely,” he noted.
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Next came a panel discussing the
evolution of competition policy
and regulation in the context of
digital markets moderated by
Adel Darwish, Regional Director
of the ITU Regional Office for
Arab States. The conversation
featured both global and regional
perspectives, including an anal-
ysis of global and digital players
in the Arab and African regions
with an emphasis on nation-
al-level implications.

A comment to Rogerson's key-
note came from Facebook’s Africa
Director of Public Policy Kojo
Boakye, who highlighted the sym-
biotic relationship between net-
work operators and over-the-top
(OTT) media services by pointing
out how Facebook'’s investments
in the Arab and African regions
have been made in partnership
with mobile operators.

Another important challenge was
raised by Marie Amandine Bhika,
Assistant General Counsel at
Intelsat, who stressed the viability
of satellites in closing the digital
gap. The digital divide is a sig-
nificant problem in Sub-Saharan
Africa where large swaths of the
population have yet to benefit
from broadband services.
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Regulatory constraints, import
taxes, and spectrum fees are
impeding the establishment of
satellite networks in African coun-
tries, she said.

Director General of the

Uganda Communications
Commission (UCC) Irene Kaggwa
Sewankambo noted that in Africa,
while locally developed applica-
tions exist, most digital apps are
foreign. “As you look at competi-
tion, you want to make sure you
are not blocking the new inno-
vators,” she said. "How do you
create the space for them, level
playing the field to help them

get into the market and have a
fair chance to compete without
being too protectionist?” One
way might be to collaborate not
within the country but beyond in
terms of the African region, she
proposed.

Taking a more global perspec-
tive, Mani Manimohan, Head of
Digital Infrastructure Policy and
Regulation at GSMA raised two
options to “reset” the competi-
tion policy market: apply existing
tools more vigorously or seek

a possible ex-ante regime to
complement existing ex-post
enforcement, as experts have
been exploring both in the
United States and the United
Kingdom.

éé

As you look at
competition, you
want to make sure
you are not blocking
the new innovators.
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Irene Kaggwa
Sewankambo

Director General, Uganda
Communications Commission

From ex ante to ex post:
Are we there yet?

To kick off the second half of the
event, ITU expert Simon Molloy
gave an insightful presentation
on why telecom companies have
been regulated differently from
big tech platforms, and why this
needs to change. While tele-
communication operators were
originally owned by governments
and market structures were well
understood, this was not the

case for digital platforms — and
nobody wanted to get in the way
of innovation, explained Molloy,
suggesting the complex structure
of two-sided and multi-sided
markets led to a hands-off
regulatory approach. Size and
scale are an issue, he suggested,
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"because with that sort of scale
comes enormous economic and
political power.”

Moderated by Andrew Rugege,
Regional Director of the ITU
Regional Office for Africa, the
ensuing panel posed the impor-
tant question of the status of
regulation between ex-ante and
ex-post, delving into progress
made in different African and
Arab countries so far.

Bridget Linzie, Head of Electronic
Communications at the
Communication Regulator of
Southern Africa (CRASA) shared
research that identified major
bottlenecks that are proving to be
competitive constraints: increase
in IP interconnections, consumer
lock-in in Internet of Things (loT),
and the development of OTTs
and their impact on competition

policy.

Director General of the Rwanda
Utilities and Regulatory Authority
(RURA) Patrick Nyirishema shared
his country’s pragmatic and “less
prescriptive” regulatory approach,
in which RURA has separate
departments for the telecom-
munications industry and that of
emerging technologies, including
digital platforms. Rwanda has
instead focused on building a
“vibrant local innovation ecosys-
tem,” he said.
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Ali Alhadji, Permanent

Secretary of the Assembly of
Telecommunication Regulators
of Central Africa (ARTAC), high-
lighted the need for regulators to
catch up with rapidly developing
technologies such as mobile
money networks, to which many
Africans are now connected.

He explained how ARTAC, in its
efforts to “harmonize regulation”,
continues to benefit from the sup-
port of the African Union as well
as the investment of the United
Nations in the sub-regions.

From Bahrain, and representing
the Gulf Cooperation Council
(GCCQ), Saeed Ahmed Mashkoor
explained why his country
decided to remove the exact
regulations for two markets:
competitive pressure from OTTs.
The emergence of digital applica-
tions has elicited “one of the key
changes in consumer behaviour
and competition landscape,”

he said.

Laminou Elhadji Maman,
Secretary General of the West
Africa Telecommunications
Regulators Assembly (WATRA),
stressed the need to "look for a
new way to regulate,” citing the
lack of regulatory control in the

éé

The emergence of
digital applications has
elicited one of the key
changes in consumer
behaviour and

competition landscape.
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Saeed Ahmed Mashkoor

Representing the Gulf
Cooperation Council

digital applications space in Africa
and beyond. “If we cannot have

a global regulatory body, maybe
we can develop closer collab-
oration to learn from others,”

he suggested.

Towards bold,
collaborative, and
innovative regulation

We have tended to consider
competition policy and digital
apps separately, so it's exciting

to consider them together and
learn more, said CRASA Executive
Secretary Antony Chigaazira
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during his opening remarks. After
all, “digital transformation is not
an option,” he insisted. “ltis a
matter of urgency.” That's why, as
Mr Molloy highlighted, “regula-
tors need to be bold... [and face
the] enormous pent-up demand
of regulatory innovation.”

Acting regionally in a collabora-
tive manner as exemplified in the
regional roundtable is therefore
necessary, and the potential for
learning should not be underes-
timated. To borrow the closing
words of Rogerson following his
keynote:

“The regulation of digital plat-
forms will certainly be needed,
but it will have to be conducted
at a national level and involve

the kind of collaborations that
were discussed in this session,
both regionally and globally. And
in that there is a key role for the
ITU, there is a key role for regional
regulatory associations, repre-
sented in this forum today. And
there is a chance for developing
countries to learn from the work
that is being conducted else-
where — to sit on the shoulders of
others, as it were.” H



The Digital Regulation Platform and the Digital Regulation Handbook are

the result of ongoing collaboration between the World Bank and ITU.

Digital
Regulation
Platform

The Digital Regulation

Platform provides an

update on the basics of

information and communication technology
(ICT) regulation in light of the digital
transformation sweeping across sectors and
also includes new regulatory aspects and
tools for ICT regulators to consider when
making regulatory decisions.
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How ITU standards address service quality
from a regulator’s perspective

By ITU News
B The events of 2020 have brought into focus the importance of Regulators
reliable, always available information and communication technology are playing

(ICT) services. ITU standards for ICT quality assessment support an importa nt

partin the

government and industry's work together to achieve this reliability.

standardization
work of ITU-T
service (QoS) and quality of experience (QoE)". StUdy Group 12.

Regulators are playing an important part in the standardization work of
ITU-T Study Group 12, ITU’s expert group for “performance, quality of

g)‘ To learn more about ITU-T Study Group 12, visit the group’s homepage.


https://www.itu.int/en/ITU-T/about/groups/Pages/sg12.aspx
https://www.itu.int/en/ITU-T/about/groups/Pages/sg12.aspx
https://www.itu.int/en/ITU-T/about/groups/Pages/sg12.aspx

ITU standards

Recent years have seen a marked
increase in regulators’ participation

in ITU standardization work for
performance, QoS and QoE.

The quality-assessment
standards developed in

the ITU Telecommunication
Standardization Sector (ITU-T)
Study Group 12 address the full
range of ICT services, networks
and devices. These include
speech, audio and video over
fixed and mobile networks,

to emerging services in fields
such as virtual reality (VR), cloud
gaming, 360-degree immersive
experience, fintech, and smart
mobility.

Working together in ITU stand-
ardization enables regulators and
industry players to develop sound
Key Performance Indicators for
service quality.

Developed and agreed by con-
sensus — driven by contributions
from regulators, industry and
academia — ITU quality-assess-
ment standards aim to provide

all market players with a common
view of service quality, support-
ing broader efforts to build user
confidence and trust in ICTs.

Regulators from developing
countries are especially well rep-

resented in [TU-T Study Group 12.

The Quiality of Service
Development Group within ITU-T
Study Group 12 offers a platform
dedicated to dialogue around
QoS and QoE standards’ contri-
bution to ICT development.

The group ran a series of open
webinars in place of its annual
August meeting, with regulators
leading the discussions. Here are
the webinar archives.
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Service quality strategies
for regulators

Recent years have seen a marked
increase in regulators’ participa-
tion in ITU standardization work
for performance, QoS and QoE.

ITU membership affirmed their
support for this trend at the

ITU World Telecommunication
Standardization Assembly 2016
(WTSA-16) in Hammamet, Tunisia,
with the adoption of WTSA
Resolution 95 “ITU-T initiatives to
raise awareness on best practices
and policies related to ser-

vice quality”.

ITU E.805 “Strategies to establish
quality regulatory frameworks”

is a new type of ITU standard
addressing ICT service quality
from a regulator’s perspective.
Released in December 2019, ITU
E.805 responds directly to WTSA
Resolution 95.

ITU E.805 covers subscription
voice, video or IP-based commu-
nication. It provides a reference
on service quality regulatory
frameworks suitable for assessing,
comparing and giving transpar-
ency to the quality achieved by

a service, quality as perceived

by the end-user, and end-users'
degree of satisfaction with service
providers.
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ITU standards

ITU E.805 takes a high-level view
of regulatory approaches to QoS
and QoE as well as enforcement
strategies to improve quality
where required. The standard also
focuses on strategies to empower
end-users to make informed
service choices based on a clear
view of the service quality on
offer.

ITU E.805.1 "QoS operational
strategy for improved regula-
tory supervision on providers
of mobile telecommunication
services” achieved first-stage
approval ('determination’) in
September 2020.

ITU E.805.1 builds on the high-
level approaches described by
ITU E.805 to provide in-depth rec-
ommendations on the operations
required to implement quality
assessment and enforcement
strategies.

The standard aims to help regu-
lators achieve their mobile QoS
goals at reduced regulatory effort
and improved operational effi-
ciency. It will support regulators
in increasing the cost-effective-
ness of mobile QoS supervi-
sion and the speed of the QoS
assessment and enforcement
loop, without compromising on
the reliability of QoS assessment
outcomes.
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Regulators leading QoS measurement
campaigns play an important part in
the development and implementation

of ITU standards to monitor the
performance of IP-based services and
the QoS of mobile networks.

Monitoring the
performance of
IP-based services

Regulators leading QoS measure-
ment campaigns play an impor-
tant part in the development and
implementation of ITU standards
to monitor the performance of
IP-based services and the QoS of
mobile networks.

Regulators benefit from a key
2019 revision of the ITU stand-
ard for IP service performance
assessment, ITU Y.1540 “Internet
protocol data communication
service — IP packet transfer and
availability performance parame-
ters”. ITU Y.1540 defines IP-layer
capacity parameters in ways that
cater to performance assessment,
also providing requirements for
methods of measurement of
IP-layer capacity.

A new Supplement (ITU Y.
Suppl.60) provides guidance on
the interpretation of measure-
ments taken with the ITU Y.1540
methodology and also describes
an open-source implementation
of the methodology.

ITU E.806 “Measurement cam-
paigns, monitoring systems and
sampling methodologies to moni-
tor the quality of service in mobile
networks” released in June 2019,
describes a baseline framework
of best practices for measuring
QoS in mobile networks.

It provides a high-level overview
of measurement campaigns, the
characteristics and requirements
of associated monitoring systems,
and general recommendations
on data processing and sampling
methodologies.
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ITU standards

ITU E.804 "Quality of service
aspects for popular services in
mobile networks” released in
February 2014, defines QoS
parameters and their computa-
tion for popular services in mobile
networks, services such as voice
and video communication and
streamed media. The standard
summarizes the fundamentals of
QoS from the user'’s perspective.
A new ITU E.804.1 Application
Guide to the ITU E.804 QoS
metrics, aiming to support the
QoS assessment activities of both
regulators and service providers,
achieved first-stage approval
(‘consent’) in September 2020.

Crowdsourcing QoS

User devices and the ICT equip-
ment serving homes and busi-
nesses — and associated software
— are becoming faster, more pow-
erful, and better able to perform
data collection.

ITU E.812 “"Crowdsourcing
approach for the assessment of
end-to-end quality of service in
fixed and mobile broadband
networks”, released in May 2020,
describes “the crowdsourcing
approach” to end-to-end QoS
assessment, the trend towards
collecting QoS data directly
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User devices and the ICT equipment
serving homes and businesses — and
associated software — are becomin

faster, more powerful, and better able
to perform data collection.

from end-user devices such as
mobile phones and customer
premise equipment.

The development of ITU E.812
was initiated by regulators and
advanced together with quali-
ty-assessment experts from net-
work operators, vendors, analytics
companies, and academia.

For regulators, the collected data
can guide efforts to raise con-
sumer awareness around service
quality and provide an enabling
environment for improvements in
network infrastructure. Countries
spanning large landmasses are
also interested in the potential for
crowdsourcing to limit the need
for QoS personnel to travel to
remote areas.

Crowdsourcing delivers sig-
nificantly more data points.

More data leads to more tech-
nical parameters to inform QoS
assessment, and more potential
to improve the reliability and
representativeness of assessment
results.

ITU E.812 describes how different
approaches to crowdsourcing
yield different views of QoS.

It outlines the different crowd-
sourcing approaches available to
assess end to end QoS on both
fixed and mobile broadband
networks, approaches without
need for modifications to existing
hardware and software.

A soon-to-be-published
Amendmentto ITU E.812 adds
appendices providing a detailed
view of crowdsourcing use cases.
|
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