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DRAFT OPINION 3
Resilience of telecommunications/ICTs
The seventh World Telecommunication/ICT Policy Forum (Nassau, 2026),
recalling
a)	Resolution 79/1 of the United Nations General Assembly (UNGA), on the Pact of the Future; 
b)	Resolution 70/1 of UNGA, on transforming our World: the 2030 Agenda for Sustainable Development, in particular, Sustainable Development Goals 12 (ensure sustainable consumption and production patterns) and 13 (take urgent action to combat climate change and its impacts); 
c)	Resolution 80/173 of UNGA, on the outcome document of the high-level meeting on the overall review of the implementation of the outcomes of the World Summit on the Information Society (WSIS+20);
d)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on strengthening the role of ITU in building confidence and security in the use of information and communications technologies (ICTs); 
e)	Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of telecommunications/ICTs for humanitarian assistance and for monitoring and management in emergency and disaster situations, including health-related emergencies, for early warning, prevention, mitigation and relief; 
f)	Resolution 139 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of telecommunications/ICTs to bridge the digital divide and build an inclusive information society; 
g)	Resolution 182 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the role of telecommunications/ICTs in regard to climate change and the protection of the environment; 
h)	Resolution 200 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the Connect 2030 Agenda for global telecommunication/ICT, including broadband, for sustainable development;
i)	Resolution 11 (Rev. Baku, 2025) of the World Telecommunication Development Conference (WTDC), on telecommunication/ICT services in rural, isolated, unserved and underserved areas; 
j)	Resolution 34 (Rev. Baku, 2025) of WTDC, on the role of telecommunication/ICTs in disaster preparedness, early warning, rescue, mitigation, relief and response;
k)	Resolution 37 (Rev. Baku, 2025) of WTDC, on bridging the digital divide;
l)	Resolution 45 (Rev. Baku, 2025) of WTDC, on mechanisms for enhancing cooperation on cybersecurity, including countering and combating spam,
noting
resilient telecommunications/ICTs are capable of predicting, responding to, and withstanding a variety of emergencies, including, but not limited to, climate-related ones, cyber incidents, natural hazards or disasters,
taking into account
a)	that building resilient telecommunications/ICTs capable of withstanding natural disasters or hazards, different cyberthreats and non-malicious technical outages is vital at a time when accessing and delivering essential services and information depends on the Internet; 
b)	that resilience initiatives are increasingly important because climate change is contributing to a greater number of disasters which affect telecommunications/ICTs; 
c)	the importance of ensuring resilient telecommunications/ICTs are accessible to all, in particular, unserved and underserved groups, as crises can exacerbate pre-existing inequalities and digital divides; 
d)	the multiple and interacting challenges of geographical digital divides when designing and deploying resilient telecommunications/ICTs in least developed countries (LDCs), landlocked developing countries (LLDCs), and small island developing States (SIDS), where limited capacity to build resilience and vulnerable locations make the impact of emergencies more severe on their economies and infrastructures; 
e)	the importance of developing resilient telecommunications/ICTs that can withstand different threats, while also meeting the diverse user access requirements, particularly the requirements of persons with disabilities and persons with specific needs, to ensure resilient telecommunications/ICTs are deployed equitably;
f)	that the United Nations Committee on the Elimination of Discrimination against Women, noted in its General Recommendation No. 37 that a lack of active participation by women in programmes related to disaster risk reduction and climate resilience can impede their development and effectiveness, 
considering
a)	that resilient telecommunication/ICT infrastructure is essential for supporting the global digital economy, fostering innovation, and driving growth, especially as economies become increasingly dependent on robust ICT systems; 
b)	that promoting reliable and secure connectivity and accessibility of telecommunications/ICT systems to all segments of society can enhance economic opportunities, education, healthcare, and other critical sectors, contributing to sustainable economic development; 
c)	that strengthening telecommunication/ICT infrastructure in underserved and remote areas, through innovative solutions, would contribute to resilient digital economies;
d)	that resilient and secure telecommunication/ICT systems are critical in supporting business continuity, public service delivery, and access to essential services in times of crisis, natural disasters, different cyber threats, non-malicious technical outages, and global health emergencies;
e)	that the use of telecommunications/ICTs for sharing of information in the event of a crisis is a powerful decision-making tool for rescue and response services and operating entities, and for communication with and between individuals; that ICTs are essential for climate resilience activities, such as climate monitoring and protecting natural ecosystems, data gathering, rapid information transfer and managing the risks of climate change;
f)	that telecommunications/ICTs must remain resilient and dependable against a spectrum of external disruptions, such as natural disasters or hazards, power cuts, and cyber incidents;
g)	that enhancing the cybersecurity of telecommunication/ICT systems is essential for building trust in digital economies, supporting financial transactions, e-commerce, and safeguarding personally identifiable information; 
h)	resilience should be incorporated into all stages of the design and deployment of telecommunications/ICTs to uphold durability throughout their lifecycle, to withstand changing environments, and to avoid exacerbating or threats and vulnerabilities; 
i)	the need to foster public awareness of basic security measures for resilience, including cyber hygiene, and to ensure that messaging is accessible to all users;
j)	that fostering partnerships between governments, the private sector, regulatory authorities, civil society, the technical community, academia and international organizations is key to ensuring the development of resilient telecommunication/ICT ecosystems that can adapt to evolving threats and opportunities in the digital economy; 
k)	that international collaboration and sharing of best practices can strengthen national capacities to build robust telecommunication/ICT systems, ensuring all countries benefit from the opportunities created by the digital economy; 
l)	that the importance of iterative long-term strategies and risk management plans that coordinate the resilience of a range of telecommunications/ICTs, which make it easier to anticipate and respond to issues across contexts and address constantly evolving threats and vulnerabilities;
m)	that the promotion and utilization of innovative technologies can play a pivotal role in building resilient telecommunication/ICT economies capable of adapting to technological advancements and market shifts; 
n)	the importance of submarine cable infrastructure and its resilience, and the outcomes of the 2025 Abuja and 2026 Porto International Submarine Cable Resilience Summits,
recognising
a)	that resilient telecommunications/ICTs are an essential foundation for sustainable development and bridging digital divides; 
b)	the adoption of advanced technologies, would require significant capital investment that can be inaccessible to developing countries, resulting in continued reliance on outdated ICT infrastructure;
c)	that the absence or instability of grid electricity in many developing countries significantly hampers the adoption, deployment, operation, and maintenance of modern ICT infrastructure;
d)	that the role of the private sector, civil society, the technical community, academia, and regional and international organisations in providing telecommunication/ICT equipment and services, expertise and capacity-building assistance to support resilience initiatives; 
e)	that the work of the ITU in key resilience activities, such as the Early Warnings for All Initiative, and the contributions of ITU study groups across all three sectors, in developing technical recommendations and best practices,
is of the view
1	that resilience policies and initiatives should be multi-facetted and comprehensive encompassing cybersecurity, early warnings systems and early action, the regular upgrading and maintenance of telecommunication/ICT infrastructure, environmental monitoring, disaster risk reduction initiatives and public-private collaboration;
2	that enhancing resilience requires coordinated action among governments, regulatory authorities, the private sector, civil society, the technical community, and academia, with national authorities playing a key role in prioritizing the development of resilient, secure, and adaptable telecommunication/ICT systems to support long-term digital growth and the continuity of essential services;
3	that it is essential to build resilience into all stages of telecommunication/ICT design, development and deployment; 
4	that resilient telecommunication/ICT infrastructure is a critical enabler of economic growth, digital inclusion, and innovation, and must be adaptable to emerging challenges; 
5	that bridging the digital divide and ensuring affordable access to telecommunications/ICTs is integral to building resilience; 
6	that cooperation and collaboration on, best practices, and enabling environments for investment, and innovative financing mechanisms play important roles in building resilient telecommunication/ICT systems that are capable of responding to global challenges and supporting economic stability, especially during natural disasters and emergencies;
7	that a multi-channel approach to public-awareness raising should be adopted to ensure relevant resilience messaging, such as emergency communications and cyber hygiene-related advice, reaches a wide audience and enables individuals to act earlier and protect themselves; 
8	that environmental protection represents one of the greatest challenges of our time, and that resilience to natural disasters can be strengthened through the establishment of early-warning systems and national emergency telecommunication plans;
9	that building cyber resilience across society is essential to tackling the growing cyber threat; 
10	that promoting innovation and the deployment of new technologies is necessary to ensure that telecommunication/ICT economies remain competitive, secure, and resilient; 
11	that energy resilience innovations can support infrastructure resilience ensuring that telecommunication and ICT infrastructure can access alternative sources of powers;
12	the ITU should continue to conduct training programmes, workshops, and capacity building to promote telecommunication/ICT resilience,
invites Member States, Sector Members and other stakeholders to work collaboratively 
1	to prioritize the sharing of information on the development and implementation of policies that promote resilient, secure, and robust telecommunication/ICT infrastructures, ensuring alignment with international standards and best practices; 
2	to continue to facilitate and enhance efforts to strengthen telecommunications/ICTs, including digital, infrastructure resilience, ensuring that these systems are secure, robust, and adaptable to future challenges and able to ensure continuity of service in times of disruption; 
3	to explore opportunities and address the challenges faced in building resilient telecommunication/ICT systems, ensuring continuity of service in times of disruption;
4	to work with the private sector, civil society, the technical community, and academia to promote resilient telecommunications/ICTs by providing programmes of technical support and capacity building;
5	to strengthen public-private partnerships in order to foster resilience in the telecommunication/ICT ecosystem and address related emerging challenges and opportunities therein; 
6	to mainstream a gender perspective into national strategies dealing with resilience and ensure that decision-making is inclusive;
7	to continue to deploy all necessary efforts to integrate cyber incident response, disaster risk reduction, disaster mitigation, disaster relief and resilience into telecommunication/ICT development plans, considering persons with disabilities and persons with specific needs and the importance of collaborating with all stakeholders in all disaster phases; 
8	to adopt relevant ITU recommendations that could contribute to the building of telecommunication/ICT resilience and effective response to crises; 
9	to actively participate in international forums on the resilience of telecommunications/ICTs, sharing knowledge and experiences; 
10	to support international activities to promote capacity building for resilience, especially for LDCs, LLDCs, and SIDS;
11	to encourage and enable investment in resilient telecommunication/ICT infrastructure, particularly in unserved, underserved, and geographically challenging areas;
12	to adopt telecommunication/ICT resilience strategies, including disaster risk management and outage response plans;
13	to promote policies that strengthen the security and resilience of telecommunication/ICT supply chains, ensuring that equipment is secure and resilient;
14	to support the role of new and emerging telecommunication/ICT services and technologies, in enhancing early warning systems, threat detection, and adaptive response strategies for telecommunication/ICT resilience;
15	to consider taking into account the Abuja and Porto Summit outcomes when adopting and implementing policies to enhance submarine cable resilience,
invites the Secretary-General
1	to continue to facilitate and enhance international efforts to strengthen and promote the resilience of telecommunications/ICTs;
2	to ensure that the ITU continues to support Member States in developing and strengthening policy and regulatory frameworks for ICT and telecommunications resilience.
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