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	Purpose
The purpose of this contribution is to present proposals on the most urgent topics that can be included in the future working agenda of CWG-Internet.
Action required
The Council Working Group on international Internet-related public policy issues is invited to note this document.
_______________
References
Resolution 101 (Rev. Bucharest, 2022) of the Plenipotentiary Conference; Council Resolutions 1305 (Modified 2019) and 1336 (Modified 2019)
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I	Introduction
At the previous meeting, the Russian Federation proposed to prepare a working plan/roadmap for the CWG-Internet and formulate thematic aspects on international internet-related public policy issues for each of the sessions for the next four years (starting after the Plenipotentiary Conference 2026). For each of these thematic aspects, CWG-Internet should provide recommendations or other relevant output for the Council. These thematic aspects shall not limit the CWG-Internet in considering other topics and questions, but ensure that the working group finally begins to produce practical results. 
The Russian Federation expresses deep disappointment with the fact that CWG-Internet, as a group of the ITU Council, has not prepared recommendations to the Council for a long time. It is unclear what value this group provides to Member States, which should receive useful technical and policy advice on issues related to international internet-related public policy issues. This is an abnormal situation. In our view, a working plan should put an end to the chaotic and ad-hoc activity of CWG-Internet.
Under Resolution 101, ITU shall clearly identify, for its Member States and Sector Members and for the general public, the range of Internet-related issues that fall within the responsibilities incumbent on the Union under its basic texts and the activities in the WSIS outcome documents and the 2030 Agenda for Sustainable Development, where ITU has a role. The range of Internet-related issues mentioned above is presented in Council Resolution 1305 as the scope of work of ITU on international Internet-related public policy matters, which was established in accordance with decisions of ITU membership at the Plenipotentiary Conference, Council and World conferences.
The Russian Federation welcomes the initiatives of addressing digital challenges and supports the practical work of CWG-Internet in preparing recommendations for the Council and then for the Member States in accordance with the scope of work presented in Resolution 1305. CWG-Internet output should become a significant and valuable response to actual challenges in the Internet ecosystem – the imperfection of the Internet governance system, and as a result, the fragmentation of the Internet, the privatization of the Internet by dominant digital platforms (big tech companies), issues of data transmission and protection, as well as challenges in the field of information security.
The following are the proposals of the Russian Federation based on Resolution 1305 of the most urgent topics that can be included in the future working agenda of CWG-Internet.
Topic 1: The security, safety, continuity, sustainability, and robustness of the Internet
The Russian Federation has repeatedly expressed its concern about the fragmentation of the Internet and the lack of a meaningful discussion on maintaining global network. Despite a number of fateful decisions within the framework of the WSIS (Tunis, 2005), legal regulation of the Internet is still not sufficiently harmonized at the international level. To date, there are no universal international legal agreements in international law that could regulate Internet governance issues. The cross-border nature of the Internet dictates the need for international and even global regulation.
The Russian Federation proposes to separate issues related to day-to-day technical and operational activities and issues related to the activities of governments and their role in fulfilling their obligations in addressing international public policy issues related to the Internet. We believe that the roles of all stakeholders, and above all the States, should be clearly defined. It is States who are the main subjects of international law, they act as the guarantor of the rights and freedoms of their citizens, play a major role in matters of economics, security and stability of the Internet infrastructure, and take measures to prevent, identify and suppress illegal actions on the global network. ITU, as an intergovernmental platform, is the most appropriate platform to discuss potential rights and obligations of States to ensure security, safety, continuity, sustainability, and robustness of the Internet.
Outcome for Council
Therefore, the Russian Federation calls on the Member States to consider development of principles for responsible Internet governance in order to avoid interference from one Member State on the other related to the functioning of the Internet, deliberate disruption of connectivity, and single-handedly establish norms and rules for the global network.
Topic 2: Issues pertaining to the use and misuse of the Internet
The Russian Federation recognizes the need to mobilize the efforts of the international community to prevent the use of the Internet for purposes contrary to the UN Charter. Given that ITU is a technical agency dealing with the use and regulation of the Internet, it is proposed to consider topics such as: the violation of the interoperability of the Internet, the use of proprietary tools, and uncontrolled encryption that prevents States from ensuring national security and protecting their citizens. We call for strengthening global coordination and harmonization of regulation at all levels to prevent fragmentation of Internet. We consider it necessary, as a matter of priority, to develop a global policy aimed at ensuring cooperation between States in preventing misuse of the Internet.
Outcome for Council
Therefore, the Russian Federation calls on the Member States to consider the necessity to prepare recommendations in the most general terms, providing guidance for developers on the design of security in protocols and software products that can meet security requirements and prevent abuse. Such guidance should provide counteraction to the misuse of the Internet. 
Topic 3: Developmental aspects of the Internet
The topic of the Internet development is really huge, and there is no way to cover all aspects of the development of modern digital universe; therefore, as mentioned above, the Russian Federation proposed to limit ourselves to the technical aspects of the public core/critical core development. At the same time, it is proposed to consider both opportunities and challenges. The development of the Internet cannot be stopped, but there is no doubt that States have their own role and responsibilities in this process. It is also necessary to monitor the challenges to the Internet architecture. DNS is the main naming system for the Internet. It is not the only one. Some naming systems predate the DNS, and others have been recently proposed in the wake of the blockchain approach of decentralized systems. It is necessary to pay attention to the TCP/IP protocol stack, which was developed quite a long time ago. In this regard, it does not include modern features, so there are periodic suggestions for alternative options, such as the QUIC or New IP protocols.
Outcome for Council
The Russian Federation calls on the Member States to prepare analysis and recommendations related to opportunities and challenges to new technologies and/or protocols which can be used for critical infrastructure. It appears appropriate to discuss issues related to the risk of architectural fragmentation of the Internet, stability and security.
Topic 4: International Internet Connectivity
International Internet Connectivity (IIC) is a key area of the study for ITU-T Study Group 3 (under its Question 6/3). The Study Group has been examining this issue since the 1990s and as a result ITU has offered guidelines, standards and recommendations. However, beyond economic limitations, political climate and government policies impose additional restrictions on IIC. A key issue is the presence of restrictive policies, which can further exacerbate these challenges. We consider it is important for ITU to begin an urgent study of the issue of geopolitical risks to international Internet Connectivity and to periodically submit the results of such study for consideration by Member States. 
Outcome for Council
The Russian Federation calls on the Member States to prepare risk analysis due to the influence of the geopolitical challenges on International Internet Connectivity and, if necessary, prepare measures to mitigate these risks
II	Proposals
The Russian Federation proposes to note this document and calls on the Member States to prepare a position on the continuation of CWG-Internet and the working plan for it, taking into account upcoming PP26.
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