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Summary
The International Telecommunication Union (ITU) has recognized the importance of cybersecurity and building confidence and security in the use of ICTs, including through Resolution 130.
Relevant work is ongoing within:
-	ITU-T on technical standards and recommendations;
-	ITU-D on capacity building and technical assistance.
Member States are addressing spoofing-related threats through different national approaches and frameworks.
However, the increasing scale and cross-border nature of such threats highlight the need for enhanced cooperation and coordination.
Action required
The Plenipotentiary Conference is invited to consider this document and to approve the Proposal for a new Resolution on enhancing trust and resilience against spoofing-related threats in ICT networks.


ADD	ARB/91A36/1
Draft New Resolution [ARB-2]
Enhancing trust and resilience against spoofing-related threats in Telecommunications/ICT networks and services
The Plenipotentiary Conference of the International Telecommunication Union (Doha, 2026), 
recalling
a)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on Strengthening the role of ITU in building confidence and security in the use of information and communication technologies;
b)	Resolution 196 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on Protecting telecommunication service users/consumers;
c)	Resolution 174 (Rev. Busan, 2014) of the Plenipotentiary Conference, on ITU’s role with regard to international public policy issues relating to the risk of illicit use of information and communication technologies;
d)	Resolution 190 (Rev. Busan, 2014) of the Plenipotentiary conference, on countering misappropriation and misuse of international telecommunication numbering resources;  
e)	Resolution 50 (Rev. Geneva, 2022) of the World Telecommunication Standardization Assembly (WTSA), on Cybersecurity;
f)	Resolution 61 (Rev. New Delhi, 2024) of WTSA, on Countering and combating misappropriation and misuse of international telecommunication numbering, naming, addressing and identification resources;
g)	Resolution 65 (Rev. New Delhi, 2024) of WTSA, on Calling party number delivery, calling line identification and origin identification information;
h)	Resolution 78 (Rev. Baku, 2025) of the World Telecommunication Development Conference (WTDC) on capacity building for countering and combating misappropriation and misuse of ITU Telecommunication Standardization Sector numbering resources,
considering
a)	that telecommunications/ICT networks and services are essential for critical infrastructure and services;
b)	the increasing reliance on digital communications globally leading to greater exposure to security and trust-related risks, including the growing use of spoofing techniques such as caller ID spoofing, IP spoofing, and domain spoofing;
c)	the growing use of spoofing techniques and related threats to mislead consumers and disrupt services,
recognizing
a)	that spoofing-related incidents have affected trust in telecommunications/ICT services in multiple regions and have contributed to socio-economic and security challenges for all countries, particularly developing countries, with impact extending beyond national borders;
b)	that such threats may impact service availability, integrity, and user confidence;
c)	the role of ITU in promoting secure, trusted and reliable telecommunications/ICT environments, 
noting
a)	the ongoing activities in ITU in areas such as cybersecurity, fraud management and trust frameworks; 
b)	the importance of ensuring complementarity and avoiding unnecessary duplication with the activities of other relevant international and regional organizations and standardization bodies,
aware
a)	that the increasing scale and cross-border nature of such threats highlight the need for enhanced cooperation and coordination;
b)	that Member States have different national frameworks and priorities on spoofing-related threats,
resolves
1	to promote and facilitate regional and international coordination and encourage stakeholders to engage in dialogue, within ITU’s mandate and competencies;
2	to encourage and support measures aimed at enhancing the resilience, reliability and trustworthiness of telecommunications/ICT networks and services against spoofing-related threats; 
3	to support the development and dissemination of best practices and capacity-building activities related to spoofing-related threats,
instructs the Secretary-General 
1	to facilitate, as appropriate, collaboration among Member States, Sector Members and relevant stakeholders on matters related to spoofing-related threats in telecommunications/ICT networks and services;
2	to liaise, where appropriate, with relevant international and regional organizations within their respective mandates in support of this Resolution;
3	to report to the ITU Council, as appropriate, on the implementation and outcomes of this Resolution;
instructs the Directors of the Telecommunication Standardization Bureau and the Telecommunication Development Bureau 
1	to continue relevant activities related to technical, operational and capacity-building aspects associated with spoofing-related threats in telecommunications/ICT networks and services, within their respective mandates;
2	to support the development and dissemination of relevant guidelines, recommendations, technical reports and best practices related to spoofing-related threats;
3	to support international and regional activities, including workshops and specialized training programmes, particularly for developing countries, 
invites Member States and Sector Members 
1	to consider developing appropriate national frameworks, policies and measures aimed at mitigating spoofing-related threats in telecommunications/ICT networks and services;
2	to promote consumer protection and user awareness related to spoofing-related threats and fraudulent communications; 
3	to actively participate in ITU activities addressing spoofing-related threats;
4	to share national experiences, information and best practices in this area;
5	to collaborate with ITU in the development of technical, operational and capacity-building initiatives related to spoofing-related threats; 
6	to contribute to the implementation of this resolution.
Reasons:	This proposal aims to address an emerging and increasingly impactful threat to ICT networks and services.
It seeks to:
· Strengthen trust and confidence in digital communications;
· Promote international cooperation;
· Support ongoing work within ITU sectors;
· Provide a high-level policy framework consistent with the mandate of the Plenipotentiary Conference.
The proposal avoids prescriptive regulatory or enforcement measures and instead focuses on:
· Collaboration;
· Information sharing;
· Capacity building;
· Technical standardization support.
No additional financial resources are required.
Why a New Resolution When Other Resolutions Exist (130, 174, 50, 61, and 65):
· This resolution addresses spoofing as a cross-cutting threat that undermines trust, security, and network resilience across multiple domains, rather than treating it as a standalone or isolated issue;
· It integrates both user protection and operational integrity, ensuring that safeguards against spoofing also strengthen service reliability and infrastructure performance.
_______________
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