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Summary
This document proposes a new resolution on strengthening the protection of radionavigation-satellite service (RNSS) signals from harmful interference, including jamming and spoofing, through improved reporting, monitoring and investigation, enhanced cooperation and national coordination, and measures to strengthen the resilience of telecommunication/ICT networks and other critical infrastructures.
Action required
The Plenipotentiary Conference is invited to consider this document and to approve the proposed new resolution.


ADD	ARB/91A35/1
Draft New Resolution [ARB-1]
Strengthening the protection of radionavigation-satellite service signals 
from harmful interference
The Plenipotentiary Conference of the International Telecommunication Union (Doha, 2026),
recalling
a)	that the purposes of the Union are set out in Article 1 of the Constitution of the International Telecommunication Union;
b)	that Article 44 of the Constitution establishes principles governing the use of the radio-frequency spectrum and of the geostationary-satellite orbit and other satellite orbits, recognizing them as limited natural resources that must be used rationally, efficiently and economically and in conformity with the Radio Regulations;
c)	that Article 45 of the Constitution provides that all stations, whatever their purpose, must be established and operated in such a manner as not to cause harmful interference to the radio services or communications of other Member States or of duly authorized operating agencies which operate in accordance with the provisions of the Radio Regulations;
d) 	that Article 47 of the Constitution states that “Member States agree to take the steps required to prevent the transmission or circulation of false or deceptive distress, urgency, safety or identification signals, and to collaborate in locating and identifying stations under their jurisdiction transmitting such signals”;
e)	the relevant provisions of the Radio Regulations concerning the prevention and elimination of harmful interference, in particular No. 4.10 and Article 15, which recognize that the safety aspects of radionavigation and other safety services require special measures to ensure their freedom from harmful interference;
f)	Resolution 186 (Rev. Bucharest, 2022) of this conference, on strengthening the role of ITU with regard to transparency and confidence-building measures in outer space activities;
g)	Resolution 219 (Bucharest, 2022) of this conference, on the sustainability of the radio-frequency spectrum and associated satellite-orbit resources used by space services;
h)	Resolution 676 (WRC-23) of the World Radiocommunication Conference, on prevention and mitigation of harmful interference to the radionavigation-satellite service in the frequency bands 1 164-1 215 MHz and 1 559-1 610 MHz;
i)	the actions undertaken by the Radiocommunication Bureau and the Radio Regulations Board, within their existing mandates, to assist administrations in reporting, investigating and addressing harmful interference to the radionavigation-satellite service (RNSS) and other safety-related space radiocommunication services, including through circular letters, satellite-monitoring facilities and online information tools;
j)	relevant joint statements and activities of the International Telecommunication Union, the International Civil Aviation Organization (ICAO) and the International Maritime Organization (IMO) drawing attention to the increase in harmful interference affecting signals of global navigation satellite systems used for civil aviation, maritime navigation and other applications,
considering
a)	that RNSS signals are widely employed for civil aviation, maritime navigation, land transport, search-and-rescue operations, disaster management, emergency telecommunications and for the time and frequency synchronization of telecommunication networks, power grids and other critical infrastructures;
b)	that RNSS signals received on or near the Earth’s surface are of very low power and therefore particularly susceptible to harmful interference;
c)	that harmful interference, including jamming and spoofing, to RNSS signals used by GNSS can degrade, interrupt or mislead positioning, navigation and timing (PNT) information and thereby jeopardize the safety, reliability and efficiency of safety-of-life applications and other critical applications;
d)	that several reports submitted by administrations to the Radio Regulations Board (RRB), together with reports by international organizations as indicated in Recalling i), indicate an increase in recent years in the occurrence and geographical spread of incidents of harmful interference affecting RNSS signals used by GNSS;
e)	that effective prevention, detection, characterization, geolocation and elimination of harmful interference to RNSS signals require appropriate technical capabilities and close coordination among telecommunication regulators, aviation and maritime authorities, law-enforcement bodies and other competent entities;
f)	that many developing countries, in particular, may face challenges in establishing and maintaining adequate monitoring, measurement and enforcement capabilities to address harmful interference to RNSS signals,
recognizing
a)	that the effective use of the existing procedures and mechanisms of the Radiocommunication Bureau and the Radio Regulations Board in cases of harmful interference involving RNSS signals depends on the availability of adequate, reliable and timely technical information from administrations;
b)	that the tools and facilities made available by ITU, including electronic reporting platforms and space radiomonitoring capabilities, can assist administrations in documenting and following up harmful interference to RNSS signals when used in a coordinated and systematic manner;
c)	that studies and related Recommendations, Reports and Handbooks developed within the Radiocommunication Sector provide a common technical reference for the assessment of harmful interference to RNSS signals, which can complement operational material issued by other international organizations;
d)	that relevant international organizations, including ICAO, IMO and the International Committee on Global Navigation Satellite Systems (ICG), have developed and are further refining procedures for the reporting, analysis and mitigation of interference affecting GNSS from the perspectives of aviation, maritime transport and other sectors, with such efforts including the joint statement issued in March 2025 by ICAO, ITU and IMO regarding the protection of the RNSS from harmful interference;
e)	that closer cooperation and information exchange between ITU and those organizations, as well as among the corresponding national authorities, can enhance the consistency and effectiveness of efforts to prevent and address harmful interference to RNSS signals,
f)	that practical national procedures for managing authorized activities affecting RNSS can significantly reduce the likelihood of harmful interference to safety services;
g)	the urgent needs for studies and advances in emerging technologies, including artificial intelligence-assisted techniques and resilient PNT solutions, provide new opportunities to mitigate the impact of RNSS signals jamming, spoofing and other disruptions on telecommunications/ICT networks and critical infrastructures,
noting
a)	that devices capable of intentionally generating interference in frequency bands used by GNSS, including jammers and spoofers, are increasingly available in certain markets and, where not effectively regulated, may be used in ways that endanger safety-of-life applications and other critical applications relying on RNSS signals;
b)	that, in many cases, incidents of harmful interference affecting RNSS signals may not be systematically detected, recorded or reported to the competent national authorities or to ITU, which can limit the effectiveness of the existing international procedures for addressing such interference;
c)	that enhanced transparency, the systematic use of harmonized reporting formats and the sharing, where appropriate, of non-confidential information on harmful interference incidents among administrations and with relevant international organizations can contribute to more timely and effective resolution of cases involving RNSS signals,
d)	that several administrations and regional/international organizations have developed guidelines and best practices for planning, coordinating and mitigating authorized RNSS interference activities,
resolves
1	to reaffirm that any transmissions which cause harmful interference to RNSS signals that have protection rights established under the ITU Constitution and the Radio Regulations, and used for civil aviation, maritime navigation, land transport, emergency and disaster-relief communications or other safety-of-life applications are contrary to the obligations of Member States in accordance with the ITU Constitution and the Radio Regulations, without prejudice of the right of the administrations to deny the access to the RNSS, in their national territories;
2	to declare that the protection of RNSS signals from harmful interference, including jamming and spoofing, is a matter of high priority for the Union within its mandate in view of its implications for safety of life and for the resilience of critical infrastructures;
3	to strengthen the timely, transparent and effective application of the existing ITU procedures and mechanisms for dealing with harmful interference cases involving RNSS signals;
4	to promote, through the activities identified in this resolution and within the remit of the Union, enhanced cooperation, coordination, transparency and confidence-building measures among Member States, the Sectors of the Union, and relevant international organizations, with a view to improving the prevention, detection, characterization, geolocation, reporting and elimination of harmful interference to RNSS signals;
5	to enhance, through development of appropriate technical, operational and regulatory measures, Recommendations and solutions, the resilience and continuity of telecommunication/ICT networks and other critical infrastructures in the event of jamming or spoofing affecting RNSS signals,
instructs the ITU Council
1	to oversee the implementation of this resolution and, within its competence, to ensure appropriate coordination among the Sectors of the Union and with the RRB on matters relating to harmful interference to RNSS signals;
2	to consider within its competence, whether any additional measures could facilitate the implementation of this resolution, and to submit to the next plenipotentiary conference or other competent conference, as appropriate, any recommendations requiring action beyond the mandate of the Council, in the light of information and proposals received from Member States, the Secretary-General, the Director of the Radiocommunication Bureau and the Radio Regulations Board,
instructs the Radiocommunication Sector
1	to continue and, as appropriate, to intensify studies, within existing study groups and work programmes, on:
i)	methods and techniques for detecting, monitoring, characterizing and geolocating harmful interference, including jamming and spoofing, to RNSS signals;
ii)	minimum technical parameters and data sets required for reliable assessment of harmful interference to RNSS signals, taking into account the operational needs of safety-of-life applications and other critical applications;
iii)	recommended performance metrics, error bounds and confidence levels associated with interference detection and geolocation methods, with a view to supporting consistent and technically sound approaches to the evaluation of evidence of harmful interference to RNSS;
2	to develop, as appropriate, recommendations, reports and handbooks providing practical guidance to administrations on monitoring, measurement, evidence collection, incident classification and reporting relating to harmful interference to RNSS signals;
3	to take into account, in this work, relevant operational material, experience and data provided by international organizations competent for civil aviation, maritime navigation and the peaceful uses of outer space, with a view to promoting, as far as practicable, consistency between technical guidelines developed within ITU and procedures applied in those sectors;
4	to study and develop technical measures, Recommendations and Reports for resilient operation of radiocommunication systems, including IMT, satellite and non-terrestrial networks, during jamming, spoofing or disruption affecting RNSS signals, including alternative and multi-source PNT solutions,
instructs the Telecommunication Standardization Sector
to study and develop recommendations and best practices for resilient PNT, timing and synchronization of telecommunication and ICT networks during jamming, spoofing or disruption affecting RNSS signals, including new and emerging technologies, alternative timing and PNT solutions,
instructs the Telecommunication Development Sector
to assist Member States, particularly developing countries, in assessing RNSS dependencies and implementing appropriate technical, operational and regulatory measures for resilient PNT and continuity of telecommunication and ICT services,
instructs the Director of the Radiocommunication Bureau
1	to further develop and maintain, within existing resources, the online mechanisms of the Union for reporting harmful interference to space radiocommunication services, including the RNSS, as a central repository for information submitted by administrations;
2	to accord, within the existing rules and procedures, appropriate priority to the processing of harmful interference reports involving RNSS signals where such interference may adversely affect safety services or other critical applications;
3	to provide, on a regular basis, consolidated information to Member States, through circulars and reports to the Council and to the next plenipotentiary conference, on harmful interference cases involving RNSS signals brought to the attention of the Radiocommunication Bureau, including their number, characteristics, status, outcomes, lessons learned and related good practices;
4	to prepare, in collaboration with the Radiocommunication Sector and the Telecommunication Development Sector, model guidelines and training materials for administrations on the protection of RNSS from harmful interference, and the detection, investigation, evidence collection and reporting of harmful interference to RNSS signals, and to organize, within available resources and with the support of interested partners, regional and subregional capacity-building activities in this field, with particular attention to the needs of developing countries;
5	to liaise regularly with the secretariats of relevant international organizations competent for civil aviation, maritime transport and the peaceful uses of outer space, in order to collaborate and coordinate on:
i)	promoting, as far as practicable, harmonized approaches to incident classification, reporting formats and technical guidelines related to harmful interference to RNSS signals;
ii)	facilitating, where appropriate and subject to the consent of the administrations concerned, the exchange of non-confidential information between ITU and those organizations on harmful interference incidents affecting RNSS signals;
6	to report to the Council and to the next plenipotentiary conference on the progress made in carrying out the tasks assigned in this part of the resolution,
instructs the Radio Regulations Board
1	to provide clear and reasoned views, decisions and recommendations in such cases, recalling, as appropriate, the obligations of administrations under the ITU Constitution and the Radio Regulations and the relevant resolutions of conferences and assemblies of the Union;
2	to ensure that, with due regard to confidentiality requirements, information on its views and decisions on harmful interference cases involving RNSS signals is made publicly available in an accessible and user-friendly manner, including through the ITU website;
3	to include, in its reports to the Council and to plenipotentiary conferences, a dedicated section summarizing the evolution of harmful interference cases involving RNSS signals and drawing any conclusions or recommendations it may consider appropriate,
instructs the Secretary-General and the Directors of the Bureaux
1	to integrate, as appropriate, the issue of harmful interference to RNSS into relevant development, capacity-building and assistance programs of the Union, in cooperation with Member States, Sector Members and relevant international and regional organizations;
2	to encourage and facilitate, within available resources and in accordance with the applicable financial and administrative regulations of the Union, voluntary contributions, partnerships and initiatives aimed at strengthening national and regional capabilities for monitoring, detecting, geolocating and eliminating harmful interference to RNSS signals, in particular in developing countries;
3	to promote, within their respective mandates, coordination among the Sectors of the Union on studies, standards-related work, monitoring activities and capacity-building actions relevant to the protection of RNSS signals from harmful interference;
4	to report to the Council and to the next plenipotentiary conference on the implementation of this resolution, including on activities undertaken, partnerships established and any proposals for further action that may be considered appropriate;
5	to coordinate the relevant work of the Bureaux and cooperate with relevant international organizations and standards-development organizations to identify gaps and facilitate the development of harmonized technical, operational and regulatory solutions for resilient PNT,
[bookmark: _Hlk234748406]invites Member States
1	to take appropriate steps, consistent with their national legal frameworks and international obligations, to protect RNSS from harmful interference, and to prevent, detect, investigate and eliminate harmful interference to RNSS signals used for safety-of-life applications and for critical infrastructures of other Member States, including by:
i)	designating or confirming national points of contact responsible for coordination with the Radiocommunication Bureau on harmful interference cases involving RNSS signals, and notifying the Bureau accordingly;
ii)	ensuring, as far as possible, that the manufacture, import, sale, possession and use of deliberate interference devices such as jammers and spoofers affecting frequency bands allocated to the RNSS used are prohibited or strictly controlled, and that effective enforcement mechanisms are set in place;
iii)	developing and maintaining, in coordination with relevant national authorities, clear procedures for the protection of RNSS from harmful interference, and the detection, investigation and resolution of harmful interference cases involving RNSS signals, particularly where safety services may be affected;
iv)	making full use of the reporting tools, guidelines and training materials provided by the Radiocommunication Bureau to submit timely and complete information on harmful interference cases involving RNSS signals;
2	to cooperate, as appropriate, with potentially affected administrations and to exchange relevant unclassified information in advance whenever authorized activities may have cross-border effects on RNSS signals, with a view to preventing and mitigating harmful interference;
3	to cooperate fully with the Radiocommunication Bureau and with the Radio Regulations Board in the investigation and resolution of harmful interference cases involving RNSS signals;
4	to promote effective coordination at the national level among telecommunication regulators, aviation and maritime authorities, law-enforcement bodies and other relevant entities and, where appropriate, to establish mechanisms for such coordination, in order to ensure a coherent and timely response to harmful interference to RNSS signals;
5	to share, on a voluntary basis and as appropriate, non-confidential information, best practices and lessons learned on the prevention, detection and suppression of harmful interference to RNSS signals, including through regional organizations and relevant ITU activities;
6	to contribute to the relevant ITU studies, assess national dependencies on RNSS-based PNT, and encourage the development, testing and implementation of appropriate resilience, alternative PNT, continuity and recovery measures,
invites relevant international and regional organizations
1	to continue, in cooperation with ITU and its membership, to monitor, analyze and address the impact of harmful interference to RNSS used on the safety, reliability and efficiency of international civil aviation, maritime navigation and other sectors, as well as to support cooperation among their respective members and other Member States in the development of harmonized approaches for the prevention and mitigation of such interference;
2	to cooperate with the ITU Bureaux, as appropriate, with a view to promoting, as far as practicable, harmonized and mutually supportive approaches to the classification, reporting and analysis of incidents of harmful interference affecting RNSS signals;
3	to provide, upon request and as appropriate, operational data, technical expertise and other contributions that may assist ITU in carrying out the tasks assigned in this resolution, including in relation to capacity-building and the development of practical guidelines for administrations.
Reasons: This draft resolution is proposed in light of the increasing incidence and geographic spread of harmful interference affecting RNSS, and the direct impact of such interference on safety services and critical infrastructure.
The resolution seeks to strengthen the international protection of these signals by improving reporting, monitoring, investigation, and information exchange mechanisms, and by enhancing cooperation among Member States, ITU Sectors, and relevant international organizations.
The importance of this resolution lies in the fact that harmful interference with these signals is no longer merely a technical matter. It directly affects civil aviation, maritime navigation, land transport, emergency telecommunications, the continuity of critical services, and the reliability of infrastructure that depends on positioning, navigation, and timing information.
The proposal also recognizes the importance of strengthening national coordination mechanisms and enhancing cooperation between potentially affected administrations where authorized activities may have cross-border effects, as complementary measures to improve the prevention and mitigation of harmful interference affecting RNSS signals.
Accordingly, support for this resolution would represent an important step towards strengthening international cooperation and ensuring a more effective and coordinated response to harmful interference affecting RNSS signals.
______________
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