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		Summary
Introducing AI enables systems and services in the Resolution, given the AI implications on security, privacy, infrastructure and sustainability aspects and the need to conduct relevant studies to address all implications.
Adding references to UN Virtual World, Citiverse and FG-AI4SSC, due to their relevance, and impact on engaging with city stakeholders and engagement with wider technical community and smart city ecosystem
Action required
The Plenipotentiary Conference is invited to consider this document and to approve the 

Reasons:
Aligning the Resolution with existing Union’s ongoing activities and relevant Resolutions on IoT, digital twins, and smart sustainable cities and communities ______________
 










RESOLUTION 197 (REV. bucharestDOHA, 20262)
[bookmark: _Toc536018345]Facilitating the Internet of Things, digital twins and smart sustainable cities 
and communities
The Plenipotentiary Conference of the International Telecommunication Union (BucharestDOHA, 20262),
recalling
a)	Resolution 85 (Rev. KigaliBaku, 20225) of the World Telecommunication Development Conference (WTDC), on facilitating the Internet of Things and smart sustainable cities and communities, including villages, for global developmentfacilitating the Internet of Things (IoT) and smart sustainable cities and communities (SSC&C) for global development;
b)	Resolution 98 (Rev. GenevaNew Delhi, 20224) of the World Telecommunication Standardization Assembly (WTSA), on enhancing standardization of Internet of Things, digital twins and smart sustainable cities and communitiesIoT and SSC&C for global development;
c)	Resolution ITU-R 66-2 (Rev. Sharm el-SheikhDubai, 20192023) of the Radiocommunication Assembly, on studies related to wireless systems and applications for the development of IoTthe Internet of Things;
d)	Resolution 139 [(Rev. BUCHAREST, 2022Dubai, 2018)] of this conference, on the use of telecommunications/information and communication technologies (ICTs) to bridge the digital divide and build an inclusive information society;
e)	Resolution 200 [(Rev. BUCHAREST, 2022Dubai, 2018)] of this conference, on the Connect 2030 Agenda for global telecommunication/information and communication technology, including broadband, for sustainable developmentglobal telecommunication/ICT development;
f)	Resolution 176 [(Rev. BUCHAREST, 2022Dubai, 2018)] of this conference, on measurement and assessment concerns related to human exposure to electromagnetic fieldshuman exposure to and measurement of electromagnetic fields;
g)	Resolution 201 (Rev. Dubai, 2018) of this conference, on creating an enabling environment for the deployment and use of ICT applications;
h)	Resolution 90 (Hammamet, 2016) of WTSA, on open source in the ITU Telecommunication Standardization Sector (ITU-T);
i)	relevant World Summit on the Information Society action lines and relevant United Nations 2030 Agenda for Sustainable Development, particularly Sustainable Development Goal (SDG) 9 and SDG 11;

ji)	Resolution 130 [(Rev. BUCHAREST, 2022Dubai, 2018)] of this conference, on strengthening the role of ITU in building confidence and security in the use of information and communication technologiesICTs;,
j)	Resolution 182 (Rev. Bucharest, 2022) of this conference, on the role of telecommunications/information and communication technologies in regard to climate change and the protection of the environment;
k)	Resolution 205 (Rev. Bucharest, 2022) of this conference, on ITU’s role in fostering telecommunication/information and communication technology-centric innovation to support the digital economy and society;
l)	Resolution 214 (Bucharest, 2022) of this conference, on artificial intelligence technologies and telecommunications/information and communication technologies;
m)	Resolution 101 (New Delhi, 2024) of WTSA, on standardization activities of the ITU Telecommunication Standardization Sector, on artificial intelligence technologies in support of telecommunications/information and communication technologies;
n)	Resolution 103 (New Delhi, 2024) of the World Telecommunication Standardization Assembly, on enhancing standardization activities on digital public infrastructure;
o)	Resolution 105 (New Delhi, 2024) of WTSA, on promoting and strengthening metaverse standardization,
p)       the relevant World Summit on the Information Society action lines, the United Nations 2030 Agenda for Sustainable Development, particularly Sustainable Development Goals 9, 11, 13 and 17, and the Pact for the Future, including the Global Digital Compact
taking into account 
a)	the work, studies and outcomes of ITU-T Study Group 20 on IoT, digital twins and SSC&C, including its work on architectures, interoperability, data processing and management, evaluation and assessment frameworks, emerging technologies and the integration of AI-enabled systems and services;
b)	the work, studies and outcomes of other relevant ITU study groups related to the scope of this resolution, including ITU-T Study Groups 2, 3, 5, 11, 13, 16 17 and 1721, Study Group 2 of the ITU Telecommunication Development Sector (ITU-D) and Study Group 5 of the ITU Radiocommunication Sector (ITU-R);
c)	the work of the ITU-T Focus Group on AI for Smart Sustainable Cities and Communities (FG-AI4SSC) which address the integration aspects required for AI-enabled urban systems and services, including requirements, interfaces, coordination mechanisms and frameworks necessary to enable existing and future AI technologies to interoperate coherently, safely and effectively with IoT, digital twins and smart sustainable cities and communities’ systems and services within city-scale deployments;


cd)	the work, studies, deliverables and key performance indicator frameworks of United for Smart and Sustainable Cities (U4SSC) initiative;
e)	the work and outcomes of the Global Initiative on AI and Virtual Worlds – Discovering the Citiverse, a multistakeholder platform promoting safe, open, interoperable, inclusive and people-centred AI-enabled virtual worlds and citiverse applications, where AI, spatial intelligence, digital twins and immersive systems converge to deliver public and societal value; 
f)	the outcomes of the 2026 UN Virtual Worlds Day, co-organized by ITU with relevant United Nations entities, including the Executive Briefing on AI, Spatial Intelligence and the AI-Enabled Citiverse and the endorsement of the Call to Action for Humanity: Shaping the Future of Cities in the Age of AI and Citiverse;
dg)	the Kigali Baku Action Plan adopted by WTDC-2225, and particularly regional and activities concerning IoT, digital transformation and smart sustainable cities and communitiesinitiatives related to IoT and SSC&C;
eh)	the ongoing collaboration among the relevant ITU study groups and with other relevant organizations and standards-development organizations (SDOs), industry forums and consortia, including the Joint IEC-ISO-ITU Smart Cities Task Force (J-SCTF), which aims to build synergies, develop coherent standards, and maximize interoperability between different systems in the industry,  and share information among IEC, ISO, and ITU-T,
considering
a)	that increasingly connected and intelligent physical and digital environments depend on the global connectivity, systems’ interoperability, and the functionalities enabled by global telecommunication/information and communication technology networks and infrastructure	
that a globally connected IoT world will be built on the connectivity and functionality made possible by telecommunication networks;
b)	that smart sustainable cities and communities including AI-enabled systems and services, require adequate connectivity, computing, storage, data-management and orchestration capabilities across the device-edge-cloud continuum, taking into account requirements concerning latency, reliability, scalability, safety, security, resilience, affordability and energy efficiencythat the globally connected world also requires considerable enhancement of transmission speed, device connectivity and energy efficiency to accommodate the significant amounts of data exchanged among a plethora of devices;
c)	that smart sustainable cities and communities including AI-enabled systems and services are enabled by digital public infrastructure including trusted data-exchange mechanisms;

cd)	that rapid advances in artificial intelligence are transforming IoT, digital-twins and smart sustainable cities and communities systems from systems primarily used for sensing and monitoring into systems capable of simulation, prediction, decision support, coordination and, where authorized, autonomous action that the rapid development of IoT-related and emerging technologies could enable the globally connected world to be realized faster than expected;
de)	that IoT, digital twins and smart sustainable cities and communities, and AI-enabled systems and services are playing an increasingly important role in energy, transportation, health, management of urban and rural spaces, agriculture, environmental monitoring, manufacturing, logistics, emergency communications, disaster-risk reduction, public safety, buildings and other public and private services, that IoT is playing a fundamental role in various fields, including energy, transportation, health, management of urban and rural spaces and SSC&C, agriculture, emergencies, crisis and disaster management, public safety and home networks, and benefits developing countries[footnoteRef:1]1 as well as developed countries; [1: 1 	These include the least developed countries, small island developing states, landlocked developing countries and countries with economies in transition.] 

ef) that digital twins provide dynamic digital representations of physical assets, processes, systems and environments, supporting monitoring, simulation, prediction, planning, optimization and operational decision-making;
g)	that digital twins increasingly depend on trustworthy synchronization between physical and digital systems, adequate model fidelity, data quality, semantic consistency, lifecycle management and safeguards against unauthorized or unsafe actuation;
h)	that data used by IoT, digital twins and smart sustainable cities and communities, including AI enabled systems and services should be appropriately governed throughout their lifecycle, taking into account quality, provenance, lineage, access, sharing, protection, retention, portability, interoperability and lawful use;
n)	that increasing interdependence among IoT, digital twins and smart sustainable cities and communities, including AI-enabled systems and services, may give rise to systemic and cascading risks extending across sectors and jurisdictions;
o)	that the growing use of IoT, digital twins and smart sustainable cities and communities including AI-enabled systems and services, may additionally have significant implications for energy consumption, water use, equipment lifecycle, embodied emissions, materials use and electronic waste;
p)	that energy efficiency should be considered at system and lifecycle level of IoT, digital twins and smart sustainable cities and communities including AI-enabled systems and services;
q)	that emerging citiverse applications represent important use cases in which IoT, AI including spatial intelligence, digital twins and immersive technologies converge;

e)	that IoT is evolving to support a wide variety of applications and use cases involving various stakeholders and can be a key enabler for conventional and emerging telecommunications/ICTs;
fs)	that relevant ITU study groups as well as industry forums, consortia and other SDOs are working on the development of various standards and/or technical specifications relevant to IoT, digital twins, AI, data, digital public infrastructure, cloud and edge computing and SSC&C for IoT;
gt)	that the impact of IoT, digital twins and AI-enabled smart sustainable cities and communities IoT is becoming more pervasive and far-reaching thanks due to the wide range of applications in both ICT and non-ICT sectors;
h)	that, considering the limited financial and human resources in developing countries, special attention should be given to developing countries, in order to help them deploy necessary infrastructures to facilitate the interconnectivity of things;
iu)	that SSC&C can use IoT to discover and respond to regional and/or global crises;
jv)	that in IoT, digital twins and smart sustainable cities and communities IoT and SSC&C environments , connected devices and applications represent a diverse range of ecosystems;
kw)	that security aspects play a key role in the development of reliable and secure IoT, digital twins and smart sustainable cities and communities IoT ecosystems,
	Considering further
a) that a globally connected IoT world, interconnected digital twins and smart sustainable cities and communities will be built on the connectivity and functionality made possible by telecommunication networks;
b)  that the globally connected world also requires considerable enhancement of transmission speed, device connectivity and energy efficiency to accommodate the significant amounts of data exchanged among a plethora of devices;

recognizing
a)	the role of ITU-T in carrying out studies and standardization work associated with IoT, digital twins and smart sustainable cities and communitiesIoT and its applications, including SSC&C, and its activities in coordinating with other organizations;
b)	the role of ITU-R in conducting studies on the technical and operational aspects of radio networks and systems for IoT;
c)	the role of ITU-D in encouraging telecommunication/ICT development at the global level, and in particular the relevant work carried out by the ITU-D study groups;
d)	the need to continue to collaborate with other relevant organizations, including relevant industry forums, consortia and SDOs, such as participation in ISO/IEC JTC 1 and ISO/IEC JTC 4;
e)	that the Internet Protocol version six (IPv6) contributes to the  development of IoT;
f)	that cooperation between all relevant organizations and communities to raise greater awareness and to promote the adoption of IPv6 within Member States and through capacity building within the mandate of the Union is desired;
g)	that trustworthy IoT, digital twins and smart sustainable cities and communities require privacy, safety, security, transparency, accountability, inclusion, interoperability and resilience to be addressed by design and throughout the lifecycle of relevant systems and services;the work of the Joint Coordination Activity on IoT and SSC&C;
i)      that AI systems and services used in public and essential services may require mechanisms to ensure accountable attribution, controlled delegation of authority, traceability of consequential actions, and timely human intervention, suspension or revocation;;
j)	that decisions based on digital twins may affect physical assets and public services, requiring appropriate measures concerning data and model provenance, validation, synchronization, uncertainty, access control, operational separation, auditability and recovery;
k)	that growing interdependencies among IoT, digital twins and smart sustainable cities and communities systems may give rise to cascading effects across services and sectors in the event of failure, compromise or unsafe interaction, underscoring the importance of systemic-risk assessment, critical-dependency identification and appropriate resilience, containment, continuity and recovery measures;


hl)	that much progress has been made in efforts to develop collaboration between ITU‑T and other organizations such as but not limited to active participation in different committees and working groups of ISO/IEC JTC 1 and ISO/IEC JTC 4;
im)	that the development of IoT, digital twins and smart sustainable cities and communities  creates new opportunities in non-ICT sectors, including a wide range of verticals and industries, thus exerting an impact on economic growth, including the digital economy, and helping to achieve the 17 SDGs adopted in Resolution 70/1 of the United Nations General Assembly;
jn)	the challenges and opportunities related to the widespread use of a large number of IoT devices, and their potential impact;
ok)	the importance of continuing the work on IoT and SSC&C, within the mandate of ITU;,
p)        that this resolution addresses the integration and application of artificial intelligence within IoT, digital-twin and smart sustainable city and communities environments, while the broader mandate of ITU concerning artificial intelligence technologies and telecommunications/information and communication technologies is addressed by Resolution 214,

bearing in mind
a)	the wide variety of use cases and applications, and the need for IoT to be open and adaptable;
b)	that interoperability is required in many sectors in order to develop IoT, digital-twin and smart sustainable city and communities including AI-enabled systems and services services enabled by IoT (hereinafter "IoT services") at the regional and global levels, to the greatest extent practicable with mutual collaboration among relevant organizations and entities, including other SDOs involved in developing and using open standards, to the extent practicable;

c)	that industry forums and consortia are developing technical specifications for IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services, and that appropriate coordination can reduce fragmentation and unnecessary duplicationare developing technical specifications for IoT and SSC&C;
d)	that the application of IoT, digital twins and smart sustainable city and communities is expected to encompass all sectors, including, but not limited to, energy, transportation, health, agriculture, etc. and that it will be necessary to take into account the different aims and requirements of different sectors;
e)	that wider adoption of IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services SSC&C can accelerate the development and improvement of public services, cities’ and communities’ infrastructures,s, , industrial complexes, agriculture, logistics and environmental management;community services infrastructure, cities, industrial complexes, and logistics;
f)	that essential public services should remain people-centred, accessible and inclusive, and that appropriate assisted, low-bandwidth, non-immersive or alternative service channels may be needed to avoid exclusion;
fg)	that it is important to encourage the participation of all relevant organizations or entities around the world to promote the early establishment and expansion of IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C;
gh)	that globally connecting the world through IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services  and SSC&C could also contribute to achieving the goals of the 2030 Agenda for Sustainable Development, in particular recalling SDG 11;
ih)	that U4SSC is a United Nations initiative coordinated by ITU, UNECE and the United Nations Human Settlements Programme (UN-Habitat) to achieve SDG 11;
ji)	that the development and implementation of IoT and the creation of  IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services SSC&C will hinge upon the active participation of governments, industry and other relevant international and regional organizations and stakeholders;
kj)	that special support should be given to developing countries1, as they may have limited resources to build an inclusive society,
resolves
1	to promote investment in and development of IoT, digital twins and  smart sustainable city and communities including AI-enabled systems and services and SSC&C in order to support the goals of the 2030 Agenda for Sustainable Development;

2	tto continue and further develop studies and activities on IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C within the remit of ITU, in order to promote the development of IoT, digital twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C and address any possible challenges for ITU members and relevant stakeholders, including the development of open, interoperable, secure, trustworthy, inclusive, accessible, resilient and environmentally sustainable systems;,
3	to continue and further develop studies and activities on energy-efficient and environmentally sustainable architectures and deployments, taking into account lifecycle impacts associated with devices, networks, datacenters, computing, storage, data processing and electronic waste;
4	to continue and further develop studies and activities on assessment frameworks and key performance indicators for measuring the maturity, impact, trustworthiness, inclusion, resilience and environmental sustainability of IoT, digital-twins and AI-enabled SSC&C.

instructs the Secretary-General, in consultation and collaboration with the Directors of the three Bureaux
1	to coordinate the IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C activities of the Union to implement the resolution;
2	to facilitate the exchange of experiences, best practices and information with all relevant organizations and entities involved in IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C, with the aim of creating opportunities for cooperative efforts to support the deployment of IoT, digital-twins and AI-enabled SSC&CIoT;
3	to raise awareness among ITU members of the opportunities and challenges for developing countries in the adoption of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT, and to facilitate the exchange of experiences, best practices and information and increase cooperation with all relevant organizations and entities involved in I IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services oT and SSC&C, with the aim of creating opportunities;
4	to prioritize partnerships and resource mobilization, within available resources, to support implementation, capacity building, test environments and knowledge sharing needed to implement the resolution, particularly for developing countries;
45	to submit an annual report on the results of implementation of this resolution to the ITU Council sessions;
56	to submit a report to the next plenipotentiary conference,
instructs the Director of the Telecommunication Standardization Bureau and the Director of the Radiocommunication Bureau
1	to support the work of relevant ITU-T and ITU-R study groups on IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C and to facilitate the emergence of diverse services in the globally connected world, in collaboration with relevant sectors;
2	to continue cooperation with relevant organizations, including SDOs, for exchanging best practices and disseminating information to increase interoperability of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT services, through joint workshops, training sessions, joint coordination activity groups and any other appropriate means;
3	to encourage the development of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C, taking into account the outcomes of the work of the relevant ITU study groups on various aspects of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C,
instructs the Director of the Telecommunication Standardization Bureau, in collaboration with the Directors of the Telecommunication Development Bureau and the Radiocommunication Bureau
1 	to promote and encourage the implementation of KPIs, including U4SSC KPIs as a method for smart sustainable cities’ self-assessment;
2	to support Member States, especially those of developing countries, in the organization of forums, seminars and workshops on IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C to promote innovations, development and growth in IoT technologies and solutions;
3	to assistMember States, particularly those in developing countries, in assessing their needs and in developing, deploying and using safe, secure and trustworthy artificial intelligence systems and services, within smart sustainable cities and communities, through capacity building, technical assistance, pilot projects and the exchange of best practices;
4	to support, in collaboration with relevant partners, the work and activities of the Global Initiative on AI and Virtual Worlds – Discovering the Citiverse;
35	to assist developing countries on the implementation of ITU Recommendations, reports and guidelines related to IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C,
instructs the Director of the Radiocommunication Bureau 
to support work of the ITU-R study groups on relevant radio aspects for IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C,
instructs the Director of the Telecommunication Development Bureau, in close collaboration with the Director of the Telecommunication Standardization Bureau and the Director of the Radiocommunication Bureau
1	to encourage and assist those countries which need support in adopting IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C, by providing relevant information, capacity building and best practices, in collaboration with relevant international and regional organizations, to enable the adoption of IoT, through seminars, workshops, etc.;
2	to provide Member States with information about the advice and support that is available from other relevant entities and organizations, including SDOs, to enable the adoption of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C;
3	to support the work of ITU-D study groups on IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C to share best practices for ITU members, within the mandate;
4	to encourage Member States to develop enabling frameworks, such as ICT strategies, for IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C;
5	to foster collaboration among ITU Sectors to discuss how IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT ecosystems and SSC&C technologies can further the achievement of the SDGs and the framework of the WSIS;
6	to provide developing countries with capacity building opportunities in IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoTs and SSC&C,
instructs the ITU Council
1	to consider the reports of the Secretary-General referred to in instructs the Secretary-General 4 5 above and take necessary measures so as to contribute to achieving the objectives of this resolution;
2	to report to the next plenipotentiary conference on the progress made with respect to this resolution based on the report of the Secretary-General,
invites Member States
1	 to foster the development of guidelines and best practices for deployment, planning, and capacity building in the field of IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C;
2	to cooperate in order to promote IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C by encouraging the active participation of relevant stakeholders and exchange of relevant information on this topic;
3	to support studies on radio-related matters on IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C to support cost-effective deployment of IoT and SSC&C ecosystems;
4	to cooperate and share knowledge, expertise and best practices on IoT, digital-twins and smart sustainable city and communities including AI-enabled systems and services IoT and SSC&C;
5	to seek partnerships that support affordable access to the connectivity, data, computing resources, infrastructure, skills, financing and institutional capabilities necessary for SSC&C, specially for developing countries 
56	to encourage consultations with relevant stakeholders in implementations of IoT, digital-twins and smart sustainable cities and communities including AI-enabled systems and services IoT and SSC&C national policiesy, strategies, action plans, capacity building and knowledge sharing activities, for both private and public sectors,

invites the ITU membership 
1	to consider developing best practices , collaborate and exchange expertise in order to enhance the development of IoT, digital-twins and smart sustainable cities and communities including AI-enabled systems and services IoT and SSC&C;
2	to contribute to the implementation of this resolution;
3	to cooperate in order to promote IoT, digital-twins and smart sustainable cities and communities including AI-enabled systems and services IoT and SSC&C by encouraging the active participation of relevant stakeholders in the activities of ITU and exchange information, knowledge and best practices on this topic;
4	to participate actively in studies on IoT, digital-twins and smart sustainable cities and communities including AI-enabled systems and services IoT and SSC&C in the Union through contributions and by other appropriate means;
5	to encourage enterprises in various industries to participate in ITU's activities on IoT, digital-twins and smart sustainable cities and communities including AI-enabled systems and services IoT and SSC&C.

_______________
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