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	Iran (Islamic Republic of)

	PROPOSED NEW RESOLUTION-Protection of civilian telecommunication/ICT infrastructure

	

	1	Introduction
The Islamic Republic of Iran supports the protection of civilian telecommunication/ICT infrastructure and recognizes the importance of maintaining the resilience and continuity of essential communication services for civilian populations in situations of armed conflict.
Islamic Republic of Iran considers, however, that any principle adopted by the Plenipotentiary Conference in this regard should be universal, impartial, non-discriminatory and applicable consistently to all Member States and in all situations.
Accordingly, Islamic Republic of Iran proposes the following draft new Resolution, based on Draft New Resolution [GHA-1] submitted by Ghana (Document 35), with the aim of ensuring that the proposed Resolution establishes a general principle without reference to, or implication concerning, any particular conflict, State or situation.
The Islamic Republic of Iran supports the objective of protecting civilian telecommunication/ICT infrastructure and ensuring the continuity and resilience of essential communication services in situations of armed conflict.
At the same time, if the Plenipotentiary Conference is to establish a permanent and universal principle, such a principle should be capable of being applied consistently to all Member States and all situations, irrespective of the identity of the parties involved.
The proposal therefore seeks to preserve the substance and humanitarian objective of draft new Resolution [GHA-1], while strengthening its universal, impartial and non-discriminatory character.
The proposal also ensure that the resolution does not take a position on the facts or lawfulness of conduct in any particular situation and does not affect the application of international humanitarian law, including the rules governing the status and protection of objects in situations of armed conflict.
The Islamic Republic of Iran considers that this proposal would contribute to a balanced text capable of enjoying the broadest possible support among the membership of the Union.
2	Proposal
The Islamic Republic of Iran proposes the following draft new Resolution, which builds upon the text of draft new Resolution [GHA-1] submitted by Ghana (Document 35).






ADD	IRN/82A3/1
Draft New Resolution [XX]
Protection of civilian telecommunication/ICT infrastructure in situations of armed conflict
The International Telecommunication Union Plenipotentiary Conference (Doha, 2026),
recalling
a)	the purposes of the Union set out in Article 1 of the Constitution of the International Telecommunication Union, including to promote the extension of the benefits of telecommunications to all the world's inhabitants and to facilitate peaceful relations through telecommunications;
b)	Resolution 125 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on assistance and support to Palestine for infrastructure development and capacity building in the telecommunication and information technology sector;
c)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on strengthening the role of ITU in building confidence and security in the use of information and communication technologies;
d)	Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of telecommunications/ICTs for humanitarian assistance and for monitoring and management in emergency and disaster situations;
e)	Resolution 34 (Rev. Baku, 2025) of the World Telecommunication Development Conference, on the role of telecommunications/ICTs in disaster preparedness, early warning, rescue, mitigation, relief, and response;
f)	Council Resolution 1408 (2022, last amended 2023) of the ITU Council, on assistance and support to Ukraine for rebuilding its telecommunication sector;
g)	the Charter of the United Nations and the applicable rules and principles of international law,
recognizing
a)	that civilian telecommunication/ICT infrastructure today carries the essential services of hospitals, schools, emergency and early-warning systems, humanitarian operations, and water, energy, transport and financial services, and is therefore indispensable to the protection of life and to the welfare of the civilian population;
b)	that such infrastructure increasingly constitutes critical civilian infrastructure, the disruption of which directly affects the civilian population that depends upon it;
c)	that submarine cables, satellite systems, data centres, Internet exchange points and terrestrial transmission systems are essential and interconnected components of global digital infrastructure;
d)	that attacks against telecommunication infrastructure may affect not only the territory in which the infrastructure is located but may also have regional and global implications for connectivity,
considering
a)	that deliberate attacks against civilian telecommunication/ICT infrastructure may severely disrupt the availability of communication services to civilian populations and hinder humanitarian and emergency-response operations;
b)	that the protection and resilience of civilian telecommunication infrastructure are matters of common interest to all Member States, irrespective of their position on any particular situation;
conscious
that questions concerning the conduct of hostilities, including the conditions under which an object may or may not be made the subject of attack, are governed by international humanitarian law and fall outside the mandate of the Union, while the protection and restoration of civilian telecommunication/ICT infrastructure and the continuity of essential communication services are relevant to the mandate of the Union,
emphasizing
that any principle adopted by the Union in this regard shall be applied in an impartial, non-discriminatory and consistent manner to all Member States and in all situations of armed conflict, without reference to or implication concerning any particular conflict, State or situation;
noting
a)	the work of the ITU and its three Sectors in promoting resilient and secure telecommunication infrastructure;
b)	the work of the International Advisory Body on Submarine Cable Resilience, established jointly by the ITU and the International Cable Protection Committee, and the outcomes of the World Telecommunication/ICT Policy Forum (2026) on the resilience of telecommunications/ICTs;
c)	the growing importance of international cooperation in safeguarding critical digital infrastructure,
d)	 that the determination of whether specific telecommunication/ICT infrastructure is used for civilian or military purposes is governed by applicable international law and remains outside the mandate of the Union;
resolves
1	to affirm, as a principle of the Union, that civilian telecommunication/ICT infrastructure, when used for civilian purposes, constitutes critical civilian infrastructure and is entitled to protection in situations of armed conflict, in accordance with applicable international law;
2 	to affirm that the protection of civilian telecommunication/ICT infrastructure should be applied in an impartial, non-discriminatory, and consistent manner to all Member States and in all situations of armed conflict, in accordance with applicable international law;
3	to express grave concern at deliberate attacks against civilian telecommunication/ICT infrastructure that disrupt essential services to civilian populations, irrespective of the perpetrator, the Member State concerned or the situation in which such attacks occur;
4	to encourage Member States to take all appropriate measures, consistent with applicable international law, to protect and preserve civilian telecommunication/ICT infrastructure, and the essential civilian services it supports;
5	to promote the resilience, restoration and rapid recovery of telecommunication infrastructure affected by conflict;
6	to strengthen international cooperation on the protection and resilience of critical telecommunication infrastructure,
resolves further
1	that nothing in this resolution shall be construed as creating, modifying, or interpreting the rights or obligations of Member States under international humanitarian law or other rules of international law, including the conditions under which an object may lose the protection to which it would otherwise be entitled, or as affecting the inherent right of States to individual or collective self-defence in accordance with Article 51 of the Charter of the United Nations;
2	that this resolution shall not be understood to take any position on the facts or the lawfulness of the conduct of any Member State or party in any particular situation, and shall not be applied in a manner that singles out or discriminates against any Member State;
3	to request the Council to review its decisions relating to the protection of civilian telecommunication/ICT infrastructure in situations of armed conflict, in light of the principles established by this Resolution, with a view to ensuring their impartial, non-discriminatory, and consistent application to all Member States and situations;
4	that this resolution shall not be invoked, interpreted or applied in any manner that would prejudice the sovereignty, territorial integrity, or legitimate security interests of any Member State,
instructs the Secretary-General
1	to coordinate activities across the three Sectors of the Union relating to the protection and resilience of civilian telecommunication infrastructure;
2	to prepare periodic reports to the Council on the impact of armed conflicts and hostile incidents on global telecommunication infrastructure and connectivity, based on verified technical information and without reference to the identity of any party or Member State;
3	to cooperate, as appropriate and within the mandate of the Union, with relevant international organizations and the entities of the United Nations system on the protection and restoration of critical communication infrastructure,
4	to ensure that any assessment or verification of technical information concerning damage to civilian telecommunication/ICT infrastructure in the territory of an affected Member State is conducted with the consent of that Member State, without prejudice to its sovereignty, and on the basis of transparent and impartial technical information;
instructs the Directors of the Bureaux
1	to develop guidelines and best practices for the resilience, protection, and restoration of telecommunication infrastructure affected by conflict;
2	to assist affected Member States, upon request, in restoring communication services;
3	to support capacity building on the resilience of telecommunication infrastructure and to encourage the sharing of information and lessons learned,
invites Member States
1	to recognize civilian telecommunication/ICT infrastructure as critical civilian infrastructure in their national laws and policies;
2	to develop measures to improve the resilience of telecommunication infrastructure and to cooperate in protecting submarine cable systems and other critical digital infrastructure;
3	to facilitate, where appropriate, the restoration of communication services in affected areas;
4	to share best practices and national experiences with the Union,
5	to promote regional cooperation, where appropriate and consistent with applicable international law, on the protection and restoration of cross-border telecommunication infrastructure, and where appropriate, facilitate such cooperation;
invites Sector Members, Associates, and Academia
1	to contribute technical expertise and best practices, and to support research on the resilience of telecommunication infrastructure;
2	to cooperate with Member States and the Union in enhancing the protection and resilience of critical communication infrastructure.
__________________________________
Reasons:	Civilian telecommunication/ICT infrastructure today carries the essential services of hospitals, schools, emergency responders and humanitarian operations, and its disruption directly harms civilian populations and produces transboundary effects on regional and global connectivity. The Plenipotentiary Conference, as the supreme organ of the Union, is the appropriate body to give it enduring and universal expression. This proposal consolidates the Union's developing practice — including Resolution 1408 (2022) on Ukraine and Resolution 125 (Rev. Bucharest, 2022) on Palestine — into a single standing principle, so that the Union need not address the matter afresh, conflict by conflict. Such a principle should be applied in an impartial, non-discriminatory and consistent manner to all Member States and situations of armed conflict.

The proposal is deliberately framed to preserve consensus. It affirms the protection of civilian telecommunication/ICT infrastructure as the general rule, while providing expressly (in resolves further) that it neither creates, modifies nor interprets the conditions under which infrastructure used for military purposes may lose that protection — questions that are governed by international humanitarian law and lie outside the mandate of the Union. It complements, and does not duplicate, Resolution 130 (confidence and security in the use of ICTs), Resolution 136 and WTDC Resolution 34 (humanitarian assistance and disaster situations) and the outcomes of the World Telecommunication/ICT Policy Forum (2026) on the resilience of telecommunications/ICTs, none of which establishes protection during armed conflict as a standing principle of the Plenipotentiary Conference.

The activities instructed by this Resolution are to be undertaken within the resources allocated in the financial plan and budget of the Union; any activity beyond existing resources would be subject to the availability of funds, including through voluntary contributions and partnerships


The following proposed modifications refer to the base text contained in Draft New Resolution [GHA-1] submitted by Ghana (Document 35-E).

1) SUP recalling b): The proposed Resolution is intended to establish a general, enduring and universal principle applicable consistently to all Member States and situations. The reference to a specific Council decision and particular Member States is therefore deleted to avoid any implication that the principle is linked to a particular situation or group of Member States.

2) SUP considering c):This amendment removes a reference to the timing of the Council’s consideration of the matter, as the Resolution is intended to establish a broader, enduring and universal principle for the protection of civilian telecommunication/ICT infrastructure in situations of armed conflict, without linking that principle to a particular Council consideration or point in time.

3) MOD conscious: The proposed amendment clarifies the distinction between matters governed by international humanitarian law and matters relevant to the mandate of the Union. It recognizes that questions concerning the conduct of hostilities and the status of objects remain governed by applicable international law, while the protection, restoration and resilience of civilian telecommunication/ICT infrastructure and continuity of essential communication services are relevant to the Union's mandate.

4) ADD new emphasizing: This paragraph establishes the overarching interpretative principle of the Resolution. It ensures that the protection afforded by the Resolution cannot be applied selectively to particular conflicts, Member States or situations.

5) ADD noting d): The proposed amendment clarifies that the determination of whether specific telecommunication/ICT infrastructure is used for civilian or military purposes is governed by applicable international law and remains outside the mandate of the Union. This safeguards the technical and humanitarian character of the Resolution and avoids any implication that the Union is to determine the legal status of specific infrastructure in situations of armed conflict.

6) MOD resolves 1: The amendment clarifies that the proposed principle concerns civilian use of telecommunication/ICT infrastructure and does not prejudge the legal status of infrastructure that may also be used for military purposes. The amendment also ensures that the protection afforded by the Resolution is applied uniformly and without selectivity.

7) ADD resolves 2: The proposed new paragraph gives practical effect to the stated objective of establishing a universal and enduring principle and ensures that the protection afforded by the Resolution is not applied selectively to particular conflicts or Member States. It reinforces the technical, humanitarian and administrative character of the Union's work and supports consistent application of the principle to all Member States and situations.

8) MOD resolves 3: The protection of civilian telecommunication/ICT infrastructure should apply irrespective of the identity of the perpetrator or the particular conflict or situation concerned. This amendment reinforces the universal and non-discriminatory character of the proposed Resolution.

9) MOD resolves further 1: The proposed amendment clarifies that the Resolution does not affect the inherent right of States to individual or collective self-defence in accordance with Article 51 of the Charter of the United Nations, while preserving the distinction between such matters and the mandate of the Union.

10) ADD resolves further 2: This paragraph safeguards the technical, humanitarian and administrative character of the Union's work and prevents the use of the Union's machinery for purposes that may lead to differential treatment of any Member State.

11) ADD resolves further 3: This paragraph gives practical effect to the principles set out in this Resolution by inviting the Council to review its decisions relating to the protection of civilian telecommunication/ICT infrastructure in situations of armed conflict in light of those principles, with a view to ensuring their impartial, non-discriminatory and consistent application.

12) ADD resolves further 4: The proposed amendment safeguards the sovereignty, territorial integrity and legitimate security interests of Member States and ensures that the Resolution cannot be interpreted or applied in a manner that prejudices the rights of any Member State beyond the scope of the Resolution.

13) MOD instructs the Secretary-General 2: This amendment ensures that reports prepared by the Secretary-General remain technical, factual and impartial, and cannot be used to single out any Member State or party.

14) ADD instructs the Secretary-General 4:- The proposed amendment aims to ensure that any assessment or verification of technical information concerning damage to civilian telecommunication/ICT infrastructure in the territory of an affected Member State is conducted through a transparent and impartial process, with the consent of that Member State and without prejudice to its sovereignty.

15) ADD invites Member States 5: This paragraph encourages appropriate regional cooperation on the protection and restoration of cross-border telecommunication infrastructure, consistent with applicable international law.
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