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	Proposals for the work of the Conference

	Draft new resolution [GHA-1]: Protection of civilian telecommunication/ICT infrastructure in situations of armed conflict

	


Purpose
This contribution invites the Plenipotentiary Conference to establish, as a standing principle of the Union, that civilian telecommunication/ICT infrastructure constitutes critical civilian infrastructure entitled to protection in situations of armed conflict, in accordance with applicable international law. The contribution builds upon the resolution adopted by consensus by the ITU Council in 2026 on the impact of attacks on civilian telecommunications/ICT infrastructure, and proposes that the Plenipotentiary Conference give this matter permanent and universal expression through a new Resolution.
The Republic of Ghana advances the balanced position it articulated during the Council's consideration of this matter: that the civilian networks which today carry the services of hospitals, schools, emergency responders and humanitarian operations warrant protection during conflict, and that this protection should be affirmed as a principle of general application, without singling out any Member State and without the Union entering upon questions reserved to international humanitarian law.
Background
Telecommunications and information and communication technologies have become indispensable to the functioning of modern societies and economies. Modern civilian networks no longer carry communications alone: the same infrastructure simultaneously underpins healthcare delivery, emergency and early-warning services, humanitarian coordination, water and energy systems, financial services, transport, public administration and education. Damage to a single network element therefore cascades across the many essential services upon which the civilian population depends.
Because telecommunication networks are interconnected across borders, the deliberate targeting of infrastructure in one State can impede humanitarian assistance, disrupt emergency services, isolate civilian populations, interrupt financial and public services, and produce significant transboundary effects on the connectivity of other Member States and on regional and global networks. Recent conflicts and hostile incidents have demonstrated the vulnerability of this infrastructure to kinetic attack, cyberattack, sabotage, and the destruction of submarine cables, data centres and satellite facilities.
Precedent within the Union
The Union has repeatedly acted to protect and restore telecommunication infrastructure affected by conflict. The ITU Council adopted Resolution 1408 (2022) on assistance and support to Ukraine for rebuilding its telecommunication sector, establishing a dedicated Task Force and a Special Fund in Trust and commissioning an assessment of the damage sustained. The Plenipotentiary Conference maintains standing instruments of assistance for conflict-affected members, including Resolution 125 (Rev. Bucharest, 2022) on assistance and support to Palestine. At its 2026 session, the ITU Council adopted by consensus a resolution on the impact of attacks on civilian telecommunications/ICT infrastructure and its implications for regional and global connectivity — the first occasion on which the Union addressed, in a formal instrument, the protection of such infrastructure from deliberate attack. The present proposal consolidates this developing practice into a single, enduring and universal principle, so that the Union need not address the matter afresh, conflict by conflict.
The central question: dual-use infrastructure
A durable principle of the Union must address the question that arises in every serious discussion of this subject: what protection is owed to civilian telecommunication infrastructure where that same infrastructure is used for military purposes — for example, to command or launch uncrewed aerial systems, to conduct electronic warfare, or otherwise to make an effective contribution to military action?
The Republic of Ghana does not propose that the Union adjudicate this question, which is governed by international humanitarian law and lies beyond the Union's mandate. Ghana's position is that the Union should affirm the protective principle as the general rule — civilian telecommunication/ICT infrastructure is presumed to be a civilian object entitled to protection — while providing expressly that the Resolution neither creates, modifies nor interprets the conditions under which an object may lose that protection under international law. So framed, the Resolution safeguards the civilian function of the network without purporting to shield infrastructure genuinely employed for military ends, and without the Union taking any position on the facts of any particular situation. This formulation allows Member States holding differing views on the law of targeting to support a common principle, and thereby preserves the consensus on which the Council outcome rested.
Proposal
The Republic of Ghana proposes the adoption of the following new Resolution. The proposed new text is marked ADD in accordance with the working methods of the Conference.


ADD	GHA/35/1
Draft New Resolution [GHA-1]
Protection of civilian telecommunication/ICT infrastructure 
in situations of armed conflict
The Plenipotentiary Conference of the International Telecommunication Union (Doha, 2026),
recalling
a)	the purposes of the Union set out in Article 1 of the Constitution of the International Telecommunication Union, including to promote the extension of the benefits of telecommunications to all the world's inhabitants and to facilitate peaceful relations through telecommunications;
b)	Resolution 1436 (2026) of the ITU Council, on the Impact on civilian Telecommunications/ICT infrastructure in Bahrain, Kuwait, the United Arab Emirates and Jordan, and its implications for regional and global connectivity;
c)	Resolution 125 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on assistance and support to Palestine for infrastructure development and capacity building in the telecommunication and information technology sector;
d)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on strengthening the role of ITU in building confidence and security in the use of information and communication technologies;
e)	Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of telecommunications/ICTs for humanitarian assistance and for monitoring and management in emergency and disaster situations;
f)	Resolution 34 (Rev. Baku, 2025) of the World Telecommunication Development Conference, on the role of telecommunications/ICTs in disaster preparedness, early warning, rescue, mitigation, relief and response;
g)	Resolution 1408 (Modified 2023) of the ITU Council, on assistance and support to Ukraine for rebuilding its telecommunication sector;
h)	the Charter of the United Nations and the applicable rules and principles of international law,
recognizing
a)	that civilian telecommunication/ICT infrastructure today carries the essential services of hospitals, schools, emergency and early-warning systems, humanitarian operations, and water, energy, transport and financial services, and is therefore indispensable to the protection of life and to the welfare of the civilian population;
b)	that such infrastructure increasingly constitutes critical civilian infrastructure, the disruption of which directly affects the civilian population that depends upon it;
c)	that submarine cables, satellite systems, data centres, Internet exchange points and terrestrial transmission systems are essential and interconnected components of global digital infrastructure;
d)	that attacks against telecommunication infrastructure may affect not only the territory in which the infrastructure is located but may also have regional and global implications for connectivity,
considering
a)	that deliberate attacks against civilian telecommunication/ICT infrastructure may severely disrupt the availability of communication services to civilian populations and hinder humanitarian and emergency-response operations;
b)	that the protection and resilience of civilian telecommunication infrastructure are matters of common interest to all Member States, irrespective of their position on any particular situation;
c)	that the ITU Council addressed this matter for the first time in 2026 and that it warrants broader, permanent and universal consideration by the Plenipotentiary Conference,
conscious
that questions concerning the conduct of hostilities, including the conditions under which an object may or may not be made the subject of attack, are governed by international humanitarian law and fall outside the mandate of the Union,
noting
a)	the work of the ITU and its three Sectors in promoting resilient and secure telecommunication infrastructure;
b)	the work of the International Advisory Body on Submarine Cable Resilience, established jointly by ITU and the International Cable Protection Committee, and the outcomes of the World Telecommunication/ICT Policy Forum (2026) on the resilience of telecommunications/ICTs;
c)	the growing importance of international cooperation in safeguarding critical digital infrastructure,
resolves
1	to affirm, as a principle of the Union, that civilian telecommunication/ICT infrastructure constitutes critical civilian infrastructure and is presumed to be a civilian object entitled to protection in situations of armed conflict, in accordance with applicable international law;
2	to express grave concern at deliberate attacks against civilian telecommunication/ICT infrastructure that disrupt essential services to civilian populations;
3	to encourage Member States to take all appropriate measures, consistent with applicable international law, to protect and preserve civilian telecommunication/ICT infrastructure and the essential civilian services it supports;
4	to promote the resilience, restoration and rapid recovery of telecommunication infrastructure affected by conflict;
5	to strengthen international cooperation on the protection and resilience of critical telecommunication infrastructure,
resolves further
1	that nothing in this Resolution shall be construed as creating, modifying or interpreting the rights or obligations of Member States under international humanitarian law or other rules of international law, including the conditions under which an object may lose the protection to which it would otherwise be entitled;
2	that this Resolution shall not be understood to take any position on the facts or the lawfulness of the conduct of any Member State or party in any particular situation,
instructs the Secretary-General
1	to coordinate activities across the three Sectors of the Union relating to the protection and resilience of civilian telecommunication infrastructure;
2	to prepare periodic reports to the Council on the impact of conflicts and hostile incidents on global telecommunication infrastructure and connectivity;
3	to cooperate, as appropriate and within the mandate of the Union, with relevant international organizations and the entities of the United Nations system on the protection and restoration of critical communication infrastructure,
instructs the Directors of the Bureaux
1	to develop guidelines and best practices for the resilience, protection and restoration of telecommunication infrastructure affected by conflict;
2	to assist affected Member States, upon request, in restoring communication services;
3	to support capacity building on the resilience of telecommunication infrastructure and to encourage the sharing of information and lessons learned,
invites Member States
1	to recognize civilian telecommunication/ICT infrastructure as critical civilian infrastructure in their national laws and policies;
2	to develop measures to improve the resilience of telecommunication infrastructure and to cooperate in protecting submarine cable systems and other critical digital infrastructure;
3	to facilitate, where appropriate, the restoration of communication services in affected areas;
4	to share best practices and national experiences with the Union,
invites Sector Members, Associates and Academia
1	to contribute technical expertise and best practices and to support research on the resilience of telecommunication infrastructure;
2	to cooperate with Member States and the Union in enhancing the protection and resilience of critical communication infrastructure.
Reasons:	Civilian telecommunication/ICT infrastructure today carries the essential services of hospitals, schools, emergency responders and humanitarian operations, and its disruption directly harms civilian populations and produces transboundary effects on regional and global connectivity. The ITU Council addressed this matter for the first time in 2026; the Plenipotentiary Conference, as the supreme organ of the Union, is the appropriate body to give it enduring and universal expression. This proposal consolidates the Union's developing practice — including Resolution 1408 (2022) on Ukraine and Resolution 125 (Rev. Bucharest, 2022) on Palestine — into a single standing principle, so that the Union need not address the matter afresh, conflict by conflict.

The proposal is deliberately framed to preserve consensus. It affirms the protection of civilian telecommunication/ICT infrastructure as the general rule, while providing expressly (in resolves further) that it neither creates, modifies nor interprets the conditions under which infrastructure used for military purposes may lose that protection — questions that are governed by international humanitarian law and lie outside the mandate of the Union. It complements, and does not duplicate, Resolution 130 (confidence and security in the use of ICTs), Resolution 136 and WTDC Resolution 34 (humanitarian assistance and disaster situations) and the outcomes of the World Telecommunication/ICT Policy Forum (2026) on the resilience of telecommunications/ICTs, none of which establishes protection during armed conflict as a standing principle of the Plenipotentiary Conference.

The activities instructed by this Resolution are to be undertaken within the resources allocated in the financial plan and budget of the Union; any activity beyond existing resources would be subject to the availability of funds, including through voluntary contributions and partnerships.
_________________
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