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MOD	AFCP/24A35/1
RESOLUTION 188 (REV. BUCHAREST, 2022Doha, 2026)
Combating counterfeit and tampered telecommunication/information
and communication technology devices
The Plenipotentiary Conference of the International Telecommunication Union (Bucharest, 2022Doha, 2026),
recalling
a)	Resolution 177 (Rev. Bucharest, 2022) of this conference, on conformance and interoperability (C&I);
b)	Resolution 47 (Rev. Kigali, 2022) of the World Telecommunication Development Conference (WTDC), on enhancement of knowledge and effective application of ITU recommendations in developing countries[footnoteRef:1]1, including C&I testing of systems manufactured on the basis of ITU recommendations; [1: 1 	These include the least developed countries, small island developing states, landlocked developing countries and countries with economies in transition.] 

c)	Resolution 79 (Rev. Kigali, 2022) of WTDC, on the role of telecommunications/information and communication technologies (ICTs) in combating and dealing with counterfeit and tampered telecommunication/ICT devices;
d)	Resolution 182 (Rev. Bucharest, 2022) of this conference, on the role of telecommunications/ICTs in regard to climate change and protection of the environment;
e)	Resolution 76 (Rev. Geneva, 2022) of the World Telecommunication Standardization Assembly (WTSA), on studies related to C&I testing, assistance to developing countries, and a possible future ITU Mark programme;
f)	Resolution 96 (Rev. New Delhi, 2024) of WTSA, on ITU Telecommunication Standardization Sector studies for combating counterfeit and tampered telecommunication/information and communication technology devices;
g)	the Basel Convention on the Control of Transboundary Movements of Hazardous Wastes and their Disposal, including, as applicable, its amendments concerning electrical and electronic waste;
h)	where applicable, relevant regional instruments concerning the control of transboundary movements and environmentally sound management of hazardous wastes, including the Bamako Convention,
recognizing
a)	the noticeable growing sale and circulation of counterfeit and tampered telecommunication/ICT devices in the markets, which have a negative impact on governments, manufacturers, vendors and consumers erode the value of intellectual property; and may infringe intellectual property rights and erode brand value and reputation;
b)	that counterfeit and tampered telecommunication/ICT devices may have a negative impact on security and quality of service for users;
c)	that counterfeit telecommunication/ICT devices often contain illegal and unacceptable levels of hazardous substances, threatening consumers and the environment that counterfeit and tampered telecommunication/ICT devices may have a negative impact on security and quality of service for users and may pose risks to their health and safety;
d)	that several countries have introduced some awareness-raising campaigns, practices and regulations in their markets in order to limit and deter counterfeit products and devices, which have had a positive impact, and that developing countries may benefit from these experiences;
e)	that Recommendation ITU-T X.1255 of the ITU Telecommunication Standardization Sector (ITU-T), which is based on the digital object architecture, provides a framework for discovery of identity-management information;
f)	that unique telecommunication/ICT device identifiers adopted by Member States and industry have demonstrated that they can limit and deter the use of counterfeit and tampered telecommunication/ICT devices, and that access to relevant device identification databases supports their effective use and may be subject to subscription or other access arrangements;
g)	that industry initiatives have been created to establish collaboration between operators, manufacturers and consumers in combating counterfeit and tampered telecommunication/ICT devices that participation in and implementation of such initiatives may pose financial challenges, particularly for developing countries;
h)	that Member States, industry and other stakeholders face significant and different challenges in finding effective solutions to combat counterfeit and tampered telecommunication/ICT devices, given the evolving methodsinnovative and creative ways used by persons engaged in this illicit activity to evade enforcement/legal measures and the different environments in which they operate;
i)	that ITU's Conformity and Interoperability and Bridging Standardization Gap programmes are intended to help by bringing clarity to standardization processes and product conformity with international standards;
j)	that providing interoperability, safety and reliability of telecommunication/ICT devices should be a key objective of ITU recommendations;
k)	that the United Nations Office on Drugs and Crime, the International Criminal Police Organization, the World Customs Organization (WCO) and other international organizations may provide relevant support to Member States in combating counterfeit and tampered telecommunication/ICT devices;
l)	that adopting solutions based on international standards and practices may facilitate the identification of counterfeit and tampered telecommunication/ICT devices,;
m)	the importance of ensuring that telecommunication/ICT devices are not considered counterfeit or tampered solely on the grounds that they have been repaired, refurbished, upgraded or prepared for reuse in accordance with applicable national legal and regulatory requirements,
recognizing further
a)	that counterfeit and tampered telecommunication/ICT devices can undermine law enforcement efforts to combat organized crime;
b)	that measures to combat counterfeit telecommunication/ICT devices adopted by some countries rely on unique device identifiers, such as International Mobile Equipment Identity (IMEI), and therefore tampering (changing without authorization) of unique identifiers can diminish the effectiveness of these solutions;
c)	recognizing further that the proliferation of cross-border e-commerce and low-value parcel channels facilitates the distribution of unverified, counterfeit or tampered telecommunication/ICT devices that elude national type-approval and identifier-registry verifications,
considering
a)	that, in general, telecommunication/ICT devices that do not comply with a country's applicable national conformity processes and regulatory requirements or other applicable legal requirements should be considered unauthorized for sale and/or activation on telecommunication networks of that country;
b)	that ITU and other relevant stakeholders have key roles to play in fostering coordination between the parties concerned in order to study the impact of counterfeit and tampered telecommunication/ICT devices and the mechanism for limiting their use and to identify ways of dealing with them internationally and regionally;
c)	the importance of maintaining user connectivity;
d)	the significant socio-economic consequences of counterfeit telecommunication/ICT devices, including, but not limited to, a negative impact on innovation, foreign direct investment, economic growth, market distortion due to unfair competition and deceptive practices, damage to the trademarks of companies that manufacture original products and adverse effects on employment levels;
e)	that counterfeit devices poses significant risks to digital financial transactions, potentially exposing sensitive information and increasing the likelihood of cybersecurity breaches, identity theft, and financial losses,
aware
a)	that governments play an important role in combating the manufacture and international trade of counterfeit telecommunication/ICT devices by formulating appropriate strategies, policies and legislation;
b)	that related work and studies in relevant ITU-T and ITU Telecommunication Development Sector (ITU-D) study groups could assist in combating and dealing with counterfeit and tampered telecommunication/ICT devices, in particular ITU‑T Study Groups 5, 11, 17 and 20 and ITU-D Study Group 2;
c)	that tampered telecommunication/ICT devices, especially when replicating a legitimate unique identifier, may diminish the effectiveness of solutions adopted by the Member States and industry to address counterfeiting;
d)	that there is currently cooperation with other standards-development organizations (SDOs), the World Trade Organization (WTO), the World Intellectual Property Organization (WIPO), the World Health Organization and WCO on matters related to counterfeit and tampered telecommunication/ICT devices;
e)	that in promoting and adopting solutions there is a need to share best practice and build cooperation, confidence and trust among all stakeholders;
f)	that industry plays an important role in combating counterfeit and tampered telecommunication/ICT devices by cooperating and sharing information with relevant stakeholders to identify and deter the use and proliferation of these devices,
resolves
to explore all ways and means to combat counterfeit and tampered telecommunication/ICT devices enhancing coordinated and evidence based in order to protect ITU members and other stakeholders from their negative impacts,
instructs the Secretary‑General
1	to coordinate, across the three Bureaux, the implementation of this resolution and to report annually to the Council and to the next plenipotentiary conference on progress and measurable impact indicators;
2	to support, as appropriate, the Directors of the Telecommunication Development Bureau and the Telecommunication Standardization Bureau in promoting partnerships and voluntary cooperation arrangements aimed at facilitating affordable access by competent authorities of developing countries to the reference data needed to implement this resolution,
instructs the Directors of the three Bureaux
1	to assist Member States, particularly developing countries, in addressing their concerns with respect to counterfeit and tampered telecommunication/ICT devices, including conformity assessment systems, through information-sharing, seminars and workshops on best practices, existing solutions and support, at the regional or global level;
2	to assist all the membership, considering relevant ITU‑T recommendations, and collaborate with other telecommunication/ICT SDOs and regional and international organizations related to combating counterfeiting, in taking the necessary actions to prevent and detect the tampering (unauthorized changing) and/or replication of unique telecommunication/ICT device identifiers;
3	to encourage the membership to implement solutions to mitigate the challenges emerging from counterfeit and tampered telecommunication/ICT devices,
instructs the Director of the Telecommunication Development Bureau, in collaboration with the Director of the Telecommunication Standardization Bureau
1	to assist Member States, especially developing countries upon request, in developing and strengthening frameworksa framework for restricting the use and proliferation of counterfeit and tampered telecommunication/ICT devices promoting risk-based and proportionate measures that safeguard consumers’ rights and interests and minimize adverse effects on user connectivity, including access to emergency communications, in accordance with national legal and regulatory frameworks and taking into account relevant ITU-T Recommendations and national circumstances;
2	to facilitate cooperation at the subregional, regional and interregional levelslevel and between regions on combating counterfeit and tampered telecommunication/ICT devices promoting risk-based and proportionate measures that safeguard consumers’ rights and interests and minimize adverse effects on user connectivity, including access to emergency communications, in accordance with national legal and regulatory frameworks and taking into account relevant ITU-T Recommendations and national circumstances;
3	to assist Member States, especially developing countries, upon request, in assessing and applying relevant ITU-T Recommendations and guidelines for protecting unique telecommunication/ICT device identifiers against unauthorised alteration and replication, including, where appropriate, hardware-based security mechanisms, through technical assistance, capacity-building and the sharing of best practices, taking into account technical feasibility, interoperability, affordability and national circumstances;
4	to submit a report to the ITU Council on activities undertaken and results achieved under this resolution, including the outcomes of these consultations and recommended further actions for its consideration, drawing on existing reporting mechanisms and information voluntarily provided by Member States;
5	to assist Member States, particularly developing countries, upon request and within available resources, in conducting national assessments of the prevalence of counterfeit and tampered telecommunication/ICT devices, including through capacity-building and support for the development and application, in collaboration with relevant ITU study groups, of a common assessment methodology adaptable to national circumstances and drawing on existing national and regional experience;
6	to facilitate dialogue, within available resources, with Member States and relevant stakeholders, including industry bodies and database owners and administrators, in order to identify access barriers and explore voluntary arrangements, on mutually agreed terms, for affordable access by competent authorities of developing countries to reliable reference data on device identity and status,
3	to submit a report to the ITU Council on activities related to this resolution and recommended actions for its consideration and endorsement,
invites Member States
1	to take all necessary measures to combat counterfeit and tampered telecommunication/ICT devices and to review and update their regulations, if necessary;
2	to promote the harmonisation of standards and regulatory methodologies among Member States and regional organisations to facilitate coordinated action and enforcement;
23	to cooperate and exchange best practices and implementation experience, with all relevant stakeholders in preventing the sale and circulation of counterfeit and tampered telecommunication/ICT devices;expertise among themselves in this area;
34	to support and encourage participation in industry programmes combating counterfeit and tampered telecommunication/ICT devices;
45	to work in close collaboration with relevant international organizationsstakeholders, such as, WTO, WIPO and WCO, within their respective mandates on activities relating to combating the international trade and circulation of counterfeit and tampered telecommunication/ICT devices, including through customs cooperation and appropriate border measures relating to importation and exportation, consistent with applicable national legal and regulatory frameworks and relevant international obligations;counterfeit and tampered telecommunication/ICT devices, including restricting the trading, export/import and circulation of these telecommunication/ICT devices internationally,
6	improving the identification and traceability of sellers; as well as facilitating consumers’ access, before purchase, to reliable information and means of checking device authenticity and, where applicable, national approval or conformity status;
7	facilitating the identification of listings offering counterfeit or unlawfully tampered telecommunication/ICT devices and timely action concerning such listings, including their removal, as appropriate and in accordance with applicable national procedures;
8	facilitating the preservation of relevant seller and transaction information for the purposes of combating counterfeit and unlawfully tampered telecommunication/ICT devices, and its provision to competent authorities upon lawful request, subject to applicable privacy and data-protection requirements;
9	to adopt technical solutions and emerging technologies in order to combat counterfeit and tampered devices;
10	to take, as appropriate and in cooperation with other Member States and relevant stakeholders, coordinated and evidence-based measures to prevent, detect and combat the manufacture, importation, distribution, sale, activation and use of counterfeit and tampered telecommunication/ICT devices, in accordance with national legal and regulatory frameworks, and to review and update those frameworks, as necessary;
11	to consider, as appropriate, measures concerning the activation and use or otherwise, of counterfeit and tampered telecommunication/ICT devices on telecommunication networks, in accordance with relevant national, legal and regulatory frameworks and Recommendations, while safeguarding consumers’ rights and interests and minimizing adverse effects on user connectivity;
12	to collaborate with relevant national postal, customs, and market-surveillance authorities to establish coordinated validation mechanisms, ensuring that ICT devices distributed via online marketplaces and cross-border e-commerce fulfill national type-approval requirements and unique device identity registration protocols prior to domestic network activation,
invites all the membership
1	to participate actively in ITU studies relating to combating counterfeit and tampered telecommunication/ICT devices in the relevant ITU-T and ITU-D study groups;
2	to take the necessary actions to prevent or detect tampering (unauthorized changing) of unique telecommunication/ICT device identifiers;
3	to raise awareness among consumers regarding the negative impacts of counterfeit and tampered telecommunication/ICT devices;
4	to share information on best practices and solutions in combating counterfeit and tampered telecommunication/ICT devices, developed by industry and/or governments,
further invites Member States and Sector Members
to bear in mind the legal and regulatory frameworks of other countries concerning equipment that negatively affects the quality of their telecommunication infrastructure and services, in particular recognizing the concerns of developing countries with respect to counterfeit equipment.

______________
 www.itu.int/plenipotentiary/ 


image1.png
D

O
@ Q",, ITUPP Plenipotentiary Conference (PP-26)
wx/ N@Z DOHA2026 9-27 November 2026 - Doha, Qatar




