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Purpose
To present FantomApp, the CNIL’s first app designed to help teenagers protect their data on social media. The FantomApp developed by the CNIL in

2025 was funded by the European Union as part of the programme Citizens, Equality, Rights and Values Programme (CERV). Nine European data

protection authorities have expressed interest and supported the project.

Young people themselves were the inspiration for the creation of FantomApp, which was designed to meet the specific requirements they have

expressed with regard to the protection of their personal data.FantomApp is about:

• tools and tutorials to help them protect their accounts and “clean up” their online presence,

• advice and content to help them if they encounter any problems,

• a free and secure application that does not collect any data (except for the IP address, which is necessary for the application to function, and the

type of device used).

FantomApp is available free of charge from App Store and Google Play and directly from its web version: fantomapp.org

Action required

This report is transmitted to the Council Working Group on child online protection for information

References

Please see a sample of the screenshots provided  below (the complete set will be shared for the meeting)

Presentation by Ms Pascale Raulin-Serrier

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/programmes/cerv
https://apps.apple.com/fr/app/fantomapp/id6748403431
https://play.google.com/store/apps/details?id=cnil.fantom_app.twa&utm_source=emea_Med
https://fantomapp.fr/home


www.itu.int 2



www.itu.int 3

A user-centred methodology 

► Interviews and workshops with students

► Validation of initial concepts

► User testing
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1. Help and resources for online problems
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2. Tools to strengthen your accounts
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3. Securing myself
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•Remove geolocation

• Make my account private

• Enable two-factor authentication

• See who is logged into my account, 

by location

• Determine who can interact with me

•Hide sensitive content

• Disable contact sharing

• Do not allow me to be found in 

suggestions

•Disable the ability to see ‘likes’

• Do not allow me to be found using my 

phone number or email address

•Determine who can contact me

• Disable the ability to see if I am online

• Prevent proprietary AI from reading or 

exploiting my data

• Disable personalised ads

• Determine who can add me to a group

• Disable archiving of ephemeral posts

For each network (Instagram, TikTok, Snapchat, X, WhatsApp, etc.), access 
tutorials to find out which settings to enable or disable in order to keep your 
private life... private:

Tutorials for setting the correct parameters
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Partners for European rollout
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The Digital Education Working Group

Action : Support parents in digital literacy and                    

promote positive parenting



www.itu.int 13

Consider extending the creation of awareness-raising 

resources to other countries in synergy and for scaling up

https://www.cnil.fr/en/sharing-photos-and-videos-your-child-social-networks-what-risks

https://video.cnil.fr/w/nse2DPvQwNp2ZCpf9kJiJg

https://dataprotection.ie/en/children

https://www.cnil.fr/en/sharing-photos-and-videos-your-child-social-networks-what-risks
https://video.cnil.fr/w/nse2DPvQwNp2ZCpf9kJiJg
https://dataprotection.ie/en/children



