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	Purpose
This contribution presents the experiences of the Republic of Poland in the field of child protection in the digital environment Dyzurnet.pl. The document aims to promote identified solutions that may constitute good practices for member states, academia, NGOs and other stakeholders of the International Telecommunication Union (ITU).
Action required
Council Working Group on child online protection is invited to note this contribution and transmit proposed practises for further promotion and studies as appropriate.
_______________
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Developed approach to protecting children online 
The protection of children online in Poland is implemented on the basis of a multisectoral model. Taking into account a legal framework based on the provisions of the Criminal Code and the Act on the National Cybersecurity System, activities of a specialized institution that responds to illegal and harmful content – Dyzurnet.pl, cooperation with national and international law enforcement authorities, international cooperation in particular within the INHOPE network and Safer Internet national centres, construction of technological tools supporting CSAM detection, and educational and preventive actions implemented under the European Safer Internet Programme coordinated by the European Commission. This model allows for a rapid response to the most severe threats, such as child sexual abuse materials (CSAM), and for a long-term strengthening of the system to counter threats throughout child resilience, building parents' and teachers' awareness of digital threats and strengthening the responsibility of the online industry.
In 2024, Dyzurnet.pl handled a record number of reports (27,500), which confirms both the scale of threats (50% higher than in 2023) and the growing public awareness in the field of reporting illegal content.
1	Dyzurnet.pl – National response point to illegal content
Dyzurnet.pl has been operating since 2005 as the only specialized team that responds to illegal content on the Internet, with particular emphasis on content depicting sexual exploitation of children. The team is an integral part of the National Cybersecurity System coordinated by the Minister of Digital Affairs (acting as the Government Plenipotentiary for Cybersecurity), which strengthens its role as an element of the state security infrastructure in the area of online child protection. The team operates within the structures of the NASK - National Research Institute, performing the tasks of the CSIRT, which ensures stability, operational independence, and high standards of operation.
Dyzurnet.pl:
–	receives reports from citizens and institutions on illegal and harmful content;
–	analyze and classifies them on the basis of applicable law;
–	transmits CSAM materials to international databases enabling the identification of victims and perpetrators;
–	cooperates with law enforcement authorities, internet service providers and online platforms.
2	Key actions Dyzurnet.pl
Respond effectively to CSAM
Dyzurnet.pl's primary focus remains on combating the online distribution of child sexual abuse materials (CSAM). Trained analysts thoroughly review all reports flagged as potential CSAM, forwarding them to appropriate national or international partners based on hosting server location. Reports undergo detailed analysis by experts to confirm CSAM content, with actions including blocking Polish domains, collaborating with INHOPE partners, or supporting law enforcement. Operated by NASK, Dyzurnet.pl serves as Poland's sole hotline for illegal internet content, prioritizing CSAM removal while handling other prohibited materials CSAM materials are transferred to international databases, which allows for:
–	identification of previously unknown victims;
–	support for law enforcement activities;
–	limiting the further distribution of this content.
Trusted flagger and collaboration with platforms
Dyzurnet.pl acts as a trusted flagger towards selected platforms and websites. Reports submitted by the team are prioritized, which significantly reduces the response time and removal of illegal content.
This model shows that effective protection of children online requires peer-to-peer cooperation between the state and the private sector, based on trust, clear procedures and high-quality reporting. In special cases, Dyzurnet.pl analysts and platform representatives consult the undertaken activities and look for new solutions to reduce the scale of the impact of threats on the youngest continuously. 
Availability and multi-channel submissions
Dyzurnet.pl provides users with many secure channels for reporting content, including an online form, e-mail, mobile government applications and browser tools. By this approach, we pay particular attention to the protection of declarants, and therefore, we are minimizing the risk of secondary victimization —a secure reporting process ensures that victims do not face risks stemming from the disclosure of their identity or involvement in the case.
3	Educational, preventive and capacity building activities
In addition to activities addressed to the public, Dyzurnet.pl also conducts systemic training activities (capacity building) addressed to law enforcement authorities and the judiciary. The team's experts provide specialist training for police officers, prosecutors, judges and probation officers. These programs cover issues related to new technologies, the ways in which perpetrators of online sex crimes operate, the classification of CSAM materials, the preparation of evidence and the perspective of victims.
This approach reduces the competence gap between dynamically developing new and emerging digital technologies, and the practice of applying the law.
Educational and preventive activities
Dyzurnet.pl is an integral part of the Polish Safer Internet Program Center, implementing educational activities addressed to:
–	children and youth;
–	parents and guardians;
–	teachers and professionals working with children.
Particular emphasis was placed on:
–	counteracting grooming and sexual blackmail;
–	raising awareness of the reporting of illegal content,
–	supporting children in the safe use of digital tools.
Education and capacity building is a key element complementing intervention and regulatory activities.
4	International cooperation as a cornerstone of effectiveness – Standardization of CSAM classification
International cooperation is a key element in effectively combating child sexual abuse materials (CSAM), the distribution of which is inherently cross-border. Since its inception, Dyzurnet.pl has been a member of the INHOPE association —a global network of hotlines dedicated to responding to CSAM—and operates in accordance with the uniform operating standards developed within it, in particular the creation and development of The Universal Classification Schema (universalclassificationschema.org).
The schema is a standardised CSAM categorization framework developed jointly by INHOPE, law enforcement, hotline analysts and online platforms. Throughout a usage of a common global language that translates complex and different national laws and criminal qualifications into a single universal code that can be understood by systems around the world.
CSAM uniform qualification standards are a prerequisite for increasing the efficiency of international (or even national) cooperation for the following reasons:
A	Accelerated response and information exchange through technology (AI and Automation)
The schema was designed as an AI-ready structure.
–	Without The Schema Standard: CSAM detection algorithms learn from data adapted to national systems and therefore become incompatible with the legal systems of other countries and thus their effectiveness on a global scale is reduced.
–	With The Schema standard: AI model training takes place on global datasets, allowing AI models to be adapted to national legal systems on a case-by-case basis, thus enabling rapid detection of new material and, most importantly, faster identification of victims.
B	Protecting people who protect children (exposure reduction)
Police analysts and hotline staff watch drastic images every day. The introduction of Schema as a content classification standard allows the automatic detection of materials already known and classified as illegal in a given country. The system, recognizing standard code, "knows" what it depicts, not forcing a person to re-exposure to drastic content, but allowing for automatic reactions to materials. Such standardization directly protects the mental health of officers and analysts.
C	Interoperability and legal effectiveness
The schema allows national classifications to be ‘translated’. If the definitions of a crime in one Member State differs from the other, Schema acts as a translator who maps these differences. Thanks to this, the exchange of data is smooth, and the evidence collected in one country is legible and useful for the prosecutor's office in another.
For the above reasons, the implementation of the Universal Classification Schema is a milestone towards the professionalization of the fight against CSAM. We are moving from manual, uncoordinated operation to an automated, global shield.
No country should allow itself to be an "island" with its own incompatible system. Adopting Schema as a standard is a decision that will make the response to a child's harm counted not in days, but in seconds. In this case, every second could be someone's life.
5	CSAM Response Model 
The CSAM response model used by Dyzurnet.pl includes the following stages:
1	Acceptance of a submission – Submissions for potential CSAM materials are accepted from users, public institutions, NGOs and industry partners through secure submission channels.
2	Verification and classification – Trained Dyzurnet.pl analysts make a preliminary assessment of the material based on the applicable national law and common INHOPE guidelines, while maintaining the highest standards of psychological protection of staff.
3	Transmission to international databases – All validated CSAM materials (photos and videos) are transferred to international reference databases (ICCAM, ICSE – Interpol database), allowing:
–	identification of previously undisclosed victims;
–	merging cases in different jurisdictions;
–	support for law enforcement activities at international level.
4	Cross-border operational cooperation – Where illegal content is hosted outside Poland, the notification is forwarded to the relevant INHOPE hotline or, where justified, directly to the relevant international partners.
5	Cooperation with law enforcement authorities – Material indicating the possibility of committing a criminal offence is provided to the competent authorities, respecting national and international legal frameworks.
6	Removal and restriction of further distribution –dyzurnet.pl, in cooperation with online service providers and online platforms, takes actions to quickly remove or restrict access to content, including through the use of hash-based technologies.
In 2024, Dyzurnet.pl once again confirmed compliance with the highest quality standards by obtaining the INHOPE Quality Assurance Programme certification. A consistent, standardised response model to CSAM allows national efforts to be effectively combined with the global online child protection system.
This model is particularly relevant in the context of the global nature of digital services and can serve as a reference for ITU Member States developing their own response mechanisms to CSAM.
6	Best practices recommended to ITU Member States, Academia, NGOs and stakeholdes
1	Dyzurnet.pl’s experience also demonstrates the importance of research and analysis based on real data as a basis for effective public policies. The team participates in research projects on child sexual abuse in cyberspace, including analysis of court case files and research on online child grooming mechanisms. The results of this work are used to improve procedures, training and system recommendations.
2	Technological solutions are also an important development direction, including support for the national CSAM content processing, analysis and classification system, including the exchange of information on hash values. This system aims to speed up the removal of illegal content, reduce its redistribution and strengthen technical cooperation between institutions responsible for the protection of children online.
On the basis of Poland's experience, the following good practices can be identified:
–	the creation of a single, specialised national response point to illegal and harmful content, with a strong institutional embedding in public structures;
–	close cooperation with law enforcement authorities and online platforms;
–	membership in international cooperation networks;
–	parallel intervention and education.
7	Final conclusions
Poland's experience shows that effective protection of children online requires long-term commitment of the state, stable institutions and international cooperation. Dyzurnet.pl is an example of a mature, professional and scalable model.
The Republic of Poland remains ready to continue sharing its experience and actively cooperating in the work of the ITU Council Working Group on child online protection (CWG‑COP) to strengthen the global protection of children in the digital environment.
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