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	Purpose
To share updated information on the relevant activities and best practices of the Alliance for the Protection of Children in the Digital Environment (hereinafter referred to as the “Alliance”), an initiative that has been bringing together Russia’s largest technology companies for almost five years to create a safe digital space for children.
Action required
This document is transmitted to the Council Working Group on child online protection for information.
_______________
References
CWG-COP website; https://internetforkids.ru/en/; https://internetforkids.ru/en/charter/
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The Center for Global IT-Cooperation (CGITC), being a representative of the Russian civil society and an ITU-D Sector Member, is playing an active role to support activities of the Alliance for the Protection of Children in the Digital Environment (hereinafter, the Alliance[footnoteRef:1]). [1: 	https://internetforkids.ru/en/.] 

The Alliance is a unique platform that was founded in 2021 by nine major Russian telecom, IT and media companies. Through the cooperation between them, as well as in collaboration with numerous organizations representing government, private sector, and civil society, a systematic approach to cope with digital safety challenges and threats for children has been created.
The members of the Alliance have made voluntary commitments through joining the Charter[footnoteRef:2] to increase the digital literacy of children, parents and teachers; to create and to promote positive and educational content; to develop new approaches to child online protection; to work out necessary IT solutions for personal data protection, as well as to proactive identification and removal of any content that may harm children’s health and development. [2: 	https://internetforkids.ru/en/charter/.] 

Current Alliance’s most relevant projects are:
1	Childhood Digital Safety Index. The Alliance has developed a Childhood Digital Safety Index as the first comprehensive national tool for improving the effectiveness of measures to combat cyberthreats.
	The Index is based on international experience and adapted to Russian digital practices and social realities. It is a unique tool of such level and scale in the country, with no direct analogues. It provides a systemic overview of the digital environment surrounding a child, from the perspectives of family, school, society, and the teenagers themselves. This tool will allow for assessing the effectiveness of measures taken by government and private sector to combat cyber risks, as well as identifying not only the overall picture but also specific areas requiring targeted interventions to strengthen citizen awareness or implement new technological products. The Index's methodology encompasses various aspects and will allow for comparative analyses across regions, localities (cities, villages, etc.), target groups, and other parameters.
	The Index includes seven key components of digital well-being and provides for data analysis at any level of detail—from the overall integrated value to individual metrics and indicators across regions, localities, and target groups: Digital Engagement; Digital Literacy; Digital Hygiene; Parenting Environment; Educational Environment; Supporting Infrastructure; Significant Others.
	The following aspects were taken into account during the development of the Index: the actual digital practices of adolescents in Russia; regional specifics of access to technology; the Russian regulatory and social agenda; the management logic for assessing risks and protective measures. The Index not only describes the situation but also evaluates dynamics, identifies risk areas and possible adjustments to support and regulatory measures.
	By the end of 2025 the Alliance has completed the field testing of the Index. The testing confirmed that the Childhood Digital Safety Index is a reliable, comprehensive tool that will enable government, educational, social, and corporate agencies to accurately assess risks, measure the effectiveness of policies, and develop targeted solutions to protect children in the digital environment.
	The next stage in the tool's development will be the implementation of the Index at the federal level, that is planned in 2026.
2	The educational portal of Digital Library (“TSIFRAteka”). It provides children, parents, and teachers with access to cyber safety materials that help develop skills to identify and protect against digital threats such as phishing, data breaches, cyberbullying, destructive content, involvement in illegal activities, etc.
3	The Alliance has been implementing a number of technological solutions such as the “Hash Database” to identify and remove illegal content. This database allows digital platforms to transmit information about illegal content in the form of digital fingerprints (hashes) and links, verify them, mark controversial content, and automatically delete illegal content that has been added to this database on their websites. All connections are encrypted. The work is focused to prevent distribution of several categories of illegal content: Child Sexual Abuse Material (CSAM), illegal drugs promotion, promotion of criminal or harmful behavior.
4	Raising-awareness activities. Apart from participation in multiple national forums, the Alliance organizes professional theatre performances devoted to the topic of digital safety of children, which have a very positive effect on the realistic perception of risks in the digital environment, both by children and parents.
	“The Cyber Court” is an immersive play about the interaction of humans and technologies. The performance, which was first staged in 2024, explores the most common problems that both children and adult “netizens” can face. 
	The theatre play “The Search Goes On” is performed by Mayakovsky Theatre in Moscow. It consists of three novellas based on the stories of the coordinators of the LizaAlert – Russian volunteer search and rescue organization. The characters in the storylines are teenagers who find themselves in difficult situations including cyber bullying or sexual grooming on social media. 
5	The Alliance is open to cooperation with like-minded organizations all over the world. The members of the Alliance actively share their best practices and participate in global forums such as the UN Internet Governance Forum, UN General Assembly, BRICS and SCO International IT Forum.
	Such an example of fruitful cooperation of the private sector, government, and civil society, represented by the Alliance, confirms that the multi-stakeholder model can help effectively solve complex problems. United efforts of different stakeholders create an opportunity for synergy, where the experience, resources and ideas of the participants complement each other. Such cooperation allows not only to respond to the challenges of the digital era but also to create positive changes, ensuring the security, development and sustainability of the digital environment for children.
The Alliance for the Protection of Children in the Digital Environment is open to collaboration with the ITU and other interested parties and stakeholders from all over the world and looks forward to sharing and exchanging technical solutions, recommendations and initiatives related to the protection of children in the online environment (contact e-mail addresses for cooperation and further information: info@cgitc.ru, nina.fedorova@cgitc.ru).
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