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Intelligence aggregators, including SOCRadar’s 2026 Cyber Threat Assessment and analysis by
Kennedys Law, document an unprecedented mobilization of cyber proxies. Over 60 active threat
groups are currently tracked in alignment with the conflict, with at least 53 operating explicitly
under pro-Iranian banners (e.g., Handala, 313 Team, and Keymous Plus). These collectives have
launched extensive Distributed Denial-of-Service (DDoS) campaigns, data leaks, and destructive
attacks against high-risk sectors, including government, banking platforms, airport logistics, and
e-commerce within the GCC.

While hacktivists drive surface-level disruptions, Iranian state-sponsored actors linked to the
IRGC and MOIS are conducting sophisticated espionage and network persistence operations.
Reports from Trellix and Mandiant detail how groups like APT42 (Charming Kitten) have pivoted
toward advanced social engineering and credential harvesting to compromise corporate cloud
environments and telecommunications frameworks. Concurrently, APT34 (OilRig) and APT39
maintain  their established modus operandi: actively penetrating Middle Eastern
telecommunications providers and Internet Service Providers (ISPs) to facilitate widespread
surveillance, counterintelligence tracking, and supply chain compromises.

The attacks and related threats have resulted in:

— Temporary disruption of cloud computing services of internationally recognized leading
companies based in the UAE, affecting availability zones serving multiple countries

— A chilling effect on investment in digital infrastructure in the UAE and across the region,
directly undermining the UAE’s digital transformation objectives and wider regional
resilience

— Heightened security concerns for all categories of ICT infrastructure in the region, including
data centers, submarine cable landing stations, and satellite ground stations

A detailed technical assessment of the damages and their impact on regional and global
connectivity is being prepared.

The UAE draws the attention of the Secretary-General to the following provisions of the
Constitution and Convention of the ITU:

a) The Preamble, which fully recognizes “the sovereign right of each State to regulate its
telecommunication and the growing importance of telecommunication for the preservation of
peace and the economic and social development of all States.”

b) Article 1 (Purposes of the Union), Nos. 1-7, which establish, inter alia, the purpose of the Union
to “maintain and extend international cooperation among all its Member States for the
improvement and rational use of telecommunications of all kinds” and to “promote the use of
telecommunication services with the objective of facilitating peaceful relations.”

¢) Article 38 (Establishment, Operation and Protection of Telecommunication Channels and
Installations), No. 186, which provides that “Members shall take such steps as may be necessary
to ensure the establishment, under the best technical conditions, of the channels and installations
necessary to carry on the rapid and uninterrupted exchange of international telecommunications.”

TOLL FREE 800 12 ila=ll @3 )1 ¢ FAX 97127772229 ,.Sla # ABU DHABI, UNITED ARAB EMIRATES 5zl f du yall el jLa¥! .V,_,Jéyrl * PO.BOX 26662 .. 50
www.tdra.gov.ae

Page 3 of 5




image4.jpg
arodyll aogiallg Ullnidl pubii ale
TELECOMMUNICATIONS AND DIGITAL
GOVERNMENT REGULATORY AUTHORITY

TDRA

d) Article 45 (Harmful Interference), No. 197, which establishes the principle that all stations must
be established and operated in such a manner as not to cause harmful interference to the radio
services or communications of other Member States.

e) Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on the use of
telecommunications/information and communication technologies for humanitarian assistance and
for monitoring and management in emergency and disaster situations, including for early warning,
prevention, mitigation and relief.

f) The Statement adopted at WTDC-25 (Baku, 2025) on safeguarding public telecommunication
networks and services during armed conflicts and disasters.

g) Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference on strengthening the
role of ITU in building confidence and security in the use of ICTs.

h) Resolution 34 of the World Telecommunication Development Conference 2025 (WTDC-25),
on the Role of telecommunications/information and communication technologies in disaster
preparedness, early warning, rescue, mitigation, relief and response.

The UAE notes that the Union has previously taken action in situations where the
telecommunication infrastructure of Member States has been damaged or destroyed, including:

— Council Resolution 1408 on assistance and support to Ukraine for rebuilding their
telecommunication sector, adopted at Council 2022 and subsequently amended;

— Council Resolution 1424 (C24) on assistance and support to Palestine for rebuilding their
telecommunication sector;

— The new WTDC-25 (Baku, 2025) resolution on assistance to Sudan for reconstructing its
damaged telecommunication infrastructure;

— Resolution 34 (Rev. Dubai, 2018) of the Plenipotentiary Conference on assistance and
support to countries in special need for rebuilding their telecommunication sector.

The present situation is fully consistent with these precedents and engages the same fundamental
principles of the Union.

The UAE further notes that the United Nations Security Council, in Resolution 2817 (2026)
adopted on 11 March 2026, condemned in the strongest terms the attacks by Iran against Bahrain,
Kuwait, Oman, Qatar, Saudi Arabia, the United Arab Emirates and Jordan, deplored the deliberate
targeting of civilians, civilian objects, and critical civilian infrastructure, and demanded the
immediate cessation of all such attacks and of any provocation or threats, including the use of
proxies, and condemned actions aimed at closing or obstructing navigation through the Strait of
Hormuz. Similarly, the declaration adopted by the Council of the International Maritime
Organization on 18 March 2026 strongly condemned the threats and attacks against vessels and
the purported closure of the Strait of Hormuz by Iran, and demanded that Iran immediately refrain,
in accordance with international law, from any actions or threats aimed at closing, obstructing or
otherwise interfering with international navigation through the Strait of Hormuz.
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The UAE also notes that the Human Rights Council Resolution 61/1, adopted by consensus on 25
March 2026, condemned all violations of international law, including international humanitarian
law and international human rights law, resulting from the attacks by Iran against Bahrain, Kuwait,
Oman, Qatar, Kingdom of Saudi Arabia, the United Arab Emirates and the Hashemite Kingdom
of Jordan, in particular those involving the targeting of civilians and civilian objects, while also
demanding that Iran provide full, effective and prompt reparation to all victims for the damage and
injury caused by its attacks.

The ITU Council’s response to the present situation should be consistent with the positions of the
Security Council, the International Maritime Organization and of the Human Rights Council.

In light of the foregoing, the Administration of the United Arab Emirates respectfully requests that
the Secretary-General:

a) Bring this communication to the attention of the ITU Council at its 2026 session and circulate
it to all Council members;

b) Bring this communication to the attention of all Member States of the Union;

¢) Take note of the contribution submitted by the Bahrain, Kuwait, Oman, Qatar, Saudi Arabia,
the United Arab Emirates and Jordan to the Council 2026 session concerning the impact on civilian
telecommunications/ICT infrastructure and its implications for regional and global connectivity,
which includes proposals for Council action;

d) Coordinate, as appropriate, with the ITU/ICPC International Advisory Body on Submarine
Cable Resilience on the implications of the situation for submarine cable infrastructure in the Gulf
corridor

e) Coordinate, as appropriate, with relevant United Nations bodies and the Emergency
Telecommunications Cluster on the global implications of the situation for humanitarian
telecommunications in the region.

On behalf of my Government, I wish to emphasize that the UAE approaches this matter in a spirit
of constructive engagement with the Union and its membership. The protection of civilian ICT
infrastructure is a matter of fundamental importance to all Member States and is central to the
mandate of the ITU. The UAE stands ready to cooperate fully with the Secretary-General and the
Council in addressing this situation.

Please accept, Excellency, the assurances of my highest consideration.

Thank you.

9.
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Eng Majed Sultan Al Mesmar GOVERNMENT REGULATORY AUTHORITY

Director General
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Ref.: TDRA/2026/402
Date: 22/04/2026

H.E Doreen Bogdan-Martin
Secretary General

International Telecommunication Union (ITU)

Damage to civilian ICT infrastructure in the United Arab Emirates

Excellency,

T have the honor to write to you on behalf of the Government of the United Arab Emirates to draw
your kind attention to the following matter.

The United Arab Emirates (UAE) wishes to report to you the significant damage sustained by
civilian information and communications technology (ICT) infrastructure and services in the
territory of the UAE since 28 February 2026, and of the wider implications for Gulf
telecommunications connectivity, resulting from the unlawful and unprovoked aggression by Iran.
The UAE requests that this matter be brought to the attention of the ITU Council at its 2026
session, in accordance with the relevant provisions of the ITU Constitution and Convention.

The attacks waged by Iran targeted civilian data center infrastructure, landing stations, satellite
earth stations, IPTV station, and cyber attacks in the UAE and, subsequently, publicly stated
threats by Iran of further attacks targeting other civilian ICT infrastructure in the UAE as follows:

— On 28 February 2026, unmanned aerial vehicles launched by Iran struck multiple Amazon
Web Services (AWS) data centers facilities located in the United Arab Emirates, causing
significant damages to cloud computing infrastructure serving civilian users and
government services'.

— Between 28 February and 1 April 2026, multiple Iranian strikes were directed at data
center facilities in the UAE as well as cables landing stations, satellite earth stations, IPTV
exchange and businesses across the region.

— On 2 March 2026, a data center and a satellite earth station were damaged as a result of
being directly targeted in an attack by Iran.

1 See https://www.thenationalnews.com/business/2026/03/03/drone-strikes-damage-amazon-data-centres-in-uae-and-
bahrain-disrupting-services/
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— On 30 March 2026, a satellite communications administrative building of Thuraya
Telecommunications Company in the UAE Central Region was struck by a drone and
significantly damaged?.

— On 31 March 2026 and 6 April 2026, a submarine cable landing station was struck in two
separate attacks by Iran.

— On 31 March 2026, the Islamic Revolutionary Guard Corps (IRGC) made a public statement
explicitly identifying 18 technology companies as potential military targets, constituting a
stated intention to target additional civilian ICT infrastructure in the UAE and the wider Gulf

fond
region’.

— On 7 April 2026, a satellite services building of Thuraya Telecommunications Company in
Sharjah was damaged as a result of being targeted by an Iranian missile*.

— Iranian authorities have publicly threatened the destruction of the artificial intelligence
research facility under construction in the UAE, a civilian investment in digital
infrastructure®.

The security situation resulting from these attacks and threats has had severe consequences for
submarine cable infrastructure and investment in the region:

— Major submarine cable projects in the Arabian Gulf corridor, which constitutes a critical
node for international data traffic between Europe, Africa, and Asia, have been suspended
due to the deterioration of the security environment, including the 2Africa Pearls project
following a force majeure declaration by Alcatel Submarine Networks®.

— Planned connectivity infrastructure investments linking the UAE and the wider Gulf to
global networks have been halted or postponed.

— The Strait of Hormuz has remained effectively closed since 3 March 2026, threatening 17
submarine cable systems that transit and operate in the Arabian Gulf and carrying
approximately 30 per cent of intercontinental internet traffic.

Concurrently with kinetic operations, Iran-aligned state-sponsored and hacktivist groups have
conducted coordinated cyber campaigns against ICT and critical infrastructure across the Gulf
region. Threat intelligence assessments from Mandiant (Google Cloud) and Microsoft Threat
Intelligence confirm that these operations heavily target regional telecommunications providers,
cloud infrastructure and government portals to disrupt communications and digital services.

2 See https:/'www.khaleejtimes.com/uae/sharjah-thuraya-telecommunications-company-targeted-drone }

3 See https://tasnimnews.ir/3553690

4 See https://www khaleejtimes com/uae/iran-war-2-pakistanis-injured-in-iranian-strike-targeting-sharjahs-thuraya-
telecom-building#google vignette

5 See https://x.com/T ehranTimes79/status/20399466920200929772s=20

6 See  https://www khaleejtimes.com/world/asia/beyond-oil-internet-bandwidth-global-commerce-at-risk-with-
hormuz-strait-closure
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