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	Purpose
[bookmark: _Hlk227075036]This contribution, presented on behalf of the six member states of the Cooperation Council for the Arab States of the Gulf (GCC) - Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, the United Arab Emirates - and of Jordan, draws the Council’s attention to the unlawful and deliberate targeting of civilian ICT infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan since February 2026 by Iran. The GCC member states and Jordan collectively endorse the proposals of the United Arab Emirates, including the draft Council Resolution on the Impact on civilian Telecommunications/ICT infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, and its implications for Regional and Global Connectivity.
Action required by the Council
The Council is invited to consider this contribution and to support the adoption of the draft Council Resolution proposed by the United Arab Emirates on behalf of the GCC member states and Jordan. 
Relevant link(s) with the Strategic Plan
Partnerships and international cooperation; provision of technical assistance.
Financial implications
Initial reporting and coordination activities can be carried out within existing resources. Any additional costs associated with assessment or related technical activities would be determined at a later stage.
________
References
Preamble, Articles 1, 38, and 45 of the ITU Constitution; Resolution 130 (Rev. Bucharest, 2022); Resolution 136 (Rev. Bucharest, 2022); WTDC-25 Statement on safeguarding public telecommunication networks and services during armed conflicts and disasters; ITU/ICPC International Advisory Body on Submarine Cable Resilience (Council 2025, Document C25/81); United Nations Security Council Resolution 2817 (2026); Human Rights Council Resolution 61/1.
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1. 	Introduction
1.1	The Cooperation Council for the Arab States of the Gulf (GCC) - comprising Bahrain, Kuwait, Oman, Qatar, Saudi Arabia and the United Arab Emirates-, and Jordan, represent a region of critical importance to global telecommunications. Furthermore, the Gulf region hosts major submarine cable landing points, data centre clusters, satellite ground stations, and serves as a transit corridor for international data traffic linking Europe, Africa, and Asia.
1.2	The GCC member states and Jordan note that the United Nations Security Council, in Resolution 2817 (2026) adopted on 11 March 2026, has condemned in the strongest terms the egregious attacks by Iran against the territories of GCC member states and Jordan, deplored the deliberate targeting of critical civilian infrastructure, demanded the immediate cessation of all attacks and threats, and condemned any actions or threats by Iran aimed at closing or obstructing or otherwise interfering with international navigation through the Strait of Hormuz.
1.3 	The GCC member states and Jordan further note that Resolution 61/1 of the Human Rights Council, adopted by consensus on 25 March 2026, condemned all violations of international law, including international humanitarian law and international human rights law, resulting from the attacks by Iran, in particular those involving the targeting of civilians and civilian objects, while also demanding that Iran provide full, effective and prompt reparation to all victims for the damage and injury caused by its attacks.
1.4 	The GCC member states and Jordan’s position in this contribution is fully consistent with Resolution 2817 (2026) of the United Nations Security Council and with Resolution 61/1 of the Human Rights Council.
2.	Factual Situation
2.1	Attacks on civilian ICT infrastructure
2.1.1	Since 28 February 2026, Iran has conducted multiple strikes against civilian ICT infrastructure, including data centres, submarine cable landing stations, satellite earth stations, and satellite communications facilities in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan. The GCC member states and Jordan note that these attacks constitute the first known deliberate targeting of civilian cloud computing infrastructure globally.
2.1.2	Iranian authorities have further issued explicit threats against additional civilian ICT infrastructure across Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan. 
2.2	Impact on submarine cable infrastructure
2.2.1	Bahrain, Kuwait, Qatar, the United Arab Emirates are served by multiple major submarine cable systems critical to international connectivity, including FLAG/FALCON, Gulf Bridge International (GBI), 2Africa (Meta), Asia-Africa-Europe 1 (AAE-1) and the PEACE Cable. Over 99 per cent of international data exchange is carried by submarine telecommunications cables.
2.2.2	The security situation has caused: suspension of planned submarine cable segments including sections of the 2Africa project; direct strikes on a submarine cable landing station in the UAE on 31 March and 6 April 2026; postponement of investment in new cable landing stations; significant disruptions to maritime connectivity in the Strait of Hormuz since 3 March 2026 threatening 17 cable systems; Iran’s Defence Council warning that further escalation could result in sea mines throughout the Gulf; cable repair vessels unable to operate; and insurance cost increases.
2.2.3	The GCC member states and Jordan note the work of the ITU/ICPC International Advisory Body on Submarine Cable Resilience and the 2025 Abuja Summit. The deliberate attacks on and threats to submarine cable infrastructure represent a direct challenge to the Advisory Body’s objectives.
2.3	Coordinated cyber operations
2.3.1	 Concurrently with kinetic operations, Iran-aligned state-sponsored and hacktivist groups have conducted coordinated cyber campaings against ICT and critical infrastructure across Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan. Threat intelligence assessments from Mandiant (Google Cloud) and Microsoft Threat Intelligence confirm that these operations heavily target regional telecommunications providers, cloud infrastructure and government portals to disrupt communications and digital services.
2.3.2 Intelligence aggregators, including SOCRadar’s 2026 Cyber Threat Assessment and analysis by Kennedys Law, document an unprecedented mobilization of cyber proxies. Over 60 active threat groups are currently tracked in alignment with the conflict, with at least 53 operating explicitly under pro-Iranian banners (e.g., Handala, 313 Team, and Keymous Plus). These collectives have launched extensive Distributed Denial-of-Service (DDoS) campaigns, data leaks, and destructive attacks against high-risk sectors—including government, banking platforms, airport logistics, and e-commerce within Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan.
2.3.3 While hacktivists drive surface-level disruptions, Iranian state-sponsored actors linked to the IRGC and MOIS are conducting sophisticated espionage and network persistence operations. Reports from Trellix and Mandiant detail how groups like APT42 (Charming Kitten) have pivoted toward advanced social engineering and credential harvesting to compromise corporate cloud environments and telecommunications frameworks. Concurrently, APT34 (OilRig) and APT39 maintain their established modus operandi: actively penetrating Bahrain, Kuwait, Qatar, the United Arab Emirates, and Jordan telecommunications providers and Internet Service Providers (ISPs) to facilitate widespread surveillance, counterintelligence tracking, and supply chain compromises.
3.	Proposals
3.1 	The GCC member states and Jordan propose that the Council support the adoption of the proposed draft Council Resolution below on the Impact on civilian Telecommunications/ICT Infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, and its Implications for Regional and Global Connectivity.
4.	Context: Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan Digital Transformation and ITU Engagement
4.1	Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan are collectively among the most digitally advanced in the region. Major national programmes, including, the UAE’s AI Strategy 2031, Qatar’s National AI Strategy, Bahrain’s Cloud First Policy, Kuwait’s New Kuwait 2035, represent substantial investments in digital infrastructure and transformation.
4.2	These programmes are directly relevant to the ITU’s work across all three Sectors. The attacks on ICT infrastructure undermine the ability of Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan to pursue these objectives and to contribute to the Connect 2030 Agenda.
5.	Conclusion
[bookmark: _Hlk227075504]5.1	The GCC member states and Jordan present this contribution as a reflection of their collective concern regarding the unprecedented targeting of civilian ICT infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates, and Jordan by Iran.
5.2	The GCC member states and Jordan emphasize that the protection of civilian ICT infrastructure is a matter of fundamental importance to all Member States, not a bilateral concern, and to the mandate of the Union. The GCC member states and Jordan stand ready to engage with all Council members and the Secretariat on the matters raised herein.


ANNEX 1 — DRAFT COUNCIL RESOLUTION [XXX]

Impact on civilian Telecommunications/ICT Infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, and its Implications for Regional and Global Connectivity 
The ITU Council, 
recalling
a) 	the noble principles, purpose and objectives enshrined in the Charter of the United Nations and in the Universal Declaration of Human Rights, as well as in the Declaration of Principles adopted by the World Summit on the Information Society;
b) 	the efforts of the United Nations to promote sustainable development;
c) 	the purposes of the Union as enshrined in Article 1 of the ITU Constitution;
d) 	the principles declared in Articles 38 (No. 186) and 45 (No. 197) of the ITU Constitution;
recalling further
a) 	Resolution 2817 (2026) of the United Nations Security Council of 11 March 2026, which condemned in the strongest terms the egregious attacks by Iran against the territories of Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, the United Arab Emirates and Jordan; further condemned that residential areas and civilian objects have been targeted and that the attacks resulted in civilian casualties and damage of civilian buildings; and also condemned any actions or threats by Iran aimed at closing or obstructing or otherwise interfering with international navigation through the Strait of Hormuz;
b) 	Resolution 61/1 of the Human Rights Council of 25 March 2026, on human rights implications of the unprovoked attacks by Iran against Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, the United Arab Emirates and Jordan, which condemned all violations of international law, including international humanitarian law and international human rights law, resulting from the attacks by Iran, in particular those involving the targeting of civilians and civilian objects, while also demanding that Iran provide full, effective and prompt reparation to all victims for the damage and injury caused by its attacks;
c) 	Resolution 34 of the World Telecommunication Development Conference 2025 (WTDC-25), on the Role of telecommunications/information and communication technologies in disaster preparedness, early warning, rescue, mitigation, relief and response;
d)	Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference on strengthening the role of ITU in building confidence and security in the use of ICTs;
e)	Resolution 136 (Rev. Bucharest, 2022) of the Plenipotentiary Conference on the use of telecommunications/ICTs for humanitarian purposes;
f)	the Statement adopted at WTDC-25 (Baku, 2025) on safeguarding public telecommunication networks and services during armed conflicts and disasters;
reaffirming
the sovereignty, independence, unity, and territorial integrity of Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan within their internationally recognized borders, extending to their territorial waters;
the sovereign right of each State to regulate its telecommunication and the growing importance of telecommunications for the preservation of peace and the economic and social development of all States as enshrined in the Preamble of the ITU Constitution;
considering
that civilian ICT infrastructure, including data centres, submarine cable landing stations, submarine cables, terrestrial networks, and satellite ground stations, is essential to the provision of telecommunication services and to the social and economic development of all nations;
the critical importance of submarine cable infrastructure for global connectivity;
reiterating the ITU commitment 
to “promote the adoption of measures for ensuring the safety of life through the cooperation of telecommunication services”;
condemning
the widespread unlawful targeting by Iran of critical civilian objects, including telecommunication services, occurring in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, and the threats to target additional telecommunication infrastructure, both of which are incompatible with the obligations of Member States under the ITU Constitution and Convention; 
the direct damage to submarine cable landing infrastructure and the suspension of submarine cable projects resulting from such targeting and threats;
resolves to instruct the Directors of the three Bureaux
1. to monitor and provide regular reports on Iranian attacks against telecommunication services and infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, including on their global implications; 
2. to carry out an assessment of the impact of Iranian attacks on telecommunications services and infrastructure, including ITU programmes and activities, in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, and provide a report thereon; 

instructs the Secretary-General
1. to coordinate the activities carried out by the three Sectors of the Union in accordance with the resolves above, to ensure that the Union's action in favour of affected countries is as effective as possible
2. to provide a report on the impact of the attacks on ICT infrastructure in Bahrain, Kuwait, Qatar, the United Arab Emirates and Jordan, including a damage assessment for the 2027 Plenipotentiary Conference and for the final Council meeting on 7 November 2026, and future meetings and conferences as appropriate
3. to coordinate with the ITU/ICPC International Advisory Body on Submarine Cable Resilience on the implications for submarine cable infrastructure in the Gulf corridor.
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