
www.itu.int 1

THE NEED FOR REGULATION OF THE INTERNET AND 
DIGITAL TECHNOLOGY INDUSTRY TO PROTECT CHILDREN 
FROM ONLINE SEXUAL EXPLOITATION

Contribution from Terre des Hommes Netherlands

Document CWG-COP-22/INF/20
1 February 2025

English Only

Action required
This report is transmitted to the Council Working Group on Child Online Protection for information.

Council Working Group 
on child online protection
Twenty-second meeting – From 12 (p.m.) to 13 February 2025



Te rre  d e s  Hom m e s  NL
In te rn a t ion a l Ch ild  Rig h t s  Org a n is a t ion

Our mission is to protect children by preventing and stopping 
c hild  e xploita tion. And by e mpowe ring  c hildre n to  make  the ir 
voic e s  c ount.



Ou r w ork
Three thematic programmes:
● Se xu a l e xp lo it a t ion  o f c h ild re n
● Child  labour
● Humanita rian

Ope ra tiona l in Europe , La tin Ame rica , As ia  and  Eas t Afric a

Our programme s  a re  bas e d  on e vide nce  and  re s e a rch

Two programme s  addre s s ing  the  Online  Se xua l Exploita tion of 
Childre n: Down to Ze ro, Sa fe ty for Childre n and  the ir Rights  OnLine  
(SCROL)



Dow n  to  Ze ro :  S t e p  Up  th e  Fig h t  Ag a in s t  
Se xu a l Exp lo it a t ion  o f Ch ild re n  (SUFASEC)
6 Alliance members

2 re g ions : As ia  and  La tin Ame ric a  / 12  c ountrie s

2  re c e nt p ie c e s  of re s e a rc h: 

● Safe ty by De s ign (2023): Child safety by design that works against 
online  s e xua l e xp loita tion of c hild re n

● VOICE in collaboration with ECPAT and Eurochild (2024): Speaking 
up  for c hange  Child re n’s  and  c a re g ive rs ’ voic e s  for s a fe r online  
e xpe rie nc e s

https://www.datocms-assets.com/22233/1652864615-child-safety-by-design-report-final-1.pdf
https://www.datocms-assets.com/22233/1712224378-voice_report_08042024.pdf


Sa fe ty  fo r  Ch ild re n  a n d  th e ir  Rig h t s  
On Lin e  (SCROL)

4 countries : Cambodia, Kenya, Nepal and the Philippines, and 7 local 
imple me nting  pa rtne rs

4  domains  of imple me nta tion: 
Childre n and  communitie s
Law e nforce me nt age nc ie s
Gov e rn m e n t  a n d  In s t it u t ion s
Priv a t e  s e c to r  e n g a g e m e n t  - In t e rn e t  a n d  t e c h  in d u s t ry



Sa fe ty  b y  De s ig n  re s e a rc h  fin d in g s  (2 0 2 2 )
Participatory research in 10 countries. Ke y  fin d in g :  Dig it a l p la t fo rm s  a re  
u n s a fe  fo r  c h ild re n  a n d  n o t  t ra n s p a re n t  w h e n  it  c o m e s  to  t h e ir  s a fe ty  
m e a s u re s  a n d  th e ir  e ffe c t iv e n e s s .

It is  urge nt to  imple me nt a  Sa fe ty by De s ign approac h, putting  us e r s a fe ty 
and  rights  a t the  c e nte r. It c an he lp  tac kle  OSEC by:

1. Cre a ting  s a fe  s pace s  for child re n, e ns uring  anonymity and  mode ra tion by p rofe s s iona ls
2 . Ens uring  p rivacy - p re s e rving  age  ve rific a tion and  age  as s urance , and  age -appropria te  

online  e xpe rie nce s  
3 . Adopting  Inte llige nt p rivacy by de fault a s  a  s tandard  for the  indus try 
4 . Adopting  computa tiona l ris k de te c tion combine d  with ris k mitiga tion s tra te g ie s  in 

collabora tion with child re n



VOICE re s e a rc h  fin d in g s  (2 0 2 4 )
483 children involved, aged between 11 and 17 and 6,618 caregivers across 15 
c ountrie s  in Europe , SouthEas t As ia  and  South Ame ric a

Ke y  fin d in g s :
● Childre n d is p laye d  a  high tole ranc e  for ris ks , ac c e pting  this  to  be  pa rt and  pa rc e l 

of be ing  online
● Childre n norma lis e  the  ris k: “If you want to  be  s a fe  online , you s houldn’t be  on 

s oc ia l me dia !” (Girl from the  Ne the rlands )
● Care g ive rs  ove re s tima te  the ir knowle dge  of online  s a fe ty and  a re  not s uffic ie ntly 

e quippe d to  re s pond to  ris ks .

Wha t ma tte rs  to  c hildre n:
1. The y want more  informa tion about online  s a fe ty
2 . The y want both privac y AND prote c tion from ha rm
3. The y want to  be  involve d  in addre s s ing  online  s a fe ty c onc e rns



Re c om m e n d a t ion s  from  c h ild re n  a n d  
c a re g iv e rs  
● Childre n and  c a re g ive rs  want be tte r re gula tions  and  e ffe c tive  s anc tions  

aga ins t non-c ompliant c ompanie s

● Childre n urge  p la tforms  to take  c onc re te  ac tions  to  re duc e  the  ris k of the m 
be ing  c ontac te d , be frie nde d , and  groome d e .g . pop-up  warnings  tha t p re s e nt 
c hild re n with c hoic e s , and  to p re ve nt the  non-c ons e ns ua l us age  of 
photographs  e .g . p rohib iting  s c re e ns hotting  of Ins tagram s torie s

“Cre a te  le g is la tion in Europe  in whic h a ll s ite s  a re  s a fe  and  punis h thos e  tha t don’t c omply —
De e pWe b s houldn’t e xis t.” (Child re n from Portuga l) 



SCROL: ou r  e ffo r t s  t o  s u p p ort  re g u la t ion  o f t h e  in t e rn e t  a n d  
t e c h  in d u s t ry
● Ne pa l: with the  Inte rne t Se rvice  Provide r As s oc ia tion of Ne pa l- ISPAN we  de ve lope d  

Standard  Ope ra ting  Proce dure s  (SOP) for Inte rne t Se rvice  Provide rs  (ISPs ). In 20 25, we  
will advoca te  for the  e ndors e me nt of the s e  SOPs  by the  Minis try of Communica tion, 
Information, and  Te chnology (MoCIT).

● Cambodia : we  s upporte d  the  Minis try of Pos t and  Te le communica tions  to  de ve lop  a  
mode l Child  Prote c tion Policy for companie s  in the  Inte rne t and  Te ch indus try. In 20 25., 
we  continue  our e fforts  towards  the  adop t of online  child  p rote c tion s tandards  as  a  
le ga l re quire me nt.

In the absence of specific national regulations, securing the commitment of private 
stakeholders remains a significant challenge.



Ca ll fo r  Ac t ion

All s t a ke h o ld e rs  w orkin g  in  
c h ild  p ro t e c t ion :

En fo rc e  c h ild  r ig h t s  in  t h e  
d ig it a l e n v iron m e n t  a n d  
in c lu d e  t h e  v o ic e s  o f c h ild re n  
a n d  c a re g iv e rs  a t  a ll t im e s .



Priv a t e  Se c to r:

Ap p ly  a  Sa fe ty  b y  De s ig n  
a p p roa c h  t o
in c re a s e  a c c e s s  t o  
in fo rm a t ion  on  d ig it a l r ig h t s  
a n d  re d u c e  OSEC ris ks .

Ca ll fo r  Ac t ion



Na t ion a l Gov e rn m e n t s :

Re g u la t e  t h e  d ig it a l a n d  t e c h  
in d u s t ry  a n d  e n s u re  
re g u la t ion s  a re  b roa d  
e n ou g h  a n d  fu tu re  p roo f t o  
a n t ic ip a t e  t h e  e v o lu t ion  o f 
t e c h n o log ie s .

Ca ll fo r  Ac t ion



Th a n k y ou !
Need more information? Contact us:
Monique  De me nint, Se nior Programme  Manage r Down to  Ze ro: m.de me nint@tdh.nl
Zoe  de  Me lo, Se nior Programme  Manage r SCROL: z .de me lo@tdh.nl


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13

