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Wiglelele understand about this digital worlde
What does understand about the digital world?




Explaining the Internet. A global network of computer networks. It connects us to
different content, services, communities, software + different countries, laws,
political systems, cultures, values, belief systems =>
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Internet: Examples of Risks and Challenges
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The digital world - whose responsibilitye

UK Legal Framework UK Legal Framework

Criminal Justice Act 2003 Online Safety Act

Sexual Offences Act 2003

Communications Act 2003 (section 127) The Counter-Terrorism and Security Act

Data Protection Act 1998 Protecting Children from Anti-Radicalisation:
The Computer Misuse Act 1990 (sections 1 - 3) https://www.gov.uk/government/publications/protecti
Mallicious Communications Act 1988 (section 1) ng-children-from-radicalisation-the-prevent-duty

Copyright, Design and Patents Act 1988

Public Order Act 1986 (sections 17 — 29)

The Privacy and Electronic Communications (EC
Directive) Regulations

Obscene Publications Act 1959 and 1964
Protection from Harassment Act 1997
Regulation of Investigatory Powers Act 2000
Criminal Justice and Immigration Act 2008
Education and Inspections Act 2006

The Serious Crime Act 2015 Section 67

And much more



https://www.theyworkforyou.com/pbc/2013-14/Criminal_Justice_and_Courts_Bill/12-0_2014-03-27a.11.0
https://www.gov.uk/government/news/new-crackdown-on-child-groomers-comes-into-force
https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty

Preventing Online Radicalisation -

Supporting Parents/Carers & Early
Help Practitioners

START COURSE

This course will present materials and two fictionalised case studies to help you better

understand the many aspects of online radicalisation, how it happens, and what we can do
to minimise this risk. It will also highlight actions you can take to support young people’s
digital resilience and wellbeing and reduce the likelihood of radicalisation.




01. About this Course

02. Introduction: Terrorism, Radicalisation, Extremism

03. Radicalisation: Susceptibility and Risk

04. Danny's Story: Extreme Right Wing Ideology

05. Sharifa's Story: Islamist Extremism

06. Pathways to Radicalisation

07. Online Radicalisation

08. Social Media, Al and the Dark Net

09. Parenting for Digital Resilience and Well-Being

10. Help & Support: Prevent, Channel & Making a Referral

11. End of Course - Knowledge Check and Reflection Questions

12. Acknowledgements




2.2. What is radicalisation and online
radicalisation?

Radicalisation is the process of a person subscribing to extremist ideology. This can include
legitimising support for, or use of, terrorist violence. [ 3]

Radicalisation can happen in both the physical and digital world or a mix of these environments.

Online radicalisation refers to the process where the exposure to
radical ideologies and views and indoctrination happens through
interactions and engagement in the digital world.

Terrorism begins with radicalisation. Most people who commit terrorism offences do so of their own
agency and dedication to an ideological cause. [4 ]
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3.1. What is the typical profile of a radicalised

individual?

There is no single profile of a radicalised person, nor is there a single pathway or ‘conveyor belt’ to

being radicalised. [ 1]

“Any young person can be radicalised - but they
can be helped too...l really want to appeal to
everyone to be as vigilant as possible for signs

that a young, loved one may be in trouble.

Richard Smith, the Metropolitan Police’s head of counter terrorism command
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04. Danny’s Story: Extreme Right
Wing Ideology

MODULE 4 OF 12
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05. Sharifa’s Story: Islamist
Extremism

MODULE 5 OF 12

5.1. Islamist terrorism in the UK

Islamist terrorism is the most significant terrorist

threat to the UK by volume.[1;

What drives Islamist extremism?
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06. Pathways to Radicalisation

MODULE 6 OF 12

6.1. Narratives of grievance

“...Nothing can justify violent extremism, but we must
also acknowtedge that it does nat arise in a vacuum.
Narratives of grievance, actual or'perceived injustice,
promised empowerment and swéeping change
become attractive where humanrights are being
violated, good governance is being ignored and

aspirations @re being crushed...” Antdnio Guterres [1]
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7.1.2. Social media potential and opportunities

Social media platforms and messaging services present many positive opportunities for young
people.

Flip each card to learn more.

Jdtu.int 18
18




7.1.3. Influence and risks of social media

However, social media and messaging services can also add to online risks and dangers.

Role of social media in online radicalisation

In the context of online radicalisation, terrorist acts and related offending, social media and

messaging services play a central role.

Use the arrows to scroll through the slides and learn more.
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7.2. Online extremist groups

“In relation to radicalisation, the Internet plays an integral role in the generation, consumption and
spread of extremist propaganda.”[4]

Extremist groups are known to maintain multiple online networks and channels of communication
for networking and coordination, to indoctrinate and recruit ideological supporters, seek funding,
disseminate information, share knowledge and mobilise their people to violent action. [5]

“...online platforms serve as tactical spaces for
opportunistic extremists to agitate and mobilise, and as
pulpits to encourage violent activity and promote hate
against marginalised communities.”[¢]

www.itu.int 20
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7.4.1. Misinformation, disinformation and
malinformation

Many social media platforms are used as primary sources of news by millions of users, with little
insight available as to a platform’s impartiality or how it is used to spread disinformation,
misinformation and malinformation. [14 ]

Flip each card to learn more about the difference between misinformation and disinformation.

Misinformation Disinformation  *#  Malinformation

refers to... refers to... refers to...
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9.1. Online radicalisation: The important role of
parents

Parents play a pivotal role in preventing the radicalisation of their children, both through direct
engagement and by shaping the family environment.

Research shows that by engaging in open discussions about values and beliefs, parents can provide
a platform for critical thinking, thereby reducing the appeal of radical ideologies. [ 1]

There is a growing recognition that.... “children cannot
merely be treated as ’small adults’ with heavily securitised

policies. An outcome-focused system must balance the
interests of the public and targeted communities with the
best interests of the child to address root causes of
radicalisation and secure successful reintegration and
threat mitigation.” [2]




9.2.2. Digital literacy, life skills, digital resilience

Select each plus sign below to learn more about the literacies and skills young people need
today to stay safe and benefit from resources on the Internet.

What do we mean by Digital Literacy?

What do we mean by Life Skills in the digital space?

What do we mean by Digital Resilience?

9.3. What are the risks to children and young
people online?

www.itu.int 23
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9.2. Equipping your child for the digital world

As parents and professionals, you may tend to focus on the platforms (social media and online
games) that children and young people use. You may imagine that because you are not an expert
on these platforms, you cannot guide your children. This is not true!

Imagine the Internet as a global city, with people, content and services from all over the world. And
imagine your child navigating this city. What skills will they need to navigate it wisely, gain
benefit and manage online risks?

Aitu.int 24
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Thank youl!

Launching in March 2025. Register your interest:

Or visit:

hitp://tinyurl.com/wisekids
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Contact:

Email: sangeet@wisekids.org.uk
X/Twitter: @sangeet AND @wisekids
BlueSky: sangeetbhullar.bsky.social

and wisekids.bsky.social
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