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Purpose
Share international best practices for coherent global standards on children’s rights in the digital environment.

Action required
This report is transmitted to the Council Working Group on Child Online Protection for information.
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Building the digital world
that young people
deserve

5Rights is at the forefront of delivering practical change for
children so they can access the digital world knowledgeably,
creatively and fearlessly.

[ EXPLORE OUR RESOURCES



https://5rightsfoundation.com/resources/
https://5rightsfoundation.com/resources/

Pathways: How
digital design puts
children at risk
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Companies want to

maximise time spent
on their service

Companies want to
maximise reach of
their service

Companies want to
maximise interaction
on their service
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Services are designed
to engage users,

make content more
and more appealing
and reduce any friction
in consumption

Serivces are designed
to promote and extend
networks and connec-
tions, between peers
and strangers, children
and adults

Services are designed

to encourage content
creation and integrate
metrics for popularity and
validations to promote
interactivity
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Children feel like
they spend too much
time online and find it

hard to stop

Children have
extensive networks
and connections
online - to be offline is
to feel excluded

Children feel
under pressure to
get validation online
and change their
behaviour to gain it



Children’s Rights in the Digital Environment
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United Nations CRC/C/GC/ZS

Convention on the Distr.: General
N = 2 March 2021
Rights of the Child

Original: English

Committee on the Rights of the Child

General comment No. 25 (2021) on children’s rights in
relation to the digital environment

I. Introduction

1. The children consulted for the present general comment reported that digital
technologies were vital to their current lives and to their future: “By the means of digital
technology, we can get information from all around the world™; “[Digital technology]
introduced me to major aspects of how I identify myself: “When you are sad, the Internet

'y

can help you [to] see something that brings you joy™.

2. The digital environment is constantly evolving and expanding. encompassing
information and communications technologies. including digital networks. content. services
and applications, connected devices and environments, virtual and augmented reality.
artificial intelligence, robotics, automated systems, algorithms and data analytics, biometrics
and implant technology 2

3. The digital environment is becoming increasingly important across most aspects of
children’s lives, including during times of crisis, as societal functions, including education,
government services and commerce, progressively come to rely upon digital technologies. It
affords new opportunities for the realization of children’s rights, but also poses the risks of
their violation or abuse. During consultations, children expressed the view that the digital
environment should support. promote and protect their safe and equitable engagement: “We
would like the government, technology companies and teachers to help us [to] manage
untrustworthy information online.”; “T would like to obtain clarity about what really happens
‘with my data ... Why collect it? How is it being collected?””; “T am ... worried about my data
being shared™.*

4. The rights of every child must be respected, protected and fulfilled in the digital
environment. Innovations in digital technologies affect children’s lives and their rights in
ways that are wide-ranging and interdependent. even where children do not themselves
access the Internet. Meaningful access to digital technologies can support children to realize
the full range of their civil, political, cultural, economic and social rights. However, if digital
inclusion is not achieved. existing inequalities are likely to increase, and new ones may arise.
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KNOW YOUR RIGHTS IN THE

DIGITAL ENVIRONMENT

The UN Committee on the Rights of the Child has just said... ) ﬂﬁplmr ”"”S
m m! m! m 'l'o "N:C' ‘ Digital technology can help you access & m

services, but it must be accurate and not .
undermine your other rights.

Digital services
should not take

use it in ways that
are unfair or
unjust, or allow
others to use your
information in
'ways that don’t
benefit you.

YOU HAVE THE RIGHT TO PARTICIPATE

Digital services should not be used to stop you
saying what you think (so long as it does not
hurll:thers) or joining others to make a better
world.
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YOU HAVE THE RIGHT TO BE SAFE YOU HAVE THE RIGHT NOT TO BE EXPLOITED

Playing online should not mean that you are You should not be sent pictures, videos and Digit: i 1 not targe! ith
targeted to do or buy things that make money messages that harm you or suggest that you asv:.!(ﬁm?::u?':: y:::r :nton'ni?l':"‘:l or
for oll"llerr:.ng sAhﬂu:lll: ‘I::ll:en re;:: :gg‘r’:fr:;e to harm you.l:sell. You should b: prolet;:ed from allowing others to do so. You must be
) anyone who contacts you who may harm you
b designed to ‘give you a break’. i 2 in re{l life. S 2 . H Protecied from viokance of ol sorts. h

https://5rightsfoundation.com/resource/know-your-rights/



https://5rightsfoundation.com/resource/know-your-rights/

International Landscape

*United Nations (2024), Global Digital Compact
*International Telecommunication Union

(2020), Guidelines for industry on Child Online
Protection

*African Union (2024), Child Online Safety and
Empowerment Policy

*OECD (2021), Recommendation of the Council on
Children in the Digital Environment, and Guidelines
for Digital Service Providers

*Global Privacy Assembly (2021), Resolution on
Children Digital Rights

*UK (2021) Age-Appropriate Design Code

*|[EEE 2089-2021, Standard for an Age Appropriate
Digital Services Framework
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https://5rightsfoundation.com/resource/global-digital-compact/
https://www.unicef.org/media/90796/file/ITU-COP-guidelines%20for%20industry-%20%202020.pdf.
https://www.unicef.org/media/90796/file/ITU-COP-guidelines%20for%20industry-%20%202020.pdf.
https://5rightsfoundation.com/resource/protecting-africas-children-online-a-new-policy-framework/
https://5rightsfoundation.com/resource/protecting-africas-children-online-a-new-policy-framework/
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0389
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0389
https://legalinstruments.oecd.org/public/doc/272/5803627d-b49b-4894-8dbe-35f67fd10007.pdf
https://legalinstruments.oecd.org/public/doc/272/5803627d-b49b-4894-8dbe-35f67fd10007.pdf
https://globalprivacyassembly.org/wp-content/uploads/2021/10/20211025-GPA-Resolution-Childrens-Digital-Rights-Final-Adopted.pdf
https://globalprivacyassembly.org/wp-content/uploads/2021/10/20211025-GPA-Resolution-Childrens-Digital-Rights-Final-Adopted.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/age-appropriate-design-a-code-of-practice-for-online-services/
https://5rightsfoundation.com/resource/ieee-2089-2021-standard-for-age-appropriate-digital-service-framework/
https://5rightsfoundation.com/resource/ieee-2089-2021-standard-for-age-appropriate-digital-service-framework/

The Impact of Regulation
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Towards Global Coherence

*

Systemic, tech neutral and outcome-based.

Respect children's rights (based on UNCRC and
General comment No. 25) and best interests,
including their right to participate.

Corporate responsibility to design products with
children in mind, taking into account their rights,
heeds, vulnerabilities, and evolving capacities.

Privacy and safety by design and by default at the
heart of product development, including risk
assessment and mitigation (based on the 4Cs
framework covering content, contact, conduct and
consumetr/contract risks).

Accountability, transparency, and oversight.
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