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Introduction 
In accordance with Council Resolution 1336 (Mod. 2019). CWG-Internet will decide on the international Internet-related public policy issues for next open consultation, drawing primarily from Council Resolution 1305 and the list of topics outlined in Annex 1. We propose that it is important to highlight the issue of cybercrime in the upcoming open consultation, as it has not been discussed in previous Council Working Group Internet open consultations. 
Furthermore, UN Member States are currently negotiating a New Convention treaty on countering the use of information and communications technologies for criminal purposes. It is essential that we discuss this important global concern to ensure a comprehensive approach to international Internet-related public policy matters. 
Discussion 
The Internet and digital technologies have transformed all aspects of human life, making it more comfortable and convenient; however, they also increase the cybersecurity threat and attack surface. Cybercrime has become a major issue worldwide, and the number and methods of cyberattacks are increasing, as is dependence on the Internet and other networks that are essential for accessing services and information. 
Cybercrime is a significant and growing problem for users, networks, and the Internet as a whole and should be dealt with at appropriate national and international levels. Cybercrime could be generally refers to criminal activity where a computer or network is the source, tool, target, or place of a crime. 
According to the United Nations Office on Drugs and Crime “While Internet access is viewed as an indicator of development, marked increases in cyber offences nationally, regionally and globally have shown the need to counter cyber-dependent and cyber-enabled crimes. 
The increasing number of Internet users through broadband and mobile data, has resulted in a growing number of potential cybercrime victims”.
Proposal 
Considering the introduction and discussion above, the following topic is suggested to Council Working Group Internet next open consultation: "How to mitigate the impact of cybercrime on individuals and organizations." 
· What will be the ways and tools that can be used to mitigate cybercrime risks? 
· How can stakeholders enhance collaboration to combat cybercrime? 
· What role do government regulations and policies play in mitigating cybercrimes for both individuals and organizations? 
· How can personal data protection and cross-border data flow laws and regulations be effectively integrated with cybercrime regulations in the context of best practices?
· How can we develop innovative strategies to fight against cybercrime that involves the use of artificial intelligence technologies?
We believe that this topic is important and timely, and we look forward to hearing the council's thoughts on them.
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