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	[bookmark: dsource]Contribution from the Russian Federation

	[bookmark: lt_pId011][bookmark: dtitle1]PROPOSAL TO DISCUSS IN CWG-INTERNET THE CHALLENGES TO THE INTERNET GOVERNANCE SYSTEM AND PREPARE RECOMMENDATIONS TO PREVENT THE FRAGMENTATION OF THE INTERNET

	Purpose 
[bookmark: lt_pId013][bookmark: lt_pId014]The Administration of the Russian Federation proposes that the Council, in view of the provisions of Resolution 101 (Rev. Bucharest, 2022) of the Plenipotentiary Conference regarding the need to promote greater participation by Member States in Internet governance so as to ensure maximum benefits to the global community, consider the problem of fragmentation of the Internet as a result of uncoordinated regulatory action concerning certain aspects of the Internet. It is also proposed that the Council, through the Council Working Group on international Internet-related public policy issues (CWG-Internet), consider steps to coordinate such action so as to prevent the definitive political fragmentation of the Internet and the transformation of the global network into a series of loosely connected national fragments, and to foster internationalization of the Internet governance system.
Action required by the Council
[bookmark: lt_pId016]The Council is invited to consider the proposals herein and adopt measures as required.
__________________
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1	General
It is indispensable to build digital trust and ensure security in the use of ICTs if we wish to work together to achieve shared goals in an increasingly fragmented world.
To begin with, it is important to note the great importance that the development of Internet-based services in the telecommunication/ICT domain has acquired for humanity as a whole, as well as for individual countries. In the process, the functioning of the national Internet domain and its reliable connection and integration with the global network have become a vital function for every country, economy and population. In this connection, States are actively implementing programmes to regulate various aspects concerning the Internet within the limits of their jurisdiction, but in many cases resorting to the principle of extraterritoriality in the application of such regulation. 
However, no forum exists for practical intergovernmental dialogue to discuss the possibility of coordinating government action to regulate the Internet and potential threats to network integrity and reliability, and to prevent regulatory fragmentation. 
The Russian Federation has repeatedly, in various international forums, expressed its concern about the absence of reliable guarantees for the development and security of the Internet. There are currently no international legal and regulatory instruments to guarantee the integrity and security of the public core of the Internet[footnoteRef:1]; but without such fundamental documents it is impossible to secure the long-term, productive development of the Internet and Internet services around the world. Neither is there an intergovernmental dialogue on issues regarding the coordination of Internet regulation. Given the provisions of Resolution 101 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on Internet Protocol-based networks, regarding the need to promote greater participation by Member States in Internet governance and the need to continue collaborative activities related to IP-based networks, it would be beneficial if such a dialogue were to be organized within the ITU framework. [1:  	The term “public core” is defined in a paper of the Global Commission on the Stability of Cyberspace (GCSC) entitled “Definition of the public core, to which the norm applies”.] 

It is clear that the time is ripe for the creation, on the basis of the 2005 principles of the Tunis Agenda for the Information Society, of international mechanisms to coordinate regulatory activity between Member States to ensure integrity, resilience and stability of the public core of the Internet, in a context where individual States are constructing sovereign segments of the Internet.
2	Rationale
The institutionalization of Internet governance mechanisms was undertaken by the Government of the United States of America in the mid-1990s. This was appropriate given the scale and significance of the Internet at that time. Since then, the scale and the degree of penetration of Internet services in all spheres of life – State administration, the economy, everyday life – have increased manyfold, but the principles and mechanisms for governance of the global network have not changed significantly. This is aggravating the fragmentation of the Internet as nations become more active in their regulation of the Internet. 
An important step towards developing an international system of Internet governance and its internationalization was the 2005 Tunis Agenda for the Information Society. This document was a consensus declaration of the World Summit on the Information Society (WSIS). It contained a call to support the stability and security of the Internet as a global facility and to ensure the requisite legitimacy of its governance, based on the full participation of all stakeholders, from both developed and developing countries, within their respective roles and responsibilities.
In reality, however, the role of States in international Internet governance has remained a secondary one, and the approaches and principles of the Tunis Agenda have never been fully implemented. Experience has shown that this was a fundamental error.
In the absence of a constructive international dialogue between States on Internet governance and the timely adoption of international legal documents, national-level Internet regulatory processes are under way that are disparate and uncoordinated in nature, and progressing with various degrees of depth and rapidity. 
Taking into account Resolution 102 (Rev. Bucharest, 2022) of the Plenipotentiary Conference, on ITU's role with regard to international public policy issues pertaining to the Internet and the management of Internet resources, including domain names and addresses, which concerns the need for development of international Internet public policy by governments in consultation with all stakeholders, and considering also the provisions of ITU Council Resolution 1305, on the role of the dedicated group in identifying Internet-related public policy issues, which included the issues of the continuity, sustainability and robustness of the Internet in a list of issues corresponding to the ITU mandate to be discussed in the Working Group on international Internet-related public policy issues (CWG-Internet), it would seem appropriate to organize such a dialogue in the framework of CWG-Internet.
At the same time, while recognizing that each State has the sovereign right to regulate its national segment of the Internet, it is a matter of particular concern that such regulation is not being coordinated internationally. It has become evident that the ongoing regulatory fragmentation of the Internet will bring about its definitive segregation and the loss of seamless connectivity.
Against a background of growing international tensions, the assertion of “digital sovereignties”, and a significant increase in possibilities for cybercriminals to attack the global infrastructure, States will have to step into the breach as guarantors for the stability and integrity of the public core of the Internet.
The only possible way to maintain the Internet as a single network and to build digital trust and security among all stakeholders is to respect the principles of equality and respect for sovereignty in the international community. 
We share the view of the Secretary-General of the United Nations that governments remain at the heart of digital cooperation, and consider that the solutions to international public policy issues in this area, as in other areas, should be taken by States, above all, in accordance with the principles of the United Nations and the decisions of WSIS, and on the basis of the principles of the 2005 Tunis Agenda for the Information Society.
We consider it important and necessary that the issues of the secure functioning and development of the Internet be discussed under the auspices of the United Nations and ITU, its specialized agency for telecommunications/ICTs.
[bookmark: lt_pId048]Given the scope of ITU's responsibility and the competence of specialists, it makes sense that it should be within this international organization that the sectoral legal challenges in the Internet/ICT domain are considered, both in current regulation and in future international regulations that are connected with the application of new and emerging Internet-based telecommunication/ICT technologies and services.
3	Proposal
On the basis of the considerations set out above, the Administration of the Russian Federation proposes that the Council:
1)	task CWG-Internet with the organization of discussions of issues related to aspects of the ITU Member States’ regulation of aspects of the Internet concerning critical infrastructure elements/public core at the national and international level along the following lines:
•	organize a broad discussion with the Member States about current and planned practice as regards the regulation of those aspects of the Internet that concern critical infrastructure elements/public core;
•	invite the administrations to share their current practice for legislative regulation and plans for the development of such regulation for elements of the critical infrastructure elements/public core;
•	identify key aspects of the fragmentation of the Internet that touch on critical infrastructure elements/public core;
•	produce, if necessary, proposals/recommendations for the Council on the role of States in the process of regulating aspects that concern critical infrastructure elements/public core and mechanisms for coordinating such activity to prevent the fragmentation of the Internet; 
2)	call on Member States to share their views on the preparation of international legal instruments that can be used to meet the challenges and address the risks that currently exist in the critical Internet infrastructure governance system and guarantee the integrity, robustness and security of the public core of the global Internet, and prepare, if necessary, recommendations to that effect for the Council.
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