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	Summary
This document presents a situational assessment on child online protection at the national level in Malta, which is the result of the collaboration between the MFWS, the Ministry for Education of Malta, and the ITU Office for Europe under the Regional Initiative for Europe EUR 4 on “Enhancing trust and confidence in the use of Information and communication technologies”. 
This situational assessment is also developed within the framework of the Child Online Protection project titled O.S.C.A.R – Online Safety for Children and Relatives is the strategic project of MFWS. An initial assessment has been carried in order to examine the current situation in Malta in relation to child online protection. A statistical exercise will also be carried out in the coming weeks in order to obtain statistical data of the said situation in Malta. Furthermore, various sub-groups, focusing on different issues, including communication and awareness raising, post trauma training, IT and apps and training to teachers were established. The said groups are working in parallel aiming to draw up various policy measures with the ultimate objective of developing policy measures in order to combat child online abuse in Malta. Communication is deemed to be the backbone of the project. In fact, a communication strategy is currently being drafted. The first phase of the communication strategy shall be an awareness raising campaign following by other communication measures through which the general public shall be kept abreast with the development of the policy measures being carried out by the abovementioned subgroups. International collaboration remains of utmost importance to 2the project. 
Action required
Council Working Group on Child Online to take note of this document. 
________________
References
Resolution 179 (Dubai, 2018); ITU Council Resolution 1306. 






Child online protection in Malta – A situational assessment
1. [bookmark: _Toc91144416]Introduction
1.1	Objective of the report
A requisite prior to any social and behavioural change process is a situational assessment as it establishes a realistic picture of the opportunities, challenges and barriers regarding a specific issue as evidenced by available data (or lack thereof) and informed professionals. Generally, it guides the identification of gaps, priorities and a possible way forward. The primary objective of this assessment is to take stock of the current situation with regards to children online protection and further to help launch necessary and identified measures to help implement the UN ITU guidelines.
In a UN ITU virtual conference in November 2020, President Emeritus of Malta and President of Euro Child ML Coleiro Preca stated: 
 ‘Whilst the digital environment undoubtedly provides real and important opportunities for children, there are also downsides and risks. Indeed, the importance of internet safety during the COVID 19 pandemic has increased multiple folds since more internet usage is resulting in more potential risks.’ [1]
The pandemic normalized what is already a very common practice and an important tool that facilitates both the learning process and communication. However, this tool is not without its undesirable side effects. Side effects that if left unrecognized, not challenged and its outcomes not mitigated by a standardized and approved system across all borders, can cause grave harm.  Considering that the internet has no border restrictions, this uniformity is paramount.

0.  Background and context  
Main ICT trend 
The Maltese archipelago consisting of 3 inhabited islands is approximately 316 km2 with an estimated total population at the end of 2020 of 516,100. Fifteen point nine per cent (15.9%) of the total population are persons under the age of 18 with 47,283 aged between 0 and 9 and 34,847 aged between 10 and 17. [2]
In 2020 Malta’s mobile cellular network coverage with at least 4G was 100%. Households with internet access stood at 90% and 83% had a computer at home (2017). In 2019, 64% of households in rural areas and 87% in urban parts had internet access. In 2020, mobile cellular subscriptions were 143 and fixed‑telephone subscriptions stood at 59 per 100 inhabitants. Active mobile broadband subscriptions and fixed broadband subscriptions stood at 96 and 48 respectively. [3]
The percentage of the population using the internet in 2020 was 87% with both genders scoring equally at 87% when compared with the total male and total female populations. The average monthly fixed broadband internet traffic per fixed broadband subscription in MB in 2020 was 338498 while the mobile internet broadband traffic per mobile broadband subscription also in MB was 6749. With regards to ICT skills, in 2014, individuals with basic skills stood at 52% and in 2017, 6% were considered to have advanced skills. With regards to affordability, mobile‑data baskets in Malta cost 1% or slightly less than the gross national income per capita and usage stands at 100% of 15 to 24-year-old as a percentage of all the 15 to 24-year-old. [4]
This situational assessment is analysing the current support service provision available for children living in Malta by the various stakeholders involved in child protection online as evidenced by sectoral reports that the various entities have published and as reported by professional personnel. 
Various Ministries and other national entities are concerned with children exposed to online situations that may prove abusive for them. A list of these entities with a short description of their national contribution and their input forms the main contents of this report.
1.3 ICT and children
A number of research initiatives have been assessing the situation in different countries both in Europe and further afield. Smahel, D., et al (2020) in their report ‘EU Kids Online 2020: Survey results from 19 countries. [5] EUKidsOnline’ states that:
‘EU Kids Online is a multinational research network. It seeks to enhance knowledge of European children’s online opportunities, risks and safety. It uses multiple methods to map children’s and parents’ experience of the internet, in dialogue with national and European policy stakeholders.’ [5]
Malta was one of the nineteen countries that participated. The Maltese findings (2020) [6] indicate that:
‘… half of younger children aged between 9 and 10 are accessing the internet through their mobile phone. This number increases to 9 out of every 10 children between the ages of 15 and 16’. One in every four children had received sexually explicit messages and one in five received requests of a sexual nature. 21% of children aged 9 to 16 did not speak to anyone about an online experience that had disturbed them. Friends (39%) and parents (42%) were the main source of support in cases when they did seek help. The percentage of children that did nothing when facing such problems remains high, with 33% ignoring the problem or hoping that it would go away and 30% closing the website or app …. Despite a climate of trust in classrooms, mediation by teachers is low and remains restrictive rather than enabling; 43% of participants said they had received rules about what they were allowed to do on the internet at school, while 45% said they had received advice on how to use the internet safely.’ [5] [6]
Malta sampled its participants via schools, using the guidelines defined for the European School Survey Project on Alcohol and other Drugs (ESPAD, 2015) as recommended. 
‘The target population consisted of students aged 9 to 16yrs who were present in the classroom on the day of the survey. Students enrolled in regular, vocational, general and academic studies were included. Those who were enrolled in either special schools or special classes for students with learning disorders or severe physical disabilities were not included.’ [5] [6]
It is evident that those most socially vulnerable are not captured at all in the figures shared above.
The young Maltese are behaving exactly as their counterparts all over Europe and, for that matter, the wider world. Technology is an incredible tool and should be available for one and all but cyber issues have no borders, therefore the efforts to protect all children must span across all nations irrespective of development and advancement, hence ensuring its safe use.

1. [bookmark: _Toc91144417]Cyber Crime Unit

In Malta, the entity that works closely with all stakeholders who are working with child abuse is the Cyber Crime Unit within the Malta Police Force. Cybercrime is considered as a rather recent phenomenon where the modus operandi is not clearly understood by the various entities that provide services for children. This generates anxiety and the Cyber Crime Unit is the assistant sought in these circumstances.
Chapter IX of the Laws of Malta (Criminal Code) is the main tool used by the Cyber Crime Unit of the Malta Police [7] when dealing with the criminal consequences of cyber‑bullying and harassment where bullying and harassment are understood as a power struggle between a perceived vulnerable person and an allegedly stronger individual who seeks to deliberately upset, intimidate or coerce the former. Furthermore, in its Harassment and Bullying policy, the University of Malta defines:
‘Harassment are any repeated, unwanted, unwelcome or uninvited behaviour which makes a person feel humiliated, intimidated or offended. … Bullying, though interchangeable with harassment, (not necessarily so) is considered to be more an emotive event with more emphasis on intimidation’.[8]
Nevertheless, ‘the clear difference between harassment and bullying is that harassment is ILLEGAL and bullying IS NOT’ – meaning that laws clearly indicate harassment as illicit but does not indicate bullying in the same manner. However, bullying is never acceptable and anyone bullying should be punished appropriately’. [9]
However, not all actions emanating from cyber‑bullying are necessarily defined as criminal and hence are neither reported nor referred to this unit. A formal structure external to the Police Force but which can capture unacceptable behaviours where the intent is bullying and/or harassment but not necessarily criminal in outcome needs to be set up. 
While the Police feel that the law is adequate for them to deal with the criminal aspect of actions emanating from cyber‑bullying, cognizance needs to be taken of the fact that children under fourteen (14) years of age are not considered criminally responsible but, may also well be the instigators of cyber‑bullying and harassment themselves and/or acting on instructions from adults. It is clear that legal provisions alone will not suffice.
In all initiatives taken by both the Ministry for Social Justice and Solidarity, the Family and Children’s Rights and the Ministry for Education in this regard include the Cyber Crime Unit of the Police Force as part of any consortia or expert group set up. This facilitates training activities offered to all professional staff involved as well as referrals and procedures applied.
However, data kept by the Cyber Crime Unit is not sub‑divided by age categories, therefore renders the local picture of online abuse on children somewhat invisible when statistics are presented.  Furthermore, the Cyber Crime Unit is not particularly focused on cases where children are involved but covers the whole spectrum of cybercrime. [7]
Besides investigation, the role of the Cyber Crime Unit includes the technical assistance required to copy visual material encountered and its removal as well as reporting to the investigating agency. If indecent exposure is involved, the support of the Vice‑Squad of the Police Force is also sought and given.

2. [bookmark: _Toc91144418]Ministry for Education

The National Student Support Service (NSSS) within the Ministry for Education offers the Safe School Programme which includes [i] Anti‑substance abuse, [ii] Anti‑bullying and [iii] Child Safety Services. Educators who have also specialized in specific areas such as counselling and restorative practices are at its forefront. All bullying including cyber‑bullying that is brought to the attention of the educational system in all public schools are referred to this unit.
A statement has been made by more than one professional working within the school environment that during the pandemic, the bullying and fighting that generally happens in the classrooms, playgrounds and corridors occurred just the same: but during this particular period, it was mostly online.[10] Similar to the fights acted out in the school ground, cyber‑bullying may be the problem itself or the presenting problem with more serious issues or intent lying underneath.
‘How to deal with cyberbullying: guidelines for senior management team’ of the Ministry for Education defines cyber‑bullying as:
Cyberbullying is a form of aggression conducted by an individual or a group against others. Such behaviour is committed via electronic means. A person can be also ostracised from electronic communities or interactions. Cyberbullying includes (but is not limited to) communicating via electronic means with the objective of causing hurt, fear, embarrassment, humiliation, alarm and/or distress to one or more persons. Cyberbullying can be carried out on commonly used devices such as smart phones and any electronic device that is connected to the internet. [10]

Within the National School Support Services (NSSS), the Ministry for Education offers the Safe School Programme which includes [i] Anti‑substance abuse, [ii] Anti‑bullying and [iii] Child Safety Services. They also have an MoU with the Child Protection Services of the Foundation for Social Welfare Services (FSWS). [10] It is the anti‑bullying section that receives referrals and follows up on cyber‑bullying cases. Since last year’s change in the law (2020) [10] that made reporting mandatory, training to Heads of schools is ongoing so as to ensure that no one perpetuates the approach that since it did not happen in the school or during school hours, then it is not their responsibility.  All reported cases are first followed up by the support services provided by the Education System (except those where the abuse is blatant and merits reporting to the Police directly) and then referred to other entities like Child Protection Services (FSWS) if and when it is deemed necessary.[10] Discussions between the entities involved are on‑going and cases are discussed prior to a formal referral. 
In cases of serious cyber‑bullying, the parents of the child involved are advised to report to the Police. At the same time, the child involved, the perpetrator, and the bystanders are all addressed individually or collectively as is required. A restorative practice approach is being introduced where trained restorative practitioners take the lead in such cases. [10]
Self‑harm has been noted to be a possible end result of serious cyber‑bullying and suicidal ideation is considered to be on the increase. It has also been noted that children are speaking more openly about death and dying: possibly because of the reality as panned out by the pandemic. [10]
It appears that no specific data on cyber‑bullying is kept as the data available is on bullying in general. However, a ballpark figure of 15% of all bullying is cyber‑bullying has been floated. All types of bullying including cyber‑bullying are referred to the anti‑bullying teachers in the different colleges. The specialised training that these teachers have received include cyber‑bullying. [10]
For comparative reasons data from the published annual report of 2017 [12] has been used to show the number of cases occurring in a ‘normal’ year. The data published for the year 2020 which was the year of the pandemic and when school interventions were at their lowest show a clear and expected shift. [13]
In 2017 statistics show 468 cases of bullying (in general) while in 2020, 247 cases were reported. Considering that in 2017 the numbers reported emanated from situations where students were physically present at school and that in 2020 most students were mainly present online, tells a particular story. 
Cases of cyber‑bullying by adults on children have been identified in the past (ex: video of a recognizable local young girl on Porn‑Hub) and referred directly to the Vice‑Squad of the Malta Police.[10]
While parents /guardians are being offered information sessions and training on the use of the internet with its advantages and disadvantages, more is definitely required. Of paramount importance is the fact that while the internet is not conveyed as a negative development, the ongoing advancement and changes in the cyber world need to be followed closely and teachers and guardians need to be kept updated. The digital divide resulting from the level of education of parents and guardians cannot be ignored: neither can the non‑availability of some parents / guardians, where this is either through indifference or through necessity, be overlooked. Guardians also need to appreciate and understand how manipulative adults (known to the child or otherwise) can be; this besides particular signs and behaviours demonstrated by abused children that need to be recognized, understood and captured.  Therefore parents / guardians need to know what to look out for. Parents also need to be educated on the necessary safety features they should install in their own internet systems at home. Incidentally, parents are, at times shocked when told that they are responsible for whatever their children put on the internet! In the real world or the cyber world, parents are responsible for their children.
It has been said that children protect their online life very dearly as it is an important lifeline to their peers [10] and hence it may be difficult to elicit specific answers when questioned. Knowing how to address and handle such situations is another skill required in today’s world. A four‑step approach is advised by professionals in their educational encounters with children vis-à-vis internet safety: [i] adjust privacy settings; [ii] no response nor retaliation; [iii] block the bully; [iv] save screen shots and report to a trusted adult.[10] The limitation in this approach is the assumption that all students know how to implement the safety aspects advised and are willing to follow the steps indicated. Practical and hands‑on exercises are not included. 

3. [bookmark: _Toc91144419]Foundation for Social Welfare Services in the Ministry for Social Justice and Solidarity, the Family and Children’s Rights 

The Foundation for Social Welfare Services (FSWS) as part of the Ministry for Social Justice and Solidarity, the Family and Children’s Rights is the executive arm of this Ministry and is tasked with all service provision in the social sector but mainly with social work input. This entity is the coordinator of the BeSmartOnline project.[14]

As specified in the 2020 Annual Report of FSWS,[15] the Child Web Alert Hotline received 885 reports from the online reporting system while 605 calls were received through the Internet Helpline which is incorporated with the national Supportline 179.
The Hotline staff do not only handle the reports received but are actively involved in training other personnel including professional staff from various organisations. They also form part of the BeSmartOnline Project Consortium (set up in 2017) [14] together with Tech.mt, the Education Department, the Office of the Commissioner for Children and the Malta Cyber Crime Unit.
The consortium works with a strategy that proposes a series of actions. Its goals include: 
[i] stimulating the production of creative and educational online content for children as well as promoting positive online experiences. On line material is created to raise awareness depending on what is learnt from international partners and cases received through the helpline. 
[ii] Increasing awareness and empowerment including teaching of digital literacy and online safety in all EU schools. Locally toolkits for educators to include online safety in the curriculum are created through the PSCD unit of the Education Department and 
[iii] combating child sexual abuse material online and child sexual exploitation. The latter is done through the childwebalert online platform, whereby the general public can report anonymously websites (urls) which contain images or videos of children who are sexually abused and whose abuse was recorded. [14]
The Maltese law refers to this content as Child Indecent Material thus also photographs of children who are naked, or posing in a sexual manner are considered illegal. Referrals are received either through the Supportline 179 as highlighted above or through teachers and other professionals working in the social field as well as from the children themselves who make contact on social media.  The helpline can also be accessed through the besmartonline website [14] from where a report can be sent in an online format. Sexting and excessive use of technology are the next most reported cases after cyber‑bullying. In cases of grooming where the perpetrator is already known to the victim, the support of the Vice Squad is sought right away. FSWS notes that it is the 11 to 14 years old that are mostly affected and a surge in reporting is generally noted towards the end of the scholastic year before the summer recess.[16]  
In addition to the national support line 179, Kellimni.com is another support service that is run as a result of a partnership between SOS Malta, Salesians of Don Bosco, Aġenzija Appoġġ, and Aġenzija Żgħażagħ. It is staffed by a team of professionally trained operators.  The Kellimni.com team can be contacted through email, chat and smart messaging.  Chat lines are open 24/7.[16]

4. [bookmark: _Toc91144420]Aġenzija Sapport ‑ Children with Intellectual Challenges  

Aġenzija Sapport [17] within the Ministry for Inclusion and Social Wellbeing is the supervisory agency offering services for persons with disability, both physical and intellectual. Children with intellectual challenges are known to be in a more vulnerable situation when going online and hence treated separately in this assessment. 
It is interesting to note that while the legal parameters are used to define age so that the population is divided into sub‑sections, a particular group within the population may not benefit from this approach. Persons with intellectual challenges could be ‘adults’ as defined by chronological age but ‘children’ vis-à-vis their mental capacity, behaviour and vulnerability. This category of individuals merits particular attention.
Recently Aġenzija Żgħażagħ has trained persons with intellectual challenges who use the services of Aġenzija Sapport[17] on the use of the internet and included a safe‑guarding approach. Tablets have been made available for those who did not possess such equipment as they could not communicate with their Day Centres during the Covid pandemic. Definitely, an inclusive step and in the right direction but could also be fraught with complications unless necessary precautions are taken. Considering the vulnerability of these individuals, further training to parents, siblings, carers and support workers is imperative. The policy within Aġenzija Sapport is for any worker to always report to his/her senior if a disclosure is received and an incident report written at the earliest. Cases of indecent photo‑sharing as well as of an indecent video shared on tik‑tok are known. Further action as deemed necessary is taken. [18]
Some of these individuals have elderly parents who are not IT literate and may not be conscious of the susceptibility of their loved ones. Other persons with intellectual challenges on the Autism Spectrum are known to be aware enough to recognize that certain actions/behaviours are not correct and will, therefore keep them from family and carers not to incriminate themselves. Furthermore, because of lack of boundaries and lack of inhibitions in similar and other conditions, accepting an invitation from someone who is not known to them, but who communicates with them online and appears to them to be caring, is considered by them as acceptable behaviour. [18]
While the sterling work of the ACTU (Access to Communication and Technology Unit) within Aġenzija Sapport needs to be acknowledged, safeguards need to be in place to ensure that these individuals are well protected from any online abuse. Most of these individuals are non‑verbal and while giving them the freedom of communication is hugely inclusive, a way of identifying cyber problems and reporting them should be facilitated.[18] Parameters to ensure safety should also be the responsibility of the agency and the service providers and extended both to their Day Centres as well as their homes.
Internet is available in most residential homes run both by government agencies and non‑governmental agencies and the necessary policies and procedures need to be part of the set‑up. While on one hand the use of internet is part of their right for education, the vulnerability needs to be understood well and curtailed as much as possible. All staff working in residential care need to be well versed with technology and constantly on the alert of possible downsides.[16]

5. [bookmark: _Toc91144421]Concluding remarks

While generally speaking, the main concern points towards the real need to ensure child safety vis-à-vis internet use, no clear picture of a joint national effort emerges. There are various efforts but not a collective one that offers the required support for all children irrespective of whether the school attended is public, private or Church‑run. Furthermore, the needs of those not in main stream education are not being heard nor captured but who still have access to the internet. Educational sessions are considered as central to parental / guardians’ involvement however these need to spell out all possible signs and symptoms that a bullied child could demonstrate and a clear, easy and accessible pathway to be followed if and when such situations are encountered. 
In the earlier chapter discussing the Cyber Crime Unit, a better structure has been referred to when discussing necessary set‑ups which needs to be accessible all year round (and not just during the scholastic year) and open for the wider educational sectors and for other organizations both governmental and non‑governmental that offer activities / support for children as well as for the public at large. This set‑up must not have any connotation with socially disadvantaged groups as this will affect referrals and support‑seeking. It will systematically and fairly deal with such actions, making sure that any possible abuse is addressed professionally without unnecessary labelling and in a timely manner ensuring that all necessary action is taken on behalf of all concerned. 
The fact that the local population is developing into a more diverse one with different needs and cultural habits must be an integral part of the national approach. Some children in Malta are not necessarily bilingual using the two national languages but speak a different mother tongue that teachers / carers / guardians may not understand nor speak.
Worst still is the fact that there is no one single repository for national data (apart from the National Statistics Office which collects its own data) therefore, entities are moving forward totally dependent on their own perceptions, independent of each other and using their own comprehension of the situation. Cyber‑bullying is not an integral part of the data presented by the Ministry for Education but is considered as part of general bullying: which is exactly how it is being treated. Cyber‑bullying in the data is almost conspicuous by its absence. An evidenced‑based strategy is urgently required but not possible without a better understanding of the national situation based on facts as they stem out of researched data.
It appears that the thinking is still very much compartmentalized with the teachers taking on the responsibility at school and parents / guardians expected to take the responsibility at home and everywhere else. This thinking can easily create gaps as the continuum so much required to ensure safety all around is fragmented. 
The role of the service provider in the safe use of the internet by young users was referred to a number of times but the general feeling is that since there is no particular law with regard to this, there isn’t much that can be done. However, this preventive or protective element is crucial. The question: what role can service providers play in helping to control and possibly minimise safety risks remained unanswered and met a fatalistic approach. Recommendations based on age limits as put forward by certain providers are just recommendations. According to the EUKidsOnline (2020) report: ‘The European debate over setting lower age limits for children to use digital platforms has been lively in recent years. According to the evidence, any limits set by platforms are only partially effective.’  [5] It is more than recommendations that is required.
Policy makers cannot be left out of this equation: Indeed, they have a huge responsibility. The same report states in its conclusion:
Some tasks for policy-makers, however, remain seemingly simple but still only partially achieved. For instance, although most children have received internet safety advice, there remains a minority who have not – these may be the so-called ‘hard to reach’ or disadvantaged children, but nonetheless, no child should be left behind in the digital age, especially not those already disadvantaged in other ways … This raises questions for policymakers as to the evidence base for national decisions regarding the internet access of younger children with or without parental permission.[5]
Keeping in mind that 35% of Maltese children aged 9 to 16 who took part in the EU Kids Online survey actually made contact with people online they had never met offline [6], confirms that concerted action needs to be taken sooner rather than later.  However, the earlier step is the data collection which will then be followed by an evidenced‑based strategy which builds on the local reality through specific action points.
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