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Contribution by the Secretariat

BUSINESS CONTINUITY - INFORMATION MANAGEMENT

	Summary
During VCC-2, proposals for investment in three areas (information and records management, ITU working tools of the Union and ITU website), were presented in document C20/53.  Some Councillors supported the investment, in principle, and it was agreed to “continue the discussion of the proposal contained in document C20/53 at the CWG-FHR and report to the Council in 2021.  In that regard, the Councillors agreed to invite the Secretariat to prepare detailed projects for consideration by the CWG-FHR” including various deliverables and a schedule of the investments required over the next five years, either using savings, reserve account, voluntary contributions or through inclusion in the 2024-2027 Strategic and Financial Plan
This addendum provides the additional information requested. 
Action required
The CWG-FHR is invited to take note of the report and advise on a way forward with respect to funding to be presented at Council 2021.
____________
References
JIU/REP/2016/1 Review of Management and Administration in the International Telecommunication Union (ITU), JIU/REP/2019/5 Managing cloud computing services in the United Nations system. JIU/REP/2020/6 Multilingualism in the United Nations system, JIU information Management (ref.)
C20/12 (Report by the Council Working Group on Languages),
C20/15 (Organizational Resilience Management System (ORMS)
C20/53: Business continuity: business case for information management
C20/63-E Report of the working group on internal controls 
C20/67 (Harmonization of the ITU Sectors' websites in all six languages of the Union)
VC/13 (Rev.1): Impact of the Covid-19 pandemic on the functioning and activities of ITU
VC-2/INF.22  Status of Virtual meeting platforms and support
VC-2/6: Improving the organization of virtual meetings
C19/133, Decision 616 regional presence 
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I - Background 
During VCC-2, several Councillors supported, in principle, the proposals for investment in three areas (information and records management, ITU working tools of the Union and ITU website), in document C20/53 and agreed to continue the discussions on the investments in the first 2021 cluster of CWG-FHR scheduled from Monday, 25 January to Tuesday 26 January 2021. This document is an addendum to C20/53 following Councillors requests for more details about the deliverables, timeline and urgency of funding for the three Projects.
The over-arching goal of all three projects is effective business continuity, by investing in mitigating risks, reducing the cost and impact of disruptions and ensuring confidence and trust in ITU and new working methods, even more urgent in the light of the Covid-19 pandemic:  
Project 1: Information and records management:
· Preparation of the Tower and Montbrillant buildings for the relocation of staff will need to begin in 2021 and may have to take into consideration social distancing requirements and support for teleworking – this impacts directly the initial plans for information management and safeguarding information collections (e.g. limited space for physical archives) and the number of staff that can be relocated to the two buildings.  This was not foreseen in the C20/53 when the document was issued in spring 2020.  With respect to the new ITU building, it is important to reduce the likelihood that the building project risks will materialize and impact the building risk fund.   
· Teleworking, virtual meetings and new working methods will have to be supported and secured access to information will have to be provided, independent of location.
Project 2: ITU working tools of the Union 
· As Council was informed back in 2017, the Organization’s administrative systems (EPR/CRM) need to be replaced by 2025 as the vendor will cease support of the current platform. Council already allocated[footnoteRef:2]  3 million of the 5 million needed for this migration. The remaining 2 million will be included in the 2024-2027 Strategic and Financial plan or from Regular Budget savings in coming years.  [2:  C18/42 (Parag. 17), C19/15 (Parag. I.4.1), Council Resolution 1396 and PP18/43 and PP18/Decision 5] 

· ITU’s website and the document management system (Documentum and SharePoint) are running on platforms which have reached end-of-life support by the vendors.  Operating obsolete platforms will also prevent the ITU from benefiting from new technological developments (introduction of AI /ML supported processes) and creating efficiency gains. The operational risks are critical and should be eliminated. 
[bookmark: _Hlk57875133]Project 3: ITU website 
· To fully address the risk mentioned above, ITU will need to migrate its entire website to a new platform, thus ensuring business continuity, and address requests from Member States for full implementation of 6 language content across the website, as well as harmonization and improved usability for delegates and visitors. (Res 154)


For each project (investment area), the Annex to this report will provide:

	· Background and references
· Deliverables
· Affected Offices
	
	· Project Phases
· Risks and Opportunities
· Funding Schedules



The time schedules for funding and implementation of the three projects are proposed to ensure best possible mitigation and reduction of risks to the Union. 
II - Time schedule and funding 
The deliverables of the three projects are prioritized as they relate to:
· Urgent investments required in connection with the building project from preparation of the Tower, demolition of Varembé building, relocation of staff and services and moving into the new building. 
· Critical investments required due to expiration of vendor support for IT systems and services.
· Opportunities for efficiencies (dec 5 annex 2) and eventual new revenue through digitalization of administrative and support processes.
· Support for the “new normal” of virtual meetings, teleworking, agility, business continuity.
III - Funding prioritization 
Urgent requirements could be prioritized by use of 2020, 2021, 2022, 2023 Regular Budget savings, or should savings not materialize, from one-time withdrawal from the reserve account as the last option. Long-term requirements could be included in the 2024-2027 strategic and financial plan. Resources required cover both one-time and ongoing expenses:
· One-time capital investment (migration, acquisitions, solution implementation)
· Ongoing operational expenses (license, support, and maintenance)
Summary funding requirements (CHF million) by project, year and proposed source of funding:
	Resources year
	2021
	2022
	2023
	2024
	2025
	2026
	2027
	Total funding

	Funding source
	Expected surplus2020
	Expected surplus 2021
	Expected surplus 2022
	Financial Plan 
2024-2027
	 

	Project 1
	1.00
	1.00
	1.00
	3.00
	2.00
	8.00

	Project 2
	- 
	0.50
	0.50
	2.00
	 -
	3.00

	Project 3
	0.40
	0.20
	0.20
	1.20
	 -
	2.00

	Total funding 
	1.40
	1.70
	1.70
	6.20
	2.00
	13.00






ANNEX 
PROJECT 1: Information and records management 
Background and references
Recognizing that the information created, collected, used, and maintained throughout the Secretariat is one of ITU’s principal assets, and that moves and relocations related to the New Building project would pose a great risk to this asset, planning for safeguarding information collections began in 2017 with the initiation of the ORMS (C20/15) project. Initial planning assumptions were that information assets in the Varembé building – primarily BR documents – would need to be properly protected and preserved before the demolition of the building and that information assets in the Tower building would be assessed in a second phase in preparation for relocation of staff to the New Building and adoption of new working methods. The 2019 session of the Council accordingly approved (Dec 619) a budget of CHF 1.1 million for the first phase to ensure the protection and accessibility of BR documents, and this project is progressing well. Covid-19 mitigation measures have changed the situation, however, as follows:

· All staff will be impacted earlier than originally foreseen. 
· Relocation of staff from Varembé into ITU’s two other buildings may now require more space per person. 
· Telework and virtual meetings and events will continue. Delegates must have electronic access to secure, convenient, and complete information; Staff who telework must also have reliable, secure, convenient, and complete electronic access to the information they need to carry out their responsibilities. 
· Significant official file collections in Finance, Procurement, Human Resources, and Legal Affairs currently occupy valuable space that will be needed for other purposes during the building transition period and staff will need electronic access to those files when teleworking. 
· Information assets throughout ITU must be assessed and moved before staff relocations and renovation work starts in 2022 to prepare the Tower and Montbrillant buildings to accommodate more staff workspace. 
· ITU must also provide the infrastructure to ensure that new information that is created, collected, and used during virtual meetings and teleworking is securely stored and maintained and remains accessible for ongoing work. The new Microsoft 365 environment rolled out in 2020 can provide an interim solution (for access for staff) if the appropriate architecture and governance are put in place. Additional resources will be required to develop and implement these structures and policies and to train staff before 2022. Development of robust, scalable, and sustainable systems for the long term will build upon this interim solution.
Deliverables
· Information assets will be removed from office spaces and other storage areas in advance of staff relocations in 2022, thereby facilitating renovation and staff relocation while ensuring that the information remains protected and accessible when needed. 
· Reliable systems for creating, using, storing, and accessing information electronically will be developed to support teleworking during the building transition period and new working methods in the new building, addressing several points in the building risk register. These information systems are also needed to enable initiatives to strengthen ITU’s regional presence and to develop knowledge sharing platforms for members. 
· Business processes will be simplified and become fully digital. A security classification system will identify critical and sensitive information and provide procedures and tools for appropriate protection of these assets. This will require:
· Processes streamlining & digitalization (reports, publication, documents, staff records, legal records, procurement records, translation services, procurement, recruitment, ….)
· Knowledge management supporting the regional presences.
· Information and record components (identification, classification, indexing, privacy and security, availability).
· Ability to relocate the Varembé occupants (space and access to information) and/or use of teleworking.
Affected offices
· Staff of BR, C&P, ISD before Varembé demolition and all ITU staff Tower/MB to enable sufficient working space for the 300 additional staff from Varembé.
· Legal, HRMD, FRMD, SGO, PROC, C&P, BDT KM - Processes streamlining and harmonization.   
Project phases
· Phase 1: inventory, identification, prioritization (2021). BR Archive (2022).  This phase has started.
· Phase 2: classification, indexing, tools, data security and data privacy (2021-2022).
· Phase 3: migration critical (BC) information for users in Varembé (Q4 2022).
· Phase 4: migration of critical information (BC) for users in Tower/MB to cater for space (Q4 2022).
· Phase 5: 2023-2027 completion.
Risk and opportunities
The relevant risks as recorded in the new building risk register that would be impacted if an appropriate information management system is not put in place are the following:
relocation costs (#34), virtual meetings (#93), staff teleworking (#63, #84), disruption to critical business (#80) and unavailability for conferencing facilities (#66, #78, #71)
Funding Schedule
These urgent requirements (phases 1-4) could be prioritized by use of 2020, 2021, 2022, 2023 RB savings (e.g. 1 million per year), while the remaining 5 million could be included in the 2024-2027 Strategic and Financial Plan.


Project 2: ITU working tools of the Union 
Background and references
The ERP/CRM vendor (SAP) informed all its global customers back in 2017 that SAP would cease support for the current software version in 2025 allowing customers time to prepare an orderly migration to the new solution (C/4HANA and S/4HANA).  The ITU Secretariat informed Council in 2017 of the need for CHF 5 million for the replacement and has secured 3 million of the necessary funding[footnoteRef:3]  [3:  C18/42 (Parag. 17), C19/15 (Parag. I.4.1), Council Resolution 1396 and PP18/43 and PP18/Decision 5] 

To prepare for an orderly and economical migration of the ITU’s SAP systems landscape, consolidation of certain administrative functions (operated in bespoke system solutions) has already started in 2020 This included products related to the sale of publications, Telecom ticket sales and event registration, ITU user account creation and management, including TIES services. 
In parallel and in line with Council decision (Decision 616 and C20/63-E) integration of BDT’s bespoke administrative applications into SAP started in 2020 and includes BDT’s Operational Planning System (OPS), Travel Management, Expert Recruiting and Expense tracking and is expected to be finalized by Q4/2021. A state-of-the-art e-recruitment platform is being procured and will replace a 20 year-old application during 2021. 
Other commercial platforms (Documentum and Microsoft SharePoint) currently in use in ITU and providing document management and collaboration services to Member States as well as the ITU public website, will also need to be migrated to newer versions to guarantee vendor support and take advantage of newer developments that are only introduced in the new versions. 
Deliverables
A secure, auditable system to manage all financial and human resources transactions which supports accountability and auditing in line with the ITU regulatory framework and governance by Member States.
Affected offices
Primarily HRMD, FRMD, SGO, PROC, C&P, BDT/ERP Regional offices - Administrative processes reimplementation.
Project phases
· Phase 1 (2020-2021): Consolidation: Migration of BDT’s bespoke administrative applications to SAP[footnoteRef:4] and replacement of recruitment system already started. [4:  phase 1 (2020): requirements definition, solutions design, procure new HRMD recruitment system and implementation services, Phase 2: (2021) process and systems review and reengineering, Phase 3: (Q4 2021) Implementation] 

· Phase 2 (2022-2025): SAP systems Landscape migration[footnoteRef:5]. Currently in Proof of Concept stage. [5:  phase 1 (2020-2021): requirements definition, develop migration roadmap, procure software and implementation services. Phase 2: (2022-2023) process and system review, architect overall solution, reengineering, procure software and implementation services. Phase 3: (2024-2025) Implementation and migration 
] 

Risk and opportunities
· Vendor support for the current SAP version ceases by 2025.
· Opportunity to simplify processes and take advantage of new innovations (e.g. AI/ML based bots for transaction and compliance analysis and warnings).
Funding Schedule
· ERP/CRM (SAP) systems landscape migration: 2 million remaining funding to be included in the Strategic and Financial Plan 2024-2025 or fund RB surplus.
· Other commercial platforms (Documentum and SharePoint 1 mill) with 0.5 million from both 2021 and 2022 from RB Surplus. 


Project 3: ITU website 
Background and references
ITU’s website is built on a platform (MS SharePoint version) that is more than 10 years old and which is coming to the end of life. Microsoft informed ITU in 2018 that they will no longer support this legacy platform in the near future, nor provide further developments.  
To mitigate the ensuing risks to business continuity and security, as a first step towards replacing/modernizing the overall ITU website, a beta version of “MyITU” was launched in 2020, which combines ITU News articles and the magazine, publications and events as well as a members' zone, providing information in a simplified and personalized way according to the interest of the user. This improves the experience for ITU members, as well as new audiences less familiar with ITU, including SMEs, academia and other potential new members. 
Furthermore, in 2020 ITU has produced a prototype for a new OneITU website: user-centric, multilingual, mobile-friendly, branded, engaging- and impact-oriented, with smarter navigation and fresh content. The first prototype iteration has been shared with ITU membership via the VCC-2 Snapshot report in December 2020.
To fully address the risks mentioned above, ITU will need to migrate its entire website to a new platform, thus ensuring business continuity and security, and address requests from Member States for full implementation of 6 language content across the website, as well as harmonization across Sectors and improved usability for Member States, other delegates and visitors. (Res 154)
Deliverables
As requested by Member States (Res154, C20/12, C20/67), the new website will be available in the 6 official languages through a combination of machine learning and human translation. It will be easy to find and use information and with a harmonized OneITU look and feel and navigation across the entire site. The new tools will provide for efficiency in publishing and operations for both internal and external users, allow for continuous improvement of content and services informed by data analytics, reducing duplication of effort and will allow non-technical users to set up and maintain pages without needing to rely on IT assistance.
Affected offices
All ITU staff, members, and delegates.
Project phases
· Phase 1 (2020-21): Pilot phase: As a first step towards the new website, MyITU was launched in 2020.  In 2021, technical proof of concept and implementation of the OneITU corporate website, integrating MyITU, in 6 languages as well as migration of a new simplified portal to access all ITU events. Set up of a digital asset management back-end for more cost-effective use, re-use and repurposing of videos, photos, infographics, podcasts and social media and webinar visuals. Migration of governing bodies web pages (Plenipotentiary conferences, ITU Council, Council Working Groups) to the new platform with enhanced back-end. Roll-out of OneITU web guidelines. Development of selected new sectoral pages on the new platform in the OneITU design.
· Phase 2: Full implementation (2022 - 2025) across sectoral web pages.
Risk and opportunities
Without having a reliable platform supported by the vendor, ITU will be exposed to unacceptable risk that could cause significant interruption to conferences, meetings and events and communications with the public and expose ITU to cyber attacks. And without a new platform, ITU will not be able to benefit from increased security, artificial intelligence tools and machine learning, especially for languages, to improve services to members in a cost-efficient manner.
Funding Schedule
These urgent requirements (phases 1-2) could be prioritized by use of 2020, 2021, 2022 Regular Budgets savings in the following year (0.4 million in 2021 (CHF 50 000 for the OneITU corporate web pages, CHF 250 000 for MyITU and CHF 100 000 for governing bodies web pages and platform), 0.2 million per year in 2022 and 2023), while the remaining 1.2 million could be included in the Financial Plan 2024-2027. 
________________________
image1.jpeg




