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	Summary
This document presents a final report and the results of the implementation of the Action Plan to strengthen the ITU Risk Management Framework, as a follow-up to the progress report and recommendations submitted to the second Virtual Consultation of Councillors.
Action required
The Council is invited to note this report.
____________
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[bookmark: dstart][bookmark: dbreak]1	Final report on the implementation of the Action plan to strengthen ITU risk management framework
1.1.	The project to strengthen the ITU risk management framework took into consideration the HLCM Guidance Note on Embedding Risk Management (CEB/2020/HLCM/4) released in March 2020 and the JIU report on approaches and uses of Enterprise Risk Management in UN system organizations (JIU/REP/2020/5), released in September 2020. The project was supported by an external senior consultant to gain quality and assurance that the implementation of the action plan would capitalize on best risk management strategies experienced by other organisations.
The Table below summarizes the actions and the results of the implementation of the Action Plan.
	1. All organizational and operational entities to be involved in Risk Management
· All key stakeholders (Bureaux, Regional Offices, Depts. of the General Secretariat, including Finance, HR, IS, Internal Audit) were involved in the exercise and continue to be involved in the risk assessment process.
· Key stakeholders were consulted throughout the implementation of the Action Plan (notably regarding actions #2, #3, #5, and #6 below)
· Workshops delivered in November and December 2020, have included more than 40 distinct participants from all organizational and operational ITU entities.
· The Risk Register contains inputs from all organizational entities.
· Action #1 completed as of December 2020.

	1. Risk registers to be developed for the whole organization and have those risks assessed and rated
· A new risk register template has been developed, integrating cause and consequences of a risk, as well as the inclusion of controls in place and the confidence in controls effectiveness.
· Operational details of managing risks are now part of a new Risk Management and Internal Control Manual (which was essential to support the training activities included in actions #4 and #8 below).
· Risks have been identified and assessed as of December 2020 using the new risk register overview of risks identified by 5 March 2021 presented in Section 2.
· Action #2 completed as of December 2020 - acknowledging that the assessment of the risks is a continuous process.

	1. Set up an internal risk governance structure
· Risk management governance structure was strengthened based on the best practices in 25 UN Organisations (HLCM Risk Mgmt. Task Force survey / Mar 2019)
· Roles and responsibilities in overseeing the implementation of risk management were defined, along with the process to review high level risks on a regular basis and take decisions related to risk management, ensuring a clear tone at the top to promote a culture of responsible and effective risk management.
· All of these competencies and monitoring activities are described in the risk management policy and further detailed in the risk management manual.
· Action #3 completed as of December 2020: the establishment of the Risk Management and Internal Controls function, within available budget, was approved by correspondence further to discussion at the VCC-2, and has been included as a post to be funded in the 2022-2023 budget (see Document C21/65).

	1. Aim to improve staff accountability at all levels for managing risks
· Trainings and workshops on how to integrate risk management and internal controls in the business processes of the organization were conducted. 
· Continuous support has been provided to Focal points along the whole project duration, the risk assessment phase and the population of the risk register.
· Action #4 completed as of December 2020 – continuous support provided.

	1. Establish a more systematic risk management process
· The Risk Management Policy and Risk Appetite Statement have been reviewed to ensure a more systematic process to identify, assess and manage risks and have been endorsed by the Council via the written consultation following the VCC-2.
· They have been focused on their key principles, and all operational details of managing risks are part of the new Risk Management and Internal Control Manual. The manual is structured on a 6-step sequence to help mainly Risk Owners, Focal points and Risk and Internal Control function manage and / or coordinate the risk management process, with reference to 2017 COSO ERM key-principles whenever relevant.
· Action #5 completed as of December 2020.

	1. Review the effectiveness of the internal controls
· A new risk register template has been developed, integrating controls in place and their effectiveness to assess risk.
· In addition, confidence in control effectiveness is being rated and used for determining monitoring periodicity. The related modalities of how to use existing controls to assess risk and how to rate confidence in control effectiveness are described in the risk management manual.
· Action #6 completed as of December 2020 - acknowledging that the assessment of the effectiveness of internal controls is a continuous process.

	1. Develop a risk management dashboard utilizing the new risk register
· A risk management dashboard has been implemented (using the business intelligence tool PowerBI) to monitor and communicate information related to risk management, providing to managers a visual interface to navigate the risk registers.
· The dashboard contains a set of interactive pages that provide snapshot views of key risk management indicators (risk score heat map, risk monitoring map, risks by risk owner, mitigation measures by risk response owner).
· The dashboard is easily accessible through MS-Teams and can be further customized to each Bureau / department needs.
· Action #7 completed as of December 2020.

	1. Strengthen the capacity of staff to manage risks
· Action item has been implemented in combination with point 4 above, leveraging training and risk management workshops to raise awareness and strengthen the capacity of managers to manage risks.
· Action #8 completed as of December 2020.

	1. Aim to embed risk management in the staff performance management system
· In collaboration with HRMD, options on how to best integrate risk management in the staff performance management were identified. Risk accountability and the ability to factor risk management into day-to-day decision-making in operations have been recalled to be a core aspect of all individual performance management processes.
· The necessary amendments to the job descriptions and to ePMDS objective setting were presented during the workshops, to be implemented in the next performance management cycle.
· Action #9 completed as of December 2020. Implementation of recommendation to be coordinated by HRMD by June 2021.

	1. Systematically communicate and report on risk information to membership
· The secretariat will continue reporting on risk management arrangements to CWG-FHR and the Council Sessions.
· Action #10 completed as of December 2020


With the successful implementation and follow-up on this project, ITU:
· Establishes improved arrangements to assess and oversee internal control mechanisms for more effective supervision;
· Implements the related Recommendations from oversight bodies on risk management (including IMAC recommendations and recommendations from the PWC Report);
· Implements all 9 Benchmarks from the 2020 JIU Report on Enterprise Risk Management in the UN system (JIU/REP/2020/5).
2	Overview of the Risk Register and Risk Management Dashboard
An overview of the risk management dashboard with a snapshot of the latest information included in the ITU-wide risk register is presented as an Annex to this Report.
2
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ANNEX: OVERVIEW OF THE ITU RISK REGISTER AND RISK MANAGEMENT DASHBOARD
Figure 1: Extract from the ITU Risk Register (rev. 5 March 2021)
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Figure 2: ITU Risk Hear Map (rev. 5 March 2021)
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Figure 3: ITU Risk Monitoring Chart (rev. 5 March 2021)
[image: Timeline

Description automatically generated]
_______________
image1.jpeg




image2.png
ITU risk register

Risk# Objective Level Bureau/Gs.

Rs ORMS project
ICT services
~Relabl, effcient
and sccesaible
informaion and
communication
tachnology
infrastructures and

MU-vide 150

Ri6 MUwide  C8P.

confrances and
meetings

RI1-SPM Al Objectives
Strategic Goal § on

Partnership

MUvide  SPM

30 Promate highest
standards of sthical
behavior

MUvide 50O

R1a-sPM 11 Collaberation Mowide 5P

R2 Ensuring eficient use
of uman resaurces,
in  work-conducive
environment

o Bor

Riskevent ("...  Genericrisk... - Risk perspe
ThatTU experences
aloss of comecivty
and sccess, resting
ndolays fo sectors
actiies c1. ORMS

210030 Operational

<]
Thatinsuffciant
qualty of translaton
and lte delvry of

Operational

deliberation during
Conferancas and
vt

ncressingly
competive
nuronment within
the UN'Systemin the
ITU agenda

Sttegic

Non-compliance with
ethical behavior and
ethics-rolated
polcies and
procedures.

Operational

ThatMember States
are ot being
Sulfciently engaged
or supportive o the
organzaton (i
concerns regarding
rust and confdence)

102000 suategie

That ITU experiences 203020
fack o qualfied

experts inthe feld of

activiy (mostly

external resuiting in

lower than sxpected.

outcomes

Operational

Potential cause

“Loss o sectricty
1P fare

Detective equipment
Operationai process
fatlre

1Late submission of
original documents
(inlarge volume) for
ansiation, the day
er

o
~ Massive incresse of
{nterestn the igial
agenda and rapid
pace of technolagicsl
Change

Lack of support or
st

Lackof resources to
Rl th tasks.

Many other

organizations

working on “digital”
Lack of focus on

- Evoution of
mandstes  sector
activites over time
*Low urnove of
st and ifcuty to

Potential con.

Wk dolay:
siniicant negative
impact on reputation
BR. Delays i the

recognion o the

<]
Difcuty incarrying
out he entie
‘workioad within the
deadines with

Measuresin... -

Due 10 COVID-19,
some significant
improvaments have
been putn place.
irtual meetings,
teloworking, o) and

ot yet cover the
totaiy of the isk.

Seeking more
aualfied and

performing short-
Torm saff during

- Huge opportunity
for partnershis nd
colaboration
emaustion of
pepl (need o

=

Reputationsl damage.
Lack of support
membership

impact on moraleof
st

- Lack of legitimacy
inthe vk

“Being less elevant
Lo of iy
~other

<)
- Delivery quaiy |
iming not

expected level
compared to what
competion can offer

ony partially
moloyed

Zimpact on morale

and motation of

Saffbeing

underemployed and

thoes veremptored

=
~Partnership and
collboration (but we
don'talways need to
take the lead)
~Gating on 3¢

i
aroupsjpattorms
e9-collaborat

with UNICE, WHO)

Ensure effectiveness.
of conros.

- Suategic Plan
reflcts the opinion
and the need of WS
{membership led
process)

¥ Cammunicatng via
Circuar Lottrs

s

~ Sponsarship
packages

- Anicipate the
requirements and

iniat rocrutment
procedures as soon

Riskow...  Risk owner (0. - Likeliho,
Norsker, Anders G 5
L, xin cap s
Wynhoven, Ursu oM o
Divino, Cecile  Etics Ofice 7
Pluchon, Beatic. SPM 5

Bereaus, Stephe DT with the support 8
of HRMD

Impact

0

0

s

s

a0

@2

)

sussTANTIA
h

sussTANTIA
h

so%

e

Control / Mit...

Norsker, Andors

Takesh, Negar

Wynhoven, Ursula

Diino, Cecile

Bereaus,Stephen
Torigoe, Yushi

Dahen, Erc

Risk tr

Repuce

REDUCE

ReouCE

accepT

RepucE

ReDuCE

The Business

Regular
disucssions

with HRMD o
Collaborate on

- Look our
fagship
vt and
topics
Slovkattne

=
Declaraton of
nterests and
complance
Statemant

~Strengthen
he dislogue.
Wit the VS to
know thir
noeds
establsh
Focal Ponts
on the M0
side (per
Meber State
atthe Ho-
fevel)
Sintroduce the

Strategic Plan

Communicate
et

Ne. Newe-
process that

would nclude
roster experts

Contral ... -

56165 Dept.

capand
Documant

Ethics Offce

soM 1801

BT with the
supportof

Monitori... -

PERIODIC
REVIEW




image3.png
ITU Risk heat map
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Risk Monitoring chart
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