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RECOMMENDATIONS FOR ITU TO DEVELOP GUIDELINES FOR UTILIZATION OF THE GLOBAL CYBERSECURITY AGENDA
The Global Cybersecurity Agenda (GCA), released by ITU on May 17, 2007, is an important activity of ITU as sole Facilitator of WSIS Action Line C5 – " Building confidence and security in the use of ICTs". Over the past 12 years, ITU has adhered to the five pillars set out in GCA, namely legal measures, technical and procedural measures, organizational structures, capacity building, and international cooperation. The three Sectors of ITU have carried out a series of activities with fruitful results. We sincerely applaud this.
Considering the rapid development of the global ICT industry in the past 10 years and the continuously accelerated evolution of technologies, SDN / NFV technology is transforming the structure of communication network. Cloud computing, big data, blockchain, artificial intelligence and other emerging ICTs are widely applied in Internet activities. The era of 5G commercialization driving the interconnection of all things has arrived. Technological changes and the evolution of service types have led to the intricacy of cyber security nowadays. Traditional and non-traditional security are intertwined. The security situation is extremely severe. National critical information infrastructure (CII) concerning municipal administration, power, and finance has become a key target for organized cyber attacks. The frequency of data leaks across the whole world and the scale of their impact have increased year by year.
Against such a backdrop, we believe that it is very meaningful for ITU to initiate the development of guidelines for the use of GCA for stronger guidance on the cybersecurity-related work of Member States and stakeholders in the global ICT industry. This will enhance our capabilities to safeguard cyber security, effectively address cyber security issues brought about by emerging ICT technologies, and strengthen international cooperation. As to the development of such guidelines, we would like to recommend the following:
1. Draw up the guidelines or carry out work from the five key Work Areas of GCA, namely legal measures, technical and procedural measures, organizational structures, capacity building, and international cooperation;
2. In terms of legal measures, paragraphs 1.9 and 1.12 in the recommendations of the report of the GCA Experts Group both mentioned the challenges brought by the application of ICTs to the cybercrime law enforcement, which requires coordination among law enforcement agencies, judicial authorities, other government departments, the private sector, and NGOs to jointly find solutions. Therefore, it is recommended that ITU continue to help Member States understand the legal issues related to cybersecurity through cybercrime legislative resources, while strengthening cooperation with international organizations such as the United Nations Office on Drugs and Crime (UNODC) and Interpol.
3. As to technical and procedural measures, paragraphs 2.1, 2.2 and 2.4 in the recommendations of the report of the GCA Experts Group all mention that ITU has the responsibility to identify and promote the application and promotion of new ICTs related to the security of cyberspace, and carry out continuous study on national best practices for safeguarding cybersecurity and the security of CII. At present, ICTs continue to develop, network architectures are constantly upgraded and changed, network equipment is gradually virtualized, and network boundaries are gradually blurred. All these have triggered new security challenges and spawned new concepts and new models such as virtualization security, zero-trust security, and security orchestration automation and response (SOAR). It is recommended that ITU-T Study Group 17 (ITU-T SG17) pay timely attention to the development of the above security technologies, study and formulate guidelines for the use of related technologies, and guide Member States to apply new security technologies as early as possible to defend against escalating cyber threats.
4. For organizational structures and capacity building, ITU has carried out a lot of work around these two aspects of GCA, including technical assessments of the readiness of computer incident response teams (CIRTs) in countries, publication of the Guide to Developing a National Cybersecurity Strategy (NCS), release of the third edition of the Global Cybersecurity Index (GCIv3), and organization of cybersecurity fora, awareness week, and workshops at the international, regional and national levels. But as members in the report of the GCA Experts Group put forward, the report should come up with more specific measures and recommendations on capacity building, even consider combining with the organizational structures, and make capacity building recommendations from national, regional and international levels, including what elements constitute security capabilities, who will organize and carry out the work, what activities need to be conducted, and what expected results will be. It is recommended that the ITU Council Working Group on  International Internet-related Public Policy Issues (CWG-Internet) set up a study group to guide ITU-D to carry out the above work and be responsible for preparing related guiding documents on capacity building.
5. Regarding international cooperation, the report of the GCA Experts Group basically made recommendations to ITU and the Secretary-General on strengthening international cooperation in cybersecurity. In this regard, we suggest that ITU further expand its partnerships with international or regional organizations such as OECD and G20 to strengthen cooperation in building capacities of cybersecurity and cyber resilience, by making use of ITU's expertise in the ICT field and guiding ITU-D to assist other international or regional organizations in implementing cybersecurity-related initiatives or resolutions, with a view to achieving the vision set out in the report: to facilitate the ITU becoming the global "center of excellence" for collection and distribution of timely telecommunicaitons/ICT cybersecurity-related information.
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