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Moscow, 10 January 2020

Office of the Deputy Minister of Digital Development, Communications and Mass Media of the Russian Federation


To: His Excellency Mr Houlin Zhao, Secretary-General of the International Telecommunication Union



Excellency,

In accordance with ITU Circular Letter CL-19/47 of 15 October 2019 on the development of draft guidelines for utilization by ITU of the Global Cybersecurity Agenda framework, please find attached the contribution of the Administration of the Russian Federation on the subject.


Yours faithfully,

M.V. Mamonov
Attachment:  contribution of the Administration of the Russian Federation (3 pages).

Contribution of the Administration of the Russian Federation to the draft guidelines for utilization by ITU of the Global Cybersecurity Agenda framework 

The Internet has become an integral part of modern society, propelling the end user to the forefront of communication. Fraud, theft and forgery exist online just as they do offline. All kinds of information are available, in multiple formats. But how much of that information is genuine? Is information inaccurate or misleading — or, is content malicious? If users are to benefit from the full advantages of the Internet, then confidence in the infrastructure is of the utmost importance. 
This is why world leaders at the second phase of the World Summit on the Information Society (WSIS) in Tunis in November 2005 entrusted ITU to take the lead in coordinating international efforts to promote cybersecurity. The ITU Global Cybersecurity Agenda (GCA), launched on 17 May 2007 by ITU Secretary-General, Dr Hamadoun I. Touré, is a framework for international cooperation to enhance confidence and security in the information society.
To further the development of the GCA, the Administration of the Russian Federation proposes to intensify work under the agenda with the involvement of study groups and the Council working groups in two strategic areas: 
1) Legal measures
2) Technical and procedural measures

1) Legal measures
Establishing appropriate legal infrastructure is an integral component of any national cybersecurity strategy. As part of the 2006 Doha Action Plan (DAP), ITU’s Telecommunication Development Bureau (BDT) has been assisting Member States to understand the legal aspects of cybersecurity in order to harmonize their legal frameworks. BDT released a Toolkit for Cybercrime Legislation, developed by a group of experts, to provide Member States with sample legislative language and reference material to assist in harmonizing cybercrime laws and procedural rules. BDT also produced a background paper entitled “Cybersecurity: The Role and Responsibilities of an Effective Regulator” for the Global Symposium for Regulators, held in Beirut, Lebanon, in November 2009. 
Building on that outcome within the GCA framework, the Russian Federation proposes that work on issues relating to the establishment of provisions for the international regulation and harmonization of national provisions be pursued through the Council Working Group on International Internet-related Public Policy Issues (CWG-Internet).
ITU Member States would be able to:
[bookmark: here]-	analyse the impact of new technologies in telecommunications/ICTs and of Internet development on public policies, and the role of States, business and civil society in the process of Internet governance as they relate to cybersecurity;
-	discuss the practice of public regulation, industrial regulation and self-regulation of Internet cybersecurity issues in different countries, and specific aspects of operators’ and service providers’ operational activity in the context of such regulation, taking into account information and documents produced through the GCA;
-	share best practices on aspects of the legal regulation of cybersecurity in developing countries, taking into account the experience of developed countries and the international work that has been done within the GCA framework;
-	produce proposals for cooperation at the international level that are aimed at assessing the need for stakeholders to develop international policies on cybersecurity, and proposals for the organization of the process of further development of such international public policies within ITU.

2) Technical and procedural measures
ITU’s work on security covers a broad range of threats, from network attacks, denial of service, theft of identity, eavesdropping, and telebiometrics for authentication to telecommunications security in emergencies affecting different network sections or services. 
Standards-development bodies have a vital role to play in addressing security vulnerabilities in network protocols. ITU’s Standardization Sector (ITU–T) holds a unique position in the field of standardization in the sense that its work brings together the private sector and governments to coordinate work and promote the harmonization of security policy and security standards on an international scale. ITU’s work addresses security aspects in NGN architecture, quality of service, network management, mobility, and billing and payment, since each of them is vulnerable and exposed to the risk of potential cybersecurity incidents. In addition, ITU is now looking into new security areas related to cloud computing and smart grid.
All ITU study groups conduct security-related activities and review security questions as part of their work. Under the GCA framework, the Russian Federation proposes that cooperation be organized between ITU study groups to provide end-to-end security for the entire ICT services chain. The fragmented approach to security that we see today has unfortunate consequences: 
· security problems arising precisely at the interface between components of the infrastructure and the service ecosystem;
· lack of a shared understanding and therefore differences in the level of cybersecurity measures implemented in different components of the infrastructure and service ecosystem.
The evolution of the GCA in the area of technical and procedural measures must have as its objective the implementation of the concept of “secure by default”, providing a maximum level of end-to-end security for various technologies and protocols with uniform, demanding requirements.
ITU is not alone: other standardization bodies and industrial associations are developing technical requirements for secure data transmission and security requirements for web services and applications protocols. In addition, the Internet giants continue to implement their own, proprietary developments.
In this context the GCA may become the hub for the realization of common security standards for service providers and other private-sector actors that also guarantee interoperability of digital products and meet public policy requirements, particularly as regards the authentication and authorization of ID data for users exchanging information via IP carriers.
