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	Abstract:
	This document provides an overview of the ITU Kaleidoscope academic conference 2019 (K-2019) that was held in Atlanta, Georgia, United States, from 4-6 December 2019. Attached to this TD is a document which presents a keynote speech, invited papers and accepted papers selected for presentation and publication, and identifies links to related activities in ITU-T and other ITU sectors. The Annex to this document also announces the next Kaleidoscope edition “Industry-driven digital transformation”, that will be held online from 7-11 December 2020. 

Action required
RAG and ITU-R Study Groups are invited to review the papers relevant to their scope of work, and to take into consideration this input from the research community. This report was presented at TSAG, Geneva, 10-14 February 2020 [TSAG TD689], and tailored TDs are also being submitted to the ITU-T study groups and focus groups. In addition, this report was transmitted to TDAG.
Highlights of the conference
The ITU Kaleidoscope conference 2019 (K-2019), "ICT for Health: Networks, standards and innovation", organized in collaboration with WHO, was kindly hosted by the Georgia Institute of Technology, Atlanta, Georgia, United States. 
[bookmark: _Hlk31267877]Nearly 70 delegates from 16 countries participated at the conference and over 30 participants joined remotely. Photos can be seen on the ITU Flickr and general information can be found on the event´s webpage. 
The event was technically co-sponsored by the Institute of Electrical and Electronics Engineers (IEEE), the IEEE Communications Society (IEEE ComSoc) and The Lancet Digital Health. 
An 11-month, substantial preparatory process was required for this Kaleidoscope edition which involved the efforts and collaboration of dedicated Steering Committee members: Michael Best (Georgia Institute of Technology, USA), Christoph Dosch (ITU-R Study Group 6 Vice-Chairman; IRT GmbH, Germany), Kai Jakobs (RWTH Aachen University, Germany), Mitsuji Matsumoto (Professor Emeritus Waseda University, Japan), Sameer Pujari (WHO, Geneva), Rupa Sarkar (The Lancet Digital Health, UK), Daidi Zhong (Chongqing University, China) and Mostafa Hashem Sherif (Consultant, USA), who also chaired the Technical Programme Committee (TPC) of 75 members (all internationally recognized ICT experts from academia, research institutes and the private sector), ensuring transparency through the double-blind peer-review process; partnering organizations which supported the promotion of the conference: Waseda University, the Institute of Image Electronics Engineers of Japan, the Institute of Electronics, Information and Communication Engineers of Japan, the Chair of Communication and Distributed Systems at RWTH Aachen University, the European Academy for Standardization, and the University of the Basque Country. 
The Host organized an amazing showcase with reception. Nearly 30 research projects relevant to the conference’s theme were presented by their students and creators. Detailed information is available here.
The Award Committee, that selected the winners of the awards for the three best papers, was composed of four conference attendees: Antoine Bagula (University of the Western Cape, South Africa), Mostafa Hashem Sherif (Kaleidoscope Steering Committee Member and TPC Chair), Jian Song (Tsinghua University, China) and Duncan Sparrell (Consultant, USA). The winning papers are as follows: 
FIRST best paper: "Thought-based authenticated key exchange" by Phillip H. Griffin, Griffin Information Security, United States.
SECOND best paper: "Redesigning a basic laboratory information system for the global south" by Jung Wook Park, Aditi Shah, Rosa I. Arriaga and Santosh Vempala, Georgia Institute of Technology, United States.
THIRD best paper: "Elderly health monitoring system with fall detection using multi-feature based person tracking" by Dhananjay Kumar, Aswin Kumar Ravikumar and Vivekanandan Dharmalingham, Anna University, India; and Ved P. Kafle, National Institute of Information and Communications Technology, Japan.
Alongside the winners of cash prizes, three entrants received Young Author Recognition Certificates.
Kaleidoscope 2019 also featured two Special panels, entitled Digital transformation of the health sector: The power of Artificial Intelligence and the potential of unstructured and Big Data for public health and Policy and legal considerations in healthcare.
Programme, presentations, abstracts and biographies are available online, as well as the Final Report. 
Highlights are available on the ITU News Portal:
Authentication solution for people with disabilities wins 1st prize at Kaleidoscope 2019 - Published Wednesday, 18 December 2019
Full papers are reproduced in the Conference Proceedings. All papers will be also available shortly on the IEEE Xplore Digital Library. The best papers will be evaluated for potential publication in IEEE Communications Standards Magazine and other international journals. Please contact kaleidoscope@itu.int for any queries. 
Attached is a document presenting one keynote speech, two invited papers, and 20 accepted papers that have been selected by the Steering and Technical Programme Committees of Kaleidoscope 2019, and identifies links to related activities in ITU-T and other ITU sectors. 
Upon request, the ITU Kaleidoscope Secretariat can establish contact between Study Groups/Focus Groups and authors, e.g. to arrange for a remote presentation of the findings of the paper during a Study Group/Focus Group meeting.
The attached file is structured as follows: Table 1 gives an overview of all papers and keynote speech. Table 2 maps the papers and keynote speech to ongoing ITU activities, if applicable. Table 2 also includes links to the respective presentations.




Next edition
The twelfth edition of the ITU Kaleidoscope academic conferences will be held in conjunction with the ITU Digital World 2020, Ha Noi, Viet Nam (7-9 September 2020). The theme and all relevant information can be found on our home website and the call for papers can be found in the annex.

Annex: 1


ANNEX
12th ITU Kaleidoscope academic conference
INDUSTRY-DRIVEN DIGITAL TRANSFORMATION 
ONLINE, 7-11 December 2020
Call for Papers
Kaleidoscope 2020 – Industry-driven digital transformation is the twelfth in a series of peer-reviewed academic conferences organized by ITU to bring together a wide range of views from universities, industry, and research institutions. The aim of the Kaleidoscope conferences is to identify emerging advancements in information and communication technologies (ICTs) and, in particular, areas in need of international standards to aid the healthy development of the Information Society.
[bookmark: _Hlk23238867]Theme
[bookmark: _Hlk26283309][bookmark: _Hlk26283026]The Fourth Industrial Revolution has data analytics at its core, and relies on innovations in fields such as robotics, cyber-physical systems, digital twins, virtual simulation, augmented reality, edge computing, artificial intelligence and blockchain – innovations all contributing to digital transformation of industrial processes. 
In particular, the manufacturing sector has been an early adopter of new technologies capitalizing on connectivity and intelligence, but these technologies introduce endless possibilities – the automotive, energy, retail and healthcare industries are all moving in this direction.
Objective
Kaleidoscope 2020 calls for original academic papers sharing insight into ongoing projects and research relevant to digital transformation. It targets specialists in the fields of ICT and socio-economic development, including researchers, academics, students, engineers, policymakers, regulators, innovators, and futurists.
Date and venue
Due to COVID-19, Kaleidoscope 2020 will be held exceptionally online from 7-11 December 2020.
Submission of papers
Prospective authors are invited to submit full, original papers. The submission should be within eight pages, including a summary and references, using the template available on the conference’s website. All papers will go through a double-blind peer-review process. Submission must be made electronically; see http://itu.int/go/K-2020 for more details on online submission (EDAS). Paper proposals will be evaluated based on content, originality, clarity, relevance to the conference’s theme and, in particular, significance to future standards.
Deadlinesextended
Submission of full paper proposals: 29 June 2020
Notification of paper acceptance: 25 September 2020
Submission of camera-ready accepted papers: 16 October


Publication and presentation
Accepted and presented papers will be published in the Conference Proceedings and will be submitted for inclusion in the IEEE Xplore Digital Library. The best papers will also be evaluated for potential publication in the IEEE Communications Standards Magazine. In addition, extended versions of selected papers will be considered for publication in the International Journal of Technology Marketing, the International Journal of Standardization Research, or the Journal of ICT Standardization.
Awards
A prize fund totalling CHF 6 000.- will be shared among the authors of the three best papers, as judged by the Steering and Technical Programme Committees. In addition, young authors of up to 30 years of age presenting accepted papers will receive Young Author Recognition certificates.
Keywords
Information and communication technologies (ICTs), standards, digital transformation, manufacturing and energy management, smart manufacturing, software defined networking, cyber-physical systems (CPS), cloud computing, fog computing, edge computing, mobile technologies, wireless networking (5G and beyond), machine-to-machine, 3D printing, advanced robotics, big data analytics, artificial intelligence (AI), machine learning, internet of things (IoT), industrial internet of things (IIoT), RFID technology, cognitive computing, trustworthiness, security, privacy.

Suggested (non-exclusive) list of topics
	Track 1:
Network and computing infrastructure, architecture 
	· Design principles, architecture and protocols for IIoT and digital twins
· Protocols and mechanisms for seamless IoT communications in wireless sensor networks
· Mobile and wireless communications 
· Architecture and protocols for decentralized networking and services
· Cloud, fog and edge architectures

	Track 2:
Applications and services
	· Smart manufacturing
· infrastructure systems 
· Verification and testing 
· Virtual and augmented reality

	Track 3:
Enabling technologies
	· AI and machine learning 
· Intelligent real time data analytics 
· Data management (analysis, quality, exchange, interoperability and integration prediction)

	Track 4:
Security, privacy and trust
	· Security architectures, trust, identity management, protection mechanisms
· Threat models and attack strategies 
· Security applications and management 
· Lightweight cryptography

	Track 5:
Social, economic, standards, legal and policy aspects
	· Regulation and standards for industrial Internet tools and services
· Multi-disciplinary standardisation
· New business models and multi-stakeholder aspects for digital transformation





Steering Committee
Andy Chen, Catronic Enterprise & REDDS Capital, Canada, and IEEE TEMS
Christoph Dosch, ITU-R Study Group 6 Vice-Chairman; IRT GmbH, Germany
Eva Ibarrola, University of the Basque Country, Spain
Kai Jakobs, RWTH Aachen University, Germany
Gyu Myoung Lee, Liverpool John Moores University, United Kingdom
Mitsuji Matsumoto, Waseda University Emeritus Professor, Japan
Roberto Minerva, Télécom SudParis, France
Mostafa Hashem Sherif, Consultant, United States
Technical Programme Committee
Chairman: Mostafa Hashem Sherif, Consultant, United States
The Technical Programme Committee is composed of over 60 subject-matter experts. Details are available at: http://itu.int/en/ITU-T/academia/kaleidoscope/2020/Pages/progcom.aspx.
Additional information
For additional information, please visit the conference website: http://itu.int/go/K-2020. Inquiries should be addressed to Alessia Magliarditi at kaleidoscope@itu.int.
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Table 1

		ANNEX
Evaluation of Kaleidoscope 2019 papers with respect to relevance in ITU activities



		Table 1 - Titles of ITU Kaleidoscope 2019 papers and keynotes

		#		Title

		K1		PANACEA: An Internet of Bio-NanoThings application for early detection and mitigation of infectious diseases

		S1.1		5G-enabled health systems: Solutions, challenges and future research trends

		S1.2		Community healthcare mesh network engineering in white space frequencies

		S1.3		Exploration of the non-intrusive optical intervention therapy based on the indoor smart lighting facility

		S1.4		Access technologies for medical IoT systems

		S2.1		Module structure for foot prosthetic and interface standardization*

		S2.2		Development of hearing technology with personalized safe listening features 

		S3.1		Facilitating healthcare IoT standardization with open source: A case study on OCF and IoTivity

		S3.2		Empirical study of medical IoT for patients with intractable diseases at home

		S4.1		Invited paper - Towards international standards for the evaluation of artificial intelligence for health

		S4.2		Redesigning a basic laboratory information system for the global south*

		S4.3		#RingingTheAlarm: Chronic "Pilotitis" stunts digital health in Nepal*

		S4.4		Designing national health stack for public health: role of ICT-based knowledge management system

		S5.1		Elderly health monitoring system with fall detection using multi-feature based person tracking*

		S5.2		A healthcare cost calculator for older patients over the first year after renal transplantation

		S5.3		Automatic plan generating system for geriatric care based on mapping similarity and global optimization

		S6.1		Invited paper - Preparing for the AI era under the digital health framework

		S6.2		Operationalizing data justice in health informatics*

		S7.1		Thought-based authenticated key exchange*

		S7.2		Cybersafety in healthcare IoT

		S8.1		Technical and legal challenges for healthcare blockchains and smart contracts

		S8.2		Design of a credible blockchain-based e-health records (CB-EHRs) platform

		S8.3		The GDPR transfer regime and modern technologies





Table 2

		Table 2 - Mapping of ITU Kaleidoscope 2019 papers and ITU activities

		#		Title		Author & affiliation		Paper topics (from EDAS)		Abstract		Keywords		Standards relevance		Related ITU-T Study Groups &Focus Groups activities		Other ITU sectors		Comments

		K1		PANACEA: An Internet of Bio-NanoThings application for early detection and mitigation of infectious diseases		Ian F. Akyildiz, Georgia Institute of Technology, United States		Internet of Bio-NanoThings (IoBNT); Molecular Communication (MC)						[IEEE P1906.1.1 - Standard Data Model for Nanoscale Communication Systems
IEEE 1906.1-2015 - IEEE Recommended Practice for Nanoscale and Molecular Communication Framework]		ITU-T SG16 - Multimedia
ITU-T SG20 - IoT, smart cities &​ communities				Keynote speech 

		S1.1		5G-enabled health systems: Solutions, challenges and future research trends		Di Zhang (Zhenzhou University, P.R. China & Seoul National University, Korea); Teng Zhang (The First Affiliated Hospital of Zhengzhou University, P.R. China); Yunkai Zhai (Zhengzhou University, P.R. China); Joel J. P. C. Rodrigues (National Institute of Telecommunications (Inatel), Brazil & Instituto de Telecomunicações, Portugal); Dalong Zhang (Zhengzhou University, P.R. China); Zheng Wen, Keping Yu and Takuro Sato (Waseda University, Japan)		Architecture for remote medical interventions using M2M, IoT, sensor networks; Interoperability of systems and applications		In the literature, Information communication technology (ICT)-assisted health systems have been intensively discussed. However, it has seldom become a reality. This is mainly due to the current wireless technologies' limited transmission rate, few connected devices and high latency. On the contrary, the fifth generation (5G) wireless communications can connect more devices, provide faster transmission rates and a lower latency. In this article, we first introduce the 5G-enabled health systems and our specific implementation in the first affiliated hospital of Zhengzhou University (FAHZZU). Afterwards, the potential challenges and future research trends on demonstrating the 5G-enabled health systems are discussed.		5G; health systems; smart hospital; telemedicine				ITU-T SG16 - Multimedia
ITU-T SG20 - IoT, smart cities &​ communities		ITU-R 

		S1.2		Community healthcare mesh network engineering in white space frequencies		Hope Mauwa (University of Mpumalanga, South Africa); Antoine Bagula and Emmanuel Tuyishimire (University of the Western Cape, South Africa); Tembisa Ngqondi (University of Mpumalanga, South Africa)		Architecture for remote medical interventions using M2M, IoT, sensor networks; Performance aspects, such as reliability, quality of service, and quality of experience; Network availability, survivability, security, and management of privacy		The transition from analog to digital television has availed new spectrum called white space, which can be used to boost the capacity of wireless networks on an opportunistic basis. One sector in which there is a need to use white space frequencies is the healthcare sector because of existent protocols which are using it and the white space frequency is not as crowded as Wi-Fi. However, design simulations of wireless communication networks in white space frequencies have revealed dense network topology because of better signal propagation and penetration properties of white space frequencies. Consequently, communication networks designed in white space frequencies will require topology reduction for better communication and routing. Therefore, this paper proposes a link-based topology reduction algorithm to reduce a dense mesh network topology designed in white space frequencies into a sparse mesh network topology. The paper also proposes a network optimization function to introduce a hierarchical backbone-based network topology from the sparse network topology for better scalability. Performance evaluation on the proposed designs show that the designs can guide network engineers to select the most relevant performance metrics during a network feasibility study in white space frequencies, aimed at guiding the implementation process		hierarchical backbone network; mesh network; network topology reduction; sparse network; white space						ITU-R 

		S1.3		Exploration of the non-intrusive optical intervention therapy based on the indoor smart lighting facility		Jian Song and Xiaofei Wang (Tsinghua University, P.R. China); Hongming Zhang (Department of Electronic Engineering, Tsinghua University, P.R. China); Changyong Pan (Tsinghua University, P.R. China)		Architecture for remote medical interventions using M2M, IoT, sensor networks; Wireless sensor and actuator networks for health applications; Interoperability of systems and applications		Light, originally the natural light, is one of the important contributing factors to the creation of life on earth, the evolution of human beings and the development of civilization. With the emergence of electric light sources, more specifically the LED lighting lamps which are now being utilized all over the world, the concept of Internet of light (IoL) using the existing LED illumination network with the combination of ICT technologies was created. It has become popular recently and is now widely believed to have a long-lasting impact. IoL not only improves the lighting efficiency, indoor lighting comfort level and other value-added services, but also provides the possibilities for regulating human physiological rhythm, especially for the alleviation of degenerative neurological diseases, even for the treatment and service of healthy lighting in a non-intrusive way. This paper first introduces the concept and the system structure of IoL, and then gives the preliminary results and considerations on how this integrated platform can be utilized to carry the life sciences research and potentially the future applications for the wellness of senior people. More work could be conducted and it would be quite necessary to take into consideration standardization from the perspectives of communication, Internet of things applications, and non-intrusive optical intervention therapy.		Alzheimer's disease; human physiological rhythm; Internet of Light; LED; non-intrusive optical intervention therapy				ITU-T SG16 - Multimedia		ITU-R REPORTS
Visible light for broadband communication: https://www.itu.int/pub/R-REP-SM.2422      

		S1.4		Access technologies for medical IoT systems		Junaid Ahmed Siddiquee (India, India)		Architecture for remote medical interventions using M2M, IoT, sensor networks		ICT technologies are evolving and advances in the technologies hold promise for applications in diverse domains such as healthcare. Along with the development of access technologies, rapid advances are also taking place in related areas, machine learning, artificial intelligence, cloud computing, and big data. Availing healthcare in the developing countries is costly, time-consuming and, for populations located in remote areas, it also means adding in the cost of travel to nearby towns and cities where expert healthcare facilities are normally available. Leveraging ICT technologies, IoT systems for healthcare can bring affordable and quality healthcare to the population through e-health and m-health applications. The role of ICT technologies is paramount to the success of IoT applications for healthcare. Two such ICT access standards are the 3GPP-based 5G technology and IEEE-based Wi-Fi 6. However, challenges exist in the ecosystem that inhibit the realization of the full potential of these technologies. Based on current and future requirements, the paper proposes a model incorporating key factors impacting an IoT communication system and comes up with a set of recommendations to harness the Internet of things for healthcare.		5G; Wi-Fi; e-Health; Healthcare; ICT; IoT; m-Health		3GPP-based 5G technology and IEEE-based Wi-Fi 6 
Rec. ITU-T Y.2060 (2012), Overview of the Internet of things		ITU-T SG16 - Multimedia
ITU-T SG20 - IoT, smart cities &​ communities

		S2.1		Module structure for foot prosthetic and interface standardization		Yoshitoshi Murata (Iwate Prefectural University, Japan); Tomoki Yamato (DOCOMO Technology Inc., Japan)		Medical interventions in disaster areas; Technology, standardization and innovation for accessibility and digital health applications		Several million people around the world live with limb loss. Prosthetics are useful to improve their quality of life, and some powered prosthetics enable them to walk naturally. However, most are too expensive for most amputees to afford. We propose a module structure for a foot prosthetic and standardized interfaces between modules to lower the price of powered ones. The prosthetic is battery-powered and controlled by data from sensors built into the heel of a shoe for a healthy foot. Some modules can be applied to people with walking disabilities. Such standardization can lower the price of such modules, and many amputees and people with walking disabilities, such as hemiplegia, can easily afford them, which can help improve their quality of life.		amputee; foot prosthetic; gait assist; walking disability		This paper proposes a module structure for foot prosthetics with standardized components.		ITU-T SG16 - Multimedia				Nominated for an award

The authors wish for active participation of relevant organizations in the work of the  ITU to develop standards so that these types of products can be on the market soon. 

		S2.2		Development of hearing technology with personalized safe listening features 		Shayan Gupta (Carnegie Mellon University & Audition Technology, USA); Xuan Xu, Hongfu Liu, Jacqueline Zhang, Shawn Kelly and Joshua N. Bas (Carnegie Mellon University, USA)		Health informatics; Technology, standardization and innovation for accessibility and digital health applications		Noise induced hearing loss (NIHL) is a growing public health concern in the US and globally due to the emergence of lifestyle preferences and environmental exposures to sound levels exceeding safe listening limits for extended periods of time. Issuance of the ITU guidelines for safe listening devices/systems (ITU-T H.870) leading to the 2019 WHO-ITU standard, along with existing US federal and military standards, provide a framework for developing an accessible tool for promoting safe listening. Our proposed Hearing Health app, is being developed for an aggregated assessment of a user's daily sound exposure, through the audio system and the environment (occupation and beyond) by integrating WHO-ITU and US safe listening standards, providing real-time alerts, user-centric recommendations and education that can be integrated into user lifestyles, representing a wide demographic including young adult, adult, civilian and military populations. The overall goal of the app will be to increase NIHL awareness and facilitate improvement of user's listening behaviors.		App; NIHL; Safe Listening Standards; User-Centric; User Listening Behavior		This paper suggests to integrate WHO-ITU and US safe listening standards.		ITU-T FG on AI for Health
ITU-T SG16 - Multimedia				The presenter, Shayan Gupta, is a recipient of the Young Author Recognition (YAR) certificate 

In this paper, the authors develop a case study to standardize healthcare IoT with IoTivity, with the Open Connectivity Foundation (OCF). The authors recommend ITU-T to continue their efforts to seek the roles of open-source implementation for faster adoption of not only healthcare IoT standards but also their overall Recs. 

														ITU-T. H.870. Guidelines for safe listening devices/systems, 2018. https://www.itu.int/rec/TREC-H.870-201808-I/en 

														WHO-ITU toolkit for safe listening devices and systems, 2019:  https://apps.who.int/iris/bitstream/handle/10665/280 086/9789241515283-eng.pdf?ua=1    

		S3.1		Facilitating healthcare IoT standardization with open source: A case study on OCF and IoTivity		Hongki Cha (ETRI, Korea); Younghwan Choi (Electronics and Telecommunications Research Institute & ETRI, Korea); Kangchan Lee (Electronics and Telecommunications Research Institute, Korea)		Health informatics; Health information exchange, interoperability and data integration; Technology, standardization and innovation for accessibility and digital health applications		Healthcare Internet of things (IoT) opens up seamless opportunities by unleashing possibilities to implement better healthcare services. Increased interest in this led to active standardization in various standards development organizations (SDOs). However, the proliferation of different international healthcare standards has not brought about full deployment of healthcare IoT services and business opportunities in the healthcare domain. Nevertheless, there have been some efforts to take advantage of open-source projects as an enabler to facilitate better deployment of healthcare IoT standards. In this paper, the authors develop a case study of their efforts to standardize healthcare IoT with IoTivity, with the Open Connectivity Foundation (OCF). Then they discuss the benefits of IoTivity and how it has led to the enhancement of standardization efficiency and acceleration in healthcare IoT. The authors conclude by recommending ITU-T to continue their efforts to seek the roles of open-source implementation for faster adoption of not only healthcare IoT standards but also their overall Recommendations		healthcare; IoT; IoTivity; OCF; open source; standardization				ITU-T SG16 - Multimedia
ITU-T SG20 - IoT, smart cities &​ communities				Recs from authors:
• ITU-T should continue their efforts to seek the roles of open source implementation for their Recommendations. – Such efforts could lead to the active participation of developers who can provide codes immediately applicable to production and deployment, which helps companies who especially need standardization development resources. – Such practice could eventually facilitate wider adoption of ITU-T Recommendations.
• Such efforts of ITU-T could include adding a reference implementations requirements when developing Recommendations – Developing reference implementations would require Recommendation developers to take advantage of existing open source projects to save time and resource. – Active participation in open source projects would result better promotion and exposure of ITU-T Recommendations.

		S3.2		Empirical study of medical IoT for patients with intractable diseases at home		Kentaro Yoshikawa and Akinori Nakamura (Shinshu University, Japan); Masaomi Takizawa (Central Corridor Communications 21, Japan); Masahiro Kuroda (Goleta Networks co., ltd, Japan)		Telemedicine, telehealth and biotelemetry; Emergency medical care; Medical decision-making		Telemedicine for chronic disease management is extending to the home through the use of medical devices and ICT technologies. Patients with intractable diseases, such as amyotrophic lateral sclerosis (ALS) and lethal neurodegenerative diseases, have been returning to their homes rather than remaining hospitalized. Reliable alarms for condition changes of patients and burden reduction of their families are taking root as foundations of telemedicine for patients with intractable diseases. This paper discusses reliable alarm delivery and expected medical IoT features for those patients. A patient's family has difficulty in setting optimal parameters of life-support medical devices following patient condition changes. Also, caregivers and patients' families expect reliable alarms and false alarm reduction from tele-alarm systems used at home. We need to provide both anxiety relief for patients' families and patient safety by reliably monitoring the patients. We designed and implemented an alarm delivery system for patients with intractable diseases, and here we propose a prototype false-alarm reduction mechanism for highly-controlled medical device systems including an artificial ventilator. We investigated alarms of a patient for one year, cooperating with the patient's family. We need both hardware standard interfaces and consistent alarm functions between artificial ventilators. We conclude with our further work for patients with different types of intractable diseases and for standardization of medical IoT networks integrating false-alarm reduction systems.		medical IoT; telemedicine; artificial ventilator; false alarm				ITU-T SG16 - Multimedia 
ITU-T SG20 - IoT, smart cities &​ communities

		S4.1		Towards international standards for the evaluation of artificial intelligence for health		Markus A. Wenzel, Fraunhofer Heinrich Hertz Institute, Germany; and Thomas Wiegand, Fraunhofer Heinrich Hertz Institute and Technische Universität Berlin, Germany				Healthcare can benefit considerably from advanced information processing technologies, in particular from machine learning (ML) and artificial intelligence (AI). However, the health domain only hesitantly adopts these powerful but complex innovations so far, because any technical fault can affect people’s health, privacy, and consequently their entire lives. In this paper, we substantiate that international standards are required for thoroughly validating AI solutions for health, by benchmarking their performance. These standards might ultimately create well founded trust in those AI solutions that have provided conclusive evidence to be accurate, effective and reliable. We give reasons that standardized benchmarking of AI solutions for health is a necessary complement of established assessment procedures. In particular, we demonstrate that it is beneficial to tackle this topic on a global scale and summarize the achievements of the first year of the ITU/WHO focus group on “AI for Health” that has tasked itself to work towards creating these evaluation standards.		Artificial intelligence, benchmarking, evidence, ITU-T, machine learning, medicine,  standards, validation, World Health Organization		The authors give reasons that standardized benchmarking of AI solutions for health is a necessary complement of established assessment procedures.
AI standards:
• NIST: technical standards for AI · reliable, robust, trustworthy • CTA: AI in healthcare • CESI AI standardization • CEN/CENELEC Focus Group AI • DIN AI Roadmap • ITU/WHO Focus Group AI for Health • IEEE P2801/2 • ISO/IEC JTC1 SC42 AI • Partnership on AI		ITU-T FG on AI for Health 
ITU-T SG16 - Multimedia				Invited paper

		S4.2		Redesigning a basic laboratory information system for the global south		Jung Wook Park, Aditi Shah, Rosa I Arriaga and Santosh Vempala (Georgia Institute of Technology, USA)		Technology, standardization and innovation for accessibility and digital health applications		Laboratory information systems (LIS) optimize information storage and processing for clinics and hospitals. In the recent past, developers of LIS for the global south have worked under the assumption that computing environments will be very limited. However, the computing resources in the area have been rapidly enriched. This has also changed the expectations that users have about the LIS interface and functionality. In this paper, we provide a case study of C4G BLIS that has been in operation for nearly a decade in seven African countries. In two studies that included 51 participants from three African countries, we redesigned the LIS to better suit the changing technical landscape and user needs and evaluated the new design. The study procedure, usability metrics and lessons learned from our evaluation provide a model that other researchers can use. The findings provide empirical insights that can benefit designers and developers of LIS in the global south. The results also highlight the need for adding usability specifications for international standard organizations.		Laboratory Information System; ICT4D; User Interface; Usability Standard; Global South		 The authors encourage international standards organizations dealing with health informatics to pay attention to usability standards for information systems.		ITU-T SG16 - Multimedia
ITU-T SG17 - Security		ITU-D		SECOND best paper

		S4.3		#RingingTheAlarm: Chronic "Pilotitis" stunts digital health in Nepal		Ichhya Pant (GWU School of Public Health, USA); Anubhuti Poudyal (GWU Medical Faculty Associates, USA)		Telemedicine, telehealth and biotelemetry; Health information exchange, interoperability and data integration; Technology, standardization and innovation for accessibility and digital health applications; Interventions in public health		Nepal Health Sector Strategy (NHSS) 2015-2020 aspires to leverage digital health to improve health outcomes for Nepalese citizens. At present, there is a paucity in evidence on digital health projects that have been implemented in Nepal. This study aims to map past and extant digital health projects using Arksey and O'Malley's scoping design framework and assess projects using the World Health Organization (WHO) building blocks of a health systems framework. Our findings shed light on the current actors in the digital health space, the spectrum of health services offered, along with opportunities and challenges to move beyond "pilotitis". In total, 20 digital health solutions were identified through our review that were implemented between 1993 to 2017. The momentum for digital health projects in Nepal is sporadic but continuous. Overall, digital health solutions in Nepal are limited in scope, focus areas, target audiences and sustainability potential. At the national level, implementation of digital health projects is frayed, issue and organization-centric, and primarily driven by donor or non-governmental organizations. Engaging the private sector, especially telecommunications companies, is an underutilized strategy to move beyond "pilotitis". Existing pioneers in the space must engage in strategic collaborative partnerships with the private sector or incentivize independent commercial health technology ventures.		Digital Health; ICTs; Nepal; Pilotitis				ITU-T SG16 - Multimedia
ITU-T SG17 - Security		ITU-D		Nominated for an award

		S4.4		Designing national health stack for public health: role of ICT-based knowledge management system		Charru Malhotra (Indian Institute of Public Administration, India); Vinod Kotwal (Ministry of Communications and IT, India); Aniket Basu (Indian Institute of Public Administration, India)		Health information exchange, interoperability and data integration; Technology, standardization and innovation for accessibility and digital health applications; Interventions in public health		Public health (PH), as a domain, requires astute amalgamation of the workings of different disciplines, because its eventual aim is to 'prevent' and not just 'cure' the health concerns of the entire community/population under consideration. Public health goals can be achieved more meaningfully by the application of information communication technology (ICT) that helps in overcoming the bottlenecks of brick-and-mortar healthcare models. Online consultations, cloud-based health management solutions, smart service-supported diagnoses are some such examples. The present study attempts to explore the design and implementation of ICT-based holistic knowledge management systems (KMS) to address public health concerns at the national level. At any point in time, different management information systems (MIS) are being used by various public authorities that directly or indirectly impact PH. However, the data being generated by these MIS is "stove piped" into standalone, heterogeneous databases. Non-standardized data formats, incompatible IT systems, an aggravated sense of ownership by the agency that collects the data are some of the factors that further worsen the problem. To overcome these issues, based on the study of best practices and literature review, the review paper proposes a conceptual model, referred to as national health stack (NHS). NHS is a multilayered KMS designed to support evidence-based decisions of public health and would pave the way towards "Good Health and well being" (UN SDG 3) for All.		Application program interface; digital service standard; emerging technologies; national health stack; public health; quality of life; knowledge management systems				ITU-T SG16 - Multimedia		ITU-D

		S5.1		Elderly health monitoring system with fall detection using multi-feature based person tracking*		Dhananjay Kumar (Anna University, India); Aswin Kumar Ravikumar (Madras Institute of Technology Campus, Anna University, India); Vivekanandan Dharmalingham (Anna University, India); Ved P. Kafle (National Institute of Information and Communications Technology, Japan)		Emergency medical care; Big data modelling, machine learning, artificial intelligence enabled solutions; Data science and analytics for smart hospitals; Technology, standardization and innovation for accessibility and digital health applications		The need for personalized surveillance systems for elderly health care has risen drastically. However, recent methods involving the usage of wearable devices for activity monitoring offer limited solutions. To address this issue, we have proposed a system that incorporates a vision-based deep learning solution for elderly surveillance. This system primarily consists of a novel multi-feature-based person tracker (MFPT), supported by an efficient vision-based person fall detector (VPFD). The MFPT encompasses a combination of appearance and motion similarity in order to perform effective target association for object tracking. The similarity computations are carried out through Siamese convolutional neural networks (CNNs) and long-short term memory (LSTM). The VPFD employs histogram-of-oriented-gradients (HoGs) for feature extraction, followed by the LSTM network for fall classification. The cloud-based storage and retrieval of objects is employed allowing the two models to work in a distributed manner. The proposed system meets the objectives of ITU Focus Group on AI for Health (FG-AI4H) under the category, "falls among the elderly". The system also complies with ITU-T F.743.1 standard, and it has been evaluated over benchmarked object tracking and fall detection datasets. The evaluation results show that our system achieves the tracking precision of 94.67% and the accuracy of 98.01% in fall detection, making it practical for health care system use. The HoG feature-based LSTM model is a promising item to be standardized in ITU for fall detection in elderly healthcare management under the requirements and service description provided by ITU-T F.743.1.		CNN; fall detection; HoG; LSTM; object tracking		Authors say that the HoG feature-based LSTM model is a promising item to be standardized in ITU for fall detection in elderly healthcare management under the requirements and service description provided by Recommendation ITU-T F.743.1 – “Requirements for intelligent visual surveillance”. 

Rec ITU-T H.264 		ITU-T FG on AI for Health 
ITU-T SG16 - Multimedia				THIRD best paper

ACTION: Encourage Prof. Kumar to apply for membership and contribute to ITU-T SG16. 

		S5.2		A healthcare cost calculator for older patients over the first year after renal transplantation		Rui Fu, Nicholas Mitsakakis and Peter C. Coyte (University of Toronto, Canada)		Health informatics; Big data modelling, machine learning, artificial intelligence enabled solutions		Forecasting tools that accurately predict post-transplantation healthcare use of older end-stage renal disease (ESRD) patients are needed at the time of transplantation in order to ensure smooth care delivery in the post-transplant period. We addressed this need by developing a machine-learning-based calculator that predicts the cost of healthcare for older recipients of a deceased-donor kidney over the first year following transplantation. Regression tree and regularized linear regression methods, including ridge regression, lasso regression and elastic net regression were explored on all cases of deceased-donor renal transplants performed for patients aged over 60 in Ontario, Canada between March 31, 2002 and April 31, 2013 (N=1328), The optimal model (lasso) identified age, membership of one of 14 regionalized Local Health Integration Networks, blood type, sensitization, having diabetes as the primary case of ESRD, total healthcare costs in the 12-month pre-workup period and the 6-month workup period to be inputs to the cost calculator. This cost calculator, in conjunction with clinical outcome information, will aid health system planning and performance to ensure better management of recipients of scarce kidneys.		healthcare costs; health economics; machine learning; renal transplant				ITU-T FG on AI for Health				 

		S5.3		Automatic plan generating system for geriatric care based on mapping similarity and global optimization		Fei Ma, ChengLiang Wang and Zhuo Zeng (Chongqing University, P.R. China)		Health informatics; Technology, standardization and innovation for accessibility and digital health applications; Precision and personalized medicine		The smart home is an effective means of providing geriatric care to increase the ability of the elderly to live independently and ensure their health in daily life. However, the smart home is not widely used because it is arduous to obtain a sensing devices selection plan. In this paper, the accuracy of service selection and cost savings assumes enormous importance. Therefore, we propose an automatically plan generating system for the elderly based on semantic similarity, intuitionistic fuzzy theory, and global optimization algorithm, aiming at searching for an optimized plan. Experiment results indicate that our approach can satisfy care demands and provide an optimized plan of sensing devices selection.		Care demand; Geriatric care; Selection plan; Smart home; Smart service				ITU-T SG16 - Multimedia

		S6.1		Preparing for the AI era under the digital health framework		Shan Xu, Chunxia Hu and Dong Min, China Academy of Information and Communication Technology (CAICT), China				Information and communication technology (ICT) for health has shown great potential to improve healthcare efficiency, especially artificial intelligence (AI). To better understand the influence of ICT technology on health, a framework of the digital health industry has been proposed in this paper. Factors from the health industry and the ICT part are extracted to study the interaction between two groups of component factors. Health factors include service and management; and ICT factors include sensors, networks, data resources, platforms, applications and solutions. The interaction between ICT and health can be traced through the development history, from the stage of institutional informationization to regional informationization, and finally to service intelligentization. Following such a developmental roadmap, AI was chosen as one of the most powerful technologies to study the penetration effect and key development trends from the perspectives of data, computing power and algorithms. The health industry will be much improved or redefined in the coming AI era. To better understand the strengths, weaknesses and limitations of AI for health, exogenous factors are discussed at the end of the paper; preparations on collaboration mechanism; standardization and regulation have been proposed for the sustainable development of digital health in the AI era. 		Artificial intelligence, digital health, framework, information and communication technology, interaction 				ITU-T FG on AI for Health 
ITU-T SG16 - Multimedia				Invited paper

		S6.2		Operationalizing Data Justice in Health Informatics		Mamello Thinyane (United Nations University, Macao SAR, China)		Security, privacy and trust issues; Ethical issues		There is a growing awareness of the need and increasing demands for technology to embed, be sensitive to, be informed by, and to be a conduit of societal values and ethical principles. Besides the normative frameworks, such as the Human Rights principles, being used to inform technology developments, numerous stakeholders are also developing ethical guidelines and principles to inform their technology solutions across various domains, particularly around the use of frontier technologies such as artificial intelligence, machine learning, Internet of things, robotics and big data. Digital health is one of the domains where the convergence of technology and health stands to have a significant impact on advancing sustainable development imperatives, specifically around health and wellbeing (i.e. SDG3). As far as digital health is concerned, what values and ethical principles should inform solutions in this domain, and more significantly, how should these be translated and embedded into specific technology solutions? This paper explores the notion of data justice in the context of health informatics and outlines the key considerations for data collection, processing, use, sharing and exchange towards health outcomes and impact. Further, the paper explores the operationalization of Mortier et al.'s Human-Data Interaction principles of legibility, agency and negotiability through a health informatics system architecture.		data justice; human-data interaction; personal health informatics		ISO/IEC 29100:2011 “Information technology, security techniques, privacy framework” standard on privacy protection of personally identifiable information (PII).

ITU-T Focus Group on Data Processing and Management (FG-DPM) within Working Group 3 on “Data sharing, interoperability and blockchain” as well as Working Group 4 on “Security, privacy and trust including Governance”.  
		ITU-TSG17 - Security
ITU-TSG16 - Multimedia
ITU-TSG13 - Future networks (& cloud)		ITU-D		Nominated for an award 

		S7.1		Thought-based authenticated key exchange		Phillip H Griffin (Griffin Information Security, USA)		Technology, standardization and innovation for accessibility and digital health applications		Identity authentication techniques based on password-authenticated key exchange (PAKE) protocols rely on weak secrets shared between users and host systems. In PAKE, a symmetric key is derived from the shared secret, used to mutually authenticate communicating parties, and then used to establish a secure channel for subsequent communications. A common source of PAKE weak secrets are password and passphrase strings. Though easily recalled by a user, these inputs typically require keyboard entry, limiting their utility in achieving universal access. This paper describes authentication techniques based on weak secrets derived from knowledge extracted from biometric sensors and brain-actuated control systems. The derived secrets are converted into a format suitable for use by a PAKE protocol. When combined with other authentication factors, PAKE protocols can be extended to provide strong, two-factor identity authentication that is easy to use by persons living in assistive environments.		assistive environments; authentication; biometrics; key exchange; security		ITU-T Standardization Opportunities:
- Extend ITU-T Rec. X.1035 Password Authenticated Key (PAK) Exchange Define an OID to identify each unique mechanism (as in ISO/IEC 11770-4) 
- Specify processing for multifactor user authentication
- Define an X.894 payload for information exchange between the user & server Extend X.tas: Telebiometric authentication using speaker recognition 
- Support face and hand biometrics from camera collected sensors 
- Extend ITU-T Rec. X.1080.0 Access Controls to support X.1035 PAKE PAKE can provide a low cost, certificateless alternative to CMS and TLS
- Create a new PAKE-extended TLS standard for certificateless mobile users Support multifactor TLS user authentication & low cost mutual authentication 
- Revise ITU-T Rec. X.1081 framework to include non-telebiometric devices Consider EEG data and other “human body meets electronic” devices.

More details are in the "Conclusions" section of the paper. 		ITU-T SG17 - Security
ITU-TSG16 - Multimedia
ITU-TSG20 - IoT, smart cities &​ communities				FIRST best paper
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		S7.2		Cybersafety in healthcare IoT		Duncan Sparrell (sFractal Consulting, USA)		Security, privacy and trust issues		Healthcare is becoming more connected. Risks to patient and public safety are increasing due to cybersecurity attacks. To best thwart cyberattacks, the Internet of health things (IoHT) must respond at machine speed. Cybersecurity standards being developed today will enable future IoHT systems to automatically adapt to cybersecurity threats in real time, based on a quantitative analysis of reasonable mitigations performing triage to economically optimize the overall healthcare outcome. This paper will discuss cybersecurity threats, risk, health impact, and how future IoHT cybersecurity systems will adapt to threats in real time.		Cyber-safety; Healthcare; Internet of Things		Recommendation ITU-T Y.2060, Overview of the Internet of things, June, 2012: https://www.itu.int/rec/T-REC-Y.2060-201206-I		ITU-T SG17 - Security
ITU-TSG16 - Multimedia
ITU-TSG20 - IoT, smart cities &​ communities

		S8.1		Technical and legal challenges for healthcare blockchains & smart contracts		Steven Wright (Georgia State University)		Management for electronic and virtual health cards; Security, privacy and trust issues; Digital rights and identity management; Legislative and regulatory frameworks		The paper considers the technical and legal challenges impacting recent proposals for healthcare applications of blockchain and smart contracts. Healthcare blockchain data and actors are rather different to cryptocurrency data and actors, resulting in a different emphasis on blockchain features. Technical issues with healthcare blockchain implementation and trust are considered, as well as a variety of potential legal issues. Conclusions and recommendations are proposed for open source and standardization efforts to reduce technical and legal risks for healthcare blockchains and smart contracts		blockchain; healthcare; legal; smart contract				ITU-T SG16 - Multimedia
ITU-T SG17 - Security		ITU-D

		S8.2		Design of a credible blockchain-based e-health records (CB-EHRs) platform		Lingyu Xu, Antoine Bagula, Omowunmi Isafiade and Kun Ma (University of the Western Cape, South Africa); Tapiwa Chiwewe (IBM Research Africa, South Africa)		Management for electronic and virtual health cards; Security, privacy and trust issues		With the rapid development of electronic health care, the era of medical big data has already emerged. However, in the global electronic health industry environment, one of the significant challenges is that the various medical institutions are independent of one another. Patients, doctors and medical researchers have significant barriers in accessing medical data. As an intervention strategy using blockchain principle, this paper explores the characteristics of blockchain which are applicable to the management of electronic health records (EHRs), and presents a credible blockchain-based electronic health records (CB-EHRs) management platform. A CB-EHRs platform is characterized by decentralization, data tamper-proof, collective maintenance mechanisms, security and credibility. This platform cannot only realize data sharing between medical institutions, but also ensures the privacy of users. This paper introduces the components of the CB-EHRs platform model and the implementation principle of its related functions. In addition, this paper also reviews and selects the delegated Byzantine Fault Tolerance (dBFT) consensus mechanism as a viable option for the CB-EHRs platform. Finally, by comparing with the Practical Byzantine Fault Tolerance (PBFT) consensus mechanism and our research, we highlight the potential advantages of our proposed CB-EHRs platform in the medical domain.		Electronic Health Records; Blockchain; Data Sharing; Privacy Protection; CB-EHRs				ITU-T SG16 - Multimedia
ITU-T SG17 - Security

		S8.3		The GDPR transfer regime and modern technologies		Melania Tudorica and Trix Mulder (University of Groningen, The Netherlands)		Security, privacy and trust issues; Legislative and regulatory frameworks		Health data comes within a person's most intimate sphere. It is therefore considered to be sensitive data due to the great impact it could have on a person's life if this data were freely available. Unauthorized disclosure may lead to various forms of discrimination and violation of fundamental rights. Rapid modern technological developments bring enormous benefits to society. However, with this digitization, large amounts of health data are generated. This makes our health data vulnerable, especially when transferred across borders. The new EU General Data Protection Regulation (GDPR) legal framework provides for rights for users of modern technologies (data subjects) and obligations for companies (controllers and processors) with regard to the processing of personal data. Chapter V of the GDPR protects personal data that are transferred to third countries, outside the EU. The term 'transfer' itself, however, is not defined by the GDPR. This paper examines whether transfer within the meaning of the GDPR applies to health data processed by modern technologies and if the complexity of the GDPR legal framework as such sufficiently reflects reality and protects health data that moves across borders, in particular to jurisdictions outside the EU.		data protection; health data; transfer; transit				TSB Director’s Ad Hoc Group on Intellectual Property Rights
ITU-T SG17 - Security
		ITU-D
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