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What are Cybersecurity Assurance Practices?

ITU-D Study Group 2 rapporteur group meetings (22 May - 2 June 2023)

Workshop on cybersecurity assurance practices

“Cybersecurity assurance practices can take many forms, they can be industry lead self-regulation, guidelines issued to consumers or 
industry from national and international bodies, or national and international regulations imposed on manufacturers. All these 
combine to form updated best practices to ensure the protection of our electronic devices.”

“Cyber Security Assurance Practices refer to a set of methodologies, processes, and controls designed to ensure the confidentiality, 
integrity, and availability of an organization's information systems and data. These practices are aimed at minimizing the risks
associated with cyber threats and maintaining a secure computing environment.”

“Cyber Security Assurance Practices are a set of activities that are designed to ensure that an organization's systems, networks, and 
data are protected against cyber threats. These practices are used to validate the security of an organization's information 
technology (IT) infrastructure, to identify potential vulnerabilities, and to implement measures to mitigate risks.”

Sources: OpenAI ChatGPT, Access Partnership, Contribution numbered SG2RGQ/48-E; 
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What?

Umbrella term: Regulations / guidelines / 
methodologies / processes / controls / activities

Can be proposed or imposed (by National or 
International Bodies)

What?

Sources: OpenAI ChatGPT, Access Partnership, Contribution numbered SG2RGQ/48-E; 
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Goal?
What are Cybersecurity Assurance Practices?
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“Cybersecurity assurance practices can take many forms, they can be industry lead self-regulation, guidelines issued to consumers or 
industry from national and international bodies, or national and international regulations imposed on manufacturers. All these 
combine to form updated best practices to ensure the protection of our electronic devices.”

“Cyber Security Assurance Practices refer to a set of methodologies, processes, and controls designed to ensure the confidentiality, 
integrity, and availability of an organization's information systems and data. These practices are aimed at minimizing the risks
associated with cyber threats and maintaining a secure computing environment.”

“Cyber Security Assurance Practices are a set of activities that are designed to ensure that an organization's systems, networks, and 
data are protected against cyber threats. These practices are used to validate the security of an organization's information 
technology (IT) infrastructure, to identify potential vulnerabilities, and to implement measures to mitigate risks.”

Their Goal is to ensure:

 the protection of our electronic devices
 individual system components can adequately protect themselves from attacks
 that an organization's systems, networks, and data are protected against cyber threats
 the confidentiality, integrity, and availability of an organization's information systems and 

data
 validate the security of an organization's information technology (IT) infrastructure

and…
 identification potential vulnerabilities and cyber threats 
 minimize / mitigate the risks

Sources: OpenAI ChatGPT, Access Partnership, Contribution numbered SG2RGQ/48-E; 
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What are Cybersecurity Assurance Practices?
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• Are: Regulations / guidelines / methodologies / processes / controls / 
set of activities

• Can be: proposed (Industry lead) or imposed (by National or 
International Bodies)

• Their goal is to ensure protection (devices, systems, networks and data) 
and identification of vulnerabilities and threats 

• So that risks can be mitigated
• They are dynamic, not just a one-time effort

http://itu.int/go/study-groups


http://itu.int/go/study-groups 6

content

Slide title

ITU-D Study Group 2 rapporteur group meetings (22 May - 2 June 2023)

Workshop on cybersecurity assurance practices

http://itu.int/go/study-groups


http://itu.int/go/study-groups 7

content

Slide title

ITU-D Study Group 2 rapporteur group meetings (22 May - 2 June 2023)

Workshop on cybersecurity assurance practices

http://itu.int/go/study-groups


http://itu.int/go/study-groups 8ITU-D Study Group 2 rapporteur group meetings (22 May - 2 June 2023)

Workshop on cybersecurity assurance practices

• Risk as ses sment

• Regular audits  and compliance

• Security policies  and procedures

• Security awareness  training

• Vulnerability management

• Network security

• Endpoint s ecurity

• Data protection and encryption

• Access  control

• Security Continuous  Monitoring

Identify

Protect

Detect

Respond

Recover

Risk Assessment
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Risk Assessment
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Assessing Risks in the 
Critical Information 
Infrastructure of a 
Member State
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Risk Assessment at National Level – Server Software
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Identifying unsupported 
software in all the IP 
addresses of a Member State
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• Risk as ses sment

• Regular audits  and compliance

• Security policies  and procedures

• Security awareness  training

• Vulnerability management

• Network security

• Endpoint s ecurity

• Data protection and encryption

• Access  control

• Security Continuous  Monitoring

Identify

Protect

Detect

Respond

Recover

Rans omware typically infiltra tes  
organizations  through a  variety of methods , 
but the following are the mos t common:

● Phis hing Emails

● Exploit Kits (vulnerabilities  /  non-

updated s oftware)

● Remote Des ktop Protocol (RDP)

● Malicious  Webs ites or Ads  

(Malvertis ing)

Ramsonware
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Marsh McLennan in a study in October 2022 sought to quantify the 
relationship between data analytics and Marsh McLennan’s 
cybersecurity incident data (2018-2021). After comparing the security 
performance data of thousands of organizations that experienced 
cybersecurity incidents against those that did not, Marsh McLennan 
found that:

1. Patching Cadence was most strongly correlated to cybersecurity 
incidents (risk vector, which measures the rate at which organizations remediate 
important vulnerabilities)

2. Followed by updated desktop and mobile software and observed 
exploited devices

With trusted, proven, objective analytics regulators and government 
officials can make more informed policy decisions and perform better 
cybersecurity oversight.

Sources: https://www.bitsight.com/blog/new-study-finds-significant-correlation-between-bitsight-analytics-and-cybersecurity-incidents

https://www.bitsight.com/blog/ransomware-prevention

Many of these results are 
consistent with earlier 
BitSight analyses (e.g. poor 
performance in the Patching 
Cadence risk vector was 
known to be highly correlated 
with ransomware incidents)

Assure Patching Vulnerabilities and up-to-date Software

http://itu.int/go/study-groups
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