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Предисловие
Технологии постоянно развиваются, и новые киберугрозы продолжают создаваться. В рамках
технологического прогресса кибербезопасность должна быть неотъемлемой и неразделимой частью
самого прогресса. К сожалению, кибербезопасность пока не входит в число ключевых факторов
национальной и промышленной технологической стратегии большого числа стран. Руководство стран
должно осознавать свой текущий уровень компетенций в сфере кибербезопасности и в то же время
выявлять области, где контроль кибербезопасности требует усиления.
Глобальный индекс кибербезопасности (ГИК) – это показатель уровня развития кибербезопасности
конкретной страны. ГИК направлен на создание для стран правильной мотивации, чтобы
интенсифицировать их усилия в сфере кибербезопасности. Конечная цель – помочь в развитии глобальной
культуры кибербезопасности и ее интеграции в важнейшие информационные и коммуникационные
технологии.
В рамках реализации с одним из наших партнеров, ABI Research, ГИК передает экспертные знания для
проведения статистического анализа и отраслевого сравнительного анализа. В октябре 2013 года всем
Государствам – Членам МСЭ были разосланы информационное письмо и анкета. По результатам
полученных ответов были опубликованы предварительные результаты по регионам. При поддержке всех
Государств-Членов МСЭ публикует глобальный отчет о положении дел в сфере кибербезопасности по
состоянию на 2014 г.
Я благодарю все Государства-Члены за их поддержку, и поскольку ГИК – это непрекращающаяся
программа, я приглашаю всех респондентов и далее направлять нам обновления этой важнейшей
информации, которые повысят ценность ГИК благодаря эффективному обмену опытом, мнениями и
проблемными вопросами. ГИК также станет для вас инструментом, который будет расти и помогать вам в
оценке готовности вашей системы кибербезопасности на национальном уровне, а также в принятии
осознанных решений для развития глобальной культуры кибербезопасности.

Брахима Сану,
Директор
Бюро развития электросвязи
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ABI Research
После трех лет напряженных усилий, отражающих стремление руководства МСЭ к сотрудничеству с
частным сектором экономики для достижения важной цели глобального сообщества, компания ABI
Research с удовольствием представляет публикацию первого ежегодного Глобального индекса
кибербезопасности (ГИК).
ГИК стал результатом стремления руководства МСЭ повысить информированность о готовности системы
кибербезопасности. Компания ABI Research, специализирующаяся на исследованиях технологий и
обладающая 25-летним опытом работы в этой сфере, по праву гордится тем, что стала частью системы
международного сотрудничества, лежащего в основе данного проекта.
Ущерб от киберпреступности и растущая угроза все более изощренных кибератак, совершаемых
невероятно изобретательными и компетентными личностями, продолжает оставаться глобальной
угрозой развитию ИКТ. Внедрение механизмов безопасности ИКТ обеспечивает экономическую
стабильность киберпространства и создает надежную среду, критически важную для организаций и
отдельных лиц для ведения бизнеса и свободного общения.
Целью ГИК является создание инструмента измерения, который обеспечил бы надежность и безопасность
для постоянных технологических инноваций и деятельности в интернете. Растущие угрозы со стороны
преступников, имеющих корыстные, финансовые или политические мотивы, могут быть минимизированы
за счет комплекса технологических, политических, правовых, организационных и научных мер.
Мы с нетерпением ожидаем продолжения работы с МЭС над Глобальным индексом кибербезопасности,
представляющим собой важный первый шаг в выявлении областей совершенствования
кибербезопасности и способным расширить открытое сотрудничество среди всех его участников,
позволяя им обмениваться опытом и учиться друг у друга.

Тим Аркдикон,
Основатель и генеральный директор
ABI Research
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1

Введение

Глобальный индекс кибербезопасности (ГИК) является детищем коллективного партнерства между
частным сектором и международной организацией и направлен на то, чтобы вывести вопрос
кибербезопасности в число приоритетов национальных стратегий различных стран. Совместный проект,
предпринятый ABI Research и Международным союзом электросвязи, ГИК позволяет оценить уровень
участия независимых государств в сфере кибербезопасности.
Созданный на основе Глобальной программы кибербезопасности МСЭ, ГИК оценивает уровень
обязательств в пяти сферах: правовые меры, технические меры, организационные меры, развитие
потенциала и международное сотрудничество. Результатом стал индекс на уровне отдельных стран и
глобальный рейтинг готовности системы кибербезопасности. ГИК стремится определить эффективность
или успешность не конкретной меры, а существующих и действующих национальных структур,
ответственных за кибербезопасность.
Проект является результатом интенсивных первичных и вторичных исследований со стороны как МСЭ, так
и ABI Research. Обзоры различных стран, подготовленные в рамках глубинного качественного
исследования, были направлены всем Государствам – Членам МСЭ. Была собрана информация по
законодательству, нормам, группам CERT и CIRT, политикам, национальным стратегиям, стандартам,
сертификациям, профессиональному обучению, повышению осведомленности и коллективным
партнерствам.
Целью ГИК является создание общей картины того, на каком уровне страны находятся в деле обеспечения
национальной кибербезопасности. Стратегическое видение ABI Research и МСЭ – продвижение
осведомленности о кибербезопасности и важной роли правительств – должно играть важную роль в
объединении соответствующих механизмов, направленных на поддержку и продвижение этой
важнейшей дисциплины. Защита единого киберпространства должна включать развитие
кибербезопасности.

2

Основные результаты исследований

2.1

Глобальный рейтинг

Многие страны имеют одинаковый рейтинг, который показывает, что они имеют одинаковый уровень
готовности. Индекс имеет низкий уровень ступенчатости, т. к. он призван фиксировать
обязательство/готовность системы кибербезопасности страны, а не подробное описание ее способностей
или возможных уязвимостей.
Таблица 1: Рейтинг стран на основе индекса
Страна

Индекс

Глобальный рейтинг

Соединенные Штаты Америки*

0,824

1

Канада*

0,794

2

Австралия*

0,765

3

Малайзия

0,765

3

Оман

0,765

3

Новая Зеландия*

0,735

4

Норвегия*

0,735

4

Бразилия

0,706

5

Эстония*

0,706

5

Германия*

0,706

5
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Индекс

Глобальный рейтинг

Индия*

0,706

5

Япония*

0,706

5

Республика Корея*

0,706

5

Великобритания

0,706

5

Австрия*

0,676

6

Венгрия*

0,676

6

Израиль*

0,676

6

Нидерланды*

0,676

6

Сингапур

0,676

6

Латвия*

0,647

7

Швеция*

0,647

7

Турция

0,647

7

Гонконг*

0,618

8

Финляндия

0,618

8

Катар

0,618

8

Словакия

0,618

8

Уругвай

0,618

8

Колумбия

0,588

9

Дания*

0,588

9

Египет

0,588

9

Франция*

0,588

9

Маврикий

0,588

9

Испания*

0,588

9

Италия

0,559

10

Марокко

0,559

10

Уганда

0,559

10

Азербайджан

0,529

11

Польша*

0,529

11

Руанда

0,529

11

Тунис

0,529

11

Чешская Республика

0,500

12

Грузия

0,500

12

Россия*

0,500

12

Индонезия

0,471

13

Люксембург*

0,471

13

Румыния

0,471

13

Бельгия*

0,441

14

Болгария

0,441

14

Китай*

0,441

14

Литва

0,441

14

Нигерия

0,441

14
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Индекс

Глобальный рейтинг

Судан

0,441

14

Аргентина*

0,412

15

Камерун

0,412

15

Хорватия

0,412

15

Кения

0,412

15

Монголия

0,412

15

Шри-Ланка

0,412

15

Таиланд*

0,412

15

Бруней-Даруссалам

0,382

16

Чили*

0,382

16

Молдавия*

0,382

16

Черногория

0,382

16

Мьянма

0,382

16

ЮАР

0,382

16

Коста-Рика*

0,353

17

Эквадор

0,353

17

Мальта*

0,353

17

Филиппины

0,353

17

Швейцария

0,353

17

Украина*

0,353

17

Объединенные Арабские Эмираты*

0,353

17

Буркина-Фасо

0,324

18

Мексика*

0,324

18

Перу*

0,324

18

Вьетнам*

0,324

18

Бахрейн

0,294

19

Бангладеш

0,294

19

Кипр*

0,294

19

Гана*

0,294

19

Иран*

0,294

19

Ливия

0,294

19

Панама

0,294

19

Португалия*

0,294

19

Саудовская Аравия*

0,294

19

Афганистан

0,265

20

Сербия

0,265

20

Того

0,265

20

Кот-д'Ивуар

0,235

21

Ямайка*

0,235

21

Албания

0,206

22

Сальвадор*

0,206

22

3
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Страна

4

Индекс

Глобальный рейтинг

Греция*

0,206

22

Гватемала

0,206

22

Исландия*

0,206

22

Ирландия*

0,206

22

Иордания

0,206

22

Либерия

0,206

22

Парагвай*

0,206

22

Танзания

0,206

22

Тринидад и Тобаго

0,206

22

Венесуэла

0,206

22

Алжир

0,176

23

Армения

0,176

23

Барбадос

0,176

23

Беларусь*

0,176

23

Белиз*

0,176

23

Бенин*

0,176

23

Босния и Герцеговина

0,176

23

Ботсвана

0,176

23

Казахстан*

0,176

23

Малави

0,176

23

Пакистан*

0,176

23

Самоа

0,176

23

Сенегал*

0,176

23

Словения*

0,176

23

Сирия

0,176

23

Багамские острова*

0,147

24

Мавритания*

0,147

24

Никарагуа*

0,147

24

Сент-Китс и Невис

0,147

24

Палестина*

0,147

24

Таджикистан*

0,147

24

Македония*

0,147

24

Узбекистан*

0,147

24

Вануату

0,147

24

Замбия

0,147

24

Антигуа и Барбуда*

0,118

25

Бутан

0,118

25

Боливия*

0,118

25

Бурунди

0,118

25

Камбоджа

0,118

25

Доминиканская Республика

0,118

25

Глобальный индекс кибербезопасности и профили по киберблагополучию
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Индекс

Глобальный рейтинг

Гренада

0,118

25

Гайана*

0,118

25

Кыргызстан*

0,118

25

Лихтенштейн*

0,118

25

Микронезия

0,118

25

Непал*

0,118

25

Папуа Новая Гвинея

0,118

25

Сент-Люсия*

0,118

25

Сейшельские острова*

0,118

25

Суринам*

0,118

25

Сан-Марино

0,118

25

Ангола*

0,088

26

Гамбия

0,088

26

Кирибати

0,088

26

Ливан

0,088

26

Мадагаскар

0,088

26

Мальдивы

0,088

26

Мали

0,088

26

Монако*

0,088

26

Нигер*

0,088

26

Южный Судан*

0,088

26

Тонга

0,088

26

Туркменистан*

0,088

26

Зимбабве

0,088

26

Андорра*

0,059

27

Конго

0,059

27

Джибути

0,059

27

Доминика*

0,059

27

Фиджи

0,059

27

Гаити*

0,059

27

Кувейт*

0,059

27

Лаос

0,059

27

Мозамбик*

0,059

27

Сан-Томе и Принсипи

0,059

27

Сьерра-Леоне

0,059

27

Свазиленд

0,059

27

Тувалу

0,059

27

Йемен*

0,059

27

Кабо-Верде

0,029

28

5
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Индекс

Глобальный рейтинг

Чад*

0,029

28

Коморские острова

0,029

28

Куба*

0,029

28

Демократическая Республика Конго

0,029

28

Эритрея*

0,029

28

Эфиопия*

0,029

28

Габон

0,029

28

Гвинея

0,029

28

Гвинея-Биссау*

0,029

28

Ирак*

0,029

28

Науру

0,029

28

Палау*

0,029

28

Соломоновы острова

0,029

28

Сомали

0,029

28

Центральная Африканская Республика*

0,000

29

Корейская Народно-Демократическая
Республика*

0,000

29

Экваториальная Гвинея*

0,000

29

Гондурас*

0,000

29

Лесото

0,000

29

Маршалловы острова

0,000

29

Намибия

0,000

29

Сент-Винсент и Гренадины

0,000

29

Тимор-Лешти*

0,000

29

* На основе вторичных данных (источник: ABI Research)
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2.2

Региональный рейтинг
Таблица 2: Рейтинг африканского региона на основе индекса
Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Маврикий

0,7500

0,6667

0,6250

0,5000

0,5000

0,5882

1

Уганда

0,7500

0,5000

0,8750

0,2500

0,5000

0,5588

2

Руанда

1,0000

0,5000

0,5000

0,3750

0,5000

0,5294

3

Нигерия

0,2500

0,3333

0,5000

0,5000

0,5000

0,4412

4

Камерун

0,7500

0,5000

0,3750

0,5000

0,1250

0,4118

5

Кения

1,0000

0,3333

0,2500

0,2500

0,5000

0,4118

5

ЮАР

0,2500

0,5000

0,6250

0,2500

0,2500

0,3824

6

Буркина-Фасо

0,0000

0,5000

0,7500

0,0000

0,2500

0,3235

7

Гана*

0,7500

0,3333

0,2500

0,2500

0,1250

0,2941

8

Того

0,0000

0,3333

0,3750

0,2500

0,2500

0,2647

9

Кот-д'Ивуар

0,7500

0,3333

0,1250

0,1250

0,1250

0,2353

10

Либерия

0,0000

0,0000

0,2500

0,3750

0,2500

0,2059

11

Танзания

0,5000

0,3333

0,0000

0,1250

0,2500

0,2059

11

Бенин*

0,5000

0,0000

0,2500

0,1250

0,1250

0,1765

12

Ботсвана

0,7500

0,1667

0,2500

0,0000

0,0000

0,1765

12

Малави

0,0000

0,0000

0,1250

0,3750

0,2500

0,1765

12

Сенегал*

1,0000

0,0000

0,1250

0,0000

0,1250

0,1765

12

Замбия

0,2500

0,3333

0,1250

0,1250

0,0000

0,1471

13

Бурунди

0,2500

0,0000

0,1250

0,1250

0,1250

0,1176

14

Сейшельские острова*

0,7500

0,0000

0,0000

0,0000

0,1250

0,1176

14

Ангола*

0,5000

0,0000

0,0000

0,0000

0,1250

0,0882

15

Гамбия

0,5000

0,0000

0,1250

0,0000

0,0000

0,0882

15
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Правовые
вопросы

Африка
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8

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Мадагаскар

0,5000

0,0000

0,0000

0,0000

0,1250

0,0882

15

Мали

0,5000

0,0000

0,0000

0,0000

0,1250

0,0882

15

Нигер*

0,2500

0,0000

0,0000

0,1250

0,1250

0,0882

15

Южный Судан*

0,5000

0,0000

0,0000

0,0000

0,1250

0,0882

15

Зимбабве

0,2500

0,0000

0,1250

0,0000

0,1250

0,0882

15

Конго

0,0000

0,0000

0,1250

0,0000

0,1250

0,0588

16

Мозамбик*

0,2500

0,0000

0,0000

0,0000

0,1250

0,0588

16

Сан-Томе и Принсипи

0,0000

0,0000

0,1250

0,0000

0,1250

0,0588

16

Сьерра-Леоне

0,0000

0,0000

0,2500

0,0000

0,0000

0,0588

16

Свазиленд

0,2500

0,0000

0,1250

0,0000

0,0000

0,0588

16

Кабо-Верде

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

Чад*
Демократическая
Республика Конго

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

Эритрея*

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

Эфиопия*

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

Габон

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

Гвинея

0,0000

0,0000

0,1250

0,0000

0,0000

0,0294

17

Гвинея-Биссау*
Центральная Африканская
Республика*

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

17

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

18

Экваториальная Гвинея*

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

18

Лесото

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

18

Намибия

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

18

8

* На основе вторичных данных
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Правовые
вопросы

Африка

Таблица 3: Рейтинг американского региона на основе индекса
Северная и Южная
Америка

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Соединенные
Штаты Америки*

1,0000

0,8333

0,8750

1,0000

0,5000

0,8235

1

Канада*
Бразилия
Уругвай

0,7500
0,7500
1,0000

1,0000
0,6667
0,6667

0,8750
0,8750
0,6250

0,8750
0,7500
0,5000

0,5000
0,5000
0,5000

0,7941
0,7059
0,6176

2
3
4

Колумбия
Аргентина*

0,7500
1,0000

0,5000
0,3333

0,7500
0,3750

0,7500
0,5000

0,2500
0,1250

0,5882
0,4118

5
6

Чили*
Коста-Рика*
Эквадор

0,7500
0,7500
0,2500

0,5000
0,3333
0,6667

0,2500
0,2500
0,1250

0,3750
0,1250
0,5000

0,2500
0,5000
0,2500

0,3824
0,3529
0,3529

7
8
8

Мексика*
Перу*
Панама

0,2500
0,7500
0,2500

0,5000
0,3333
0,5000

0,1250
0,2500
0,3750

0,3750
0,1250
0,2500

0,3750
0,3750
0,1250

0,3235
0,3235
0,2941

9
9
10

Ямайка*
Сальвадор*

0,7500
0,0000

0,0000
0,3333

0,1250
0,2500

0,1250
0,1250

0,3750
0,2500

0,2353
0,2059

11
12

Гватемала
Парагвай*
Тринидад и Тобаго

0,0000
0,0000
0,2500

0,3333
0,3333
0,0000

0,1250
0,1250
0,5000

0,3750
0,2500
0,1250

0,1250
0,2500
0,1250

0,2059
0,2059
0,2059

12
12
12

Венесуэла
Барбадос

0,5000
0,5000

0,3333
0,0000

0,0000
0,1250

0,2500
0,2500

0,1250
0,1250

0,2059
0,1765

12
13

Белиз*
Багамские острова*
Никарагуа*

0,2500
0,7500
0,5000

0,0000
0,0000
0,0000

0,2500
0,0000
0,2500

0,1250
0,1250
0,1250

0,2500
0,1250
0,0000

0,1765
0,1471
0,1471

13
14
14

Сент-Китс и Невис
Антигуа и Барбуда*
Боливия*
Доминиканская
Республика

0,7500
0,7500
0,0000

0,0000
0,0000
0,0000

0,1250
0,0000
0,2500

0,0000
0,1250
0,1250

0,1250
0,0000
0,1250

0,1471
0,1176
0,1176

14
15
15

0,2500

0,0000

0,1250

0,1250

0,1250

0,1176

15

Гренада
Гайана*

0,7500
0,0000

0,0000
0,3333

0,0000
0,1250

0,1250
0,0000

0,0000
0,1250

0,1176
0,1176

15
15
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10

Северная и Южная
Америка

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Сент-Люсия*
Суринам*

0,7500
0,2500

0,0000
0,0000

0,0000
0,1250

0,0000
0,1250

0,1250
0,1250

0,1176
0,1176

15
15

Гаити*
Доминика*
Куба*

0,0000
0,2500
0,0000

0,0000
0,0000
0,0000

0,0000
0,0000
0,0000

0,1250
0,0000
0,0000

0,1250
0,1250
0,1250

0,0588
0,0588
0,0294

16
16
17

Гондурас*
Сент-Винсент и
Гренадины

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

18

0,0000
* На основе вторичных данных

0,0000

0,0000

0,0000

0,0000

0,0000

18
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Таблица 4: Рейтинг арабского региона на основе индекса
Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Оман
Катар

0,7500
0,7500

0,6667
0,8333

1,0000
0,5000

0,7500
0,6250

0,6250
0,5000

0,7647
0,6176

1
2

Египет
Марокко

0,5000
0,5000

0,5000
0,6667

0,3750
0,7500

1,0000
0,5000

0,5000
0,3750

0,5882
0,5588

3
4

Тунис
Судан
Объединенные
Арабские
Эмираты*

1,0000
0,7500

0,5000
0,5000

0,6250
0,5000

0,2500
0,2500

0,5000
0,3750

0,5294
0,4412

5
6

0,7500

0,3333

0,2500

0,5000

0,1250

0,3529

7

Бахрейн
Ливия
Саудовская
Аравия*

0,7500
0,2500

0,1667
0,3333

0,1250
0,3750

0,3750
0,1250

0,2500
0,3750

0,2941
0,2941

8
8

0,7500

0,3333

0,1250

0,3750

0,1250

0,2941

8

Иордания
Алжир
Сирия

0,5000
0,7500
0,2500

0,0000
0,0000
0,3333

0,5000
0,0000
0,1250

0,0000
0,1250
0,1250

0,1250
0,2500
0,1250

0,2059
0,1765
0,1765

9
10
10

Мавритания
Палестина*

0,2500
0,2500

0,1667
0,0000

0,2500
0,3750

0,0000
0,1250

0,1250
0,0000

0,1471
0,1471

11
11

Ливан
Джибути
Кувейт*

0,0000
0,2500
0,0000

0,0000
0,0000
0,0000

0,0000
0,0000
0,0000

0,2500
0,0000
0,1250

0,1250
0,1250
0,1250

0,0882
0,0588
0,0588

12
13
13

Йемен*
Коморские острова
Ирак*

0,2500
0,0000
0,0000

0,0000
0,0000
0,0000

0,0000
0,0000
0,0000

0,0000
0,0000
0,0000

0,1250
0,1250
0,1250

0,0588
0,0294
0,0294

13
14
14

Сомали
0,0000
* На основе вторичных данных

0,0000

0,0000

0,1250

0,0000

0,0294

14
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Арабский регион

11

12

Таблица 5: Рейтинг Азиатско-Тихоокеанского региона на основе индекса
АзиатскоТихоокеанский
регион

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Австралия*

0,7500

0,6667

0,8750

0,8750

0,6250

0,7647

1

Малайзия

0,7500

0,8333

1,0000

0,6250

0,6250

0,7647

1

Новая Зеландия*

1,0000

0,8333

0,8750

0,6250

0,5000

0,7353

2

Индия*

1,0000

0,6667

0,7500

0,8750

0,3750

0,7059

3

Япония*

1,0000

0,6667

0,7500

0,6250

0,6250

0,7059

3

Республика Корея*

1,0000

0,6667

0,8750

0,6250

0,5000

0,7059

3

Сингапур

0,7500

0,6667

0,7500

0,7500

0,5000

0,6765

4

Гонконг*

0,7500

0,6667

0,5000

0,7500

0,5000

0,6176

5

Индонезия

1,0000

0,3333

0,2500

0,5000

0,5000

0,4706

5

Китай*

0,7500

0,5000

0,2500

0,5000

0,3750

0,4412

6

Монголия

0,5000

0,8333

0,6250

0,1250

0,1250

0,4118

7

Шри-Ланка

0,5000

0,3333

0,2500

0,5000

0,5000

0,4118

7

Таиланд*

0,5000

0,3333

0,5000

0,2500

0,5000

0,4118

7

Бруней-Даруссалам

0,7500

0,3333

0,1250

0,3750

0,5000

0,3824

8

Мьянма

0,2500

0,5000

0,2500

0,5000

0,3750

0,3824

8

Филиппины

1,0000

0,3333

0,3750

0,3750

0,0000

0,3529

9

Вьетнам*

0,5000

0,3333

0,1250

0,5000

0,2500

0,3235

10

Бангладеш

0,5000

0,3333

0,1250

0,2500

0,3750

0,2941

11

Иран*

0,5000

0,3333

0,5000

0,1250

0,1250

0,2941

11

Афганистан

0,0000

0,5000

0,3750

0,2500

0,1250

0,2647

12

Пакистан*

0,2500

0,1667

0,0000

0,3750

0,1250

0,1765

13

Самоа

0,5000

0,0000

0,1250

0,1250

0,2500

0,1765

13

Вануату

0,0000

0,0000

0,2500

0,1250

0,2500

0,1471

14

Бутан

0,2500

0,3333

0,1250

0,0000

0,0000

0,1176

15

Камбоджа

0,2500

0,3333

0,1250

0,0000

0,0000

0,1176

15
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Правовые вопросы

АзиатскоТихоокеанский
регион

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Микронезия

0,0000

0,0000

0,2500

0,1250

0,1250

0,1176

15

Непал*

0,5000

0,0000

0,1250

0,0000

0,1250

0,1176

15

Папуа Новая
Гвинея

0,0000

0,0000

0,3750

0,0000

0,1250

0,1176

15

Кирибати

0,0000

0,0000

0,1250

0,0000

0,2500

0,0882

16

Мальдивы

0,0000

0,0000

0,1250

0,0000

0,2500

0,0882

16

Тонга

0,5000

0,0000

0,1250

0,0000

0,0000

0,0882

16

Фиджи

0,2500

0,0000

0,0000

0,0000

0,1250

0,0588

17

Лаос

0,0000

0,3333

0,0000

0,0000

0,0000

0,0588

17

Тувалу

0,0000

0,0000

0,1250

0,0000

0,1250

0,0588

17

Науру

0,0000

0,1667

0,0000

0,0000

0,0000

0,0294

18

Палау*

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

18

Соломоновы
острова*

0,0000

0,0000

0,0000

0,0000

0,1250

0,0294

18

Корейская
НародноДемократическая
Республика*

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

19

Маршалловы
острова

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

19

Тимор-Лешти*

0,0000

0,0000

0,0000

0,0000

0,0000

0,0000

19

* На основе вторичных данных
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Таблица 6: Рейтинг региона Содружества Независимых Государств (СНГ) на основе индекса
Содружество
Независимых
Государств

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Азербайджан

0,7500

0,5000

0,5000

0,5000

0,5000

0,5294

1

Грузия

0,7500

0,6667

0,7500

0,2500

0,2500

0,5000

2

Россия*

1,0000

0,3333

0,5000

0,3750

0,5000

0,5000

2

Молдавия*

0,7500

0,5000

0,2500

0,2500

0,3750

0,3824

3

Украина*

0,7500

0,3333

0,2500

0,1250

0,5000

0,3529

4

Армения

0,5000

0,5000

0,0000

0,0000

0,1250

0,1765

5

Беларусь*

0,7500

0,3333

0,0000

0,0000

0,1250

0,1765

5

Казахстан*

0,7500

0,3333

0,0000

0,0000

0,1250

0,1765

5

Таджикистан*

0,7500

0,0000

0,0000

0,0000

0,2500

0,1471

6

Узбекистан*

0,7500

0,1667

0,0000

0,0000

0,1250

0,1471

6

Кыргызстан*

0,5000

0,0000

0,0000

0,0000

0,2500

0,1176

7

Туркменистан*

0,7500

0,0000

0,0000

0,0000

0,0000

0,0882

8

* На основе вторичных данных

Таблица 6: Рейтинг европейского региона на основе индекса
Правовые вопросы

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Норвегия*

1,0000

0,6667

0,7500

0,8750

0,5000

0,7353

1

Эстония*

1,0000

0,6667

1,0000

0,5000

0,5000

0,7059

2

Германия*

1,0000

1,0000

0,6250

0,6250

0,5000

0,7059

2

Великобритания

1,0000

0,6667

0,7500

0,7500

0,5000

0,7059

2

Австрия*

1,0000

0,3333

0,8750

0,7500

0,5000

0,6765

3

Венгрия*

1,0000

0,6667

0,7500

0,6250

0,5000

0,6765

3

Израиль*

1,0000

0,6667

0,6250

0,7500

0,5000

0,6765

3

Европа
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Правовые вопросы

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Нидерланды*

0,7500

0,5000

0,8750

0,6250

0,6250

0,6765

3

Латвия*

1,0000

0,6667

0,7500

0,5000

0,5000

0,6471

4

Швеция*

0,7500

0,6667

0,6250

0,6250

0,6250

0,6471

4

Турция

0,5000

0,6667

0,7500

0,7500

0,5000

0,6471

4

Финляндия

0,5000

0,6667

0,8750

0,5000

0,5000

0,6176

5

Словакия

1,0000

0,6667

0,8750

0,2500

0,5000

0,6176

5

Дания*

1,0000

0,6667

0,5000

0,5000

0,5000

0,5882

6

Франция*

1,0000

0,1667

0,5000

0,7500

0,6250

0,5882

6

Испания*

1,0000

0,6667

0,6250

0,6250

0,2500

0,5882

6

Италия

0,7500

0,3333

0,6250

0,6250

0,5000

0,5588

7

Польша*

1,0000

0,3333

0,6250

0,6250

0,2500

0,5294

8

Чешская
Республика

0,7500

0,6667

0,6250

0,3750

0,2500

0,5000

9

Люксембург*

0,7500

0,3333

0,5000

0,3750

0,5000

0,4706

10

Румыния

0,7500

0,3333

0,6250

0,2500

0,5000

0,4706

10

Бельгия*

0,7500

0,5000

0,2500

0,3750

0,5000

0,4412

11

Болгария

0,7500

0,6667

0,5000

0,3750

0,1250

0,4412

11

Литва

1,0000

0,3333

0,7500

0,1250

0,2500

0,4412

11

Хорватия

0,7500

0,6667

0,2500

0,3750

0,2500

0,4118

12

Черногория

1,0000

0,5000

0,5000

0,0000

0,2500

0,3824

13

Мальта*

0,7500

0,5000

0,2500

0,2500

0,2500

0,3529

14

Швейцария

0,5000

0,3333

0,2500

0,2500

0,5000

0,3529

14

Кипр

0,7500

0,1667

0,3750

0,1250

0,2500

0,2941

15

Португалия*

0,7500

0,5000

0,1250

0,1250

0,2500

0,2941

15

Сербия

0,7500

0,0000

0,3750

0,2500

0,1250

0,2647

16

Албания

0,7500

0,3333

0,1250

0,1250

0,0000

0,2059

17

Греция*

0,5000

0,3333

0,1250

0,1250

0,1250

0,2059

17
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Правовые вопросы

Европа

15

16

Технические
вопросы

Организационные
вопросы

Создание
потенциала

Сотрудничество

Индекс

Региональный
рейтинг

Исландия*

0,7500

0,3333

0,0000

0,0000

0,2500

0,2059

17

Ирландия*

0,5000

0,1667

0,0000

0,3750

0,1250

0,2059

17

Босния и
Герцеговина

0,7500

0,0000

0,1250

0,1250

0,1250

0,1765

18

Словения*

0,5000

0,3333

0,0000

0,1250

0,1250

0,1765

18

Македония*

0,7500

0,1667

0,0000

0,0000

0,1250

0,1471

19

Лихтенштейн*

0,7500

0,0000

0,0000

0,0000

0,1250

0,1176

20

Сан-Марино

0,5000

0,0000

0,0000

0,0000

0,2500

0,1176

20

Монако*

0,5000

0,0000

0,0000

0,0000

0,1250

0,0882

21

Андорра*

0,5000

0,0000

0,0000

0,0000

0,0000

0,0588

22

* На основе вторичных данных
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Правовые вопросы

Европа
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2.3

Дополнительный анализ
Всемирный
показатель

Африка

Северная и
Южная
Америка

Арабский
регион

АзиатскоТихоокеанский
регион

СНГ

Европа

0,28

0,16

0,26

0,27

0,29

0,27

0,45

Европа является регионом с наивысшим показателем, а Африка с наименьшим.
Сфера

Правовые
вопросы

Технология

Организационные вопросы

Создание
потенциала

Сотрудничество

Всемирный
показатель

0,50

0,27

0,28

0,24

0,24

Глобально кажется, что больший упор делается на правовые аспекты, а меньший – на создание
потенциала.
Правовые
вопросы

Технология

Организационные вопросы

Создание
потенциала

Сотрудничество

Африка

0,31

0,13

0,17

0,11

0,16

Северная и
Южная
Америка
Арабский
регион
АзиатскоТихоокеанский регион

0,44

0,24

0,24

0,25

0,20

0,42

0,24

0,27

0,26

0,23

0,41

0,30

0,30

0,27

0,25

СНГ

0,73

0,31

0,19

0,13

0,26

Европа

0,79

0,42

0,45

0,37

0,34

Сфера

Самый высокий субиндекс в данном рейтинге имеет Европа в правовых аспектах, а самый низкий –
Африка в создании потенциала.

3

Передовые практики

3.1

Африка

МАВРИКИЙ
Имеется четыре законодательных инструмента:
1. Закон об ИКТ, 2001 г.

ПРАВОВЫЕ ВОПРОСЫ

2. Закон о компьютерных преступлениях и киберпреступности, 2003 г.
3. Закон об электронных транзакциях, 2000 г.
4. Закон о защите данных, 2004 г.
Закон о незапрашиваемой коммерческой электронной почте разрабатывается совместно с Советом Европы.
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ТЕХНИЧЕСКИЕ ВОПРОСЫ
Методология оценки риска была выбрана для государственной службы:
Подразделение ИТ-безопасности отвечает за внедрение стандарта информационной безопасности ISO/IEC
27001 в государственной службе в рамках Национального стратегического плана информационнокоммуникационных технологий (NICTSP) на 2007-2011 и 2011-2014 годы.

РУАНДА

СОЗДАНИЕ ПОТЕНЦИАЛА
–

Создание специальных программ по ИТ-безопасности в Национальной полицейской академии
Руанды:

Программа информационной безопасности
–

Министерство образования ввело различные модули курсов информационной безопасности в
общих программах по ИТ или программах по компьютерной технике в высшем образовании

–

В рамках плана развития навыков в области ИКТ разработана программа обучения и сертификации
по ИТ-безопасности

–

Развитие национальных просветительских и учебных программ в области кибербезопасности для
повышения осведомленности пользователей интернета о кибербезопасности, а также для
обеспечения развития профессиональной безопасности, поддерживаемой государственными и
частными учреждениями для защиты своих критически важных систем от киберугроз

КАМЕРУН

СОЗДАНИЕ ПОТЕНЦИАЛА
–

18

Выделенный бюджет для просвещения широкой общественности по вопросам кибербезопасности:
–

При помощи викторин, форумов и радиопрограмм каждый второй четверг

–

В планируемых кампаниях в двух крупных городах: Яунде и Дуала

–

Национальное агентство ИКТ (ANTIC) совместно с министерством высшего образования занимается
разработкой программы, связанной с кибербезопасностью в технических учебных заведениях и
университетах

–

Два семинара по кибербезопасности были организованы совместно с IMPACT в 2010 и 2013 годах и
охватили такие темы, как тестирование на проникновение, аудит безопасности и судмедэкспертиза

Глобальный индекс кибербезопасности и профили по киберблагополучию

КОТ-Д'ИВУАР

ПРАВОВЫЕ ВОПРОСЫ
В течение 2013 года платформа по борьбе с киберпреступностью (ПЛИС), национальное агентство по борьбе с
киберпреступностью:
–

Зарегистрировало 9497 жалоб

–

Обработало 552 жалобы

–

Арестовало 70 человек

–

Добилось срока заключения для 65 кибермошенников

С 2009 года:

3.2

–

Более 5000 жалоб было зарегистрировано и обработано

–

250 кибермошенников были приговорены к тюремному заключению (из которых 62,5% – из Котд'Ивуар)

Северная и Южная Америка

УРУГВАЙ

ПРАВОВЫЕ ВОПРОСЫ
–

Нормативная база по кибербезопасности

–

Политика информационной безопасности в государственном секторе

–

Направление "Информационная Безопасность"

–

Указ Национального центра реагирования на нарушения компьютерной защиты CERTuy

–

Закон о защите персональных данных и "хабеас дата"

–

Решение комиссии ЕС об адекватности защиты персональных данных в Уругвае (2012)

–

Уругвай стал первой неевропейской страной, присоединившейся к конвенции Совета Европы о
защите персональных данных (2013)
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США

ТЕХНИЧЕСКИЕ ВОПРОСЫ
Группа реагирования на кибератаки промышленных систем управления (ICS-CERT)
Национальный институт стандартов и технологий
–

Основа для улучшения кибербезопасности важнейшей инфраструктуры Версия 1.0

–

Специальное издание 800 серии

–

Федеральный стандарт обработки информации

–
Кибербезопасность для интеллектуальных производственных систем
Национальная инициатива по обучению кибербезопасности (NICCS)
–

Профессиональная аттестация

–

Основы национальной кибербезопасности для сотрудников

БРАЗИЛИЯ

СОЗДАНИЕ ПОТЕНЦИАЛА
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–

ABNT определила бразильские версии стандартов ISO IEC (например, ABNT NBR ISO/IEC 27000 серия)

–

CEPESC – Центр исследований и разработки безопасности связи– разрабатывает научные и
технологические проекты, относящиеся к безопасности связи, включая технологию передачи

–

CAIS RNP – Команда реагирования на инциденты ИБ – работает над выявлением, разрешением и
предотвращением инцидентов в области безопасности в бразильской академической сети, кроме
того создает, продвигает и распространяет практики по обеспечению безопасности в сети

–

CEGSIC/UnB – Курс специализации по управлению информационной безопасностью и связью

–

CGI.br – Бразильский координационный комитет по сети интернет отвечает за рекомендацию
технических стандартов и передовых практик, связанных с сетью интернет, и поощрение передовых
практик в области безопасности.
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3.3

Арабский регион

ОМАН

ОРГАНИЗАЦИОННЫЕ ВОПРОСЫ
–

Стратегия и генеральный план кибербезопасности высокого уровня, а также подробный план
действий в пяти областях:
1

Организационная структура

2

Правовые меры

3

Создание потенциала

4

Технические и процедурные меры

5

Региональное и международное сотрудничество

МАРОККО

ОРГАНИЗАЦИОННЫЕ ВОПРОСЫ
–

В рамках национальной стратегии в области кибербезопасности большинство научных и
технических учебных заведений и университетов в Марокко интегрируют курсы в сфере
кибербезопасности в учебный план для удовлетворения растущего спроса на навыки по
информационной безопасности систем на национальном уровне

ЕГИПЕТ

СОЗДАНИЕ ПОТЕНЦИАЛА
–

Министерство связи и информационных технологий приступило к реализации ряда инициатив,
направленных на национальную Концепцию кибербезопасности, в том числе создание
национального центра инфраструктуры открытых ключей (Корневого ЦС), управляемого ITIDA, и
лицензированного правительственного ЦС и трех частных ЦС

ТУНИС

ПРАВОВЫЕ ВОПРОСЫ
–

Принимает правовые меры, требующие обязательного периодического аудита информационной
безопасности в области государственного управления и некоторых отдельных организаций, и
фиксирует условия и порядок сертификации аудиторов в области информационной безопасности.
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3.4

Азиатско-Тихоокеанский регион

АВСТРАЛИЯ

ПРАВОВЫЕ ВОПРОСЫ
–

Австралия присоединилась к Конвенции Совета Европы по киберпреступности. Конвенция
вступила в силу 1 марта 2013 года.

–

Поправки к закону о Противодействии киберпреступности 2012 года, № 120, 2012

–

Австралийская онлайн-сеть для информирования о киберпреступности и Стратегическая
программа борьбы с киберпреступностью

–

Австралийское агентство по связи и телекоммуникациям (ACMA) отвечает за соблюдение закона
о спаме 2003 года. ACMA разработало онлайн-инструмент для информирования о спаме.

–

Австралийская комиссия по конкуренции и потребителям (ACCC) дает рекомендации, как
избежать мошенничества и как сообщить о нем.

–

Австралийская Федеральная полиция (АФП) высокотехнологичных преступлений (HTCO)
занимается расследованием высокотехнологичных преступлений в Австралии.

–

Австралийская комиссия по ценным бумагам и инвестициям (ASIC) занимается
расследованием случаев мошенничества, касающихся финансовых услуг, например,
фишинга.

МАЛАЙЗИЯ

ТЕХНИЧЕСКИЕ ВОПРОСЫ
–

Малайзийская группа реагирования на нарушения компьютерной защиты (MyCERT) была
образована 13 января 1997 года, работает в офисе Службы кибербезопасности Малайзии

–

GCERT MAMPU была основана в январе 2001 года руководством ИКТ по безопасности в
области политик (PA 3/2000), чтобы обеспечить преемственность договоренностей ИКТ

–

GCERT работает с 55 другими агентствами CERT
–
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–

Национальные политики кибербезопасности (NCSP)

–

Arahan 24 (Директивы NSC № 24)

–

Решение Кабинета министров в 2010 году

–

Arahan Keselamatan в структуре Главного управления правительства по
безопасности (CGSO)

–

NCSP – Приоритетные Политики 3: Основы технологий кибербезопасности
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ИНДИЯ

СОЗДАНИЕ ПОТЕНЦИАЛА
–

Ряд научно-исследовательских проектов был поддержан высшими академическими и научноисследовательскими учреждениями в выявленных приоритетных сферах: а) Криптография и
криптоанализ, (b) Стеганография, (с) Сети и системы обеспечения безопасности, (d) Мониторинг сети,
(e) Киберкриминалистика и (f) Развитие потенциала в области кибербезопасности. В стране было
разработано множество киберкриминалистических средств.

–

Запущены национальные программы обучения и просвещения в области информационной
безопасности.
CERT-In совместно с CII, NASSCOM и Microsoft создала портал "secureyourpc.in" для просвещения
потребителей по вопросам кибербезопасности.

–

Были открыты курсы по кибербезопасности, чтобы обеспечить подготовку для сотрудников
правоохранительных органов и облегчения расследования киберпреступлений.

–

Были созданы учебные центры в CBI, Газиабаде и полиции Кералы для содействия повышению
квалификации кадров при расследовании киберпреступлений.

–

Были созданы компьютерные криминалистические лаборатории и учебные центры в штате Джамма
и Кашмир, а также в северо-восточных штатах.

–

Экспертно-криминалистические центры были созданы при помощи NASSCOM в Мумбаи, Бангалоре,
Бхопале и Калькутте.

–

Была подготовлена виртуальная среда обучения на основе учебных модулей.

–

CERT-In были проведены 94 учебных семинара по теме кибербезопасности, в которых приняли участие
3392 человека.

КОРЕЯ

ОРГАНИЗАЦИОННЫЕ ВОПРОСЫ
–

Национальные меры в области кибербезопасности для систематического реагирования на
уровне правительства в случае различных киберугроз национальной безопасности, включая
четыре стратегии, разработанные с целью обеспечения кибербезопасности:
–

Для усиления системы оперативного реагирования на киберугрозы

–

Для создания интеллектуальной совместной системы для соответствующих агентств

–

Для усиления надежности мер безопасности в киберпространстве

–

Для создания творческой основы для кибербезопасности

–

План нормализации защиты персональных данных для продвижения общего подхода для
управления информацией и защиты систем, технологий и прав

–

Под эгидой Министерства науки, ИКТ и будущего планирования

–

Индекс национальной информационной безопасности: Объективная и количественная мера
для оценки уровня информационной безопасности в частном секторе (на предприятиях и у
индивидуальных пользователей интернета) в Корее

–

Комплексная политическая деятельность, которая ведется путем представления случаев,
имевших место в различных странах, и наглядных примеров
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ЯПОНИЯ

СОТРУДНИЧЕСТВО

4.5

–

В Азиатско-Тихоокеанском регионе JPCERT/СС помогает APCERT (Азиатско-Тихоокеанская
группа реагирования на нарушения компьютерной защиты) и обеспечивает функции
секретариата для APCERT.

–

Глобально в качестве члена Форума групп реагирования на инциденты и обеспечения
безопасности (FIRST) JPCERT/CC сотрудничает с доверенными CSIRT по всему миру.

–

Международная стратегия по кибербезопасности – это инициатива по кибербезопасности

–

Международное сотрудничество с США, ЕС, Израилем, Южной Америкой

–

Сотрудничество с UNGGE, G8, OECD, APEC, NATO, ASEAN

–

Меридиональная и международная сеть наблюдения и предупреждения

–

Подписала Будапештскую конвенцию

–

Программа обмена информацией министерства обороны

–

Программа обмена информацией по кибербезопасности Японии METI (J-CSIP)

Содружество Независимых Государств (СНГ)

АЗЕРБАЙДЖАН

СОЗДАНИЕ ПОТЕНЦИАЛА
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–

Азербайджанское министерство связи и высоких технологий официально признало необходимость
стандартизации национальных или отраслевых программ научных исследований и
разработок/проектов по кибербезопасности, передовых практик и руководящих принципов,
применяемых в частном И государственном секторе

–

Технический комитет должен осуществить подготовку национальных стандартов на основе
международных (региональных) и межгосударственных стандартов

–

Азербайджан проводит краткосрочные учебные курсы по электронному правительству и
информационной безопасности

–

AZ-CERT организует соревнования по захвату флага
компетентности в области информационной безопасности

–

CERT GOV AZ сертифицировано FIRST, Trusted Introducer и CERT

–

Департамент ИТ и связи Государственной нефтяной компании Азербайджанской Республики (SOCAR)
сертифицирован по ISO 27001:2005

–

Департамент ИТ и связи SOCAR сертифицирован по ISO 27001:2005

для

повышения

профессиональной
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РОССИЙСКАЯ ФЕДЕРАЦИЯ

ПРАВОВЫЕ ВОПРОСЫ

–

Защита персональных данных – регулируется Роскомнадзором, ФЗ 152

–

Черные списки и контроль провайдеров– регулируются Роскомнадзором, ФЗ 139

–

Защита важнейшей инфраструктуры – регулируется ФСТЭК РФ, понятие секретности,
распространяется только на лицензированные компании и отрасли

–

Защита важнейшей инфраструктуры – ФСБ РФ анонсировала стратегию защиты

–

Криптография – регулируется ФСБ РФ

–

Информационная безопасность в правительственном секторе – регулируется ФСБ РФ, ФСТЭК
РФ и ФСО РФ

–

Информационная безопасность в правительственном секторе, расположенном в зарубежных
странах, – регулируется СВР РФ

–

Информационная безопасность в МО – регулируется МО и ФСБ РФ

–

Информационная безопасность
регулируется ФСТЭК РФ

–

Соответствие решений в области
аппаратных) – регулируется ФСТЭК РФ

–

Расследование киберпреступлений – в ведении МВД

–

Каждое агентство имеет свою собственную сертификацию и требования к решениям по
обеспечению безопасности и защите данных: все они очень похожи друг для друга, но
процесс сертификации различен и контролируется каждым из агентств.

для

защиты

конфиденциальной

информационной

безопасности

информации

–

(программных,

МОЛДОВА

СОТРУДНИЧЕСТВО
–

В 2013 году Академия электронного управления Эстонии и Центр электронного управления
Республики Молдова реализовали проект по кибербезопасности с 3 основными
компонентами:
–

Первый компонент состоял из разработки сценария кибербезопасности для молдавских
государственных учреждений

–

Второй компонент состоял из разработки минимальных требований для цифровой
информационной безопасности для правительственных учреждений или перечня
необходимых действий, призванных обезопасить правительственную цифровую
информацию

–

Третий компонент являлся более общим, это повышение осведомленности среди
правительственных чиновников и молдавских граждан об имеющихся рисках и угрозах в
области кибербезопасности
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3.6

Европа

ТУРЦИЯ

ОРГАНИЗАЦИОННЫЕ ВОПРОСЫ
–

Национальная стратегия кибербезопасности и план действий на 2013-2014 годы.

–

План действий состоит из 29 основных и 95 вспомогательных действий и распределяет обязанности
в сфере законодательства, создании потенциала, развития технической инфраструктуры и т. д.

–

Совет по кибербезопасности был создан в целях определения мер по кибербезопасности,
утверждения подготовленных планов, программ, отчетов, процедур, принципов и стандартов и
обеспечения их применения и координации.

–

За последние три года на национальном уровне трижды были организованы учения по
кибербезопасности с участниками из государственного и частного сектора. Учения сыграли важную
роль в повышении осведомленности о кибербезопасности, а также стали прекрасным инструментом
для измерения уровня развития кибербезопасности.

СОЕДИНЕННОЕ КОРОЛЕВСТВО ВЕЛИКОБРИТАНИИ И СЕВЕРНОЙ ИРЛАНДИИ

СОЗДАНИЕ ПОТЕНЦИАЛА
–

CESG является инструментом информационной безопасности штаба правительственной связи и
национальным техническим органом по обеспечению информационной безопасности в
Великобритании

–

CESG является авторизованным членом Договоренности о признании общих критериев

–
Помимо CESG, научно-исследовательские советы Великобритании имеют программы под
ЭСТОНИЯ
названием "Глобальные факторы неопределенности", в которых ключевой темой является
кибербезопасность.
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–

В Великобритании создана группа Академических центров передового опыта в области
исследования кибербезопасности и дополнительных Научно-исследовательских институтов,
одним из которых является Оксфордский институт Интернета, включающий в себя центр
наращивания потенциала

–

Есть государственные системы сертификации специалистов IA, известные как CCP

–

Правительство Великобритании решительно поддерживает сертификацию IISP и поощряет
членство в IISP и CCP

Глобальный индекс кибербезопасности и профили по киберблагополучию

ЭСТОНИЯ

ТЕХНИЧЕСКИЕ ВОПРОСЫ
–

ISKE – это стандарт информационной безопасности, разработанный для эстонского госсектора,
который является обязательным для органов государственного и местного самоуправления,
работающих с базами данных/регистрами.

–

Трехуровневая базовая система означает три разных набора мер безопасности, которые были
разработаны для трех различных требований безопасности

–

Эстонские системы электронного правительства и ИТ-инфраструктуры используют 2048-битное
шифрование для работы эстонского Электронного идентификатора, цифровой подписи и
системы X-поддержки.

–

Эстония запустила национальную инфраструктуру открытых ключей (PKI). Наиболее
существенные области, относящиеся к инфраструктуру открытых ключей, контролируются
государством:
–

Набор приложений, необходимых для использования инфраструктуры открытых ключей
(базовое программное обеспечение ID-карты), с обработкой в центре управления
информационной системы (RIA).

–

Законодательство, которое определяет качество и требования к доверию услуг в сфере
инфраструктуры открытых ключей. Эта область обслуживается Департаментом
государственных информационных систем Министерства экономики и связи.

–

Выдача средств надежной электронной аутентификации и подписи (удостоверение личности
и др.). Этой областью занимается Департамент полиции и Пограничная служба.

НИДЕРЛАНДЫ

СОТРУДНИЧЕСТВО
–

– Внутриведомственное сотрудничество осуществляется посредством Подразделения по
борьбе с высокотехнологичной преступностью голландской полиции (KLPD) и посредством
Национального центра кибербезопасности (NCSC). NCSC собирает информацию о
безопасности ИКТ и консультирует организации по безопасности.

–

Услуги, предоставляемые NCSC, максимально раскрывают свой потенциал благодаря
сотрудничеству между общественными и частными организациями.

–

NCSC сосредотачивает свои усилия главным образом на группах, имеющих решающее
значение для общества, так называемых жизненно важных отраслях: энергетических
компаниях, телекоммуникационном и финансовом секторе.

–

К участникам от правительства в PPP NCSC относятся Министерства безопасности и
правосудия, экономики, сельского хозяйства и инноваций, внутренних дел и по делам
Королевства, иностранных дел и обороны, прокуратура, служба разведки и безопасности и
Национальное полицейское агентство.
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4

Профили по киберблагополучию различных стран1

При поддержке МСЭ всех его 193 Государств-Членов в рамках глобальной программы по
кибербезопасности 2 профили киберблагополучия представлены в виде фактических представлений
каждого государства об уровне развития кибербезопасности. Они призваны обеспечить четкую
перспективу текущего уровня развития кибербезопасности на основе пяти столпов глобальной
программы кибербезопасности, а именно – правовых мер, технических мер, организационных мер,
создания потенциала и сотрудничества. Аспект защиты детей в онлайн-среде также включен в качестве
ключевой инициативы МСЭ.
Ни одна публикация не может адекватно охватить полностью все аспекты. Тем не менее, мы надеемся,
что профиль по киберблагополучию окажет помощь в продолжающихся дискуссиях и исследованиях
путем предоставления информации о текущих проблемах и возможностях в области кибербезопасности.
Приложение 3 представляет собой подборку профилей по киберблагополучию всех Государств – Членов
МСЭ по состоянию на момент печати настоящей публикации. Самую последнюю версию профилей можно
посмотреть на www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp

5

Послесловие

ГИК был полностью признан на Полномочной конференции МСЭ в Пусане и включен в Резолюцию 130
(Ред. Пусан, 2014 г.) по Укреплению роли МСЭ в обеспечении уровня уверенности и защищенности
использования информационно-коммуникационных технологий. В частности, Государствам-Членам
предложено «поддержать инициативы МСЭ в сфере обеспечения кибербезопасности, в том числе
посредством использования Глобального индекса кибербезопасности (ГИК), с целью поощрения
стратегий правительств и совместного использования информации о деятельности в различных отраслях
и секторах».
Первое издание ГИК эффективно помогло оценить уровень обязательств Государств-Членов в сфере
обеспечения кибербезопасности и вызвать интерес Государств-Членов к оценке уровня
кибербезопасности. ГИК способствовал стимулированию стран интенсифицировать их усилия в сфере
кибербезопасности, повышении уровня осведомленности, необходимого для начала двустороннего
сотрудничества, а также повышению наглядности деятельности стран в сфере кибербезопасности.
Чтобы ГИК и в дальнейшем способствовал повышению осведомленности об этой новой глобальной
проблеме, очень важным будет его непрерывное использование.
Государствам-Членам и
заинтересованным отраслевым организациям рекомендуется принимать активное участие в
непрерывной научно-исследовательской деятельности, направленной на усовершенствование
существующей базовой модели и привлечение партнеров, способных внести свой вклад.
Эти партнеры смогут объединять ресурсы для повышения детальности анкеты ГИК, предоставлять
вторичные данные, опирающиеся на убедительные доказательства, выполнять дальнейший анализ
данных, собранных экспертами методом качественной оценки, а также методом нахождения
количественных соотношений с другими установленными показателями, такими как введенный МСЭ
Индекс развития ИКТ и принятый Всемирным экономическим форумом Индекс сетевой готовности.
Успех этой глобальной работы по сбору данных во многом зависит от доли лиц, ответивших на вопросы
анкеты, и мы призываем все Государства-Члены принять участие в программе ГИК. В будущем работа в
рамках программы ГИК откроет больше возможностей для ведения открытых консультаций со всеми
Государствами – Членами МСЭ и всеми заинтересованными сторонами, а также станет ежегодным
мероприятием, результаты которого будут направляться ВВУИО. Конечная цель этой инициативы –
помочь в развитии глобальной культуры кибербезопасности и ее интеграции в важнейшие ИКТ, что
является основным мандатом МСЭ.

1

В настоящее время существует 193 профиля по киберблагополучию. Обратитесь в МСЭ по адресу
cybersecurity@itu.int, чтобы помочь поддержать профили по киберблагополучию в актуальном состоянии, МСЭ
особенно приветствует новые данные для стран, для которых профили еще не разработаны из-за отсутствия точных
данных. Приложение 3 представляет собой подборку профилей по киберблагополучию всех Государств-Членов по
состоянию на момент печати настоящей публикации. Самую последнюю версию профилей можно посмотреть на
www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.asp
2 www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx
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Приложение 1: Концептуальная основа
Информационно-коммуникационные технологии (ИКТ) являются движущей силой развития современных
обществ. Они составляют основу социального, экономического и политического развития как отдельных
лиц, так и организаций и правительств. ИКТ не только достигли повсеместной распространенности, но и
стали необходимой составляющей прогресса. "Умные" устройства, межмашинные коммуникации (M2M)
и облачные услуги, а также многие другие технологии способствуют становлению нового поколения
сетевых (СПП) обществ. Цифровые технологии и подключение к интернету постепенно становятся частью
всех сфер частного и государственного секторов, поскольку они обеспечивают существенные
преимущества: производительность, скорость, сокращение расходов и свободу действий. В результате
ИКТ все чаще применяются на новых платформах, например, в системах RFID для автоматизации торговли
и транспортной телематике. Однако еще более важно то, что ИКТ используются для усовершенствования
важнейшей инфраструктуры, в том числе энергетических и транспортных сетей и систем здравоохранения.
Кибербезопасность имеет первостепенное значение для поддержания технологически безопасной
модели. Перебои в подаче электроэнергии или нарушения работы финансовых систем из-за
вмешательства в работу сетей ИКТ стали реальностью и представляют угрозу национальной безопасности.
Существуют многочисленные и организованные вредоносные онлайн-агенты, преследующие самые
разные цели: политические, преступные, террористические и хакерские. Со временем и по мере
накопления опыта имеющиеся в их распоряжении средства становятся более изощренными и сложными;
растущее число взаимосвязанных платформ способствует появлению новых направлений атак. Обратного
пути в более простые времена просто нет. В рамках технологического прогресса кибербезопасность
должна быть неотъемлемой и неразделимой частью самого прогресса.
К сожалению, кибербезопасность пока не входит в число ключевых факторов национальной и
промышленной технологической стратегии большого числа стран. Хотя мер по обеспечению
кибербезопасности принимается очень много, эти меры слишком противоречивые и разрозненные.
Различия в уровне распространения интернета, уровне технологического развития, динамике развития
частного сектора и правительственных стратегиях означают, что подход к обеспечению
кибербезопасности формируется снизу вверх; это естественный процесс в случаях, когда между
государствами, государственным и частным секторами, а также в различных отраслях имеются
существенные отличия. Однако на самом деле развитие глобальной культуры кибербезопасности может
быть более успешным при применении подхода "сверху вниз". Ключевым фактором в преодолении
международных угроз является совместное использование информации и сотрудничество. Реализация
этих составляющих требует определенной организационной работы во многих сферах: правовой,
технической и сфере образования. Сегодня, если какая-либо страна или отдельный сектор разрабатывает
и внедряет высокоэффективную структуру кибербезопасности, информация об этом редко выходит за
пределы узкого круга.
Главное препятствие заключается в том, что кибербезопасность является весьма деликатным вопросом с
точки зрения как правительства, так и частного сектора. Еще одной слабой стороной можно считать
возможность возникновения уязвимости. Это препятствует ведению обсуждений, обмену информацией
об угрозах и передовым опытом. Тем не менее, безопасность за счет неизвестности нельзя назвать
жизнеспособной моделью защиты от современных киберугроз. Решение заключается во внедрении
механизмов кибербезопасности во всех слоях общества. Однако на данный момент способствующих
этому стимулов недостаточно – либо из-за препятствий, связанных с расходами, либо просто из-за
недостаточной информированности. Первый шаг к исправлению данной ситуации заключается в
сравнении потенциала кибербезопасности государств и публикации действующего рейтинга их статуса.
Рейтинговая система позволит выявить недостатки и даст странам мотивацию для интенсификации своих
усилий в сфере кибербезопасности. Объективная оценка реального потенциала кибербезопасности
государств может быть получена только методом сравнения.
Проект внедрения глобального индекса кибербезопасности (ГИК) направлен на определение реального
показателя уровня развития кибербезопасности конкретной страны. Конечная цель – помочь в развитии
глобальной культуры кибербезопасности и ее интеграции в важнейшие информационнокоммуникационные технологии. Этот проект запустили Международный союз электросвязи (МСЭ) и
частная компания ABI Research. В основе проекта ГИК лежит действующий мандат МСЭ, а также
сопутствующие проекты и деятельность Бюро развития электросвязи (БРЭ) МСЭ.
МСЭ является ведущей содействующей организацией Направления деятельности C5 в рамках Всемирной
встречи на высшем уровне по вопросам информационного общества (ВВУИО), цель которого заключается
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в помощи заинтересованным сторонам в обеспечении уверенности и безопасного использования ИКТ на
национальном, региональном и международном уровнях. Мандат МСЭ в сфере кибербезопасности
поддерживают Резолюция 69 по "Созданию национальных групп реагирования на компьютерные
инциденты, в особенности для развивающихся стран, и сотрудничеству между этими группами", принятая
в ходе пятой Всемирной конференции по развитию электросвязи (ВКРЭ-10), и Резолюция 130 (Ред. Пусан,
2014 г.) по "Укреплению роли МСЭ в обеспечении уровня уверенности и защищенности использования
информационно-коммуникационных технологий". В этом контексте Генеральный секретарь МСЭ принял
Глобальную программу кибербезопасности (ГПК), которая легла в основу международного
многостороннего
сотрудничества,
направленного
на
формирование
более
безопасного
информационного общества, и ориентирована на работу в пяти сферах:
•

Правовые меры

•

Технические меры

•

Организационные меры

•

Создание потенциала

•

Сотрудничество.

Эти пять сфер будут положены в основу показателей для определения ГИК. Эти пять показателей играют
особую роль в оценке потенциала кибербезопасности государств, поскольку они формируют характерные
ключевые компоненты любой национальной культуры. Кибербезопасность является сферой
деятельности, которая проходит через все отрасли и сектора как вертикально, так и горизонтально.
Следовательно, обеспечение возможности развития потенциала государств требует вложений со стороны
политических, экономических и социальных сил. Над этим могут работать правоохранительные органы,
органы юстиции, учебные заведения и министерства, операторы из частного сектора, разработчики
технологий, партнерства государства и частного сектора, а также межгосударственные сотрудничества.
Долгосрочная цель заключается в стимулировании дальнейшей работы по внедрению и интеграции
кибербезопасности в глобальном масштабе. Сравнение национальных стратегий кибербезопасности
разных стран покажет, какие страны занимают верхние строчки рейтинга в конкретных сферах, и в
дальнейшем поможет внедрить менее известные, но более эффективные стратегии кибербезопасности.
Это может способствовать расширению обмена информацией по обеспечению кибербезопасности между
государствами, находящимися на разном уровне развития. Помогая измерять готовность системы
кибербезопасности в разных сферах, индекс позволит странам оценивать свой уровень развития, видеть,
в чем им необходимы улучшения, и понимать, насколько они далеки от приемлемого уровня
кибербезопасности. Во всех странах идет формирование более цифровых и сетевых обществ, и внедрение
кибербезопасности на раннем этапе может способствовать развитию более безопасной и более
устойчивой инфраструктуры в долгосрочной перспективе.
Над проектом ГИК будут совместно работать БРЭ, в частности, Отдел кибербезопасности и приложений
ИКТ (CYB), и ABI Research. CYB будет выступать в качестве координатора и владельца проекта, а ABI
Research будет использовать свои экспертные знания для разработки стратегии, анализа деятельности
конкурентов, планирования бизнеса, оценки технологий и отраслевого сравнительного анализа в
процессе реализации проекта. ABI Research – это компания, занимающаяся исследованием рынка, в
частности, глобальных рынков технологий, методами составления количественных прогнозов и анализа
важнейших показателей и тенденций. Обладая уникальными способностями выполнять дальновидную
оценку и предоставлять пригодные для практического использования своевременные реальные данные
в секторе технологий, ABI Research приложит свои экспертные знания для максимально быстрой
разработки и создания надежного индекса. В рамках этого проекта МСЭ и ABI Research:
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•

Определили количественные показатели эффективности деятельности;

•

Разработали механизм составления глобального рейтинга;

•

Провели исследование и собрали данные относительно потенциала кибербезопасности
государств;

•

Подписали контракты и наладили связь с государствами и соответствующими организациями;

•

Выявили и ввели в индекс необходимые данные;

•

Опубликовали глобальный индекс кибербезопасности.
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Категории и показатели эффективности
ГИК должен стать системой показателей для составления рейтинга, направленного на оценку потенциала
развития кибербезопасности независимых государств. Разумеется, этот индекс является составным
показателем, который складывается из нескольких отдельных показателей. Процесс развития
кибербезопасности может быть проанализирован по пяти основным широким категориям. Далее
перечислены выявленные показатели и подгруппы, и рейтинг стран будет составляться по системе
показателей, разработанной для каждого основного показателя.
Правовые меры
Законодательство является важнейшим средством для создания гармоничной структуры, в рамках
которой все организации должны адаптироваться под единую нормативно-правовую базу, что может
быть обеспечено как посредством запрета определенной преступной деятельности, так и за счет
установления минимальных регулирующих требований. Правовые меры также позволяют странам
устанавливать основные механизмы реагирования на нарушения: путем расследования и наказания
преступлений и применения санкций в случае несоблюдения или нарушения закона. В рамках
законодательной базы устанавливаются минимальные стандарты поведения во всех аспектах,
применимые ко всем и являющиеся основой для наращивания потенциала кибербезопасности.
В конечном итоге, цель заключается в том, чтобы дать всем странам возможность разработать
соответствующее законодательство, способствующее гармонизации практик работы на наднациональном
уровне и созданию условий для введения мер, обеспечивающих взаимодействие и помогающих в
ведении международной борьбы с киберпреступностью.
Оценка правовой среды может выполняться исходя из существования и числа правовых институтов и
программ в сфере кибербезопасности и борьбы с киберпреступностью. В подгруппу входят следующие
показатели эффективности:
A.

Уголовное законодательство

В законодательстве о киберпреступлениях прописаны законы о несанкционированном (неправомерном)
доступе, создании помех, взломе компьютеров и систем и перехвате данных. Рейтинг законодательства
составляется по следующим уровням: отсутствует, частичный или комплексный. Уровень
законодательства оценивается как частичный, если в существующее уголовное законодательство или
кодекс просто вставлены слова из компьютерной терминологии, например, просто для расширения
законов о мошенничестве, фальсификации, слежке или краже на киберпространство. Уровень
законодательства оценивается как комплексный, если действуют специальные законы или акты,
относящиеся непосредственно к конкретным аспектам киберпреступлений (например, британский Закон
о неправомерном использовании компьютерных технологий от 1990 г.). К данной категории также может
относиться частичное законодательство с хорошо развитым прецедентным правом или судебной
практикой. Укажите типы законов и регулирующих норм, и укажите их уровень – отсутствует, частичный
или комплексный.
B.

Регулирование и соблюдение

Регулирование в сфере кибербезопасности включает законы о защите данных, о направлении
уведомления в случае нарушений в области информационной безопасности, а также требования по
сертификации/стандартизации. Рейтинг законодательства составляется по следующим уровням:
отсутствует, частичный или комплексный. Уровень законодательства оценивается как частичный, если в
существующее уголовное законодательство или кодекс лишь вставлены слова из компьютерной
терминологии, просто для расширения на киберпространство норм, изначально не связанных
исключительно с кибербезопасностью (например, Директива Европейского Союза 95/46/ЕС о защите
отдельных лиц при обработке персональных данных и о свободном обращении таких данных). Уровень
законодательства оценивается как комплексный, если соблюдения правил кибербезопасности
(например, Федеральный закон США об управлении информационной безопасностью от 2002 г.). Укажите
типы законов и регулирующих норм, и укажите их уровень – отсутствует, частичный или комплексный.
Технические меры
Технологии – это первое средство защиты от киберугроз и вредоносных онлайн-агентов. Без применения
надлежащих технических мер и возможностей обнаруживать кибератаки и реагировать на них страны и
находящиеся в них организации остаются уязвимы для кибератак. Появление и эффективное развитие ИКТ
возможны лишь в условиях доверия и безопасности. Поэтому странам необходимо разрабатывать
стратегии для установки минимальных приемлемых критериев безопасности и введения схем
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аккредитации программных приложений и систем. Наряду с этим должна быть создана
общенациональная организация, реагирующая на киберинциденты на национальном уровне, по крайней
мере, в рамках соответствующего правительственного органа, а также разработана национальная
программа по наблюдению, предупреждению и реагированию на инциденты.
Оценка технических мер может выполняться исходя из существования и числа технических учреждений и
программ в сфере кибербезопасности, утвержденных или созданных государством. В подгруппу входят
следующие показатели эффективности:
A.

CERT/CIRT/CSIRT

Учреждение Национальной группы реагирования на компьютерные инциденты (CIRT), Группы
реагирования на нарушения компьютерной защиты (CERT) или Группы реагирования на инциденты,
связанные с компьютерной безопасностью (CSIRT), обеспечивающих возможность обнаружения
киберугроз, защиты от них, реагирования на киберугрозы и управления ими, а также укрепления
безопасности в киберпространстве соответствующих государств. Кроме создания этой возможности,
государства должны самостоятельно осуществлять сбор данных, не полагаясь исключительно на
вторичные отчеты об инцидентах в области безопасности, составляемые группами CIRT либо
поступающими из других источников. Укажите названия и число официально утвержденных
национальных или работающих в конкретных секторах групп CERT или CSIRT и укажите, имеют ли они
официальные мандаты. Рейтинг уровней развития будет составляться исходя из того, существуют ли в
стране национальные группы, и имеют ли они официальные мандаты или нет.
B.

Стандарты

Данный показатель используется для оценки существования одобренной (или утвержденной)
государством программы (или программ) для применения признанных на международном уровне
стандартов кибербезопасности в государственном секторе (правительственные органы) и в управлении
важнейшей инфраструктурой (даже если оно ведется частным сектором). Эти стандарты, среди прочего,
включают стандарты, разработанные следующими органами: ISO, МСЭ, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2,
IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS и т.п. Укажите, какие в вашей стране
существуют официально одобренные общенациональные (и действующие в отдельных секторах)
программы для применения признанных на международном уровне стандартов кибербезопасности.
C.

Сертификация

Данный показатель используется для оценки существования одобренной (или утвержденной)
государством программы (или программ) для сертификации и аккредитации государственных
(правительственных) органов и специалистов из государственного сектора по признанным на
международном уровне стандартам кибербезопасности. Среди прочего, такие программы сертификации
и аккредитации и стандарты включают следующие: Cloud Security knowledge (Cloud Security Alliance), CISSP,
SSCP, CSSLP CBK, Cybersecurity Forensic Analyst (ISC²), GIAC, GIAC GSSP (SANS), CISM, CISA, CRISC (ISACA),
CompTIA, C|CISO, CEH, ECSA, CHFI (Совет ЕС), OSSTMM (ISECOM), PCIP/CCISP (Институт важнейшей
инфраструктуры), (No Suggestions) Certification, Q/ISP, Техническая сертификация защиты программного
обеспечения (Университет безопасности), CPP, PSP, PCI (ASIS), LPQ, LPC (Институт предотвращения ущерба,
CFE (Ассоциация сертифицированных специалистов по расследованию мошенничества), CERTсертифицированные специалисты по устранению компьютерных инцидентов (SEI), CITRMS (Институт
финансового образования потребителей), CSFA (Институт кибербезопасности), CIPP (IAPP), ABCP, CBCP,
MBCP (DRI), BCCP, BCCS, BCCE, DRCS, DRCE (BCM), CIA, CCSA (Институт внутренних аудиторов),
(Международная ассоциация специалистов по управлению рисками), PMP (Институт управления
проектами) и т. п. Укажите, какие в вашей стране существуют официально одобренные
общенациональные (и действующие в отдельных секторах) программы для сертификации и аккредитации
государственных (правительственных) органов и специалистов из государственного сектора.
Организационные меры
Организационные и процедурные меры необходимы для надлежащей реализации государственных
инициатив любого типа. Каждое государство должно установить широкие стратегические цели, а также
разработать всесторонний план их внедрения, реализации и контроля. Для претворения стратегии в жизнь
и оценки успеха или неудачи реализации плана должны быть созданы такие структуры, как
государственные органы. Без государственной стратегии, модели управления и контрольного органа
деятельность в разных секторах и отраслях становится разобщенной и разрозненной, что препятствует
достижению гармонизации на государственном уровне в сфере развития потенциала кибербезопасности.
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Оценка организационных структур может выполняться исходя из существования и числа институтов и
стратегий, организующих развитие кибербезопасности на государственном уровне. Создание
эффективных организационных структур необходимо для содействия работе в сфере кибербезопасности,
борьбы с киберпреступностью и укрепления роли надзора, предупреждения и реагирования на
инциденты для обеспечения межведомственной, межотраслевой и международной координации при
реализации новых и уже существующих инициатив. В подгруппу входят следующие показатели
эффективности:
A.

Политика

Разработка политики, направленной на содействие развитию кибербезопасности, является основным
приоритетом. Государственная стратегия защиты сетей и информационных систем должна способствовать
поддержанию устойчивой и надежной информационной инфраструктуры и быть направлена на
обеспечение безопасности граждан; защиты материальной и интеллектуальной собственности граждан,
организаций и государства; предотвращение кибератак, направленных на важнейшую инфраструктуру; и
минимизацию ущерба и времени на восстановление после кибератак. Политика Национальных стратегий
по кибербезопасности и Национальных планов по защите информационной инфраструктуры должна
официально устанавливаться и утверждаться каждым государством и должна включать следующие
обязательства: четкое определение сфер ответственности в области кибербезопасности на всех уровнях
управления (местном, региональном и федеральном или национальном), с четким распределением
ролей и обязанностей; установление четких обязательств по обеспечению кибербезопасности –
общественных и прозрачных; поощрение участия частного сектора и создания партнерств при реализации
правительственных инициатив по развитию кибербезопасности. Укажите, какие в вашей стране
существуют официально признанные общенациональные и действующие в отдельных секторах стратегии
кибербезопасности.
B.

План действий по управлению

Как правило, план действий по управлению в сфере кибербезопасности устанавливается в рамках
национальной стратегии/политики в сфере кибербезопасности, и в нем бывают указаны ключевые
заинтересованные лица. Разработка национальной нормативной базы является ключевым приоритетом
для формирования управления в сфере кибербезопасности на высоком уровне. Национальная
нормативная база должна учитывать необходимость защиты важнейшей государственной
информационной инфраструктуры. Она должна также содействовать развитию процесса обмена
информацией в государственном секторе, а также между государственным и частным секторами.
Управление в сфере кибербезопасности должно вестись на базе национальной нормативной базы,
направленной на решение проблем и любых вопросов информационной безопасности и защиты сетей на
национальном уровне, что может включать следующее: национальная стратегия и политика; правовые
меры, способствующие распространению действия законодательства в области безопасности на сетевые
и онлайн-среды; привлечение всех заинтересованных сторон; создание культуры кибербезопасности;
процедуры реагирования на нарушения безопасности в сфере ИКТ и разрешение инцидентов (отчетность,
обмен информацией, управление оповещениями о тревоге, сотрудничество правоохранительных органов
и органов юстиции); эффективная реализация национальной политики кибербезопасности; контроль,
оценка, валидация и оптимизация программы обеспечения кибербезопасности. Укажите, какой в вашей
стране существует официально признанный общенациональный или действующий в отдельных секторах
план действий по управлению в сфере кибербезопасности.
C.

Ответственный орган

К ответственным за реализацию национальной стратегии/политики кибербезопасности органам могут
относиться постоянные комитеты, официальные рабочие группы, консультативные советы или
междисциплинарные центры. Большинство государственных органов должны нести прямую
ответственность за системы наблюдения и предупреждения и реагирование на инциденты, а также за
создание организационных структур, необходимых для координации реагирования на кибератаки.
Укажите, какие в вашей стране существуют официально признанные общенациональные и действующие
в отдельных секторах органы обеспечения кибербезопасности.
D.

Национальные инструменты сравнительного анализа

Данный показатель используется для оценки существования каких-либо официально признанных
общенациональных или действующих в отдельных секторах инструментов сравнительного анализа или
справочных материалов, используемых для оценки уровня развития кибербезопасности. Например,
национальный стандарт, основанный на ISO/IEC 27002-2005, (Стандарт национальной кибербезопасности)
может помочь государствам реагировать в соответствии с указанными требованиями в сфере
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кибербезопасности. Этот справочный стандарт включает пять разных аспектов: Стратегии и политика
национальной кибербезопасности; Организационные структуры национальной кибербезопасности;
Внедрение национальной кибербезопасности; Координация на национальном уровне; Работа по
продвижению осведомленности о кибербезопасности. Укажите, какие в вашей стране существуют
официально признанные общенациональные и действующие в отдельных секторах инструменты
сравнительного анализа или справочные материалы, используемые для оценки уровня развития
кибербезопасности.
Создание потенциала
Создание потенциала относится к первым трем мерам (правовые, технические и организационные).
Понимание технологий, рисков и последствий может помочь в разработке более совершенного
законодательства, более совершенной политики и стратегий, а также в обеспечении лучшей организации
в области разных ролей и сфер ответственности. Кибербезопасность – это относительно новая сфера
деятельности, появившаяся ненамного позже появления интернета. Как правило, изучение этой сферы
ведется с точки зрения технологий; однако существует множество социально-экономических и
политических факторов, имеющих к этой сфере самое прямое отношение. Создание трудового и
институционального потенциала необходимо для расширения знаний и развития ноу-хау в разных
секторах, для применения наиболее подходящих решений и способствования развитию как можно более
компетентных специалистов.
Программа создания потенциала для развития и повышения кибербезопасности должна включать работу
по повышению информированности и обеспечения доступности ресурсов. Создание потенциала может
оцениваться исходя из существования и числа научно-исследовательских, образовательных и обучающих
программ, а также квалифицированных профессионалов и органов государственного сектора. В подгруппу
входят следующие показатели эффективности:
A.

Внедрение стандартизации

Стандартизация – это отличный показатель уровня зрелости технологий, и появление новых стандартов в
важнейших сферах подчеркивает важность введения стандартов. Хотя кибербезопасность всегда являлась
вопросом государственной безопасности, и в разных странах ее обеспечение играет разную роль,
существуют общепризнанные стандарты, способствующие применению единых подходов. Эти стандарты,
среди прочего, включают стандарты, разработанные следующими органами: ISO, МСЭ, IETF, IEEE, ATIS,
OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST, FIPS, PCI DSS и т. п. Укажите, какие
в вашей стране существуют официально признанные общенациональные или действующие в отдельных
секторах научно-исследовательские программы/проекты в сфере стандартов кибербезопасности,
передовых практик и инструкций, применимых как в государственном, так и в частном секторах.
B.

Развитие трудовых ресурсов

Развитие трудовых ресурсов должно включать работу государств по проведению масштабных
информационных кампаний, охватывающих максимально возможное количество человек, а также
использование НПО, институтов, организаций, ПУИ, библиотек, местных учреждений торговли,
общественных центров, компьютерных магазинов, местных образовательных учреждений и программ
обучения взрослых, школ и организованных родительских комитетов для распространения информации
о безопасном поведении в кибер- и онлайн-пространстве. Это включает такие меры, как создание
порталов и веб-сайтов, способствующих повышению осведомленности и распространению справочных
материалов для образовательных учреждений, а также учреждение (или стимулирование работы) курсов
профессионального обучения и образовательных программ. Укажите, какие в вашей стране существуют
официально признанные общенациональные или действующие в отдельных секторах образовательные
программы и программы профессионального обучения, направленные на повышение осведомленности
широкой общественности (т. е., например, день, неделя или месяц информирования о национальной
кибербезопасности), стимулирование работы курсов кибербезопасности в учреждениях высшего
образования (например, в учебных заведениях технических или социальных наук и т. д.), а также
поощрение сертификации специалистов государственного и частного секторов.
C.

Сертификация специалистов

Оценка данного показателя эффективности может выполняться исходя из числа специалистов
государственного сектора, сертифицированных по признанным на международном уровне стандартам и
программам сертификации, включая, среди прочего, следующие: Cloud Security knowledge (Cloud Security
Alliance), CISSP, SSCP, CSSLP CBK, Cybersecurity Forensic Analyst (ISC²), GIAC, GIAC GSSP (SANS), CISM, CISA,
CRISC (ISACA), CompTIA, C|CISO, CEH, ECSA, CHFI (Совет ЕС), OSSTMM (ISECOM), PCIP/CCISP (Институт
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важнейшей инфраструктуры), (No Suggestions) Certification, Q/ISP, Техническая сертификация защиты
программного обеспечения (Университет безопасности), CPP, PSP, PCI (ASIS), LPQ, LPC (Институт
предотвращения ущерба, CFE (Ассоциация сертифицированных специалистов по расследованию
мошенничества), CERT-сертифицированные специалисты по устранению компьютерных инцидентов (SEI),
CITRMS (Институт финансового образования потребителей), CSFA (Институт кибербезопасности), CIPP
(IAPP), ABCP, CBCP, MBCP (DRI), BCCP, BCCS, BCCE, DRCS, DRCE (BCM), CIA, CCSA (Институт внутренних
аудиторов), (Международная ассоциация специалистов по управлению рисками), PMP (Институт
управления проектами) и т. п. Укажите число специалистов государственного сектора,
сертифицированных по признанным на международном уровне программам сертификации.
D.

Сертификация органов

Оценка данного показателя эффективности может выполняться исходя из числа правительственных
органов и органов государственного сектора, сертифицированных по признанным на международном
уровне стандартам. Эти стандарты, среди прочего, включают стандарты, разработанные следующими
органами: ISO, МСЭ, IETF, IEEE, ATIS, OASIS, 3GPP, 3GPP2, IAB, ISOC, ISG, ISI, ETSI, ISF, RFC, ISA, IEC, NERC, NIST,
FIPS, PCI DSS и т. п. Укажите число правительственных органов и органов государственного сектора,
сертифицированных по признанным на международном уровне стандартам.
Сотрудничество
Обеспечение кибербезопасности требует вклада всех секторов и всех отраслей и поэтому должно
осуществляться с использованием подхода с привлечением разных заинтересованных сторон.
Сотрудничество способствует ведению диалога, обеспечению координации и созданию более
всеобъемлющей области внедрения кибербезопасности. Представителям разных секторов и операторам
из частного сектора очень трудно осуществлять обмен информацией. И этот процесс становится все более
сложным на международном уровне. Однако проблема киберпреступности имеет глобальный характер,
и для нее не существует государственных границ и различий между разными секторами. Сотрудничество
дает возможность обмена информацией об угрозах, сценариях атак и обмена передовыми практиками в
сфере реагирования и защиты. Расширение инициатив в области сотрудничества может способствовать
развитию и укреплению потенциала кибербезопасности, помогать предотвращению возникновения
повторных и постоянных онлайн-угроз, а также улучшать качество расследований, способствовать
преследованию и задержанию вредоносных агентов.
Оценка сотрудничества на национальном и международном уровне может выполняться исходя из
существования и числа партнерств, программ сотрудничества и сетей обмена информацией. В подгруппу
входят следующие показатели эффективности:
A.

Межгосударственное сотрудничество

Межгосударственное сотрудничество включает любые официально признанные общенациональные и
действующие в отдельных секторах партнерства для обмена материалами в сфере кибербезопасности
между разными странами (т. е. официальные двусторонние или многосторонние партнерства по
сотрудничеству и обмену информацией, опытом, технологиями и/или ресурсами). Межгосударственное
сотрудничество также включает любые инициативы на региональном уровне, такие как, среди прочего,
инициативы, реализуемые Европейским Союзом, Советом Европы, странами Большой восьмерки,
Азиатско-Тихоокеанским экономическим сотрудничеством (АТЭС), Организацией Американских
Государств (ОАГ), Ассоциацией государств Юго-Восточной Азии (АСЕАН), Лигой Арабских государств,
Африканским Союзом, Шанхайской организацией сотрудничества (ШОС), Группами сетевых операций
(ГСО) и т. д. Укажите, какие в вашей стране существуют официально признанные общенациональные и
действующие в отдельных секторах партнерства для обмена материалами в сфере кибербезопасности
между разными странами.
B.

Межведомственное сотрудничество

Межведомственное сотрудничество включает любые официально признанные общенациональные и
действующие в отдельных секторах программы для обмена материалами в сфере кибербезопасности
(трудовые ресурсы, процедуры, инструменты) в государственном секторе (т. е. официальные партнерства
по сотрудничеству и обмену информацией, опытом, технологиями и/или ресурсами между органами и
департаментами). Сюда относятся инициативы и программы, совместно реализуемые разными
секторами (правоохранительные органы, вооруженные силы, здравоохранение, транспорт, энергетика,
управление отходами, управление водными ресурсами и т. д.), а также разными
департаментами/министерствами (федеральное/местное правительство, трудовые ресурсы, центры
ИТ-услуг, PR и т. д.). Укажите, какие в вашей стране существуют официально признанные
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общенациональные или действующие в отдельных секторах программы для обмена материалами в сфере
кибербезопасности в государственном секторе.
C.

Государственно-частные партнерства

Государственно-частные партнерства (ГЧП) – это совместные предприятия представителей
государственного и частного секторов. Оценка данного показателя эффективности может выполняться
исходя из числа официально признанных общенациональных и действующих в отдельных секторах ГЧП
для обмена материалами в сфере кибербезопасности (трудовые ресурсы, процедуры, инструменты)
между государственным и частным секторами (т. е. официальные партнерства по сотрудничеству и
обмену информацией, опытом, технологиями и/или ресурсами). Укажите, какие в вашей стране
существуют официально признанные общенациональные или действующие в отдельных секторах
программы для обмена материалами в сфере кибербезопасности между государственным и частным
секторами.
D.

Международное сотрудничество

Данный показатель эффективности относится к любому официально признанному участию в
международных платформах и форумах в сфере кибербезопасности. Такие инициативы по сотрудничеству
включают, среди прочего, инициативы, реализуемые следующими организациями: Генеральная
Ассамблея ООН; Международный союз электросвязи (МСЭ); Интерпол/Европол; Организация
экономического сотрудничества и развития (ОЭСР); Организации Объединенных Наций по наркотикам и
преступности (ЮНОДК); Межрегиональный научно-исследовательский институт ООН по вопросам
преступности и правосудия (ЮНИКРИ); Корпорация по присвоению имен и номеров в Интернете (ICANN);
Международная организация по стандартизации (МОС); Международная электротехническая комиссия
(МЭК); Инженерный совет Интернета (IETF); Форум групп реагирования на инциденты и обеспечения
безопасности (FIRST). Укажите, в каких официально признанных международных платформах и форумах в
сфере кибербезопасности принимает участие ваша страна.
Методология
Используемая статистическая модель будет основана на Многокритериальном анализе (МКА). МКА
определяет предпочтения при выборе между несколькими вариантами, давая указание на четко
установленные цели, а также предлагая определенные измеряемые критерии для оценки степени
достижения целей. Будет использоваться простая модель оценки по методу линейного сложения.
Матрица МКА для оценки эффективности включает описание вариантов, и в каждой колонке указана
эффективность вариантов по каждому критерию. Для оценки эффективности по каждому критерию
используются числа.
Общая оценка в рамках сравнительного анализа будет выполняться на основе указанных ниже
показателей, из которых все имеют равный вес (хотя вес некоторых подкатегорий будет несколько
больше, поскольку некоторые подкатегории содержат больше подгрупп, чем другие). 0 баллов
присуждается, если действия отсутствуют; 1 балл присуждается, если выполняются частичные действия; и
2 балла присуждается, если выполняются комплексные действия. В итоге по каждой категории могут быть
присвоены следующие баллы:
1 Правовые меры
A. Уголовное законодательство
В. Регулирование и соблюдение

4
2
2

2 Технические меры
A. CERT/CIRT/CSIRT
B. Стандарты
C. Сертификация

6
2
2
2

3 Организационные меры
A. Политика
B. План действий по управлению
C. Ответственный орган
D. Национальные инструменты сравнительного анализа

8
2
2
2
2
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4 Создание потенциала
A. Внедрение стандартизации
B. Развитие трудовых ресурсов
C. Сертификация специалистов
D. Сертификация органов

8
2
2
2
2

5 Сотрудничество
A. Межгосударственное сотрудничество
B. Межведомственное сотрудничество
C. Государственно-частные партнерства
D. Международное сотрудничество

8
2
2
2
2

Условные обозначения:
𝑥𝑞𝑐

Значение индивидуального показателя q для страны c, при q=1,..., Q и c=1,..., M.

𝐼𝑞𝑐

Нормализованное значение индивидуального показателя q для страны c

𝐶𝐼𝑐

Значение составного показателя для страны c
Для сравнительного анализа будет использоваться сумма баллов гипотетической страны,
являющаяся максимальным значением оценки общей готовности (34 балла). Полученный в
результате сложный индекс может варьироваться от нуля (наименьшая возможная готовность)
до 1 (критерий сравнительного анализа):

𝐶𝐼𝑐 =

𝐼𝑞𝑐
34

Метод нормализации будет основан на методе рейтинга:
𝐼𝑞𝑐 = 𝑅𝑎𝑛𝑘 (𝑥𝑞𝑐 )
Воздействие
Долгосрочная цель ГИК заключается в стимулировании дальнейшей работы по внедрению и интеграции
кибербезопасности в глобальном масштабе. Сравнение национальных стратегий кибербезопасности
разных стран покажет, какие страны занимают верхние строчки рейтинга в конкретных сферах, и в
дальнейшем поможет внедрить менее известные, но более эффективные стратегии кибербезопасности.
Это может способствовать расширению обмена информацией по обеспечению кибербезопасности между
государствами, находящимися на разном уровне развития. Помогая измерять готовность системы
кибербезопасности в разных сферах, индекс позволит странам оценивать свой уровень развития, видеть,
в чем им необходимы улучшения, и понимать, насколько они далеки от приемлемого уровня
кибербезопасности. Во всех странах идет формирование более цифровых и сетевых обществ, и внедрение
кибербезопасности на раннем этапе может способствовать развитию более безопасной и более
устойчивой инфраструктуры.
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Приложение 2: Образец анкеты

АНКЕТА
ГЛОБАЛЬНЫЙ ИНДЕКС КИБЕРБЕЗОПАСНОСТИ
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СТРАНА, ПРЕДОСТАВИВШАЯ ОТВЕТЫ
(в т. ч. контактная информация):
ВОПРОСЫ

ОТВЕТЫ

1A. Укажите, какое в вашей стране существует уголовное
законодательство в сфере киберпреступности
В том числе URL, названия законов/актов/статей и/или формулировки
1B. Укажите, какое в вашей стране действует регулирование в сфере
кибербезопасности и требования его соблюдения
В том числе URL, названия законов/актов/статей и/или их формулировки
2A. Укажите названия и число официально утвержденных национальных
или работающих в конкретных секторах группах CERT, CIRT или CSIRT, и
укажите, имеют ли они официальные мандаты или нет
В том числе URL, официальное название и контактная информация
2B. Укажите, какие в вашей стране существуют официально одобренные
общенациональные (и действующие в отдельных секторах) программы
для применения признанных на международном уровне стандартов
кибербезопасности
В том числе URL, официальное название программы, ответственный орган (и
контактная информация) и краткое описание
2C. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах программы
для сертификации и аккредитации государственных органов и
специалистов из государственного сектора
В том числе URL, официальное название программы, ответственный орган (и
контактная информация) и краткое описание
3A. Укажите, какие в вашей стране существуют официально признанные
общенациональные и действующие в отдельных секторах стратегии
и/или политика кибербезопасности
В том числе URL, официальное название стратегии/политики, ответственный
орган (и контактная информация) и краткое описание
3B. Укажите, существует ли в вашей стране официально признанный
общенациональный или действующий в отдельных секторах план
действий по управлению в сфере кибербезопасности
В том числе URL, официальное название плана действий, ответственный
орган (и контактная информация) и краткое описание
3C. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах органы
реализации стратегии/политики/плана действий национальной
кибербезопасности
В том числе URL, официальное название ответственного органа (и
контактная информация) и краткое описание его обязанностей
3D. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах
инструменты сравнительного анализа или справочные материалы,
используемые для оценки уровня развития кибербезопасности
В том числе URL, официальное название инструментов сравнительного
анализа, ответственный орган (и контактная информация) и краткое
описание
4a. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах научноисследовательские программы/проекты в сфере стандартов
кибербезопасности, передовых практик и инструкций, применимых как в
государственном, так и в частном секторе
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В том числе URL, официальное название программ/проектов/передовых
практик/инструкций, ответственный орган (и контактная информация) и
краткое описание
4B. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах
образовательные программы и программы профессионального
обучения, направленные на повышение осведомленности широкой
общественности, стимулирование работы курсов кибербезопасности в
учреждениях высшего образования (например, в учебных заведениях
технических или социальных наук и т. д.), а также поощрение
сертификации специалистов государственного и частного секторов
В том числе URL, официальное название программ/проектов,
ответственный орган (и контактная информация) и краткое описание
4C. Укажите число специалистов государственного сектора,
сертифицированных по признанным на международном уровне
программам сертификации
В том числе тип сертификации и орган сертификации
4D. Укажите число правительственных органов и органов
государственного сектора, сертифицированных по признанным на
международном уровне программам сертификации
В том числе тип сертификации и орган сертификации
5A. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах партнерства
для обмена материалами в сфере кибербезопасности между разными
странами
В том числе URL, официальное название партнерства, ответственный
государственный орган (и контактная информация), страны-участники и
краткое описание
5B. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах программы
для обмена материалами в сфере кибербезопасности в государственном
секторе
В том числе URL, официальное название программы, ответственный орган
(и контактная информация), страны-участники и краткое описание
5C. Укажите, какие в вашей стране существуют официально признанные
общенациональные или действующие в отдельных секторах программы
для обмена материалами в сфере кибербезопасности между
государственным и частным секторами
В том числе URL, официальное название программы, ответственный
государственный орган (и контактная информация), страны-участники и
краткое описание
5D. Укажите, в каких официально признанных международных
платформах и форумах в сфере кибербезопасности принимает участие
ваша страна
В том числе URL, официальное название платформ/форумов,
ответственный государственный орган (и контактная информация), страныучастники и краткое описание

СПАСИБО!
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Annex 3: Cyberwellness country profiles A-Z
The profiles in this annex were updated in December 2014. For more up to date information, kindly consult
our online profiles on ITU website at http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx
TABLE OF CONTENT
Country

Page

Country

Page

1

Afghanistan

44

32

Cape-Verde

125

2

Albania

46

33

Central African Republic

127

3

Algeria

49

34

Chad

129

4

Andorra

52

35

Chile

131

5

Angola

54

36

China

134

6

Antigua and Barbuda

56

37

Colombia

137

7

Argentina

58

38

Comoros

140

8

Armenia

61

39

Congo DRC

142

9

Australia

63

40

Congo

144

10

Austria

66

41

Costa Rica

147

11

Azerbaijan

69

42

Cote d’Ivoire

150

12

Bahamas

72

43

Croatia

153

13

Bahrain

74

44

Cuba

156

14

Bangladesh

77

45

Cyprus

158

15

Barbados

80

46

Czech Republic

160

16

Belarus

83

47

DPR Korea

163

17

Belgium

85

48

Denmark

165

18

Belize

87

49

Djibouti

168

19

Benin

89

50

Dominica

170

20

Bhutan

91

51

Dominican Republic

172

21

Bolivia

93

52

Ecuador

175

22

Bosnia and Herzegovina

96

53

Egypt

178

23

Botswana

99

54

El Salvador

182

24

Brazil

102

55

Equatorial Guinea

184

25

Brunei

106

56

Eritrea

186

26

Bulgaria

109

57

Estonia

188

27

Burkina Faso

112

58

Ethiopia

190

28

Burundi

115

59

Fiji

192

29

Cambodia

117

60

Finland

194

30

Cameroon

119

61

France

197

31

Canada

122

62

Gabon

200
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Country

Page

Country

Page

63

Gambia

202

98

Liberia

284

64

Georgia

204

99

Libya

286

65

Germany

206

100

Liechtenstein

289

66

Ghana

208

101

Lithuania

291

67

Greece

210

102

Luxembourg

294

68

Grenada

213

103

Macedonia

296

69

Guatemala

215

104

Madagascar

298

70

Guinea

218

105

Malawi

300

71

Guinea-Bissau

220

106

Malaysia

302

72

Guyana

222

107

Maldives

305

73

Haiti

224

108

Mali

307

74

Honduras

226

109

Malta

309

75

Hong Kong

228

110

Marshal Islands

311

76

Hungary

231

111

Mauritania

313

77

Iceland

234

112

Mauritius

315

78

India

237

113

Mexico

318

79

Indonesia

239

114

Micronesia

320

80

Iran

242

115

Moldova

322

81

Iraq

244

116

Monaco

325

82

Ireland

246

117

Mongolia

327

83

Israel

248

118

Montenegro

329

84

Italy

251

119

Morocco

332

85

Jamaica

254

120

Mozambique

335

86

Japan

256

121

Myanmar

337

87

Jordan

259

122

Namibia

339

88

Kazakhstan

261

123

Nauru

341

89

Kenya

263

124

Nepal

343

90

Kiribati

266

125

Netherlands

345

91

Korea

268

126

New Zealand

348

92

Kuwait

271

127

Nicaragua

351

93

Kyrgyzstan

273

128

Niger

353

94

Lao PDR

275

129

Nigeria

355

95

Latvia

277

130

Norway

358

96

Lebanon

280

131

Oman

360

97

Lesotho

282

132

Pakistan

363
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Country

Page

Country

Page

133

Palau

365

165

St. Vincent and the Grenadines

440

134

Palestine

367

166

Sudan ( Republic of)

443

135

Panama

369

167

Suriname

445

136

Papua New Guinea

371

168

Swaziland

447

137

Paraguay

373

169

Sweden

449

138

Peru

375

170

Switzerland

452

139

Philippines

377

171

Syria

454

140

Poland

379

172

Tajikistan

456

141

Portugal

381

173

Tanzania

458

142

Qatar

383

174

Thailand

461

143

Romania

386

175

Timor-Leste

464

144

Russia

389

176

Togo

466

145

Rwanda

393

177

Tonga

468

146

Saint Lucia

395

178

Trinidad and Tobago

470

147

Samoa

397

179

Tunisia

472

148

San Marino

400

180

Turkey

475

149

Sao Tome

402

181

Turkmenistan

478

150

Saudi Arabia

405

182

Tuvalu

480

151

Senegal

406

183

Uganda

482

152

Serbia

408

184

Ukraine

485

153

Seychelles

411

185

United Arab Emirates

488

154

Sierra Leone

413

186

United Kingdom

490

155

Singapore

415

187

United States

493

156

Slovakia

418

188

Uruguay

497

157

Slovenia

421

189

Uzbekistan

500

158

Solomon Island

423

190

Vanuatu

502

159

Somalia

425

191

Vatican City State

-

160

South Africa

427

192

Venezuela

504

161

South Sudan

430

193

Vietnam

507

162

Spain

432

194

Yemen

509

163

Sri Lanka

434

195

Zambia

511

164

St. Kitts and Nevis

437

196

Zimbabwe

513
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CYBERWELLNESS PROFILE
AFGHANISTAN
BACKGROUND
Total Population: : 33 397 000

Internet users, percentage of population: 5.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Afghanistan does not have any officially recognized criminal legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Afghanistan does not have any officially recognized regulation pertaining to data protection, breach notification
and certification requirement.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT readiness assessment for Afghanistan at Maldives in August 2010 (3-5th August 2010).
Afghanistan has an officially recognized national CIRT (AFCERT). AFCERT is under the Information and Cyber
Security Directorate (ICSD). The role of AFCERT is to actively work with law enforcement to combat cybercrimes
in the country.
1.2.2 STANDARDS
Afghanistan does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Afghanistan Root Certificate Authority (ARCA) has an officially approved national (and sector specific)
cybersecurity framework for the certification and accreditation of Public Key Infrastructure (PKI) and Certificate
Authority (CA).
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Afghanistan has a draft of the national cybersecurity strategy which will be presented to National ICT Council for
endorsement in August 2014.
1.3.2 ROADMAP FOR GOVERNANCE
Information and Cyber Security Directorate (ICSD) is responsible for providing a national governance roadmap
for cybersecurity in Afghanistan.
1.3.3 RESPONSIBLE AGENCY
ICSD, in coordination with the National ICT Council, is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Afghanistan does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Afghanistan does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Afghanistan has officially recognized national or sector-specific educational and professional training programs
for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. The Ministry of
Communication and Information Technology (MCIT) has organized a series of trainings for the government
employees and academia, so far more than 900 people are trained. Currently the second phase of the training
for 750 people is underway for 4 months. This program runs until 2016.
1.4.3 PROFESSIONAL CERTIFICATION
Afghanistan does not have the exact numbers of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Afghanistan does not have any government or public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Afghanistan does not have any officially recognized national framework for sharing cybersecurity asset across
with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Afghanistan does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Afghanistan does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Afghanistan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
ICSD, e-Gov, Technology and innovation directorates along with Afghan Telecommunications Regulatory
Authority (ATRA) have been taking part in international cybersecurity workshops, conferences and forums.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Afghanistan does not have any officially recognized national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Afghanistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Afghanistan has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Afghanistan does not have any officially recognized agency that offers intuitional support on child online
protection.
2.4 REPORTING MECHANISM
Afghanistan does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
ALBANIA
BACKGROUND
Total Population: 3 227 000

Internet users, percentage of population: 60.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instruments:
- Albanian penal code
- Electronic communications law.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation to cybersecurity has been enacted through the following instruments:
-Law on Protection of personal Data
-Law on copyright and other related rights.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT readiness assessment for Albania at Belgrade in 2010. Albania has an officially recognized
national CIRT (ALCIRT).
1.2.2 STANDARDS
Albania does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Albania does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Albania does not yet have any officially recognized national cybersecurity strategy. However ALCIRT together
with an interagency working group is working on drafting a policy paper for cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
Albania does not yet have any national governance roadmap for cybersecurity. However it will be included in the
policy paper for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The officially recognized CIRT (ALCIRT) is the legal mandated Agency created by Decision of Council of Ministers
to implement a national cybersecurity policy-paper strategy.

1.3.4 NATIONAL BENCHMARKING
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Albania does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Albania does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The officially recognized CIRT (ALCIRT) is the legal mandated Agency created by Decision of Council of Ministers
to organize awareness campaigns, trainings, publish informative materials either for the private or public sector.
1.4.3 PROFESSIONAL CERTIFICATION
Albania does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Albania does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Albania does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Albania does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Albania does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Albania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Albania
participated in the ITU Regional Forum on Cybersecurity for Europe and CIS in October 2012 at Sofia, Bulgaria.
Albania participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child protection has been enacted through the following instruments:
-Article 117 of the Criminal Code
-Law N. 23/201231.
Objectives 4.2 and 5.2 of the National Child Strategy of Albania refer to the protection from inappropriate and
harmful content and establishment of helplines.
2.2 UN CONVENTION AND PROTOCOL
Albania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Albania has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Albania does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Albanian National Child Helpline (ALO 116 ANCH) is a free service available to children and youth 24/7, website
under construction as of 05.05.14.
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CYBERWELLNESS PROFILE
ALGERIA
BACKGROUND
Total Population: 36 486 000

Internet users, percentage of population: 16.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code
-Law for Post and
-Law to prevent and combat ICT
Telecommunications
crime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following
instruments:
-Law on Electronic Signature
-Executive Decree 07-162.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Algeria does not have an officially recognized national CIRT. United States Agency for International Development
(USAID) is assisting the Algerian government in developing its own national CIRT capability.
1.2.2 STANDARDS
Algeria does not have an officially recognized national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Algeria does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals. However an inter-ministerial
committee has been established and is working on it.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Algeria does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Algeria does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Algeria does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap. However a National Prevention and Control Body will be set up.
1.3.4 NATIONAL BENCHMARKING
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Algeria does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Algeria does not have any officially recognized national or sector-specific research and development
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Algeria does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
However there are several academic clubs in Algeria that are active in this field such as student clubs of the
National Superior School of Computer Science (ENSI).
1.4.3 PROFESSIONAL CERTIFICATION
Algeria does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Algeria does not have any government or public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Algeria have official
recognized partnerships with the following organizations:
-France cooperation for Information Society

-Bilateral Agreement with United States.

1.5.2 INTRA-AGENCY COOPERATION
Algeria does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Algeria does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Algeria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Algeria
participated in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan and in the ITU RCC Regional cybersecurity
Forum Cyber Drill 2013 in Oman.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 303, 324-344 and 347)
-Law to prevent and combat ICT crime (Article 12).
2.2 UN CONVENTION AND PROTOCOL
Algeria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Algeria has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography
2.3 INSTITUTIONAL SUPPORT
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Algeria does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Algeria does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
PRINCIPALITY OF ANDORRA
BACKGROUND
Total Population: 79 300

Internet users, percentage of population: 94.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection
- Electronic Signature.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Andorra does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Andorra does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Andorra.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Andorra does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Andorra.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Andorra.
1.3.4 NATIONAL BENCHMARKING
Andorra does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Andorra does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Andorra.
1.4.3 PROFESSIONAL CERTIFICATION
Andorra does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Andorra does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Andorra does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Andorra does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Andorra.
1.5.4 INTERNATIONAL COOPERATION
Andorra is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 155-157 of the Criminal Code. [Article 155 modified by the Law 15/2008].
2.2 UN CONVENTION AND PROTOCOL
Andorra has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Andorra has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Andorra.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Andorra.
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CYBERWELLNESS PROFILE
REPUBLIC OF ANGOLA
BACKGROUND
Total Population: 20 163 000
(data source: United Nations Statistics Division,
December 2012)

Internet users, percentage of population:
19.10%
(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Electronic Signature
- Law on Data Protection.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Angola does not have an officially recognized national CIRT. A CIRT readiness assessment was conducted for
Angola in 2014 by ITU.
1.2.2 STANDARDS
Angola does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Angola.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Angola does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Angola.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Angola.
1.3.4 NATIONAL BENCHMARKING
Angola does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.

54

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Angola does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Angola.
1.4.3 PROFESSIONAL CERTIFICATION
Angola does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Angola does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Angola does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states
1.5.2 INTRA-AGENCY COOPERATION
Angola does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Angola.
1.5.4 INTERNATIONAL COOPERATION
Angola is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 184* of the Criminal Code
- Articles 12, 13, 16 and 17* of the Law to Combat Crime in the Field of ICT and Information Society.
2.2 UN CONVENTION AND PROTOCOL
Angola has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Angola has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Angola.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Angola.
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CYBERWELLNESS PROFILE
ANTIGUA AND BARBUDA
BACKGROUND
Total Population: 90, 800

Internet users, percentage of population: 63.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- The Computer Misuse Act
- The Telecommunications Act
- The Electronic Transactions Bill
- The Electronic Transfer of Funds Crimes Act.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Transactions Bill
- Electronic Evidence Act
- Electronic Crimes Act
- Data Protection Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Antigua and Barbuda does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Antigua and Barbuda does not have any officially approved national or sector specific cybersecurity framework
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Antigua and Barbuda.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Antigua and Barbuda has the Information and Communication technologies (ICTs) draft policy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Antigua and Barbuda.
1.3.3 RESPONSIBLE AGENCY
The Telecommunications Division, Ministry of Information, Broadcasting and Telecommunications and the Royal
Police Force of Antigua and Barbuda are the agencies responsible for cybersecurity.
1.3.4 NATIONAL BENCHMARKING
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Antigua and Barbuda does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Antigua and Barbuda does not have any officially recognized national or sector-specific research and
development program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Antigua and Barbuda held the First National Workshop on Cyber Security and Incident Response. The workshop’s
objectives, and the objectives of the government of Antigua and Barbuda, were to conduct a national security
self-assessment in order to identify vulnerabilities particular to the cyber domain, and to create a governmental
Cyber Security Incident Response Team. Antigua and Barbuda is already home to a Regional Cyber Forensics Lab
that assists in regional cyber law enforcement, and has started training police officers in cybercrime investigation.
1.4.3 PROFESSIONAL CERTIFICATION
Antigua and Barbuda does not have the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Antigua and Barbuda does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Antigua and Barbuda does not have any officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Antigua and Barbuda.
1.5.4 INTERNATIONAL COOPERATION
Antigua and Barbuda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 15 of the Computer Misuse Act.
2.2 UN CONVENTION AND PROTOCOL
Antigua and Barbuda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Antigua and Barbuda has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Antigua and Barbuda.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to reporting incidents in Antigua and Barbuda.
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CYBERWELLNESS PROFILE
ARGENTINE REPUBLIC
BACKGROUND
Total Population: 41 119 000

Internet users, percentage of population: 59.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Digital Signatures
- Law on Internet Providers
- Law on Personal Data Protection.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Argentina has an officially recognized national CIRT known as the Computer Emergency Response Team of the
Argentine, ArCERT.
1.2.2 STANDARDS
There is no information on any officially approved national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards in Argentina.
1.2.3 CERTIFICATION
There is no information on any cybersecurity framework for the certification and accreditation of national
agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Oficina Nacional de Tecnologías de Información ONTI is currently working on the second draft of the National
Cyber Security and Critical Infrastructure Protection Plan 2013–2015. This Plan is based on four pillars: awareness
raising, securing digital assets, promoting judicial and academic understanding of information security, and
critical information infrastructure.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national or sector-specific governance roadmap for cybersecurity in Argentina.
1.3.3 RESPONSIBLE AGENCY
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The following agencies are responsible for implementing a national cybersecurity strategy, policy and roadmap
by respective agencies:
- ONTI

- ArCERT

- Argentine Federal Police
- Argentine National Gendarmerie ANG
- Programa Nacional de Infrastructuras Criticas ICIC.
1.3.4 NATIONAL BENCHMARKING
There is no national benching exercises or referential to measure cybersecurity development in Argentina.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
ICIC GAP conducts research and preventative actions to reduce security incidents. This is the officially recognized
national research and development (R&D) program/project for cybersecurity standards, best practices and
guidelines to be applied in the public sector.
1.4.2 MANPOWER DEVELOPMENT
The ICIC has also developed an initiative referred to as Internet Sano (“healthy” or “sound” Internet), which aims
to promote responsible use of ICTs and the internet. A second awareness raising program called “With you on
the web” has been developed by the National Directorate for the Protection of Personal Information, under the
Ministry of Justice and Human Rights. Several institutions of higher learning in Argentina currently offer
certification and degree programs in a wide range of aspects of cybersecurity, including digital forensics. The
National Institute for Public Administration (INAP) also reportedly offers training and coursework on
cybersecurity-related topics. The Argentine Federal Police Cyber Crimes Unit organizes seminars to train staff
and the general public and works with NGOs, prosecutors and judges.
1.4.3 PROFESSIONAL CERTIFICATION
Argentina does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Argentina does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information about any framework for sharing cybersecurity assets across borders with other nation
states in Argentina.
1.5.2 INTRA-AGENCY COOPERATION
Argentina does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Argentina does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Argentina is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Argentina
hosted the OAS Crisis Management Exercise on Cybersecurity.
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2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 128* of the Criminal Code
- Law for the Protection of Children and Adolescents* there is not specifically pertaining to the internet.
2.2 UN CONVENTION AND PROTOCOL
Argentina has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Argentina has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
ICIC provides information on general cybersecurity and a link to the governmental initiative aiming to promote
safety on internet. The Internet Sano initiative provides information* on child online protection for children,
parents and educators.
2.4 REPORTING MECHANISM
InternetSano initiative provides a practical guide to report computer-facilitated offenses. The federal police
receives
complaints
about
computer
incidents
through
the
email
address
delitostecnologicos@policiafederal.gov.ar.
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CYBERWELLNESS PROFILE
ARMENIA
BACKGROUND
Total Population: 3 109 000

Internet users, percentage of population: 46.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code
-Law on Electronic Communication.
1.1.2 REGULATION AND COMPLIANCE
Armenia does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT readiness assessment in October 2011. Armenia has an officially recognized national CIRT
(CERT AM).
1.2.2 STANDARDS
Armenia does not have an officially recognized national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Armenia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Armenia does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Armenia does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Armenia does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Armenia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Armenia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Armenia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Armenia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity
1.4.4 AGENCY CERTIFICATION
Armenia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Armenia does not have official recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Armenia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Armenia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Armenia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 263).
2.2 UN CONVENTION AND PROTOCOL
Armenia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Armenia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Armenia does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Armenia Computer Incident Response Team (CERT AM) is the officially recognized agency that offers an avenue
for the reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
AUSTRALIA
BACKGROUND
Total Population: 22 919 000

Internet users, percentage of population: 83.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Cybercrime Legislation Amendment Act 2012.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- National Plan to Combat Cybercrime
- Australian Cybercrime Online Reporting Network
- Australian Communications and Media Authority (ACMA)
- Data breach notification
enforces the Spam Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
CERT Australia is the officially recognized national computer emergency response team (CERT). In addition the
Cyber Security Operations Centre (CSOC) is also responsible for coordinating and assisting operational responses
to cyber events of national importance across government and systems of national importance.
1.2.2 STANDARDS
The ASD is responsible for producing ICT security policy and standards for the government and publishes these
in the Australian Government Information Security Manual.
1.2.3 CERTIFICATION
The Emanation Security Program is responsible for the framework for certification and accreditation of national
agencies and public sector professionals, and sets out the requirements for government and industry agencies
to be formally recognised by the national authority. ASD conducts emanation security practices to national
standards.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Australia has officially recognized the National Plan to Combat Cybercrime and the Cyber Security Strategy as
the national strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The national governance roadmap for cybersecurity is elaborated in the National Security Information
Environment Roadmap: 2020 Vision.
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1.3.3 RESPONSIBLE AGENCY
The following are the officially recognized agencies responsible for cybersecurity in Australia:
- The Cyber Policy and Intelligence Division

- The Attorney-General's Department

- The Department of Prime Minister and Cabinet - The Australian Signals Directorate.
1.3.4 NATIONAL BENCHMARKING
In Australia the Federal Government entities subject to the Public Governance, Performance and Accountability
Act 2013 participate in annual benchmarking of their ICT activities.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Currently Australia does not have any national or sector-specific recognized body or framework responsible for
Research and development (R&D) of cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
The following programs have been put in place fostering educational and professional programs for raising
awareness, higher education:- Cybersmart
- Stay Smart Online
- Budd:e Cybersecurity
builder.
1.4.3 PROFESSIONAL CERTIFICATION
Australia does not have a recognized national or sector-specific body for certifying professionals in cybersecurity.
Currently there is no record showing the number of public sector professionals who are certified in the area of
cybersecurity.
1.4.4 AGENCY CERTIFICATION
In Australia there is no recognized national or sector-specific body for certifying agencies in the area of
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Australia has officially
recognized the following partnerships:
- Statement of Intent regarding the Cooperation on Cybersecurity and Cyber Incident Response between the
United States Department of Homeland Security (DHS) and the Attorney-General's Department (AGD) of the
Commonwealth of Australia.
- CERT Australia has direct working relationships and a range of bilateral and multilateral agreements with
government and business computer emergency response teams around the world.
1.5.2 INTRA-AGENCY COOPERATION
Through the Govdex and Govshare platforms, agencies are encouraged and supported to share knowledge, skills,
and resources in the pursuit of more effective, efficient and innovative solutions. These are the nationally
recognized platforms for sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The Trusted Information Sharing Network (TISN) is the framework for sharing cybersecurity assets between the
public and private sectors in Australia.
1.5.4 INTERNATIONAL COOPERATION
Australia participates in the following:
- UN GGE
- ASEAN
CERT Australia is a member of APCERT and FIRST.
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2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Divisions 273 and 474 (subdivisions D-F) of the Criminal code.
2.2 UN CONVENTION AND PROTOCOL
Australia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Australia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Australian Communications and Media Authority ACMA and Stay smart online are the institutions
responsible for child online protection.
2.4 REPORTING MECHANISM
Inappropriate and offensive content can be reported directly to the CERT Australia on the number: 1300 172
499 (24 hours) and by the e-mail info@cert.gov.au. Also online content complaints can be directed to ACMA.
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CYBERWELLNESS PROFILE
AUSTRIA
BACKGROUND
Total Population: 8 429 000

Internet users, percentage of population: 80.62%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- E-Commerce Act

- The Austrian E-Government Act

- Federal Electronic Signature Law

- Federal Act on the Protection of Personal Data

- Austrian Signature Ordinance.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Austria has an officially recognized government CIRT (GovCERT.AT) and a military CERT (milCERT) operated by
the Defence Agency (Abwehramt) and the Command Support Centre (Führungsunterstützungszentrum) of the
Federal Ministry of Defense and Sports (BMVLS).
1.2.2 STANDARDS
There is no available information regarding any officially approved national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information regarding any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Austria has officially recognized a National ICT Security Strategy in 2012 and an Austrian cybersecurity strategy
in 2013.
1.3.2 ROADMAP FOR GOVERNANCE
The implementation of the measures adopted by the federal government in March 2013 in order to increase
national cyber security are monitored by the Cyber Security Steering Group (consisting of members liaising with
the National Security Council as well as the cyber security experts of all ministries) which provides the national
governance roadmap for cybersecurity in Austria.
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1.3.3 RESPONSIBLE AGENCY
The Cybersecurity Steering Group and the Cyber Crime Competence Center (C4) of the Federal Ministry of the
Interior (BM.I) are the national coordination and reporting bodies for combating cybercrime and the officially
recognized agencies responsible for implementing a national cybersecurity strategy, policy and roadmap in
Austria.
1.3.4 NATIONAL BENCHMARKING
Every year the government publishes a cybersecurity report used to measure cybersecurity development in
Austria.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Austrian IT Security Handbook contributes to the research and development (R&D) program/project for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
Also the Austrian security research funding program (KIRAS) is a national program to promote safety research in
Austria. KIRAS supports national research projects with the aim of increasing the security of Austria and its
people.
1.4.2 MANPOWER DEVELOPMENT
The European Cybersecurity Month in Austria provides educational and professional training programs for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The number of certificates accredited by national accredited bodies against ISO/IEC 27001 was 28 in 2012.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Austria has officially
recognized partnerships with the following organizations:
-Coalition Warrior Interoperability eXploration, eXperimentation, eXamination, eXercise (CWIX) - The exercise
held in Poland in June 2013 provided an opportunity to perform technical and operational tests with deploymentoriented systems, services and applications. Cybersecurity Platform (CECSP) was founded in May 2013 on the
initiative of Austria and the Czech Republic and aims to enable the information, best practices, lessons learned
and know-how sharing about cyber threats and potential or (un)successfully carried out cyber-attacks.
1.5.2 INTRA-AGENCY COOPERATION
The ICT Security Portal is a measure defined in the Austrian Cybersecurity Strategy and is officially recognized as
the national or sector-specific program for sharing cybersecurity assets within the public sector. It was launched
as an inter-ministerial initiative in cooperation with the Austrian economy. The aim of the Web platform, which
went online in 2013, is to raise awareness and it serves as a valuable source for information and communication
for different target groups.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Austria has officially recognized the following national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
- The Private Public Partnership Program for Critical Infrastructure Protection (APCIP) with the objective to
develop a comprehensive strategy and detailed measures and to bring all relevant public and private
organizations and infrastructure operators under one common conceptual roof.
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-The CERT Alliance which enhances cooperation of Austrian CERTs in the public as well as the private sector. Its
aim is to bundle available resources and to use the joint know-how optimally in order to ensure maximum ICT
security.
- The Austrian Trust Circle (ATC) founded in 2010 is an initiative of GovCERT.AT and the Federal Chancellery in
order to build confidence between the responsible persons and organizations in individual sectors of strategic
infrastructures so as to facilitate the exchange of security-related experience and ensure that swift and joint
action will be taken in concrete cases.
1.5.4 INTERNATIONAL COOPERATION
Austria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. To facilitate
sharing of cybersecurity assets across borders or with other nation states, Austria has officially recognized
partnerships with the following organizations:
- UN

- NATO

- EU

- Trusted Introducer

- OSCE

- ENISA

- FIRST

- The European Forum for Member States (EFMS)

- Participation in NATO exercise Cyber Coalition 2013.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child online protection has been enacted through the following instruments:
- §64(1)4a and §207a* of the Criminal Code.
- Law on Obscene Publications and on the fight to protect the youth against moral hazard*.
The National ICT Strategy Austria considers campaigning on a social media guide for parent in its objective of
awareness-raising.
2.2 UN CONVENTION AND PROTOCOL
Austria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Austria has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Computer Emergency Response Team of Austria (CERT.at (*)) does not provide specific information on child
online protection.
2.4 REPORTING MECHANISM
Illegal online content can be reported at www.stopline.at(*).
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CYBERWELLNESS PROFILE
AZERBAIJAN
BACKGROUND
Total Population: 9 421 000

Internet users, percentage of population: 58.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Criminal Code .
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Law on Protection of Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Azerbaijan officially recognized national CIRTs are AZ-CERT and ScienceCERT. AZ-CERT is under the Ministry of
Communications while ScienceCERT is under the National Academy of Science and is an information security
incident responding group in Internet network which aim is to maintain the information security risk at an
accepted level.
1.2.2 STANDARDS
Azerbaijan has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the Standardization, Metrology and Patents
Committee of the Republic of Azerbaijan.
1.2.3 CERTIFICATION
Azerbaijan does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals. However it provides the
ISO/IEC 27001:2013 Training course through the Standardization, Metrology and Patents Committee of the
Republic of Azerbaijan
1.2 ORGANIZATION MEASURES
1.3.1 POLICY
Azerbaijan has an officially recognized national cybersecurity strategy (National Strategy of the Republic of
Azerbaijan on the Development of the İnformation Society for the years 2014-2020)
1.3.2 ROADMAP FOR GOVERNANCE
Azerbaijan does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The AZ-CERT and ScienceCERT are the officially recognized agencies responsible for implementing a national
cybersecurity strategy, policy and roadmap in Azerbaijan.
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1.3.4 NATIONAL BENCHMARKING
Azerbaijan does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.3 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Azerbaijan Ministry of Communications and High Technologies has officially recognized national or sectorspecific research and development (R&D) programs/projects for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector. The Technical Committee is to implement the
preparation of national standards on the basis of international (regional) and interstate standards
1.4.2 MANPOWER DEVELOPMENT
Azerbaijan conducts short training courses on E-government and information security. In addition, the AZ-CERT
organizes capture-the-flag competitions to enhance professional competence in information security.
1.4.3 PROFESSIONAL CERTIFICATION
Azerbaijan has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity. However it did not have the exact statistic.
1.4.4 AGENCY CERTIFICATION
The IT and Communications Department of the State Oil Company of Azerbaijan Republic (SOCAR) is certified
under ISO 27001:2005.
1.4 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Azerbaijan has officially
recognized partnerships with Japan, Russia, Ukraine, Republic of Latvia and Republic of Slovakia.
1.5.2 INTRA-AGENCY COOPERATION
Azerbaijan AZ-CERT has an officially recognized national program (knowledge base) for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Azerbaijan AZ-CERT has an officially recognized national program for public-private sector partnership. The
purpose is to share information on the latest cybersecurity landscape.
1.5.4 INTERNATIONAL COOPERATION
Azerbaijan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Azerbaijan
hosted an IT security conference in December 2012 with ITU.
Azerbaijan also participated in the following cybersecurity activities:
-Security Conference Israel 2014
-International
Cyber
Shield
Exercise 2014
-Global Cybersecurity
-The Ninth Advanced International
Cooperation: Challenges and
Conference on
Visions
Telecommunications AICT 2013

-HP Discover 2013
-Applied Learning for Emergency
Response Team (ALERT) 2012 on
Regional Forum on cybersecurity

AZ-CERT is a member of FIRST.

2. CHILD ONLINE PROTECTION
2.2 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 242* of the Criminal Code.
-Article 10 (*) of the Law on Mass Media.
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2.3 UN CONVENTION AND PROTOCOL
Azerbaijan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Azerbaijan has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography
2.4 INSTITUTIONAL SUPPORT
Azerbaijan does not have an officially recognized agency that offers institutional support on child online
protection.
2.5 REPORTING MECHANISM
Azerbaijan does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection. However there is a 24/7 helpline service.
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CYBERWELLNESS PROFILE
COMMONWEALTH OF THE
BAHAMAS

BACKGROUND
Total Population: 351 000

Internet users, percentage of population: 72.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.2 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Computer Misuse Act.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection Act
- Electronic Communications and Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The Bahamas does not have officially recognized national CIRT.
1.2.2 STANDARDS
The Bahamas does not have officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in The Bahamas.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Bahamas does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in The Bahamas.
1.3.3 RESPONSIBLE AGENCY
There is no officially recognized agency responsible for cybersecurity in The Bahamas.
1.3.4 NATIONAL BENCHMARKING
The Bahamas does not have any officially recognized national benchmarking or referential for measuring
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in The Bahamas.
1.4.2 MANPOWER DEVELOPMENT
The Inter-American Committee against Terrorism (CICTE) of OAS conducted a two-day cybersecurity workshop
in The Bahamas, as part of the technical assistance to be provided to the Government of The Bahamas for the
development of its National Cyber Security Strategy, through an initiative that will be coordinated by the OAS
Cyber Security Program together with the Ministry of National Security of The Bahamas. There is the ICA
Advanced Certificate in Cyber Security at the Bahamas Institute of Financial Services.
1.4.3 PROFESSIONAL CERTIFICATION
The Bahamas does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The Bahamas does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
The Bahamas does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in The Bahamas.
1.5.4 INTERNATIONAL COOPERATION
The Bahamas participates in the inter-American Committee against Terrorism (CICTE) of the OAS.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 5A and 16A of the “The Sexual Offences and Domestic Violence Act, January 2006, amended by the Act
n. 29, December 2008.
2.2 UN CONVENTION AND PROTOCOL
The Bahamas has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. The Bahamas has not acceded to Optional Protocol to The Convention on the Rights
of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for the child online protection in the Bahamas.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to receiving reports of incidents.
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CYBERWELLNESS PROFILE
BAHRAIN
BACKGROUND
Total Population: 1 359 000

Internet users, percentage of population: 90.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Law No. 60 of 2014 concerning Information Technology Crimes
- Law No. 16 of 2014 concerning Protection of State Information and Documents.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Regulation 9 of 2009 concerning Lawful Access.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Bahrain has an officially recognized national CERT (CERT.bh) mandated by Bahrain’s the Supreme Council for
Information and Communication Technology via Resolution No. 37-2/2013. However CERT.bh is currently under
formation.
1.2.2 STANDARDS
Bahrain does not have an officially recognized national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Bahrain does not have an officially approved national (and sector specific) cybersecurity framework for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bahrain is currently in the process of drafting the national cybersecurity policy.
1.3.2 ROADMAP FOR GOVERNANCE
The “National Trust Programme”, which is currently under development, will provide a framework for the
Government sector to improve cybersecurity governance and operations.
1.3.3 RESPONSIBLE AGENCY
The General Directorate of Information Security from the Central Informatics Organization is the officially
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Bahrain does not currently have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Bahrain does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Bahrain has officially recognized through SafeSurf Programme an educational and professional training program
for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. The SafeSurf Bahrain offers
tutorials to help parents and carers to enjoy all the best aspects of the online world and to facilitate learning of
the dangers their children could face online – so they can use these new technologies safely and responsibly.
1.4.3 PROFESSIONAL CERTIFICATION
Bahrain’s information security team at the Central Informatics Organization, which is responsible for overall
government security, is certified under more than 50 internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Bahrain has numerous public sector agencies that are certified in accordance with ISO 27001 certification.
Furthermore, the national PKI implementation is currently undergoing ETSI certification for qualified digital
signatures, encryption, and authentication.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Bahrain does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5.2 INTRA-AGENCY COOPERATION
Bahrain CERT (CERT.bh) which is currently under formation will be the official certified government and public
sector agency certified under internationally recognized standards in cybersecurity.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Bahrain does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5.4 INTERNATIONAL COOPERATION
Bahrain is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bahrain is
also is a member of the Gulf Cooperation Council CERT committee (GCC-CERT).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Bahrain has not enacted any specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Bahrain has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Bahrain has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The National Centre for Child Protection (*), under the Ministry of Social Development, is the governmental
organ responsible assessing and following up children’s rights together with other governmental organs. It has
no specific policy on online protection.
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The Telecommunications Regulatory Authority(*) provides information for child online protection on its space
for Safe Surf. It has launched a Report on the state of internet safety in the Kingdom. It also organizes lectures in
schools to help parents and teachers understand the online safety issues which affect children.
2.4 REPORTING MECHANISM
Bahrain Telecommunications Regulatory Authority provides a space for complaints and enquiries on its website.
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CYBERWELLNESS PROFILE
BANGLADESH

BACKGROUND
Total Population: 152 490 000

Internet users, percentage of population: 6.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Information and Communication
-Bangladesh Telecommunication
-Penal Code
Technology Act
Regulation Act.
1.1.2 REGULATION AND COMPLIANCE
Bangladesh does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT assessment for Bangladesh at Dhaka, Bangladesh from November to May 2010, and at
Maldives in August 2010.
Bangladesh has an officially recognized CIRT (BDCERT).
1.2.2 STANDARDS
Bangladesh does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Bangladesh does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bangladesh does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Bangladesh does not have a national governance roadmap for cybersecurity in Bangladesh. However there are
efforts from the Honorable Prime Minister’s office, Bangladesh Computer Council and the Telecommunication
Regulatory Commission (BTRC) to finalize a roadmap to ensure cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Bangladesh does have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Bangladesh does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.

77

Глобальный индекс кибербезопасности и профили по киберблагополучию

1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Bangladesh does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
BDCERT organises educational and professional training every year to raise awareness and capabilities for
combating cyber incidents. In addition there are also organised programs to raise awareness in general public,
e.g. SMS circulation throughout the country.

1.4.3 PROFESSIONAL CERTIFICATION
Bangladesh has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic.
1.4.4 AGENCY CERTIFICATION
Bangladesh does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Bangladesh has official
recognized partnerships with the following organizations:
-ITU

-APCERT

-OIC-CERT.

1.5.2 INTRA-AGENCY COOPERATION
Bangladesh does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector
1.5.3 PUBLIC SECTOR PARTNERSHIP
Bangladesh does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector. However BDCERT organizes events to share knowledge with the law
enforcing agencies, industry and academia.
1.5.4 INTERNATIONAL COOPERATION
Bangladesh is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
In addition, BDCERT has joined Asia Pacific CIRT (APCERT) Cyber Security Drills for the last 5 years. It also attends
regional events organized by other CERTs like Japan CIRT (JPCERT) and Korean CIRT (KRCERT).

2

CHILD ONLINE PROTECTION

2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 292 and 294)
-Information Technology and Communication Act (Article 57).
2.3 UN CONVENTION AND PROTOCOL
Bangladesh has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Bangladesh has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
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2.4 INSTITUTIONAL SUPPORT
Bangladesh does not have an officially recognized agency that offers institutional support on child online
protection.
2.5 REPORTING MECHANISM
Bangladesh does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection. However Arapajeyo Bangladesh provides a helpline at the number: 1098 and
can be contacted by email: info@arapajeyo.org.
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CYBERWELLNESS PROFILE
BARBADOS
BACKGROUND
Total Population: 275 000

Internet users, percentage of population: 75%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Telecommunications Act
-Computer Misuse Act
-Privacy and Data Protection Act(Draft
Stage).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Privacy and Data Protection Act (Draft Stage).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
A CIRT readiness assessment was conducted for Barbados in August 2012 during the Regional Workshop on
establishing National Computer Incident Response Team (CIRT), Caribbean Region at St. Georges, Grenada.
Barbados is currently in the process of implementing a National CERT with the assistance of ITU.
1.2.2 STANDARDS
Barbados does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
However Barbados, in collaboration with the Caribbean Governments, the Caribbean Telecommunication Union
(CTU) and Commonwealth Telecommunications Organization (CTO) are currently organising discussions on
“Consultation on a Commonwealth Cyber Governance Model” to be implemented by the Commonwealth
countries. This includes a framework for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Barbados does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
However the “Consultation on a Commonwealth Cyber Governance Model” mentioned earlier will include a
framework for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Barbados does not have any officially recognized national cybersecurity strategy. However the “Consultation on
a Commonwealth Cyber Governance Model” mentioned earlier will include a national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Barbados does not have any official recognized national or sector specific governance for cybersecurity. However
a National Cyber Security Strategic Plan is in the pipeline.
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1.3.3 RESPONSIBLE AGENCY
The Telecommunications Unit is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
The Telecommunications Unit is collecting data on cyber-attacks across government departments. This data will
enable critical analysis of the types of attacks, frequency and mitigation techniques currently being implemented.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Barbados does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. However a National Cyber Security Strategic Plan is in the pipeline.
1.4.2 MANPOWER DEVELOPMENT
The Telecommunications Unit has endeavored in a campaign since 2010 to raise awareness in the area of
protecting kids in Cyberspace. Since then the unit has partnered with the Caribbean Cyber Security Centre to
assist in promoting the “Think Click Surf” campaign.
1.4.3 PROFESSIONAL CERTIFICATION
Caribbean Cybersecurity Center has numerous public sector professionals who are certified under internationally
recognized certification programs in cyber security. However it has not conducted a survey to gather the exact
statistic.
1.4.4 AGENCY CERTIFICATION
Barbados does not have any government and public sector agencies certified under internationally recognized
standards in cybersecurity. However the National Cyber Security Strategic Plan, which is in the pipeline, will
provide a national program to enable certification of professionals in the government and public sector.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Barbados does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states. However this is expected to change after the development of the national
CIRT.
1.5.2 INTRA-AGENCY COOPERATION
Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector. However this is expected to change after the development of the national CIRT.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Barbados does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public and private sector. However this is expected to change after the development of the
national CIRT.
1.5.4 INTERNATIONAL COOPERATION
Barbados is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. In addition,
the Government of Barbados participates in CTU, ITU, and Organization of American States (OAS) platforms and
forums.
Barbados is among the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the
Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR). Barbados
participated in the ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT- 2013) in Montevideo,
Uruguay.
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Computer Misuse Act.
2.2 UN CONVENTION AND PROTOCOL
Barbados has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Barbados does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Barbados does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE REPUBLIC
OF BELARUS
BACKGROUND
Total Population: 9 527 000

Internet users, percentage of population: 54.17%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on information, Informatization and Protection of Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Belarus has an officially recognized national CIRT known as CERT.BY which is under the Operational and Analytical
Center under the Aegis of the President of the Republic of Belarus (OAC).
1.2.2 STANDARDS
Belarus does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Belarus.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is no national or sector-specific cybersecurity strategy in Belarus.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Belarus.
1.3.3 RESPONSIBLE AGENCY
There is no information on any agency responsible for cybersecurity in Belarus.
1.3.4 NATIONAL BENCHMARKING
Belarus does not have an officially recognized national benchmarking or referential for measuring cybersecurity
development in Belarus.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in the Belarus.
1.4.2 MANPOWER DEVELOPMENT
There is no program or project for cybersecurity standards in educational and professional training programs for
raising awareness, higher education and certification in Belarus.
1.4.3 PROFESSIONAL CERTIFICATION
Belarus does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Belarus does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Belarus does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Belarus.
1.5.4 INTERNATIONAL COOPERATION
Belarus is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Belarus also
participates in the following cybersecurity activities:
-FIRST

-OSCE

-NATO.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 343 and 343.1* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Belarus has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Belarus has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Belarus.
2.4 REPORTING MECHANISM
There is a helpline and website where incidents can be reported.
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CYBERWELLNESS PROFILE
BELGIUM
BACKGROUND
Total Population: 10 788 000

Internet users, percentage of population: 82.17%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.

1.1.2

REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Communications Act
- Law on Electronic Signatures and certification services
- Law on Certain legal aspects of the Information Society
- Law on the protection of private life with regard to the processing of personal data.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Belgium has an officially recognized national CIRT known as CERT.be formerly Belnet CERT (both CERTs have since
merged) and it is operated by Belnet, the Belgian national research network, on behalf of Fedict.
1.2.2 STANDARDS
Belgium has officially approved national and sector specific cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Federal Public Service for Information and
Communication Technology Fedict.
1.2.3 CERTIFICATION
There is no information about any framework for certification and accreditation of national agencies and public
sector professionals in Belgium.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Belgium has an officially recognized national cybersecurity strategy known as Belgian Cyber Security Strategy
Guide.
1.3.2 ROADMAP FOR GOVERNANCE
There is no information on any national or sector-specific governance roadmap for cybersecurity strategy in
Belgium.
1.3.3 RESPONSIBLE AGENCY
The CERT.be, Fedict and the Centre Cyber Security Belgique (CCSB) monitor and coordinate the implementation
of the national cybersecurity strategy and policy.
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1.3.4 NATIONAL BENCHMARKING
Belgium does not have any national benchmarking exercises or referential to measure cybersecurity
development.

1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Belgian Cybersecurity Guide makes provision for the national research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The European Cyber Security Month for Belgium has had over 5 events which are programs for raising awareness
for higher education, professional training and certification.
1.4.3 PROFESSIONAL CERTIFICATION
Belgium does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Belgium does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, B-CCENTRE coordinates
and collaborates beyond the Belgian borders and partners in the Netherlands (UVT, WODC) and European
collaboration and coordination via the 2CENTRE network with a.o. national centres in Ireland and France.
1.5.2 INTRA-AGENCY COOPERATION
Belgium has an officially recognized national or sector-specific program for sharing cybersecurity assets within
the public sector through the B-CCENTRE.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The B-CCENTRE is the main platform for collaboration; it provides officially recognized national or sector-specific
programs for sharing cybersecurity assets within the public and private sectors.
1.5.4 INTERNATIONAL COOPERATION
To facilitate sharing of cybersecurity assets and for participation in regional and international cybersecurity
platforms Belgium, through Belnet CERT, is a member of FIRST.
2 CHILD ONLINE PROTECTION

2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 383, 383bis, 385, 386 and 387* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Belgium has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Belgium has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information on any institution that supports child online protection in Belgium.
2.4 REPORTING MECHANISM
Online child abuse images can be reported www.stopchildporno.be.
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CYBERWELLNESS PROFILE
BELIZE
BACKGROUND
Total Population: 324 000

Internet users, percentage of population: 31.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-None.
1.1.2EGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Transactions Act
1.2 TECHNICAL MEASURES

- Electronic Evidence Act.

1.2.1 CIRT
Belize does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Belize does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Ministry of National Security – specifically the focal point for CICTE-OAS is presently working on establishing
an ICT Steering Committee within the Ministry, with the dual aims of developing a national cybersecurity strategy
and reviewing and strengthening the legislative framework regarding cybercrime.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Belize.
1.3.3 RESPONSIBLE AGENCY
The Ministry of National Security and the Belize Police Department (BPD) are the agencies responsible for
cybersecurity in Belize.
1.3.4 NATIONAL BENCHMARKING
There is no benchmarking or referential to measure cybersecurity development in Belize.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no national or sector-specific research and development program or project for cybersecurity standards,
best practices and guidelines in Belize.
1.4.2 MANPOWER DEVELOPMENT
The BPD’s IT Unit undertakes an annual countrywide “ICT Road Show” to promote increased awareness of
internet and cybersecurity-related issues among the general public.
1.4.3 PROFESSIONAL CERTIFICATION
Belize does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Belize does not have any government and public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework for sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Belize does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Private sector institutions are not legally required to report cyber incidents to national authorities; the BPD has
worked to establish cooperative relationships with many private sector entities, and has provided support and
assistance when it has been requested.
1.5.4 INTERNATIONAL COOPERATION
Belize is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Belize
participates in the CICTE-OAS.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-None.
2.2 UN CONVENTION AND PROTOCOL
Belize has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Belize has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency that is responsible for child online protection in Belize.
2.4 REPORTING MECHANISM
There is no website or hotline to report incidents in Belize.
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CYBERWELLNESS PROFILE
REPUBLIC OF BENIN

BACKGROUND
Total Population: 9 352 000

Internet users, percentage of population: 4.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Decree No. 200/MISP/DC/SGM/DGPN/SERCT/DER/SA related to the creation of a division in charge of the fight
against internet crime. This decree stipulates that victims of internet crime can approach Interpol or the BEF with
their complaints.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Loi 9 of 27 Apr 2009 (protection of personal information in databases).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Benin does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Benin does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Benin does not have a cybersecurity framework for the certification and accreditation of national agencies and
public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Benin does not have a national or sector-specific cybersecurity strategy. However the Telecoms Regulatory
Authority has presented a plan to combat cybercrime to the president in November 2012.
1.3.2 ROADMAP FOR GOVERNANCE
There is no governance roadmap for cybersecurity in Benin.
1.3.3 RESPONSIBLE AGENCY
The Economic and Financial Crimes Commission (EFCC) is responsible for cybersecurity in Benin.
1.3.4 NATIONAL BENCHMARKING
Benin does not have any benchmarking or referential to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in Benin.
1.4.2 MANPOWER DEVELOPMENT
The CNF of the AUF at Cotonou, in association with the Abomey-Calavi University, The Lawyer Order of Benin
and the Union of Media Professionals of Benin organize a training seminar on the topic Cyber-criminality: New
threats to privacy, companies, banks and administrations.
1.4.3 PROFESSIONAL CERTIFICATION
Benin does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Benin does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Benin does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Benin.
1.5.4 INTERNATIONAL COOPERATION
Benin is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Benin has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Benin has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Benin.
2.4 REPORTING MECHANISM
There is no website or hotline to report incidence in Benin.
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CYBERWELLNESS PROFILE
BHUTAN
BACKGROUND
Total Population: 750 000

Internet users, percentage of population: 29.9%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics 2013)

1.CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instrument:
-Information Communications & Media Act.

1.1.2

REGULATION AND COMPLIANCE
Bhutan does not have any officially recognised regulation pertaining to cybersecurity.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT readiness assessment for Bhutan at Maldives in August 2010. Bhutan does not have an
officially recognized national CIRT. However there are plans to build one in the near future.
1.2.2 STANDARDS
Bhutan does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Bhutan does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bhutan does not have any officially recognized national cybersecurity strategy. However Bhutan is going to
develop the e-Gov Policy (2014) where cybersecurity will be one of the key components.
1.3.2 ROADMAP FOR GOVERNANCE
Bhutan does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Information and Communication is the officially recognized agency responsible for implementing
a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Bhutan does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.

1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Bhutan does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Bhutan does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Bhutan does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Bhutan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Bhutan does not any official recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Bhutan does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Bhutan does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Bhutan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-The Criminal Code (Article 225 and 476)
-Information Communications & Media Act (Article 160 and 179).

2.2 UN CONVENTION AND PROTOCOL
Bhutan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Bhutan has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Bhutan does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Bhutan does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
PLURINATIONAL STATE OF
BOLIVIA
BACKGROUND
Total Population: 10 248 000

Internet users, percentage of population: 39.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES

1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Draft law on E-Documents, E-Signatures and E-Commerce.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
There is not yet an official national CIRT; however the Agency for the Development of an Information Society in
Bolivia, ADSIB, is in the process of creating a national incident response capability utilizing its existing team of
trained and competent personnel. A CIRT readiness assessment was conducted for Bolivia by the ITU in 2014.
1.2.2 STANDARDS
Bolivia does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Bolivia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bolivia does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Bolivia.
1.3.3 RESPONSIBLE AGENCY
The Scientific Technical Research Institute of the Police University (IITCUP) and ADSIB are the agencies
responsible for cybersecurity in Bolivia.
1.3.4 NATIONAL BENCHMARKING
Bolivia does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Bolivia does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
World Telecommunication and Information Society Day is held annually on May 17. To coincide with Bolivia's
celebrations, the Autonomous Municipal Act No. 067 of the Internet in the Municipality of La Paz came into
effect, requiring Internet cafes in the La Paz region to filter Internet content to protect children. EducaBolivia is
a portal operated by the Ministry of Education and contains information aimed at parents, teachers and students
on a wide range of topics, including online safety. ADSIB has also organized a training seminar on protecting web
sites from cyberattacks. IITCUP reports that many universities in Bolivia offer cybersecurity-related coursework,
including in digital forensics, and that appropriate personnel from IITCUP often utilize these courses for training.
However, most of the coursework offered is general in scope and theory-based, and incorporates little in the
way of hands-on practical training. Authorities report that to date, very little has been done to raise cybersecurity
awareness within government, the private sector, or society at large.
1.4.3 PROFESSIONAL CERTIFICATION
Bolivia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Bolivia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Sharing of cybersecurity assets across borders or with other nation states between ADSIB and its counterpart
entities in other countries is limited. However one particular reported security incident resulted in direct
coordination with the national CIRT of Argentina, ArCERT, in responding to and resolving a situation involving
phishing and the targeting of an enterprise deemed critical to Bolivia’s national interests. The successful
management of this incident was considered a major success for the government.
1.5.2 INTRA-AGENCY COOPERATION
Bolivia does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Bolivia.
1.5.4 INTERNATIONAL COOPERATION
Bolivia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bolivia is a
member of the OAS.

2

CHILD ONLINE PROTECTION

2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 318 and 319 of the Criminal Code.
- Article 281(quarter) of Law 3325 on Trafficking in human beings and related crimes.
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2.2 UN CONVENTION AND PROTOCOL
Bolivia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Bolivia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Bolivia.
2.4 REPORTING MECHANISM
There is no website or hotline where incidents can be reported in Bolivia.
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CYBERWELLNESS PROFILE
BOSNIA AND HERZEGOVINA
BACKGROUND
Total Population: 3 744 000

Internet users, percentage of population: 67.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Council of Europe’s Convention on Cybercrime
-Penal Code.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Legal Interception and Data Collection
-Children Protection.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Bosnia and Herzegovina has a strategy and establishment of a national CERT.
1.2.2 STANDARDS
There is no available information concerning any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bosnia and Herzegovina has an officially recognized national cybersecurity strategy through the establishment
of a national CERT and an action Plan on Protection of Children and Prevention of Violence against Children
through ICT 2014-2015, in accordance with the Strategy on Combating Trafficking in Human Beings in Bosnia and
Herzegovina (2013 – 2015).
1.3.2 ROADMAP FOR GOVERNANCE
There is no available information concerning a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
There is no available information concerning an officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
There is no available information concerning any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information concerning any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Bosnia and Herzegovina began the implementation of the EU funded project “EU Support to Law Enforcement”
the objectives of which are to enhance information exchange by more efficient usage of existing and new
communication and IT systems and procedures. However there is no available information concerning an
officially recognized national or sector-specific educational and professional training program for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information concerning any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no available information concerning any official recognized partnerships to facilitate sharing of
cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Bosnia and Herzegovina is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity
services. Bosnia and Herzegovina participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE
2014)
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- The Federal Criminal Code Articles 211 and 212.
2.2 UN CONVENTION AND PROTOCOL
Bosnia and Herzegovina has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Bosnia and Herzegovina has acceded, with no declarations or reservations
to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Bosnia and Herzegovina does not have any officially recognized agency that offers institutional support on child
online protection.
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2.4 REPORTING MECHANISM
2.5 International Forum of Solidarity offers space in its website (*) for the reporting of incidents related to child
online protection.
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CYBERWELLNESS PROFILE
BOTSWANA
BACKGROUND

1

Total Population: 2 053 000

Internet users, percentage of population: 15%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

CYBERSECURITY

1.1 LEGAL MEASURES

1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Cybercrime and Computer Related Crimes Act.

1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on Data Protection (Under Review)
-Electronic Commerce and Signatures Bill
-Electronic (Evidence) Records ACT 2014.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Botswana at Maseru, Lesotho in October 2012. Botswana does
not have an officially recognized national CIRT.
1.2.2 STANDARDS
Botswana does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Botswana does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Botswana does not have an officially recognized national cybersecurity strategy. However the Maitlamo National
ICT policy provides provisions for cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
Botswana does not have a national governance roadmap for cybersecurity. However the Maitlamo National ICT
policy provides provisions for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
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The Telecommunication Authority is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Botswana does not have any officially recognized national benchmarking and referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Botswana does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Botswana does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Botswana does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Botswana does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Botswana does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Botswana does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Botswana does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Botswana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Bostwana
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-The Criminal Code (Section 178)
-Cybercrime and Computer Related Crimes (Section 16).
2.2 UN CONVENTION AND PROTOCOL
Botswana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Botswana has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Botswana does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Botswana does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection. However Childline Botswana, a non for profit organization, has a helpline
available.
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CYBERWELLNESS PROFILE
BRAZIL
BACKGROUND
Total Population: 198 361 000

Internet users, percentage of population: 51.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1 CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Law 8,137/1990, Art. 2
- Law 8,069/1990, Art. 241
- Law 9,100/1995, Art. 67
- Law 9,296/1996, Art. 10
- Law 9,504/1997
- Law 9,983/2000
- Law 11,829/2008
- Law 12,735/2012, Art.4
- Law 12,737/2012.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Administrative Rule no. 35/2009 - Administrative Rule no. 45/2009
- Administrative Rule no. 34/2009
- Decree 3,505/2000
- Decree 7,845/2012
- Resolution No. 614/2013, Art. 53
- Resolution No. 617/2013, Art. 47.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Bazil has officially recognized a national CERT, a government CSIRT and a sector specific SCIRT.
1.2.2 STANDARDS
Brazil has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through three instruments:
-Normative Instruction GSI no 1/2008 which organizes the Management of Information and Communications
Security in the Federal Public Administration, direct and indirect, among other provisions.
-Normative Instruction GSI no 2/2008 which provides for accreditation on security for the treatment of classified
information at any level of confidentiality in the under the Federal Executive Branch.
-Normative Instruction GSI no 3/2008 that defines minimum parameters and standards for cryptographic
algorithms for encryption of classified information under the Federal Executive Branch.
1.2.3 CERTIFICATION
The Complementary Standards offer a cybersecurity framework for the certification and accreditation of national
agencies and public sector professionals.
Complementary Standard no. nº 17 establishes guidelines for the certification and accreditation for information
and communication security professionals of the direct and indirect Federal Public Administration.
Complementary Standard no. nº 18 establishes guidelines for training of the information and communication
security professionals of the direct and indirect Federal Public Administration.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Brazil has an officially recognized national cybersecurity policy through the following instruments:
- Decree 6703/2008 - National Defense Strategy
- Information Technology Strategy, 2013-2015
- Anatel - Public Consultation no. 21, on a regulation for critical telecommunication infrastructure protection.
This regulation establishes measures to be undertaken by telecom operators to promote risk management
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processes related to security and performance of network and telecommunication services. It also promotes
coordination among telecom operators for disaster relief.
- Administrative Normative Rule no. 3,389 of the Ministry of Defense, which establishes the Cyber Defence
Policy
- Critical Information and Communication Infrastructure protection.
1.3.2 ROADMAP FOR GOVERNANCE
Brazil does not currently have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Brazil does not have an officially recognised national or sector-specific agency responsible for implementing a
national cybersecurity strategy, policy and roadmap since responsibilities are shared among the following several
entities:
- National Defense Council in charge of planning and conducting the policy and strategy for national defence
- Cabinet of Institutional Security of the Presidency of the Republic which proposes guidelines and strategies for
the cybersecurity in the scope of the Federal Public Administration, by means of the Communication and
Information Safety Department
- Cyber defense Centre of the Brazilian Army
- Brazilian Intelligency Agency
- Ministry of Justice – Department of Federal Police.
1.3.4 NATIONAL BENCHMARKING
Brazil has officially recognized the following national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
- TIC Kids Online 2012 - Survey on Internet Use by Children in Brazil
- ICT Households and Enterprises - Survey on the Use of Information and Communication Technologies in Brazil
- Survey on the Use of Information and Communication Technologies in Brazil
- The Bureau of Information Technology Audit (Sefti/TCU) conducts benchmark exercises periodically to measure
cybersecurity development in government sector.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Brazil has officially recognized the following national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
-ABNT which defines the Brazilian versions of ISO IEC standards (e.g. ABNT NBR ISO/IEC 27000 series)
-CEPESC - Research and Development Center for the Security of Communication – that develops scientific and
technological research applied to projects related to the security of communications including technology
transfer.
-CAIS RNP – Security Incident Response Team – which acts in the detection, solution and prevention of security
incidents in the Brazilian academic network, besides creating, promoting and spreading security practices in
networks.
1.4.2 MANPOWER DEVELOPMENT
The Brazilian Internet Steering Committee (CGI.br) is responsible for recommending technical standards and best
practices related to the Internet, and promoting security best practices. In order to perform its activities the
CGI.br created the Brazilian Network Information Center (NIC.br) which implements these efforts through:
- Brazilian national (CERT.br) which offers professional training programs.
- Best practices Portal BCP.nic.br - a portal to promote Current Best Practices (BCPs) for system administrators.
- Antispam.br - a portal for awareness about spam, with contents to both end users and system administrators.
- InternetSegura.br - a portal with links to all currently known awareness materials developed by Brazilian
organizations.

103

Глобальный индекс кибербезопасности и профили по киберблагополучию
- SaferNet Brazil works with prevention, providing information to the users and organizing awareness campaigns,
but it also functions as an internet complaint center for crimes against human rights.
- CEGSIC which offers specialization course in Management of Information Security and Communications.
1.4.3 PROFESSIONAL CERTIFICATION
Brazil has numerous public sector professionals certified under internationally recognized certification programs
in cybersecurity. However it did not conduct a survey to gather the exact statistic.
1.4.4 AGENCY CERTIFICATION
Brazil has numerous certified government and public sector agencies under internationally recognized standards
in cybersecurity. However it did not conduct a survey to gather the exact statistic.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets access borders and with other nation states, Brazil has officially
recognized a partnership with the Inter-American Committee Against Terrorism (CICTE) by enhancing the
exchange of information via the competent national authorities.
1.5.2 INTRA-AGENCY COOPERATION
The SegInfo blog is the officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector since it offers to its readers the main news related to information security, and frequent
articles by renowned professionals in the information security area. The site aims to collect, catalog and spray
events, news, vulnerability warnings and most relevant projects in the information security area, among
countless other aspects.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Brazilian national CERT (CERT.br) participates in several initiatives for sharing cybersecurity assets within the
public and private sector.
- SpamPots Project which gathers data related to the
abuse of Internet infrastructure by spammers in order
to identify malware botnets etc.

- Distributed Honeypots Project which objective is to
increase the capacity of incident detection and trend
analysis in the Brazilian Internet Space.

- Tentacles Project : a Cooperation Agreement between the Brazilian Federal Police Department and FEBRABAN
(Brazil´s Bank Federation) in which the Brazilian Federal Police Department receives on line information on
almost the entire electronic frauds committed inside Brazil borders, allowing the continuous feeding of the
National Electronic Frauds Database and the quick generation of statistics, crime analysis and strategic planning,
among other means known to be effective in combating this type of illicit act.
1.5.4 INTERNATIONAL COOPERATION
Brazil is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Brazil
participated in the following cybersecurity activities.
- Latin American and Caribbean Regional CSIRTs Meeting organized by LACNIC.
- Brazilian Federal Police participates in the I-24/7 global police communications system developed by Interpol
to connect law enforcement officers, including cybercrimes:
CERT.br is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 218, 218A, 218B* of the Criminal Code, amended and included by the Law n. 12015/2009
-Articles 240* and 241A-E* of the Law n. 8069/1990, amended by the law n. 11829/2008.
2.2 UN CONVENTION AND PROTOCOL
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Brazil has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
Brazil has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Brazilian national CERT (CERT-BR*) provides for information* on internet security in its website. Also there
is a Website* gathering Brazilian initiatives on internet security, built by the Brazilian Internet Steering
Committee*.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the helpline on child and adolescent pornography in internet created
by the government: www.disque100.gov.br* Available as a telephone number in: 100.
SaferNet Brasil provides information on internet safety and space for complaints in its website.
The Federal Police* has a dedicated space to receive denouncements at its website, which can also be made by
its email address denuncia.ddh@dpf.gov.br.
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CYBERWELLNESS PROFILE
BRUNEI
BACKGROUND
Total Population: 413 000

Internet users, percentage of population: 64.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Computer Misuse Act
-Penal Code
-Copyright Act.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Broadcasting (Class License)
-Internet Code of Practice
-Electronic Transaction Act.
Notification
Notification
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Brunei has an officially recognized national CIRT (BruCERT).
1.2.2 STANDARDS
Brunei does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards. However the E-Government National Centre
(EGNC) is in progress in developing the Brunei National Cyber Security Framework.
1.2.3 CERTIFICATION
Brunei does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Brunei has an officially recognized national cybersecurity strategy through the E-Government Strategic Plan
2009-2014.
1.3.2 ROADMAP FOR GOVERNANCE
Brunei does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Brunei does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Brunei does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Brunei does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Brunei Ministry of Education incorporates cybersecurity awareness to their education curriculum. In Year 3, there
is one syllabus about risk/dangers/responsible internet and email safety rules. BruCERT conduct awareness
training programs for Civil Servants since 2005, Awareness Outreach Programs for Schools. It also disseminates
information through printed and digital media, and roadshows so as to raise youth and citizens’ awareness.
1.4.3 PROFESSIONAL CERTIFICATION
Brunei has 30 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Brunei does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Brunei has officially
recognized partnerships with the following organizations:
-ITU

-APCERT

-FIRST

-OIC-CERT

-ASEAN

BruCERT is a member of FIRST.
1.5.2 INTRA-AGENCY COOPERATION
Brunei has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the E-Government National Center.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Brunei has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector through the Information Technology Protective Security Services.
1.5.4 INTERNATIONAL COOPERATION
Brunei is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and has
participated in the ASEAN-Japan Information Security Meetings since 2009.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 292-294 of the Criminal Code
-Section 3 of the Undesirable Publications Act.
2.2 UN CONVENTION AND PROTOCOL
Brunei has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Brunei has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
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Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Brunei does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Brunei BruCERT is the officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.

108

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
BULGARIA
BACKGROUND
Total Population: 7 398 000

Internet users, percentage of population: 53.06%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-The Criminal Code.

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Electronic Communication Act
-E-Governance Act
-State National Security Agency
Act

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Bulgaria has an officially recognized national CIRT (CERT Bulgaria).
1.2.2 STANDARDS
Bulgaria has officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Electronic Communications Act and Egovernance Act.
1.2.3 CERTIFICATION
Bulgaria has officially approved national (and sector specific) cybersecurity frameworks for the certification and
accreditation of national agencies and public sector professionals through the E-governance Act.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Bulgaria is currently developing a national cybersecurity strategy with an inter-departmental working group. It is
expected to be completed by the end of 2014.
1.3.2 ROADMAP FOR GOVERNANCE
Bulgaria does not have a national governance roadmap for cybersecurity currently. The roadmap will be included
in the national cybersecurity strategy which is expected to be completed by end of 2014.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Transport, information Technology and Communications, State Agency “National Security” and
the Ministry of Defense are the officially recognized agencies responsible for implementing a national
cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Bulgaria has the following official benchmark exercise to measure cybersecurity development:
- 2011 – Computer-Aided Exercise “Cyber-Winter” within the Ministry of Transport, Information Technology and
Communications;
- 2012 – Cyber-drill during the Regional Cybersecurity Forum, Sofia, Bulgaria
- 2013 – Operational Program Administrative Capacity Directorate (OPAC) project on development of plan,
scenarios, assessment methodology, questionnaires for conducting national exercise for critical information
infrastructure protection
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The National Laboratory of Computer Virology is a research unit within the Bulgarian Academy of Sciences and
has officially recognized national research and development (R&D) programs/projects on cybersecurity.
1.4.2 MANPOWER DEVELOPMENT
The State National Security Agency is involved in an OPAC national project to conduct professional cybersecurity
training.
1.4.3 PROFESSIONAL CERTIFICATION
Bulgaria does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Bulgaria does not have the exact number of government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Bulgaria does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Bulgaria does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector
1.5.3 PUBLIC SECTOR PARTNERSHIP
Bulgaria does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Bulgaria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and also
collaborates with the European Commission and ENISA for cybersecurity issues. Bulgaria hosted and participated
in the Applied Learning for Emergency Response Team (ALERT) for Europe and CIS countries in October 2012.
Bulgaria participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 159).
2.2 UN CONVENTION AND PROTOCOL
Bulgaria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
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Bulgaria has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Bulgaria does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Report of online illegal content pertaining to child online protection can be made at safenet.bg (*).
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CYBERWELLNESS PROFILE
BURKINA-FASO
BACKGROUND
Total Population: 17 482 000

Internet users, percentage of population: 4.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Law on Network and Electronic communication services.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Law on Services and Electronic Transaction.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Burkina Faso in Ouagadougou, Burkina-Faso in May 2010. The
ITU-IMPACT established the national CIRT of Burkina-Faso, CIRT.BF which will be part of the National Agency for
Information Systems Security (ANSSI).
1.2.2 STANDARDS
The National CIRT (CIRT.BF) has officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Burkina-Faso does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
ANSSI is currently developing an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The National Cybersecurity Plan provides a national governance roadmap for cybersecurity in Burkina-Faso. It is
designed as a global reference that will help build all the actions in the sector of cybersecurity. This plan contains
major actions that must be taken into account in order to build a sustainable protection against all the types of
attacks coming from Internet.

1.3.3 RESPONSIBLE AGENCY
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The National Agency for Information Systems Security (ANSSI) is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap. ANSSI will be in charge of the Internet
ecosystem of Burkina Faso, in terms of information systems security. ANSSI will have also the power of an Auditor
Agency for Information security. ANSSI will only be fully operational at the end of 2014.
1.3.4 NATIONAL BENCHMARKING
The regulatory authority for electronic communication of Burkina Faso (ARCEP), with the assistance of ITU, has
conducted in 2010 a global study in Burkina Faso. This study set the benchmark for the level of cybersecurity
protection in Burkina-Faso.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Burkina-Faso does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Burkina-Faso does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Burkina-Faso does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Burkina-Faso does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Burkina-Faso does not have any official recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Burkina-Faso has an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector, through the national CIRT (CIRT.BF).
1.5.3 PUBLIC SECTOR PARTNERSHIP
Burkina-Faso does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Burkina-Faso is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Burkina
Faso is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies
in Sub-Sahara Africa” (HIPSSA).

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Burkina-Faso does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Burkina-Faso has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Burkina-Faso has acceded, with no declarations or reservations to articles 2 and 3, to
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the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Burkina-Faso does not have any officially recognized agency that offers intuitional support on child online
protection.
2.4 REPORTING MECHANISM
Burkina-Faso does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
BURUNDI
BACKGROUND
Total Population: 8 749 000

Internet users, percentage of population: 1.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Penal Code (Article 467-470).

1.1.2
REGULATION AND COMPLIANCE
Burundi does not have officially recognised regulations and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU is currently cooperating with Burundi to implement the national CIRT project.
1.2.2 STANDARDS
Burundi does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Burundi does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Burundi does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Burundi does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Agency for Regulation and Control of Telecommunications (ARCT) is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Burundi does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Burundi does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Burundi does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Burundi does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Burundi does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Burundi has officially recognized partnerships with Common Market for Eastern and Southern Africa (COMESA)
and East African Communications Organisation (EACO) for intra-state cooperation.
1.5.2 INTRA-AGENCY COOPERATION
Burundi does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Burundi does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Burundi is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Burundi is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 519, 523).
2.2 UN CONVENTION AND PROTOCOL
Burundi has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Burundi has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Burundi does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Burundi does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
CAMBODIA
BACKGROUND
Total Population: 14 478 000

Internet users, percentage of population: 6.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instrument:
- Criminal Court of the Kingdom of Cambodia: Articles 317-320 and Articles 427-432.
1.1.2 REGULATION AND COMPLIANCE
Cambodia does not have any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT readiness assessment for Cambodia at Yangon, Myanmar in October 2011. Cambodia has
an officially recognized national CIRT (CamCERT).
1.2.2 STANDARDS
Cambodia does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Cambodia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cambodia does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Cambodia does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Department of ICT Security, Ministry of Posts and Telecommunications is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Cambodia does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Cambodia does not have any officially recognized national or sector-specific research and development programs
or projects for cybersecurity standards, best practices and guidelines to be applied in either the private or the
public sector.
1.4.2 MANPOWER DEVELOPMENT
Cambodia does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Cambodia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Cambodia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Cambodia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Cambodia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Cambodia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Cambodia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cambodia
participated in the Applied Learning for Emergency Response Team (ALERT) in December 2011, held in Yangon,
Myanmar. Cambodia also participated in the ALERT at Vientiane, Lao P.D.R., in December 2013 (9-11th December
2013).
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instrument:
-Article 349 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Cambodia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Cambodia has signed and ratified, with no declarations or reservations to articles 2 and
3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution
and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Cambodia does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Computer incidents can be reported to the National Cambodia Computer Emergency Response Team (CamCERT)
on the phone number (855) 92 335 536 and by the email incident@camcert.gov.kh
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CYBERWELLNESS PROFILE
CAMEROON
BACKGROUND
Total Population: 20 469 000

Internet users, percentage of population: 6.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Law on Cybersecurity and Cybercrime.

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Decree on IT Security Audit
-Decree on Electronic Certification -Cybersecurity Standard.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT Assessment for Cameroon at Yaoundé, Cameroon in December 2010. Cameroon has
established an officially recognized National CIRT.
1.2.2 STANDARDS
Cameroon has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards. The framework is developed by the National Information
Technology Agency (ANTIC) for government agencies.
1.2.3 CERTIFICATION
Cameroon does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cameroon does not have an officially recognized national cybersecurity strategy. However it has developed a
cybersecurity policy for government agencies.
1.3.2 ROADMAP FOR GOVERNANCE
Cameroon ICT/Telecomm roadmap includes a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
ANTIC is the officially recognized agency responsible for implementing a national cybersecurity strategy, policy
and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Cameroon does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development. However in the ICT/Telecom roadmap, there are
studies planned on to measure the impact of cybercrime in Cameroon.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Cameroon does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards. ANTIC has developed best practices and guidelines to be applied
in the public sector.
1.4.2 MANPOWER DEVELOPMENT
Cameroon has dedicated a budget for public awareness program. Two awareness programs will be organized in
Yaoundé and Douala which are the two major cities of our country. ANTIC also raises awareness on cybersecurity
through a radio program every fortnight.
ANTIC is now working with the tertiary institution to develop programs related to cybersecurity in its engineering
schools and universities.
Two cybersecurity seminars have also been organized in partnership with IMPACT in 2010 and 2013. Topics like
penetration testing, security audit and forensic investigation were taught.
1.4.3 PROFESSIONAL CERTIFICATION
Cameroon has 3 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Cameroon does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Cameroon does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states. However Central Africa’s countries are finalizing the development of a
cybersecurity framework for intra-state cooperation.
1.5.2 INTRA-AGENCY COOPERATION
Cameroon does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Cameroon does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Cameroon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cameroon
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Law on Cybersecurity and Cybercrime (Article 43, 76 and 80-82).
2.2 UN CONVENTION AND PROTOCOL
Cameroon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
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Cameroon has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Cameroon does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Cameroon does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.

121

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
CANADA
BACKGROUND
Total Population: 36 675 000

Internet users, percentage of population: 85.80%

(data source: United Nations Statistics Division, December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Criminal Code (1985).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following
instruments:
-Anti-Spam Act
-Secure Electronic Signature Regulations
-Electronic Commerce Protection Regulations
-Personal Information Protection and Electronic Documents Act
-Draft Bill C-12: An Act to Amend the Personal Information Protection and Electronic Documents Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The Canadian Cyber Incident Response Centre (CCIRC) is the officially recognized CIRT. The Cyber Threat
Evaluation Centre (CTEC) is another establishment responsible for the detection, analysis, and assessment of
cyber threat activity on nationally important networks.
1.2.2 STANDARDS
In Canada the Management of Information Technology Security (MITS) is the body responsible for operational
security standards. The government has a security policy that states the requirements for protecting information
and it directs the federal departments and agencies to which it applies to have an IT security strategy. The
Operational Standard for the Security of Information Act is the nationally recognised instrument for cybersecurity
standards.
1.2.3 CERTIFICATION
Canada does not have a national or sector-specific framework for certification and accreditation of national
agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The officially recognized national and sector-specific strategy for cybersecurity is the Canada's Cyber Security
Strategy.
1.3.2 ROADMAP FOR GOVERNANCE
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The Action Plan 2010-2015 for Canada's Cyber Security Strategy is the national roadmap for governance of
cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The following agencies are the officially recognised national and sector-specific agencies responsible for
cybersecurity in Canada:
-Royal Canadian Mounted Police (RCMP)
-Canadian Cyber Incident Response Centre (CCIRC)
-Office of the Privacy Commissioner of Canada (OPC)
-Office of the Critical Infrastructure Protection and Emergency Preparedness (OCIPEP).
1.3.4 NATIONAL BENCHMARKING
Canada does not currently have any national benchmarking exercise or referential to measure cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The following are the national and sector-specific organizations responsible for R&D in Canada:
-Defence Research and Development Canada (DRDC)
(CCIRC)

-Canadian Cyber Incident Response Centre

-The Communications Security Establishment Canada (CSEC)
Plan

-Information Technology Incident Management

-Cyber Security Self-Assessment Guidance for Federally Regulated Financial Institutions.
1.4.2 MANPOWER DEVELOPMENT
Canada has recognized various types of awareness programs on cybersecurity, for the general public as well as
for public and private sector employees through the following:
- CCIRC

- OCIPEP

-The Canadian Anti-Fraud Centre (CAFC)

- Public Safety Canada's Industrial Control Systems (ICS)
1.4.3 PROFESSIONAL CERTIFICATION
Canada does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Canada does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets between Canada and other nation states, Canada officially recognized
the Canada-US Action plan on cybersecurity under the Beyond Border Action Plan. Additionally the CCIRC works
closely with its international counterparts such as US-CERT, GovCert UK, CERT Australia, New Zealand CCIP to
help mitigate cyber threats and to share information on best practices for protecting critical infrastructure.
1.5.2 INTRA-AGENCY COOPERATION
The OCIPEP and Shared Services Canada (SSC) facilitate communication and networking amongst Canadian
organisations and businesses; these serve as a Framework for sharing cybersecurity assets within the public
sector.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
Canada has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector: The SSC streamlines and consolidates information and communications technologies
between various government departments. The CCIRC works closely with Internet Service Providers and security
companies to help identify threats and develop effective countermeasures in cybersecurity.
1.5.4 INTERNATIONAL COOPERATION
Canada is a member of the following cybersecurity activities:
-FIRST
-OAS
-OSCE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Section 163, 163.1, 172.1 and 172.2 of the Criminal Code.
-Bill C-22 an Act respecting the mandatory reporting of internet child pornography by persons who provide an
internet service.
2.2 UN CONVENTION AND PROTOCOL
Canada has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Canada has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The following institutions are responsible for the activities preventing online child abuse:
- (CCIRC)

-Public Safety Canada

-Contribution Program to Combat Child Sexual Exploitation and Human Trafficking (CPCCSEHT)
-The Royal Canadian Mounted Police through the National Child Exploitation Coordination Centre and the
National Missing Children Service.
2.4 REPORTING MECHANISM
Cybertip.ca, Canada’s national tip line for reporting the online sexual exploitation of children, provides an online
form.

124

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
CAPE-VERDE
BACKGROUND
Total Population: 505 000

Internet users, percentage of population: 37.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Cape-Verde does not have currently any officially recognized national criminal legislation pertaining to
cybercrime but there is a work in progress.
1.1.2
REGULATION AND COMPLIANCE
Cape-Verde does not have currently any officially recognized national regulation pertaining to cybersecurity but
there is a work in progress.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Cape-Verde does not have currently any officially recognized national CIRT but there is a work in progress.
1.2.2 STANDARDS
Cape-Verde does not have currently any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity but there is a work in progress.
1.2.3 CERTIFICATION
Cape-Verde does not have currently any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals but there
is a work in progress.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cape-Verde does not have currently an officially recognized national cybersecurity strategy but there is a work
in progress.
1.3.2 ROADMAP FOR GOVERNANCE
Cape-Verde does not have currently an officially recognized national governance roadmap for cybersecurity but
there is a work in progress.
1.3.3 RESPONSIBLE AGENCY
Cape-Verde does not have any officially recognized agencies responsible for implementing a national
cybersecurity strategy, policy and roadmap. However there is a committee working on cybersecurity strategy.
1.3.4 NATIONAL BENCHMARKING
Cape-Verde does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Cape-Verde does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Cape-Verde does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Cape-Verde does not have the exact numbers of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Cape-Verde does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Cape-Verde does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Cape-Verde does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Cape-Verde does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Cape-Verde is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. CapeVerde is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies
in Sub-Sahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-The Criminal Code (Article 150).
2.2 UN CONVENTION AND PROTOCOL
Cape-Verde has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Cape-Verde has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Cape-Verde does not have any officially recognized agencies that offer institutional support on child online
protection.
2.4 REPORTING MECHANISM
Cape-Verde does not have any officially recognized agencies that offer an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
CENTRAL AFRICAN REPUBLIC

BACKGROUND
Total Population: 4 576 000

Internet users, percentage of population: 3.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Central African Republic does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Central African Republic does not have an officially approved national or sector specific cybersecurity framework
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Central African Republic.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Central African Republic does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Central African Republic.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Central African Republic.
1.3.4 NATIONAL BENCHMARKING
Central African Republic does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Central African Republic does not have an officially recognized national or sector-specific research and
development program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Central African Republic.
1.4.3 PROFESSIONAL CERTIFICATION
Central African Republic does not have the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Central African Republic does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Central African Republic does not have a framework to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Central African Republic does not have an officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Central African Republic.
1.5.4 INTERNATIONAL COOPERATION
There is no information that Central African Republic currently participates in any international cybersecurity
cooperation initiative.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 85, 86, 110 and 111* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Central African Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Central African Republic has acceded, with no declarations or reservations
to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for the child online protection in Central African Republic.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Central African Republic.
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CYBERWELLNESS PROFILE
REPUBLIC OF CHAD

BACKGROUND
Total Population: 11 831 000

Internet users, percentage of population: 2.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Chad does not have an officially recognized national CIRT. ITU conducted a CIRT assessment for Chad in 2010.
1.2.2 STANDARDS
Chad does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Chad.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Chad does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Chad.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Chad.
1.3.4 NATIONAL BENCHMARKING
Chad does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.

129

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Chad does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Chad.
1.4.3 PROFESSIONAL CERTIFICATION
Chad does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Chad does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Chad does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Chad does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Chad.
1.5.4 INTERNATIONAL COOPERATION
Chad is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Chad has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Chad has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Chad.
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CYBERWELLNESS PROFILE
REPUBLIC OF CHILE

BACKGROUND
Total Population: 17 423 000

Internet users, percentage of population: 66.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES

1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law on Cybercrime.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Personal Data Protection
- Law on Electronic Documents and Digital Signature.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Chile has an officially recognized national CIRT, CLCERT. CLCERT-CL has existed and functioned within the
government but it is not a formal institutional entity so much as an operational capacity and structure maintained
by the Ministry of the Interior and Public Safety.
1.2.2 STANDARDS
Chile has officially approved the Supreme Decree No. 1299, Program for the Improvement of Information
Security Systems Management as the national framework for implementing internationally recognized
cybersecurity standards.
1.2.3 CERTIFICATION
There is no information on any framework for certification and accreditation of national agencies and public
sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
While there is no official national cybersecurity strategy or policy document, Chilean authorities have been
working for a number of years to develop a strong national capacity for cyber incident response and
management. Emphasis has been placed on developing standardized procedures and best practices for incident
management and cybersecurity more broadly.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national or sector-specific governance roadmap for cybersecurity in Chile.
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1.3.3 RESPONSIBLE AGENCY
The Ministry of the Interior and Public Safety, Cyber Crime Investigation Unit (BRICIB), the General Secretariat of
the Presidency and the Sub-Secretariat of Telecommunications all play key roles in cybersecurity.
1.3.4 NATIONAL BENCHMARKING
There is no national benchmarking and referential to measure cybersecurity development in Chile.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Regular risk assessments and trainings for staff are also carried out occasionally as a means of research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in the public sector.
1.4.2 MANPOWER DEVELOPMENT
Personnel from CLCERT -CL receive technical training in aspects of cyber investigations and incident management
from experts in the field. Cybersecurity and cybercrime-related bachelors and masters degrees are offered by
the University of Chile and other academic institutions. To raise awareness and promote a culture of
cybersecurity the Ministry of Education has developed and is implementing, in partnership with several private
sector entities, a long-term campaign called Internet Segura. Internet safety is taught in schools as part of the
ethics competencies contained in the Technology curriculum.
1.4.3 PROFESSIONAL CERTIFICATION
Chile does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Chile does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, CLCERT-CL has actively
collaborated with other national CSIRTs around the region in responding to incidents.
1.5.2 INTRA-AGENCY COOPERATION
Chile does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Private companies are able and encouraged by the government to also provide incident management-related
services, both to other private enterprises as well as public institutions in Chile.
1.5.4 INTERNATIONAL COOPERATION
To facilitate participation in regional/international cybersecurity platforms and forums:
CLCERT is a member of the FIRST.
CLCERT-CL has participated in initiatives to train personnel in other OAS Member States.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
-Article 366quater and 366quinquies of the Criminal Code, included by Law n. 19.927/2004, January 2004.
-Articles 374 to 374ter of the Criminal Code, included by the Law n.19.617, July 1999, 19.806, May 2002 and
19.927, January 2004.
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2.2 UN CONVENTION AND PROTOCOL
Chile has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Chile has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The website of the Chilean Computer Emergency Response Team CLCERT has general information on
cybersecurity and specific information on child online protection.
2.4 REPORTING MECHANISM
Computer incidents can be reported to the National Chile Computer Emergency Response Team CLCERT by the
email clcert@clcert.cl. The Integra Foundation provides a helpline.
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CYBERWELLNESS PROFILE
CHINA
BACKGROUND
Total Population: 1 353 601 000

Internet users, percentage of population: 45.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Art 285,286 & 287 Criminal Law, 1997
- Art 285, Criminal Law, 2009.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Regulations on Safeguarding Computer Information Systems 1996
- Measures on Management of Internet Information Services 2000
- Decision of the Standing Committee of the National People's Congress on Preserving Computer Network
Security 2000.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
There is an officially recognized National Computer Network Emergency Response Technical Team/Coordination
Center of China (CNCERT).
1.2.2 STANDARDS
Through China’s Information Security Standardization Technical committee 18 standards were issued in 2010.
1.2.3 CERTIFICATION
Currently China does not have any officially recognized national or sector specific certification body for
cybersecurity.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
China has an officially recognized national cybersecurity policy through the following instrument:
- The National Medium- and Long-Term Program for Science and Technology Development (2006-2020).
1.3.2 ROADMAP FOR GOVERNANCE
China does not currently have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
In China the officially recognised national or sector-specific agency responsible for implementing a national
cybersecurity strategy and policy are:
- Ministry of Industry and Information Technology (MIIT)
- State Internet information Office
- National Network & Information Security Coordination Team
- Ministry of Science and Technology
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- The Central Internet Security and Informatization Leading Group.
1.3.4 NATIONAL BENCHMARKING
China does not have an officially recognized national or sector-specific benchmarking exercise or body.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
A blue paper “China’s Protection for Critical Information Infrastructure” issued by the Information Security Law
Research Centre which identifies priority sectors such as Government affairs information system, educational
and government research institutes, public communications such as radio and television, suffices as the national
and sector-specific (R&D) of cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
The CNCERT produces reports that are used for educational and professional training purposes.
1.4.3 PROFESSIONAL CERTIFICATION
China does not have any officially recognized certified public sector professionals.
1.4.4 AGENCY CERTIFICATION
There are no certified government and public sector bodies recognized for certification of agencies in
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Currently there are no officially recognized national or sector-specific partnerships for sharing cybersecurity
assets across borders in China.
1.5.2 INTRA-AGENCY COOPERATION
The Annual Chinese Conference on Computer and Network Security by the Office of the Cyber Affairs is the
officially recognized national or sector-specific program for sharing cybersecurity assets within the public sector.
The Central Internet Security and Information Leading Group increases the coordination between different
government department sectors.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is massive cooperation between the Internet Society of China, China mobile, China Telecom, China Unicom,
China Internet Network Information Center and CNCERT/CC.
1.5.4 INTERNATIONAL COOPERATION
China is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. China is also a
member of the following organizations:
- FIRST
-APCERT
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION

-ASEAN

-Anti-Phishing Working Group.

Specific legislation on child online protection has been enacted through the following instruments:
- Chapter VI, Section 9 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
China has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
China has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
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There is no specific institution recognized for child online protection as The National Computer Network
Emergency Response Technical Team Coordination Center of China (CNCERT (*)) does not provide specific
information on this.
2.4 REPORTING MECHANISM
Online illegal or harmful content can be reported by filling the form on the (CNCERT) website.
China Internet Network Information Center (CNNIC (*)) accepts complaints by the number 8610-58813000 and
by the email address supervise@cnnic.cn .
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CYBERWELLNESS PROFILE
COLOMBIA

BACKGROUND
Total Population: 47 551 500

Internet users, percentage of population: 51.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-The Criminal Code (Protection of Information and
Data).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Statutory Law 1266
-Statutory Law 1581
-Decree 1377 of 2013
-External Circular 042 of 2012 of the
Financial Superintendence of Colombia.

-External Circular 042 of
2012

-Statutory Law 1621

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Colombia has the following National and sector-specific CIRT:
-ColCERT (group Cyber Emergency
Response of Colombia), under the
Ministry of Defense.

-CSIRT-Ponal (headquarters of
the National Police telematics).

-CSIRT-CCIT (Computer Security
Incident Response Team of the
Colombian Chamber Informatics
and Telecommunications).

CSIRT-ETB (Computer Security
Incident Response Team - Empresa
de Telecomunicaciones de Bogota
SA ESP).

DigiCSIRT (DigiSOC
Security
Incident
Team).

SOC-CCOC (Security
Center
Cyber
Command Joint)

Computer
Response

Operations
Operations

1.2.2 STANDARDS
Colombia has an officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Model of information security for government
online strategy and Conpes 3701 (National Planning Policy guidelines for cyber security and defense) .
1.2.3 CERTIFICATION
Colombia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
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1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Colombia has an officially recognized national cybersecurity strategy through the Conpes 3701 (National Planning
Policy guidelines for cyber security and defense).
1.3.2 ROADMAP FOR GOVERNANCE
The Conpes 3701 (National Planning Policy guidelines for cyber security and defense) provides a national
governance roadmap for cybersecurity in Colombia.
1.3.3 RESPONSIBLE AGENCY
The National Planning Department and the Ministry of Information Technologies and Communications (MINTIC)
are the officially recognized agencies responsible for implementing a national cybersecurity strategy, policy and
roadmap.
1.3.4 NATIONAL BENCHMARKING
Colombia does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Colombia has an officially recognized national or sector-specific research and development (R&D) program
(through the MINTIC) for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Colombia does not have any officially recognized national educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors.
However Colombia has different sector initiatives that address these issues. There are 113 companies nationwide
that provide specialized courses which address cybersecurity fronts. Also it has 11 academic programs offered
by security institutions nationwide.
1.4.3 PROFESSIONAL CERTIFICATION
Colombia has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity. However Colombia did not carry out a survey to gather the exact statistic.
1.4.4 AGENCY CERTIFICATION
Colombia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Colombia is able to facilitate sharing of cybersecurity assets across borders or with other nation states through
the ColCERT and CSIRTPonal.
1.5.2 INTRA-AGENCY COOPERATION
Colombia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Colombia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
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1.5.4 INTERNATIONAL COOPERATION
Colombia cooperated as a member in the Anti-Phishing Working Group (APWG). ColCERT, CSIRT-ETB, CSIRTPonal,
DigiCSIRT ,CSIRT-CCIT and SOC-CCOC are members of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 218 and 219A)
-Law n. 679*.
2.2 UN CONVENTION AND PROTOCOL
Colombia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Colombia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Police Cybernetic Centre*is the officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
The Police Cybernetic Centre* is the officially recognized agency that offers an avenue for the reporting of
incidents related to child online protection.
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CYBERWELLNESS PROFILE
COMOROS
BACKGROUND
Total Population: 773 000

Internet users, percentage of population: 6.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Comoros does not have any officially recognized national criminal legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Comoros does not have any officially recognized national regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Comoros does not have any officially recognized national CIRT. ITU conducted a CIRT readiness assessment for
Comoros in 2014.
1.2.2 STANDARDS
Comoros does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Comoros does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Comoros does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Comoros does not have an officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Comoros does not have any officially recognized agencies responsible for implementing a national cybersecurity
strategy, policy and roadmap. However there is a committee working on cybersecurity strategy.
1.3.4 NATIONAL BENCHMARKING
Comoros does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Comoros does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Comoros does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Comoros does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Comoros does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Comoros does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Comoros does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Comoros does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Comoros is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 247,317 and 318).
2.2 UN CONVENTION AND PROTOCOL
Comoros has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Comoros has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Comoros does not have any officially recognized agencies that offer institutional support on child online
protection.
2.4 REPORTING MECHANISM
Comoros does not have any officially recognized agencies that offer an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
DEMOCRATIC REPUBLIC OF
CONGO
BACKGROUND
Total Population: 69 575 000

Internet users, percentage of population: 2.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
DRC does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2 REGULATION AND COMPLIANCE
DRC does not have any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
A CIRT Assessment was conducted by ITU in December 2010. DRC does not have an officially recognized national
CIRT currently.
1.2.2 STANDARDS
DRC does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
DRC does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
DRC does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
DRC does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
DRC does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
DRC does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.

1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
DRC does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
DRC does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
DRC does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
DRC does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
DRC does not any officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or
with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
DRC does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
DRC does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
DRC is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. DRC is among
the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara
Africa” (HIPSSA).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-The Criminal Code (Article 172, 175-177)
-Child Protection Law (Article 160, 169, 173 and 179-180).
2.2 UN CONVENTION AND PROTOCOL
DRC has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. DRC has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
DRC does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
DRC does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
CONGO
BACKGROUND
Total Population: 4 233 000

Internet users, percentage of population: 6.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Draft Law on the Fight against Cybercrime
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Draft Law on Cybersecurity
-Draft Law on Electronic Transaction
-Draft Law on Protection of Personal Data.

-Draft Law on Copyright and neighbouring Right

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Congo does not have an officially recognized national CIRT. ITU is currently conducting a CIRT readiness
assessment for Congo.
1.2.2 STANDARDS
Congo does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Congo does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Congo does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Congo does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Congo does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap. However Congo is planning to establish the Congolese Agency for ICT.
1.3.4 NATIONAL BENCHMARKING
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Congo does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Congo does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Congo does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Congo does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Congo does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Congo does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Congo does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Congo does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Congo is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Congo is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 66* of the Law on Child Protection.
2.2 UN CONVENTION AND PROTOCOL
Congo has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Congo has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Congo does not have an officially recognized agency that offers institutional support on child online protection.
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2.4 REPORTING MECHANISM
Congo does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF COSTA RICA
BACKGROUND
Total Population: 4 794 000

Internet users, percentage of population: 45.96%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code amended by the Costa Rican Cybercrime Offence Law 9048.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Protecting Individual Personal Information
- Law on the Certificates, Digital Signatures and Electronic Documents
- Law on Registration, Seizure and Examination of Private Documents and Intervention in Communications.
1.2 MEASURES
1.2.1 CIRT
Costa Rica has an officially recognized national CIRT known as CSIRT-CR established under the Ministry of Science,
Technology and Telecommunications.
1.2.2 STANDARDS
Cost Rica does not have any framework for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Costa Rica does not have any framework for certification and accreditation of national agencies and public
sectors professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
A National Digital Strategy has been adopted by the government. Its primary focus is on defining a vision for the
integrated use of technologies by the State, and it does not go much beyond identifying cybersecurity as a
priority. There is presently no national cybersecurity strategy or policy guiding the related efforts of national
authorities.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national or sector-specific governance roadmap for cybersecurity in Costa Rica.
1.3.3 RESPONSIBLE AGENCY
The following agencies are responsible for cybersecurity in Costa Rica:
-CSIRT-CR

-Directorate for Digital Signatures

-Digital Government / Digital Secretariat

-The Superintendency for Telecommunications

147

Глобальный индекс кибербезопасности и профили по киберблагополучию
-The Computer Crimes Section of the Judiciary
Telecommunications

-Ministry

of

Science,

Technology

and

-The Computer Crime Section of the Investigative Branch of the Judiciary.
1.3.4 NATIONAL BENCHMARKING
Costa Rica does not have any national benchmarking and referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no information on any programs for research and development of cybersecurity standards, best
practices and guidelines in Costa Rica.
1.4.2 MANPOWER DEVELOPMENT
The Centre for the Formation of ICTs (CENFOTEC) offers a specialization in cyber security; the Latin American
Science and Technology University (ULACIT) offers a specialization in information Security. Other institutions in
Costa Rica offer cybersecurity and cybercrime relevant courses.
1.4.3 PROFESSIONAL CERTIFICATION
Costa Rica does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Costa Rica does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states Costa Rica has participated
in various training programs by the OAS. Personnel of the computer crime section have received training in the
United States and Canada.
1.5.2 INTRA-AGENCY COOPERATION
CSIRT-CR is mandated to coordinate among entities of the State and autonomous institutions to identify threats,
minimize risks, and improve cooperation and information-sharing on relevant cybersecurity-related matters.
1.5.3 PUBLIC SECTOR PARTNERSHIP
CSIRT-CR is also mandated to coordinate not just among entities of the State and autonomous institutions, but
also companies and banks to identify threats, minimize risks, and improve cooperation and information-sharing
on relevant cybersecurity-related matters. There is no legal obligation for private sector entities to share
information with national authorities in the event of an incident and the links and mechanisms necessary for
facilitating such cooperation are limited and informal.
1.5.4 INTERNATIONAL COOPERATION
Costa Rica is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 173* of the Criminal Code, amended by the law n. 8590, July 2007
- Article 173bis* of the Criminal Code, added by the law n. 8590, July 2007
- Article 13* of Law n. 7739, Code for Childhood and Adolescence
- Article 174* of the Criminal Code, reformed by the law 7899, August 1999
- Law n. 8934*Protection of Children and Young from Harmful Content on the Internet and other Electronic
Media, March 2011.
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2.2 UN CONVENTION AND PROTOCOL
Costa Rica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Costa Rica has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
A National Committee on the commercial sexual exploitation of children was created under the National Plan
against Commercial Sexual Exploitation, 2002- Plan Nacional contra la Exploitación Sexual Comercial de Niñas,
Niõs y Adolescentes. A National Committee for Online Security was created in December 2010-Comisión Nacional
de Seguridad en Línea (Decree n.36274).
2.4 REPORTING MECHANISM
The Patronato Nacional de la Infancia (PANI) provides a space for online reporting on its Website.
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CYBERWELLNESS PROFILE
CÔTE D’IVOIRE
BACKGROUND
Total Population: 20 595 000

Internet users, percentage of population: 2.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Law No. 2013-451.

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Electronic Transaction Act
-Protection of Personal Data Act
-Decree No. 2011-476.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
The national computer incident response team is the CI-CERT. ITU completed an auditing exercise in May 2010.
An exercise to improve and enhance CI-CERT’s performance was carried out in 2013.
1.2.2 STANDARDS
Côte d’Ivoire does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Côte d’Ivoire does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Côte d’Ivoire does not have any officially recognized national cybersecurity strategy and policy.
1.3.2 ROADMAP FOR GOVERNANCE
Côte d’Ivoire does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Telecommunication Regulatory is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap for data protection and audit of information systems.
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1.3.4 NATIONAL BENCHMARKING
Côte d’Ivoire does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Côte d’Ivoire does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Côte d’Ivoire does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
However the Training Center Computer Security CI-CERT (CFSI) will be set up. This organization will be responsible
to provide programs at school and university as well as certification programs in cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Côte d’Ivoire has 12 public sector professionals certified under internationally recognized certification programs
in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Côte d’Ivoire does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Côte d’Ivoire does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Côte d’Ivoire does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Côte d’Ivoire has 12 officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Côte d’Ivoire is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. As a
member of the African CERT, Côte d’Ivoire is involved in the promoting of preventive measures and coordinating
of cyber security response in the event of cyber incidents. Côte d’Ivoire is among the beneficiaries of the EU/ITU
co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA).
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-The Criminal Code (Article 334, 337 and 338).
2.2 UN CONVENTION AND PROTOCOL
Côte d’Ivoire has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Côte d’Ivoire has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Côte d’Ivoire Computer Incident Response Team (CI-CERT) is the officially recognized agency that offers
institutional support on child online protection.
2.4 REPORTING MECHANISM
Côte d’Ivoire does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection. However there is a helpline “SOS enfant en détresse”: 800 800 80.
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CYBERWELLNESS PROFILE
CROATIA
BACKGROUND
Total Population: 4 387 000

Internet users, percentage of population: 66.75%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Croatian Criminal Law (January 2013).
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Information Security 2007
- Law on Protection of Personal Data 2003
- Law on Ratification of conventions on cybercrime 2002
- Law on Electronic Document
- Law on the Security and Intelligence System 2006
- Law on Security validation
- Ordinance on the manner and deadlines for the implementation of measures for protection safety and
integrity of networks and services 2012
- Regulation on Information Security Measures 2008.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Croatia has an officially recognized national CERT in accordance with the Information security law and its main
task is processing of incidents on the Internet. Croatia has also a government CERT ZSIS which is responsible for
state authorities, local and territorial (regional) governments, legal personnel with public authorities and legal
and physical person who have access to, or handle classified and unclassified information.
1.2.2 STANDARDS
Croatia has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards. They can be found under the guidelines set by Information
Systems Security Bureau and by Office of the National Security Council.
1.2.3 CERTIFICATION
Croatia has officially approved national (and sector specific) cybersecurity frameworks for the certification and
accreditation of national agencies and public sector professionals. They can be found under the guidelines set by
Information Systems Security Bureau and by Office of the National Security Council.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
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Croatia is currently in progress for adoption of a national strategy on cybersecurity. The Office of the National
Security Council is responsible for the preparation of this document. Other bodies involved in the preparation of
this document are: Information Systems Security Bureau, Croatian Regulatory Authority for Network Industries,
Ministry of Interior, Ministry of Foreign and European Affairs, Croatian national computer emergency response
team, Croatian National Bank, Ministry of Maritime Affairs, Transport and Infrastructure, Ministry of Public
Administration, Security and Intelligence Agency, Ministry of Defence of the Republic of Croatia.
1.3.2 ROADMAP FOR GOVERNANCE
Croatia does not currently have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Office of the National Security Council is the officially recognized institution responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Croatia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Croatia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Croatian national CERT provides a national or sector-specific research and development (R&D) program through
many presentations and easily accessible documents. It also informs people about threats on Internet, gives
them statistics about the most common problems concerning cybercrime and also give them advice about how
to protect themselves. Center for Information Security (CIS) also creates documents on topics in information
security that will be useful to the public, develops educational materials intended for the public, organizes events
to raise awareness of information security for the public and for specific groups, cooperates with all the media
to raise awareness about information security, brings together young people interested in information security
and educates them and also prepares them for professional engagement in the field of information security.
1.4.3 PROFESSIONAL CERTIFICATION
The Information Systems Security Bureau (ZSIS) and the national CERT are public sector professionals certified
under internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The Information Systems Security Bureau (ZSIS) is the central state authority responsible for the technical areas
of information security of the state certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
The authorities in Croatia work closely with European Network and Information Security Agency (ENISA), as a
body of expertise, whose main task is to help the European Commission, the Member States and the business
community to address, respond and especially to prevent network and information security problems and thus
Republic of Croatia works with other European countries regarding security incidents.
1.5.2 INTRA-AGENCY COOPERATION
Croatia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.

1.5.3 PUBLIC SECTOR PARTNERSHIP
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Croatia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Croatia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Croatia also
participated at conference on Strategic Priorities on Cybercrime (Dubrovnik, February, 15th 2013) also
participating were Albania, Bosnia and Herzegovina, Montenegro, Serbia, Macedonia, Turkey and Kosovo in
cooperation with the Council of Europe and the European Union.
2.

CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Articles 163-165* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Croatia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Croatia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Croatian national CERT provides specific information for parents in its guide about online safety.
2.4 REPORTING MECHANISM
The Croatian national CERT provides the following email address to report computer incidents: ncert@cert.hr
The Center for Missing and Exploited Children provides an online form to report illegal content.
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CYBERWELLNESS PROFILE
REPUBLIC OF CUBA

BACKGROUND
Total Population: 11 249 000

Internet users, percentage of population: 25.71%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Chad does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Cuba does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Cuba.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cuba does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Cuba.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Cuba.
1.3.4 NATIONAL BENCHMARKING
Cuba does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Cuba does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Cuba.
1.4.3 PROFESSIONAL CERTIFICATION
Cuba does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Cuba does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Cuba does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Cuba does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Cuba.
1.5.4 INTERNATIONAL COOPERATION
Cuba is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 310.1* and 311(c)* of the Criminal Code, modified by the Decree 175, June 1997, and the Law 87,
February 1999.
2.2 UN CONVENTION AND PROTOCOL
Cuba has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Cuba has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for the child online protection in Cuba.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Cuba.
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CYBERWELLNESS PROFILE
CYPRUS

BACKGROUND
Total Population: 1 129 000

Internet users, percentage of population: 65.45%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law Ratifying the Cybercrime Convention of 2001 (22(III)/2004).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Processing of Personal Data Law
- Electronic Commerce Law (156(I)/2004)
- Law for the Protection of Confidentiality of Private Communications
- Law Regulating Electronic Communications and Postal Services of 2004
- Legal Framework for Electronic Signatures and for Relevant Matters Law.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Cyprus has an officially recognized research and education CSIRT known as Cyprus Research & Academic
Network. ITU conducted a CIRT readiness assessment for Cyprus in 2014.
1.2.2 STANDARDS
Cyprus does not have an officially recognized national or sector specific cybersecurity framework for
implementing internationally recognized standard.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Cyprus.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cyprus has officially recognised the Cyprus Cybersecurity Strategy Document as its national cybersecurity
strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Cyprus.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communications & Works and the Office of the Commissioner of Electronic Communications and
Postal Regulation (OCECPR) are responsible for cybersecurity coordination in Cyprus.
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1.3.4 NATIONAL BENCHMARKING
There is no benchmarking or referential to measure cybersecurity development in Cyprus.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific program or project for the research and development
of cybersecurity standards, best practices and guidelines in Cyprus.
1.4.2 MANPOWER DEVELOPMENT
SafenetCY and Simssafety are the projects that promote the safe use of Internet in Cyprus.
1.4.3 PROFESSIONAL CERTIFICATION
Cyprus does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Cyprus does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information of any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Cyprus does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
CyberEthics is the officially recognized national or sector-specific program for sharing cybersecurity assets within
the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Cyprus is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Cyprus also
participates in activities of the ENISA.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Law for Combating Trafficking, Exploitation of Human Beings and for the Protection of Victim.
2.2 UN CONVENTION AND PROTOCOL
Cyprus has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Cyprus has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Pedagogical Institute of Cyprus* develops support material* for the integration of ICTs in the learning
process.
2.4 REPORTING MECHANISM
Complaints can be addressed to the Cyprian Police on the number 1460. CyberEthics (*) website, sponsored by
the Safer Internet Program of the European Union, provides a form to submit complaints as well as the number
26 67 47 47. CyberEthics is a project of The Cyprus Safer Internet Center.
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CYBERWELLNESS PROFILE
CZECH REPUBLIC
BACKGROUND
Total Population: 10 566 000

Internet users, percentage of population: 74.11%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Czech Republic does not have any specific legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Act on Cybersecurity and Change of Related Acts which has been recently adopted and will become effective
on 1st January 2015.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Czech Republic has an officially recognized and legally mandated a government CERT (GovCert.CZ) and a national
CSIRT (CSIRT.CZ).
1.2.2 STANDARDS
Czech Republic has officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Act on Cybersecurity and Change of Related Acts.
1.2.3 CERTIFICATION
Czech Republic does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Czech government has officially recognized the National cybersecurity strategy and Action Plan which is valid
through 2015. This strategy is still in force and it is the basic document for the creation of legal acts, security
policies of information and communication systems, standards, rules, operation measures, maintenance plans,
recommendations and other tools for cyber security of the Czech Republic.
1.3.2 ROADMAP FOR GOVERNANCE
Czech Republic does not have an officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Security Authority is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap in Czech Republic and for this purpose it has recently established a
specialized department, the National Cybersecurity Centre.
1.3.4 NATIONAL BENCHMARKING
Czech Republic does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Czech Republic does not yet have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Czech Republic does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Czech Republic has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The governmental CERT (GovCert.CZ), an accredited member of Terena-Trusted, is the only public agency
certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Czech Republic has
officially recognized partnerships with the following organizations:
- FIRST
- TERENA

- TRUSTED INTRODUCER
- ENISA

- NATO
- CCDCOE.

- EUROPOL

1.5.2 INTRA-AGENCY COOPERATION
Czech Republic does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Czech Republic does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Czech Republic participated in the Central European Cyber Security Platform (CECSP) which was founded in May
2013 on the initiative of Austria and the Czech Republic and whose aim is to enable the sharing of information,
best practices, lesson learned and know-how about cyber threats and potential or (un)successfully carried out
cyber-attacks.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child protection has been enacted through the following instruments:
- §192 and §193* of the Criminal Code.
The Cyber security Strategy of the Czech Republic talks about raising cybersecurity awareness, but does not have
specific provision for child online protection.
2.2 UN CONVENTION AND PROTOCOL
Czech Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Czech Republic has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
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The InternetHotline* website, under the national police in cooperation with non-governmental organizations,
provides information on child online protection for children, parents and educators.
The National Computer Security Incident Response Team (CSIRT*) does not provide specific information on child
online protection.
2.4 REPORTING MECHANISM
Illegal online content can be reported in the website of InternetHotline*.
Illegal and harmful content can be reported by the filling of a form in the Czech Saferinternet (*) website.
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CYBERWELLNESS PROFILE
DEMOCRATIC PEOPLE’S REPUBLIC
OF KOREA
BACKGROUND
Total Population: 34 554 000

Internet users, percentage of population: Unknown%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
North Korea does not have an officially recognized national CIRT.
1.2.2 STANDARDS
North Korea does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in North Korea.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
North Korea does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in North Korea.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in North Korea.
1.3.4 NATIONAL BENCHMARKING
North Korea does not have an officially recognized national benchmarking or referential to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
North Korea does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in North Korea.
1.4.3 PROFESSIONAL CERTIFICATION
North Korea does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
North Korea does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
North Korea does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
North Korea does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in North Korea.
1.5.4 INTERNATIONAL COOPERATION
There is no information that North Korea participates in any international cybersecurity cooperation initiative.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
North Korea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Guinea-Bissau has not acceded to the Optional Protocol to The Convention on the
Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in North Korea.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in North Korea.
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CYBERWELLNESS PROFILE
DENMARK
BACKGROUND

1

Total Population: 5 593 000

Internet users, percentage of population: 94.6297%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Ecommerce Act
- Law on Electronic Signatures
- Act on Processing of Personal Data
- Law on Electronic Communications Networks and Services
- Act on Processing of Personal Data by the Operation of the Government.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Denmark has an officially recognized national CIRT known as GovCERT.DK. There is an ISP customer base CIRT
known as CSIRT.DK and an educational and research CIRT known as DKCERT.
1.2.2 STANDARDS
Denmark does not have any officially approved national cybersecurity frameworks for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Denmark is a member of the CCRA which provides officially approved national cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Danish cyber strategy is defensive and focused on protecting military computer systems from exploitation or
disruption, without an explicit focus on developing offensive or response mechanisms. Denmark is preparing a
new cyber security strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Denmark does not currently have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The GovCERT.DK and the Center for Cyber Security are the officially recognized institutions responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
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In Denmark the Center for Cyber Security produces an officially recognized national benchmarking report used
to measure cybersecurity development. The Danish Defense Intelligence Service also makes an annual
intelligence assessment of conditions abroad affecting Danish security, referring to the appropriate risk
assessment.
1.4 CAPACITY BUILDING
1.4.1
STANDARDISATION DEVELOPMENT
Center for Cyber Security’s publications include guides, forms and templates that are relevant to authorities and
the telecommunications industry. This is the officially recognized national or sector-specific research and
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in
either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Computer Security is a new DTU programme which will benefit public and private sectors alike. The programme
comprises—among other things—a special competence course in cyber security, which the Danish Defense
Intelligence Service’s Cyber Security Center, Copenhagen Finance IT Region (CFIR) and IBM have helped to realize.
1.4.3 PROFESSIONAL CERTIFICATION
There is no information on the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity for Denmark.
1.4.4 AGENCY CERTIFICATION
There is no information of any government and public sector agencies that are certified under internationally
recognized standards in cybersecurity in Denmark.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Center for Cyber Security collaborates with private and public stakeholders at home and abroad to facilitate
sharing of cybersecurity assets across borders, working with various CIRTS of different countries and intelligence
agencies amongst others. Also participates in:
- EU - NATO.
1.5.2 INTRA-AGENCY COOPERATION
Center for Cyber Security establishes a contact with representatives of relevant ministries and authorities to
dialogue on the identification of critical ICT infrastructure and to ensure coordination of cyber security in
Denmark. There is also in place an MoU between the members of the ISP Security Forum, DK-CERT and GovCERT
to combat botnets.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Center for Cyber Security has established a forum for cooperation with public and private owners and providers
of ICT infrastructure. The Forum will contribute to the dialogue on security of critical ICT infrastructure and
support this work.
1.5.4 INTERNATIONAL COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Denmark has officially
recognized partnerships with the following organizations: -DKCERT is a member of:
- FIRST

- EU

- NATO

- ENISA.

2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-S235 of the Criminal Code.

2.2 UN CONVENTION AND PROTOCOL
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Denmark has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Denmark has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information on the institutional support in for online child protection in Denmark.
2.4 REPORTING MECHANISM
Child pornography on the internet can be reported by a form filled in the National Police (*) website. Save the
Children Denmark also provides a space to report child abuse images on the internet.
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CYBERWELLNESS PROFILE
DJIBOUTI
BACKGROUND
Total Population: 467 000

Internet users, percentage of population: 9.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code
-Law on Information Technology
-Law on Postal and
-Law on Protection of Copyright
and Communication Sector
Telecommunication Sector.

1.1.2
REGULATION AND COMPLIANCE
Djibouti does not have officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Djibouti at Djibouti City, Djibouti in December 2012. Djibouti does
not have an officially recognized National CIRT.
1.2.2 STANDARDS
Djibouti does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Djibouti does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Djibouti does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Djibouti does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Djibouti does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Djibouti does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Djibouti does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Djibouti does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Djibouti does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Djibouti does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Djibouti does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Djibouti does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Djibouti does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Djibouti is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Djibouti
participated in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Penal Code (Article 352,353 and 463).
2.2 UN CONVENTION AND PROTOCOL
Djibouti has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Djibouti has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Djibouti does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Djibouti does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
THE COMMONWEALTH OF
DOMINICA
BACKGROUND
Total Population: 71 300

Internet users, percentage of population: 59.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Electronic Crimes Bill.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection Bill
- Electronic Evidence Act
- Electronic Transactions Bill.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Dominica does not have any officially recognized national CIRT. Dominica is working towards establishing a
national CIRT.
1.2.2 STANDARDS
Dominica does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Dominica.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Dominica does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Dominica.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Dominica.
1.3.4 NATIONAL BENCHMARKING

170

Глобальный индекс кибербезопасности и профили по киберблагополучию
Dominica does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Dominica does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Dominica.
1.4.3 PROFESSIONAL CERTIFICATION
Dominica does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Dominica does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Dominica does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Dominica does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Dominica.
1.5.4 INTERNATIONAL COOPERATION
Dominica is a member of the OAS-CICTE.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Dominica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Dominica has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Dominica.
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CYBERWELLNESS PROFILE
DOMINICAN REPUBLIC
BACKGROUND
Total Population: 1 359 000

Internet users, percentage of population: 45.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-High Technology Crimes Law No. -Electronic Commerce, Documents
53/07
and Digital Signatures Law.
1.1.2
REGULATION AND COMPLIANCE
Dominican Republic does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Dominican Republic at Santo Domingo, Dominican Republic in
April 2012 (23-27th April 2012). Dominican Republic does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Dominican Republic does not have officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Dominican Republic does not have any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Dominican Republic does not have an officially recognized national cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
Dominican Republic does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Interagency Commission against Crimes and High Tech Crime is the officially recognized agency responsible
for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Dominican Republic does not have any officially recognized national or sector-specific benchmarking exercises
or referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Dominican Republic does not have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The National Commission for Information Society and Knowledge (CNSIC) has an officially recognized national
awareness program that promotes norms, values and social behaviors that contribute to integrity, creativity and
innovation in navigating cyberspace.
1.4.3 PROFESSIONAL CERTIFICATION
Dominican Republic does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Dominican Republic does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Dominican Republic does not have officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Dominican Republic does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Dominican Republic does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Dominican Republic is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Dominican Republic also cooperated with the Cybercrime Convention Committee (T-CY) of the Council of Europe,
Inter-American Committee contra el Terrorismo (CICTE) of the OAS and INTERPOL.
Dominican Republic is among the beneficiary countries of the EU/ITU co-funded project “Enhancing
Competitiveness in the Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory
Procedures” (HIPCAR).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific national legislations pertaining to child online protection are enacted through the following legal
instrument:
- Law against High Technology Crimes and Offences (Article 24).
2.2 UN CONVENTION AND PROTOCOL
Dominican Republic has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Dominican Republic has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
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The High Technology Investigation Department (Departamento de Investigación de Crímenes de Alta Tecnología)
has produced a presentation on online safety for children.
The National Commission for the Information and Knowledge Society (CNSIC*) maintains together with the
Dominican Telecommunications Institute (INDOTEL*) a website* dedicated to prevent the risk of using internet
for young people. The website also has information for parents and teachers.
2.4 REPORTING MECHANISM
Complaints can be made by the telephone of the Attorney-General 1-809-200-7393, or by filling the form
available in the website www.internetsano.do.
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CYBERWELLNESS PROFILE
ECUADOR
BACKGROUND
Total Population: 14 865 000

Internet users, percentage of population: 40.35%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Draft Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic commerce
Law.
1.2 TECHNICAL MEASURES

-Electronic signatures

-Messages of information

1.2.1 CIRT
ITU conducted a CIRT Assessment for Ecuador in 2013. Ecuador has an officially recognized national CIRT
(EcuCERT).
1.2.2 STANDARDS
Ecuador has officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the following instruments:
-The “Comite Tecnico de Ciberseguidad”, a local working group, dealing with cybersecurity, which gathers
together many public and private organizations.
- Decree 166 of the National Secretariat of Public Administration establishes that all entities of the Central Public
Administration must comply with technical standards for information security.
1.2.3 CERTIFICATION
Ecuador has officially approved INEN, the national (and sector specific) cybersecurity framework for the
certification and accreditation of national agencies and public sector professionals which helps to ensure
compliance with citizens' rights relating to security and works on technical standards which are applied at the
national level.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is no available information regarding any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no information available regarding any recognized national governance roadmap for cybersecurity.
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1.3.3 RESPONSIBLE AGENCY
Ecuador has officially recognized the following agencies responsible for implementing a national cybersecurity
strategy, policy and roadmap in Ecuador:
-EcuCERT
- The National Secretariat of Public Administration, through its Directorate for Technological Architecture and
Information Security.
- The Ministry of Intelligence through its Counter-intelligence and Info-communications Section and its Strategic
Technological Operations Centre.
1.3.4 NATIONAL BENCHMARKING
There is no information available regarding any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Technological Crimes Investigations Unit and the National Police receive relevant technical training from
higher education institutions within the country, as well as international organizations and are the officially
recognized national and sector-specific research and development (R&D) programs/projects for cybersecurity
standards, best practices and guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Ecuador’s private and public institutions provide various types of awareness programs, industry talks,
conferences, training programs and workshops on cybersecurity, for the general public as well as for public and
private sector employees.
CEDIA is a National Research and Education Network whose mission is "to promote, coordinate and develop
advanced computer and telecommunications networks to boost technology in innovative scientific research and
education." Its members are: Universities, Polytechnics, research centers, public and private organizations.
The ESPOL offers a Master’s degree in Applied Computer Security (MSIA) which is a new academic option
considered by the ESPOL of high national priority and which represents the efforts of a group of senior specialists.
The Judicial Police of Ecuador has created a Facebook page in order to promote awareness raising and prevention
of cybercrimes through publication of complaints, security alerts, information campaigns, technical assistance,
and cybersecurity tips for citizens.
The Ministry of Intelligence has also created a project called “Promoting a culture of intelligence”, which aims to
do precisely that through democratization and more robust citizen participation.
1.4.3 PROFESSIONAL CERTIFICATION
Ecuador has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic.
1.4.4 AGENCY CERTIFICATION
Ecuador has one certified government and public sector agencies certified under internationally recognized
standards in cybersecurity (ISO 270001).
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information available regarding any officially recognized national or sector-specific partnerships for
sharing cybersecurity assets across borders with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
There is no information available regarding any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
Ecuador’s Technological Crimes Investigations Unit has begun to create spaces for increased inter-institutional
cooperation between public and private sector entities, both within the country as well as at the international
level. Emphasis has been placed on promoting the exchange of information and cooperation, particularly in the
investigation of electronic fraud and child pornography.
1.5.4 INTERNATIONAL COOPERATION
Ecuador is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services and has
participated in the following cybersecurity activities:
-Participation in the Latin American Working Group on Cybercrime of INTERPOL
- FIRST
2.

-LACNIC

-CERT CC.

CHILD ONLINE PROTECTION

Please note that in Ecuador a child is a person under 14
2.1 NATIONAL LEGISLATION
- Article 528.6* of the Criminal Code.
-Articles 52, 69* and 72* of the Childhood and Adolescence Code, January 2003.
2.2 UN CONVENTION AND PROTOCOL
Ecuador has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Ecuador has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The National Council on Childhood and Adolescence is the responsible organ for the protection of children but it
has no current project on online protection.
2.4 REPORTING MECHANISM
Ecuador does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
EGYPT

BACKGROUND
Total Population: 83 958 000

Internet users, percentage of population: 49.56%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-The Penal Code
-Intellectual Property Law
-Telecom Act
-E-Signature Law
-Child Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-E-Signature Regulation.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Egypt has an officially recognized national CIRT (EG-CERT). EG-CERT has expanded to reach 26 cybersecurity
professionals working in four departments: incident handling, cyber forensics, malware analysis and reverse
engineering, and penetration testing. EG-CERT has moved to a separate facility and is currently upgrading its labs
in the four key operational departments. Additional labs are being planned for mobile cyber security and
Industrial control systems cyber security.
1.2.2 STANDARDS
Egypt is currently drafting an officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
Cybersecurity-based regulations for the banking sector are issued by the Central Bank of Egypt (CBE), in relation
to internet banking and mobile money and by the Egyptian Financial Supervisory Authority (EFSA) in relation to
electronic stock trading.
1.2.3 CERTIFICATION
The e-Signature Law requires ISO 27000 certification for (private sector) Digital Certificates Service Providers
(CSPs). The ISO 27000 certification is a prerequisite for CSPs licensing by IT Industry Development Agency (ITIDA).
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
A joint expert group from Government and (private) Industry were commissioned by the Minister of
Communications and Information Technology to prepare a Cybersecurity Strategic Business Plan (SBP) at the
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national level. The 6 months efforts resulted in a SBP that has become part of the national ICT strategic plan from
2014 to 2020.
1.3.2 ROADMAP FOR GOVERNANCE
A national committee headed by the minister of Communications and Information Technology with participation
from key governmental stakeholders prepared a roadmap for cybersecurity governance and high level
strategic policy and operational recommendations that was forwarded to the Cabinet of Ministers in September
2014.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communications and Information Technology (MCIT) is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
EG-CERT participates regularly in regional and international cyberdrills. EG-CERT successfully participated in (Asia
Pacific - APCERT) cyberdrill (2012 & 2013), (Organization of Islamic Countries - OIC-CERT) cyberdrill (2012 & 2013),
and ITU-Impact Arab region cyberdrill (2012). In 2014, EG-CERT participated both in APCERT cyberdrills as well
as the OIC-CERT cyberdrills.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The IT Academia Collaboration (ITAC) Program at ITIDA recognizes cybersecurity as a priority R&D domain. Since
2005, ITAC has provided several grants for cybersecurity related R&D projects carried out jointly by partners from
the academic sector and ICT companies. ITAC R&D grants are valued between $15K and $280K each. (An example
of the ITAC funded R&D cybersecurity related projects is a project that successfully developed a smart PKI token
for e-signature.)
In addition, EG-CERT has on-going R&D activities in the area of cybersecurity.
1.4.2 MANPOWER DEVELOPMENT
In 2009 and 2010, the National Telecommunications Regulatory Authority (NTRA) organized and sponsored an
advanced cybersecurity training program for professionals, training 220 professionals in 38 organizations within
the governmental/public sector, banking sector, education sector, as well as from ICT private sector companies
(Telecom companies, mobile operators, CSPs, etc.). As a result, 179 of those professionals obtained international
certificates from SANS.
In 2008, MCIT established a national Child Online Protection (COP) Committee, and launched a program called
Amanak for public awareness, especially targeting youth, educators, and families. In 2013, the national COP
Committee was given the mandate to develop a comprehensive national COP strategy.
1.4.3 PROFESSIONAL CERTIFICATION
Egypt has over 1000 certified professionals (public and private sector) with international certificates from SANS
(through SANS-EGYPT) and EC Council (through 16 EC Council certified centers that are based and operating in
Egypt).
1.4.4 AGENCY CERTIFICATION
Egypt has 17 entities certified under internationally recognized standards in cybersecurity precisely ISO/IEC
27001 certification in 2013.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Egypt has officially
recognized partnerships with the following organizations:
-ITU

-OMAN CERT

-TUNISIA CERT

-FIRST

-CyberSecurity Malaysia

-Indian CERT

-South Korea KISA

-Uganda CERT.

In addition to the listed partnerships, EG CERT has partnership with US CERT and Tanzania CERT (TZ-CERT).
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1.5.2 INTRA-AGENCY COOPERATION
EG-CERT organizes workshops and disseminates cybersecurity related reports within the ICT sector,
governmental sector, public sector, and with the banking and financial sectors.
1.5.3 PUBLIC SECTOR PARTNERSHIP
EG-CERT organizes workshops and disseminates cybersecurity related reports within the ICT sector,
governmental sector, public sector, and with the banking and financial sectors.
1.5.4 INTERNATIONAL COOPERATION
Egypt is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Egypt is a member of the United Nations Group of Government Experts (UN GGE) on the Developments in the
Field of Information and Telecommunications in the Context of International Security (Aug’12-Jun’13). The UN
GGE is a high level group of 15 international experts who prepared a report that addresses emerging
cybersecurity threats, forwarded to the UN General Assembly in Oct 2013.
The UNGGE report that Egyptian Expert participated in preparing (the only expert from Africa and Middle East)
was adopted by United Nations’ General Assembly in October/November 2013. A new UN GGE has been formed
to follow up on the work of the 2012/13 UN GGE, and Egypt continues to be a member of that Group in 2014/15.
Egypt has led the efforts to establish and currently chairs the ITU Council Working Group for Child Online
Protection (CWG-COP) since 2010. Egypt is a member of MERIDIAN conference since 2009. Egypt is an observer
of the OECD’s Committee for Information, Computer and Communications Policy (ICCP), including the working
party on Information Security and Privacy (WPISP).
EG-CERT is a full member of FIRST (2012), has participated in its annual conference since 2009, and has served
on the program committee of the annual FIRST Conference in 2012 and 2013.
EG-CERT is a member of the Organization of Islamic Countries-CERT (OIC-CERT), and has participated in OIC-CERT
annual general meeting since 2009.
NTRA (EG-CERT) hosted an ITU Arab Regional cybersecurity Forum attended by over 120 professionals from 8
countries, in Dec 2011, and an Egypt-US R&D cybersecurity Workshop attended by over 200 professionals, in
May 2013.
Egypt participated in the 2012 ITU-IMPACT Workshop on cyber Drill in Jordan and in the ITU RCC Regional
cybersecurity Forum cyber Drill 2013 in Oman.
Egypt was the chair of the Program Committee of the Annual meeting of the national CERTs held in Boston –
June 2014.
Egypt is also supporting Africa CERT and participated in its annual meeting in Djibouti – May 2014.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
Child Act (Article 96 and 116).
2.2 UN CONVENTION AND PROTOCOL
Egypt has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
Egypt has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
TEDate (*) was established in 2001 by Egypt Telecom (*) and is Egypt’s largest IP based data communications
vehicle. Its service is supervised by the National Telecommunication Regulatory Agency (NTRA). TEData launched
the “Family Internet” service to protect children from inappropriate content exposure on the web.
Egypt has led efforts to establish and currently chairs the ITU Council Working Group for Child Online Protection
(CWG-COP) since 2010. At the national level, a national COP Committee was established in May 2013, with
representatives from key stakeholders from governmental entities, private sector, academia and professional
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associations. Three national COP competitions were organized in 2013/14, in addition to several awareness
workshops, seminars, and training of trainers sessions.
2.4 REPORTING MECHANISM
Complaints can be addresses to the Child helpline using the number: 16000.
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CYBERWELLNESS PROFILE
REPUBLIC OF EL SALVADOR
BACKGROUND
Total Population: 6 264 000

Internet users, percentage of population: 23.11%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-The proposed Special Law against Cybercrime is currently being considered by the presidency.
1.1.2
REGULATION AND COMPLIANCE
No specific legislation and regulation related to cybersecurity has been enacted.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
El Salvador has an officially recognized national CIRT known as SALCERT.
1.2.2 STANDARDS
Although there is not yet an established national strategy or policy for cybersecurity, one is presently being
developed.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in El Salvador.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Although there is not yet an established national strategy or policy for cybersecurity in El Salvador, one is
presently being developed.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in El Salvador.
1.3.3 RESPONSIBLE AGENCY
The following agencies are responsible for cybersecurity in El Salvador:
- The Ministry of Justice

- Computer Crime Investigations Group of the National Civil Police

- Ministry for Public Security.
1.3.4 NATIONAL BENCHMARKING
El Salvador does not have any benchmarking or referential to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
In El Salvador individual users are provided a cybersecurity policy manual which provides explicit instructions
about authorized and responsible use of government-run information systems.
1.4.2 MANPOWER DEVELOPMENT
There is no information on any educational and professional programs or projects in El Salvador.
1.4.3 PROFESSIONAL CERTIFICATION
El Salvador does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
El Salvador does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
In El Salvador there is no framework for sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no framework for sharing cybersecurity assets between the public and private sector in El Salvador.
1.5.4 INTERNATIONAL COOPERATION
El Salvador is currently formalizing a partnership with the UNODC to receive cybercrime related training to
bolster its existing capabilities.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 351(12)* of the Family Code, 1993
- Articles 172, 173* and 173-A* from the Criminal Code, respectively modified and added by Law n.210,
December 2003.
2.2 UN CONVENTION AND PROTOCOL
El Salvador has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. El Salvador has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information about any agency responsible for the protection of children online.
2.4 REPORTING MECHANISM
There is no information about any website or hotline where incidents can be reported to.
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CYBERWELLNESS PROFILE
REPUBLIC OF EQUATORIAL
GUINEA
BACKGROUND
Total Population: 740 000

Internet users, percentage of population: 16.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Equatorial Guinea does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Equatorial Guinea does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Equatorial Guinea.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Equatorial Guinea does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Equatorial Guinea.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Equatorial Guinea.
1.3.4 NATIONAL BENCHMARKING
Equatorial Guinea does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Equatorial Guinea does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Equatorial Guinea.
1.4.3 PROFESSIONAL CERTIFICATION
Equatorial Guinea does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Equatorial Guinea does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Equatorial Guinea does not have any framework to facilitate sharing of cybersecurity assets across borders or
with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Equatorial Guinea does not have an officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Equatorial Guinea.
1.5.4 INTERNATIONAL COOPERATION
Equatorial Guinea does not currently participate in any international cybersecurity cooperation initiative.
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Equatorial Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Equatorial Guinea has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Equatorial Guinea.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Equatorial Guinea.
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CYBERWELLNESS PROFILE
STATE OF ERITREA

BACKGROUND
Total Population: 5 581 000

Internet users, percentage of population: 0.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments: None.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Eritrea does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Eritrea does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Eritrea.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Eritrea does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Eritrea.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Eritrea.
1.3.4 NATIONAL BENCHMARKING
Eritrea does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Eritrea does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Eritrea.
1.4.3 PROFESSIONAL CERTIFICATION
Eritrea does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Eritrea does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Eritrea does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Eritrea does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Eritrea.
1.5.4 INTERNATIONAL COOPERATION
Eritrea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments: None.
2.2 UN CONVENTION AND PROTOCOL
Eritrea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Eritrea has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Eritrea.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Eritrea.
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CYBERWELLNESS PROFILE
REPUBLIC OF ESTONIA
BACKGROUND
Total Population: 1 340 000

Internet users, percentage of population: 80.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Estonia has the following specific legislation related to cybersecurity and compliance:
- Digital Signatures Act
- Electronic Communications Act
- Public Information Act
- Personal Data Protection Act
- Payment and E-money institution Act
Information
Services Act.

Society

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Estonia has an officially recognized national CERT known as CERT-EE.
1.2.2 STANDARDS
In Estonia the ISKE is the officially approved national cybersecurity framework for implementing internationally
recognized cybersecurity standards.
1.2.3 CERTIFICATION
Estonia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Estonian Cyber Security Strategy is the officially recognised national policy for cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
The Cyber Security Strategy provides specific actions regarding the implementation of the objectives of the
strategy.
1.3.4 NATIONAL BENCHMARKING
The RIA inspects the security of the information systems of state and local government agencies and providers
of vital services. It also cooperates with the CERT Estonia and CIIP for the better performance of these functions.
There is also Annual Report Cyber Security Branch that serves as the officially recognized national or sectorspecific benchmarking exercise or referential used to measure cybersecurity development.

188

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
RIA organizes the protection of the critical information infrastructure, among other things by preparing risk
analyses and developing the security measures needed for the protection of the critical information
infrastructure.
1.4.2 MANPOWER DEVELOPMENT
The Information Security Interoperability Framework and ‘Raising Public Awareness about the Information
Society’ programme are the officially recognized national research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
1.4.3 PROFESSIONAL CERTIFICATION
CERT-EE team currently includes one Head Officer and five information security experts, one of them acting as a
GovCERT officer. Four team members are located in Tallinn (the capital of Estonia) and two in Tartu (second
largest city).
1.4.4 AGENCY CERTIFICATION
Estonia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
The cooperation initiative was launched in August 2013, at the meeting of the heads of state of Estonia, Latvia
and Lithuania with US President Barack Obama in Washington. The goal of the meeting was primarily to enhance
cyber security dialogue between the Nordic-Baltic regions and the US and to share experiences.
1.5.2 INTRA-AGENCY COOPERATION
The X-Road is the officially recognized national platform for sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
X-Road is the officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Estonia is a member of NATO CCDCOE, TERENA and TI TF-CSIRT.
CERT-EE is affiliated to FIRST.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- §178, §178(1) and §179 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Estonia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Estonia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The institution that supports the protection of children online is the Estonian Union for Child Welfare.
2.4 REPORTING MECHANISM
Illegal content can be reported by a form filled on the website of Estonian Union for Child Welfare.
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CYBERWELLNESS PROFILE
FEDERAL DEMOCRATIC REPUBLIC
OF ETHIOPIA
BACKGROUND
Total Population: 86 539 000

Internet users, percentage of population: 1.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Ethiopia does not have an officially recognized national CIRT. A CIRT Assessment is currently being carried out by
ITU.
1.2.2 STANDARDS
Ethiopia does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Ethiopia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Ethiopia does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Ethiopia.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Ethiopia.
1.3.4 NATIONAL BENCHMARKING
Ethiopia does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Ethiopia does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Ethiopia.
1.4.3 PROFESSIONAL CERTIFICATION
Ethiopia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Ethiopia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Ethiopia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Ethiopia does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Ethiopia.
1.5.4 INTERNATIONAL COOPERATION
Ethiopia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 613, 640, 643 and 644 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Ethiopia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Ethiopia has not acceded to the Optional Protocol to The Convention on the Rights of the
Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Ethiopia.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Ethiopia.
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CYBERWELLNESS PROFILE
FIJI
BACKGROUND
Total Population: 876 000

Internet users, percentage of population: 37.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- CRIMES DECREE 2009 : Division 6 - Computer Offences.
1.1.2
REGULATION AND COMPLIANCE
Fiji does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Fiji does not have an officially recognized National CIRT. However it is a member of the Pacific Regional CIRT
(PacCERT). ITU conducted a CIRT assessment for Fiji in 2014
1.2.2 STANDARDS
Fiji does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Fiji does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Fiji does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Fiji does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Fiji does not have an officially recognized agency responsible for implementing a national cybersecurity strategy,
policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Fiji does not have any officially recognized national or sector-specific benchmarking exercises or referential used
to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Fiji does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Fiji does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Fiji does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Fiji does not have any certified government and public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Fiji does not have official recognized partnerships with any organizations to facilitate the sharing of cybersecurity
assets across borders.
1.5.2 INTRA-AGENCY COOPERATION
Fiji does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Fiji does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Fiji is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Fiji also takes part
in the Asia Pacific CIRT cybersecurity forums. Fiji is among the beneficiary countries of the EU/ITU co-funded
project “Capacity Building and ICT Policy, Regulatory and Legislative Frameworks Support for Pacific Island
Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Fiji does not have specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Fiji has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
Fiji has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Fiji does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Fiji does not have an officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.
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CYBERWELLNESS PROFILE
FINLAND
BACKGROUND
Total Population: 5 403 000

Internet users, percentage of population: 91.51%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Act on the Protection of Privacy in Electronic Communications.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Finland has an officially recognized national CIRT (CERT-FI).
1.2.2 STANDARDS
Finland’s National Security Auditing Criteria the main goal of which is to harmonise official measures when an
authority conducts an audit in a company or in another organisation to verify their security level. KATAKRI is used
as a tool when checking the fulfilment of security requirements (e.g. EU and NATO security requirements for
classified information).
1.2.3 CERTIFICATION
The Accreditation of information security inspection bodies in Finland is regulated in the act on information
security inspection bodies. An Inspection body may be a private organization or public agency/body.
Accreditation framework is based on ISO 17021 and ISO 27006 standards with sector specific regulations. The
responsible agency is the national accreditation body FINAS.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Finland has an officially recognized national cybersecurity strategy since 2013 (Finland cybersecurity strategy). It
defines the key goals and guidelines which are used in responding to the threats against the cyber domain and
which ensure its functioning. By following the Cyber Security Strategy’s guidelines and the measures required,
Finland can manage deliberate or inadvertent disturbances in the cyber domain as well as respond to and recover
from them.
1.3.2 ROADMAP FOR GOVERNANCE
The Information Society Program provides a national governance roadmap for cybersecurity in Finland.
1.3.3 RESPONSIBLE AGENCY
The Security Committee (yet to be established) monitors and coordinates the implementation of a national
cybersecurity strategy, policy and roadmap by respective agencies.
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1.3.4 NATIONAL BENCHMARKING
The National Emergency Supply Agency is involved in organizing sector-specific preparedness exercises on some
critical infrastructure sectors. They also have a self-assessment tool CIP organizations can use to measure and
benchmark their level of preparedness to their peers.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Finland does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Cyber security education is supported by the modern data network laboratory which focuses on the use of the
ICT education as well as projects. Laboratory for cyber security development and research will be built to increase
versatile knowledge of field. The Tekes – the Finnish Funding Agency for Technology and Innovation- is the main
agency responsible for these efforts.
1.4.3 PROFESSIONAL CERTIFICATION
Finland does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Finland does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Finland has officially
recognized partnerships with the following organizations:
-ITU

-FIRST

-European Government Certs group.

1.5.2 INTRA-AGENCY COOPERATION
Finland has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through its national CIRT.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Finland does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Finland participated in cybersecurity activities by FIRST and European Government CERTs group.
CERT-FI is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Chapter 17, §18, §18(a), §18(b) and §19-§21* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Finland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Finland has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
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The Finish Communications Regulation Authority maintains the Safe on the internet (*) website which provides
information on internet safety for parents, children and educators.
2.4 REPORTING MECHANISM
Online Illegal content can be reported in the website (*) maintained by the organization Save the Children.
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CYBERWELLNESS PROFILE
FRANCE
BACKGROUND
Total Population: 63 458 000

Internet users, percentage of population: 81.92%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Amended as Law no.2004-575 of June 21 2004,
- Ratification of the Council of Europe Convention on Cybercrime was made on January 10, 2006 (art 323).
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law n° 78-17 of January 1976 relating to computer,
files and freedoms

- Law n° 2004-575 of June 2004 pour la confiance
dans l'économie numérique

- Civil Code Law n° 2000-230 on Electronic Evidence
and Electronic Signature

- Decree n° 2009-834 of July that creates the national
security agency

- Order of November 2011 and the interdepartmental
Policy Statement No. 1300 on the protection of the
confidentiality of national defense which is attached

- Recommendation n°901 of March 1994 for the
protection of information systems dealing with nonclassified sensitive information defense.

- Recommendation n° 600 of March 1993 for the
protection of sensitive information outside the scope
of defense secrets Recommendations for computer
workstations

1.2 TECHNICAL MEASURES
1.2.1 CIRT
France has an officially recognized national CIRT (CERT-FR) and many others CIRT such as the commercial CIRT
(CERT-DEVOTEAM) and CERT LA POSTE etc.
1.2.2 STANDARDS
France has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the following instruments:
- ANSSI (National agency of IT security)
- General security referential created by the decree n° 2005-1516 of December 2005 relating electronic exchange.
- Interdepartmental Instruction n°300 of 23 June 2014 on protection against compromising emanations.
- Order n° 485 of November 2013 relating to the installation requirements.
- Order n° 495 of November 2013 concerning the TEMPEST zoning concept.
1.2.3 CERTIFICATION
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The national agency of IT security (ANSSI) offers a cybersecurity framework for the certification and accreditation
of national agencies and public sector professionals. ANSSI has signed various mutual recognition agreements on
certificates. The certificates issued by the PKI enable official identification of the certification authorities of the
French administration. They also attest to the quality of public key management practices implemented by these
authorities.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
France has officially recognized an information systems defence and security policy through the national agency
of IT security (ANSSI).
1.3.2 ROADMAP FOR GOVERNANCE
There is no information available regarding any national governance roadmap for cybersecurity in France.
1.3.3 RESPONSIBLE AGENCY
The national agency of IT security (ANSSI) is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap in France.
1.3.4 NATIONAL BENCHMARKING
The Observatory of internet security and resilience is the officially recognized national and sector-specific
benchmarking exercise or referential used to measure cybersecurity development in France.

1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The laboratories of the national agency of IT security (ANSSI) contribute to research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The training center in the security of information systems (CFSSI) is involved in the definition and implementation
of the training policy, provides training for the benefit of state’s staff, and is the main contact to ANSSI for
agencies in charge of training.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The national CERT (CERT-FR) is the officially recognized certified government and public sector agency certified
under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, the national agency of IT
security (ANSSI) has officially recognized partnerships with the following organizations:
-German BSI

-United Kingdom CESG

-Netherlands NLNCSA

-United States NSA & DHS

-Agreement with Estonia on cooperation on
cyberdefense

-Franco-British agreement on defense and security
cooperation.

-ENISA .
1.5.2 INTRA-AGENCY COOPERATION
The public sector portal for the prevention of major risk is the officially recognized the following national or
sector-specific program for sharing cybersecurity assets within the public sector. The portal aims to explain how
to behave in different crisis situations and presents the threats to information and communication systems.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
The national agency of IT security (ANSSI) is the officially recognized the following national or sector-specific
programs for sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
France is a member of:
- FIRST

- NATO

- EU

- OSCE.

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 222-32, 222-33, 226-1, 227-22 until 227-27* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
France has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. France has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The official portal on reporting illegal content in the internet (internet-signalement.gouv.fr*) furnishes advices
on internet safety for youth and parents.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the website internet-signalement.gouv.fr*
Online illegal content can be reported in the website pointdecontact.net*.
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CYBERWELLNESS PROFILE
GABON
BACKGROUND
Total Population: 1 564 000

Internet users, percentage of population: 9.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Draft Law on Cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Draft Law on Cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Gabon is currently establishing an officially recognized national CIRT. ITU conducted a CIRT assessment for Gabon
in 2010.
1.2.2 STANDARDS
Gabon has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the security policy of information systems.
1.2.3 CERTIFICATION
Gabon does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Gabon has an officially recognized information system security policy managed by the National Agency for Digital
Infrastructure and Frequencies (ANINF).
1.3.2 ROADMAP FOR GOVERNANCE
Gabon is currently establishing a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Agency for Digital Infrastructure and Frequencies (ANINF) is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Gabon has officially recognized national or sector-specific benchmarking exercises or referential used to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Gabon does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Gabon does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Gabon does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Gabon does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Gabon does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Gabon has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the AINF.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Gabon does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Gabon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Gabon is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 255 and 263* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Gabon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Gabon has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Gabon does not have officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Gabon does not have officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.
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CYBERWELLNESS PROFILE
THE GAMBIA
BACKGROUND
Total Population: 1 825 000

Internet users, percentage of population: 14.00%

(data source: United Nations Statistics Division, December
2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime has been mandated through the following legal instrument:
-Information and Communications Act.
1.1.2
REGULATION AND COMPLIANCE
Gambia does not have any officially recognised regulation pertaining to cyber security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Gambia at Dakar, Senegal in November 2011 (14-18th November
2011). Gambia does not have an officially recognized national CIRT currently.
1.2.2 STANDARDS
Gambia does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Gambia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Gambia does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Gambia does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Gambia does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Gambia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Gambia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.

1.4.2 MANPOWER DEVELOPMENT
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Gambia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Gambia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Gambia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Gambia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Gambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Gambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Gambia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Gambia is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-Information and Communications Act (Section 170 and174)
2.2 UN CONVENTION AND PROTOCOL
Gambia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Gambia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Gambia does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Gambia does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
GEORGIA
BACKGROUND
Total Population: 4 304 000

Internet users, percentage of population: 43.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Georgia Computer System Protection Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Law on Information Security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The national computer incident response teams are the CERT-GOV-GE and CERT-MOD-GOV.
1.2.2 STANDARDS
Georgia has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the Law on Information Security which is based on
ISO 27000.
1.2.3 CERTIFICATION
The Data Exchange Agency has an officially approved national cybersecurity framework for the certification and
accreditation of public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Georgia has an officially recognized national cybersecurity strategy (Cyber security strategy 2012-2015)
1.3.2 ROADMAP FOR GOVERNANCE
The Cybersecurity strategy 2012-2015 provides a national governance roadmap for cybersecurity in Georgia.
1.3.3 RESPONSIBLE AGENCY
The Data Exchange Agency is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
The Data Exchange Agency is currently working to measure the cybersecurity readiness of Georgia.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Georgia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The Data Exchange Agency has officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals.
1.4.3 PROFESSIONAL CERTIFICATION
Georgia has 11 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Georgia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Georgia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Georgia has an officially recognized national or sector-specific program for sharing cybersecurity assets within
the public sector through the Data Exchange Agency.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Georgia has an officially recognized national or sector-specific program for sharing cybersecurity assets within
the public and private sector through the Data Exchange Agency.
1.5.4 INTERNATIONAL COOPERATION
Georgia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. CERT-GOVGE is a member of FIRST. Georgia also participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE
2014).

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-The Criminal Code (Article 255 and 256).
2.2 UN CONVENTION AND PROTOCOL
Georgia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Georgia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Georgia does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Georgia Computer Incident Response Team (CERT-GOV-GE) is the officially recognized agency that offers an
avenue for the reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
GERMANY
BACKGROUND
Total Population: 81 991 000

Internet users, percentage of population: 83.96%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Germany has a specific legislation pertaining to cybercrime. It is mandated through the following legal
instrument:
-German Criminal Code 1998.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Electronic Signature Act 2001
-Freedom of Information Act 2013
-Act on the Federal Office for Information Security 2009
-Federal Data Protection Act 2009
-Act to Strengthen the Security of Federal Information Technology of 14 August 2009.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Germany has an officially recognized and legally mandated government CERT (CERT Bund).
1.2.2 STANDARDS
There are BSI Technical Guidelines for implementing international recognized cybersecurity standards in
Germany.
1.2.3 CERTIFICATION
The approved national certification and accreditation body in Germany is the IT-Grundschutz.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is a Cyber Security Strategy. Also in place is the National Plan for Information Infrastructure Protection
(NPSI)- these are the officially recognized national and sector-specific cybersecurity strategy in place Germany.
1.3.2 ROADMAP FOR GOVERNANCE
There is no officially recognized national or sector-specific governance roadmap for cybersecurity in Germany.
1.3.3 RESPONSIBLE AGENCY
The Federal Office for Information Security (BSI) is the officially recognized agency responsible for implementing
a national cybersecurity strategy and policy.
1.3.4 NATIONAL BENCHMARKING
The BSI Annual Report is responsible for national or sector-specific benchmarking exercises or referential used
to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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The BSI has published several documents with information on topics of cybersecurity for research and
development (R&D) programs/projects. Also BSI has standards for Internet security (ISi-series).
1.4.2 MANPOWER DEVELOPMENT
The officially recognized national or sector-specific educational and professional training program for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors is the IT -Grundschutz training , Germany.
1.4.3 PROFESSIONAL CERTIFICATION
Germany does not have any body responsible for educational and professional training programs for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sector.
1.4.4 AGENCY CERTIFICATION
Germany does not have any certified government or public sector agencies certified under internationally
recognized standards.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is a U.S.-Germany Cyber Bilateral Meeting. This serves as a recognized partnership to facilitate sharing of
cybersecurity assets across borders.
1.5.2 INTRA-AGENCY COOPERATION
There is a joint initiative between the Federal Office of Civil Protection, Disaster Assistance (BBK) and the Federal
Office for Information Security (BSI) forming the Internet platform on Critical Infrastructure Protection as a
framework for sharing cybersecurity assets between agencies.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The BSI, Federal Association for Information Technology, Telecommunications and New Media launched a
voluntary program called Alliance for Cybersecurity to inform and report on cyber incidents. The CERT-Verbund
is an alliance of German security and computer emergency response teams.
1.5.4 INTERNATIONAL COOPERATION
Germany is part of the -EGC
-TERENA
-ENISA
-FIRST
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instrument:

-APCERT.

- Criminal Code (SS 183a, SS184b & SS238).
2.2 UN CONVENTION AND PROTOCOL
Germany has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Germany has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Germany has an officially recognized and legally mandated government CERT (CERT Bund).
2.4 REPORTING MECHANISM
Online illegal content located in Germany can be reported in the website of the Voluntary Self-Monitoring of
Multimedia and Service Providers (FSM e. V. (*)).
Information on the Violation of the protection of minors can be reported in the Website of the Jugendschutz
Program, founded by the Youth Ministers of all states.
The Internet Complaint Office provides online forms to file complaints.
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CYBERWELLNESS PROFILE
GHANA
BACKGROUND
Total Population: 25 546 000

Internet users, percentage of population: 12.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Criminal Code
- Regulation of Interception of Communication Act (RICA).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Signature Act
- Telecommunications Act
- Federal Data Protection Act
- Electronic Transactions Act
- Act on the Federal Office for Information Security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Ghana has two national CIRTs NITA CERT under the Ministry of Communication and CERT-GH which was
established by the ITU-IMPACT.
1.2.2 STANDARDS
Ghana does not have an officially recognized national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Ghana.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Ghana does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Ghana.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communication, National Information Technology Agency and Commercial Crime Unit, Criminal
Investigation Department of the Ghana Police Force coordinate cybersecurity in Ghana
1.3.4 NATIONAL BENCHMARKING
There is no benchmarking or referential to measure cybersecurity development in Ghana.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program/project for
cybersecurity standards, best practices and guidelines in Ghana.
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1.4.2 MANPOWER DEVELOPMENT
NITA CERT trainings create security awareness within the ministries, departments and agencies and other
government institutions and educate them in the area of Information Security with the latest security threats,
needs and developments and deployment of techniques and tools in order to minimize security risk.
1.4.3 PROFESSIONAL CERTIFICATION
Ghana does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Ghana does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information on any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Ghana does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Ghana.
1.5.4 INTERNATIONAL COOPERATION
Ghana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Ghana
participated in the:
- CCI, where the government of Ghana formalized a relationship with the Commonwealth Secretariat, adopting
a Cybersecurity Strategy and signing a Memorandum of Understanding focusing on child online protection and
cybersecurity schemes.
- ACCP

- UNCTAD

- ISS

2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Section 124 of Children’s Act, 1998 provides only a definition of child abuse.
2.2 UN CONVENTION AND PROTOCOL
Ghana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
Ghana has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Domestic Violence & Victims Support Unit, under the Ghana Police, is mandated to handle child related
crimes but does not have any clear definition of online offences related to child protection.
2.4 REPORTING MECHANISM
NITA CERT provides the following email address to report computer incidents: incident@nitacert.gov.gh.
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CYBERWELLNESS PROFILE
GREECE
BACKGROUND
Total Population: 11 419 000

Internet users, percentage of population: 59.87%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Presidential Decree 131/2003 on eCommerce
- Law 3431/2006 on Electronic Communications
- Presidential Decree 150/2001 on Electronic Signatures
-PREFECTURE 3649/2008 National Intelligence Agency and other provisions
-PRESIDENTIAL DECREE 126/2009 Agency of the National Intelligence Service (NIS)" (Official Gazette A '173)
-Legislative Act 13 OCT 2009 Entry of National Intelligence Service (NIS) to the Minister of Citizen Protection
(Official Gazette A '215)
-PREFECTURE 2225/1994 for the protection of freedom and connection and communication and other provisions
-PREFECTURE 2472/1997 Protection of Individuals with regard to the processing of personal data
-PREFECTURE 3115/2003 Assurance of confidentiality of communications
-PRESIDENTIAL DECREE 47/2005 Procedures and technical and organizational safeguards to lift the secrecy of
communications and the security of
-PREFECTURE 3471/2006 Protection of personal data and privacy in the electronic communications sector and
amending Law. 2472/1997.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Greece has an officially recognized national CERT known as the National Authority against Electronic Attacks
(NAAEA).
1.2.2 STANDARDS
Greece does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Greece.
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1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Greece does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Greece.
1.3.3 RESPONSIBLE AGENCY
The National Intelligence Service (EYP) is the agency responsible for cybersecurity in Greece.
1.3.4 NATIONAL BENCHMARKING
Greece does not have any benchmarking or referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in Greece.
1.4.2 MANPOWER DEVELOPMENT
The Greek Cybercrime Centre (GCC) is part of an emerging coordinated European effort which has the capacity
to significantly improve education and research in the newly growing area of cybercrime. As a national project,
GCC seamlessly complements transnational projects such as 2CENTRE (The Cybercrime Centres of Excellence
Network), and B-CCENTRE.
On a national level, GCC directly benefits the local LEAs to fight cybercrime. Greece ranks very high in reported
metrics related to cybercrime infrastructure support. Thus the local LEAs are often called first to deal with
cybercrime incidents and any advances in cybercrime training, research, and education provide significant
benefit to them.
1.4.3 PROFESSIONAL CERTIFICATION
Greece does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Greece does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework in Greece to facilitate sharing of cybersecurity assets across borders or with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Greece does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Greece.
1.5.4 INTERNATIONAL COOPERATION
Greece is a member of the NATO and ENISA.
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 348A of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Greece has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Greece has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency that supports child online protection in Greece.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the website of SafeLine (*).
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CYBERWELLNESS PROFILE
GRENADA
BACKGROUND
Total Population: 105 000
(data source: United Nations Statistics Division,
December 2012)
1. CYBERSECURITY

Internet users, percentage of population:35.00%
(data source: ITU Statistics, 2013)

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Electronic Crime Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Electronic Transaction Act
-Interception of Communication
Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT assessment for Grenada in August 2012. Grenada does not have an officially recognized
National CIRT.
1.2.2 STANDARDS
Grenada does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Grenada does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Grenada does not have an officially recognized national cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
Grenada does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Telecommunications Regulatory Commission (NTRC) is the officially recognized agency responsible
for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Grenada does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Grenada does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Grenada does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Grenada does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Grenada has one public agency (National Defense University) certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Grenada does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Grenada does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Grenada does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Grenada is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Grenada is among the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the
Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Section 133(e) and 203A).
2.2 UN CONVENTION AND PROTOCOL
Grenada has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Grenada has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Grenada does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Grenada does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
GUATEMALA

BACKGROUND
Total Population: 15 138 000

Internet users, percentage of population: 19.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1 CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Guatemala does not have specific legislation on cybercrime.
1.1.2 REGULATION AND COMPLIANCE
Guatemala does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Guatemala has an officially recognized national CIRT (CSIRT-GT).
1.2.2 STANDARDS
Guatemala does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Guatemala does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Guatemala does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Guatemala does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Guatemala does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Guatemala has officially recognized national or sector-specific benchmarking exercises or referential used to
measure cybersecurity development. In 2014, with the support of OAS, CSIRT-GT organized a benchmarking
exercise on multiple sectors.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Guatemala has officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. This is mandated through the 4055 bill which was passed in the congress.
1.4.2 MANPOWER DEVELOPMENT
Guatemala does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
However CSIRT-GT has promoted training course with the support of OAS, public sector professionals.
1.4.3 PROFESSIONAL CERTIFICATION
Guatemala has 4 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Guatemala does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Guatemala does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Guatemala does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Guatemala does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Guatemala is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guatemala
also participated in multiple cybersecurity events promoted by the OAS (CICTE) and Council of Europe.
CSIRT-GT is a member of FIRST.

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
Articles 188-192, 194, 195bis, 195ter, 195quinquies* of the Criminal Code, reformed and added by the Decree n.
9*, February 2009
Article 56* of the Decree n. 27 - Law for the Comprehensive Protection of Childhood and Adolescence, June 2003.
2.2 UN CONVENTION AND PROTOCOL
Guatemala has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
Guatemala has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Guatemala does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Guatemala does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
GUINEA
BACKGROUND
Total Population: 10 481 000

Internet users, percentage of population: 1.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
The ECOWAS legislation is being transposed into Guinean legal system. However specific legislation pertaining
to cybercrime has already been mandated through the following legal instrument:
-The Penal Code.
1.1.2 REGULATION AND COMPLIANCE
Guinea does not have any officially recognized national regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Guinea does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Guinea does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity.
1.2.3 CERTIFICATION
Guinea does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Guinea is in the process of drafting an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Guinea is in the process of drafting an officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Agence Nationale de la Gouvernance Electronique et de l’Informatisation de l’Etat (ANGEIE) is the officially
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap. However
there is a committee working on cybersecurity strategy.
1.3.4 NATIONAL BENCHMARKING
Guinea does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Guinea does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Guinea does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Guinea does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Guinea does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Guinea does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Guinea does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Guinea does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Guinea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guinea is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Guinea does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Guinea has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Guinea does not have any officially recognized agencies that offer institutional support on child online protection.
2.4 REPORTING MECHANISM
Guinea does not have any officially recognized agencies that offer an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF GUINEA-BISSAU
BACKGROUND
Total Population: 1 580 000

Internet users, percentage of population: 3.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1 CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2

REGULATION AND COMPLIANCE

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2

TECHNICAL MEASURES

1.2.1 CIRT
Guinea-Bissau does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Guinea-Bissau does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Guinea-Bissau.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Guinea-Bissau does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Guinea-Bissau.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Guinea-Bissau.
1.3.4 NATIONAL BENCHMARKING
Guinea-Bissau does not have an officially recognized national benchmarking or referential to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Guinea-Bissau does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Guinea-Bissau.
1.4.3 PROFESSIONAL CERTIFICATION
Guinea-Bissau does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Guinea-Bissau does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Guinea-Bissau does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Guinea-Bissau does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Guinea-Bissau.
1.5.4 INTERNATIONAL COOPERATION
Guinea-Bissau is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None
2.2 UN CONVENTION AND PROTOCOL
Guinea-Bissau has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Guinea-Bissau has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Guinea-Bissau.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Guinea-Bissau.
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CYBERWELLNESS PROFILE
CO-OPERATIVE REPUBLIC OF GUYANA

BACKGROUND
Total Population: 758 000

Internet users, percentage of population: 33.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES

1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Guyana has an officially recognized national CIRT known as GNCIRT.
1.2.2 STANDARDS
Guyana does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Guyana.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Guyana does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Guyana.
1.3.3 RESPONSIBLE AGENCY
GNCIRT and the Criminal Investigations Department of the Guyana Police Force are the agencies responsible for
cybersecurity in Guyana.
1.3.4 NATIONAL BENCHMARKING
Guyana does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Guyana does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Guyana.
1.4.3 PROFESSIONAL CERTIFICATION
Guyana does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Guyana does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Guyana does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Guyana does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Guyana.
1.5.4 INTERNATIONAL COOPERATION
Guyana is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Guyana is
also a member of the OAS-CICTE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Section 351 of the Criminal Law Offences Act – does not explicitly criminalize child pornography but only indecent
or obscene material.
- Sections 11 to 13 and 21 of the Sexual Offences Act of 2010.
2.2 UN CONVENTION AND PROTOCOL
Guyana has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Guyana has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Child Care and Protection Agency was created by the government, under the Ministry of Labor, Human Services
and Social Security, and is responsible for child protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Guyana.
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CYBERWELLNESS PROFILE
REPUBLIC OF HAITI

BACKGROUND
Total Population: 10 256 000

Internet users, percentage of population: 10.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Haiti does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Haiti does not have any officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Haiti.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Haiti does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Haiti.
1.3.3 RESPONSIBLE AGENCY
The central Directorate of the Judicial Police (Direction Centrale de la Police Judiciaire –DCPJ) takes the lead on
investigating identified cyberattacks.
1.3.4 NATIONAL BENCHMARKING
Haiti does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Haiti does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Some Haitian academic institutions offer course work in cybersecurity or related topics. In conjunction with the
national e-Governance Coordinator, the telecommunication authority CONATEL has undertaken an awareness
raising campaign consisting of a series of events to inform decision-makers and other national stakeholders and
assess opportunities to combat cyber and IT related vulnerabilities and crime.
1.4.3 PROFESSIONAL CERTIFICATION
Haiti does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Haiti does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Haiti does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Haiti does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Haiti. There is some degree of informal and unofficial cooperation between the public
and private sector.
1.5.4 INTERNATIONAL COOPERATION
Haiti is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Haiti is also a
member of the OAS-CICTE.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 282 of the Criminal Code – forbids molestation not pornography, for people under 21.
2.2 UN CONVENTION AND PROTOCOL
Haiti has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Haiti has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Haiti.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Haiti.
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CYBERWELLNESS PROFILE
REPUBLIC OF HONDURAS
BACKGROUND
Total Population: 7 912 000

Internet users, percentage of population: 17.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Honduras does not have an officially recognized national CIRT. A CIRT readiness assessment was conducted for
Honduras by ITU in 2012.
1.2.2 STANDARDS
Honduras does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Honduras.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Honduras does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Honduras.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Honduras.
1.3.4 NATIONAL BENCHMARKING
Honduras does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Honduras does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Honduras.
1.4.3 PROFESSIONAL CERTIFICATION
Honduras does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Honduras does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Honduras does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Honduras does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Honduras.
1.5.4 INTERNATIONAL COOPERATION
Honduras is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 148, 149, 149B, 149D* of the Criminal Code
- Article 134(c)* of the Decree n. 73 – Code for Childhood and Adolescence, September 1996.
2.2 UN CONVENTION AND PROTOCOL
Honduras has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Honduras has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Center for Investigation of Cybercrimes, under the Public Ministry, is responsible for the investigation of
sexual commercial exploitation of children.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Honduras.
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CYBERWELLNESS PROFILE
HONG KONG
BACKGROUND
Total Population: 7 155 000

Internet users, percentage of population: 74.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Crime Ordinance
-Theft Ordinance
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Personal Data (Privacy) Ordinance -Electronic Transactions Ordinance
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Hong Kong has an officially recognized CIRT (HKCERT).
1.2.2 STANDARDS
The Baseline IT Security Policy (S17) is an officially-approved cybersecurity framework for all government
departments in Hong Kong. The Policy was developed by making reference to International security standards
such as ISO 27001. In addition, the Hong Kong Monetary Authority (HKMA) has officially issued the Supervisory
Policy Manual on “Supervision of e-banking”. In developing the manual, HKMA has taken into consideration
supervisory approach and guidance of the international regulatory community, particularly those recommended
by the Basel Committee on Banking Supervision.
1.2.3 CERTIFICATION
The Hong Kong Certification Body Accreditation Scheme (HKCAS), operated under the auspices of the Hong Kong
Accreditation Service (HKAS), offers accreditation to certification bodies for information security management
system (ISMS) certification.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Hong Kong has an officially recognized national cybersecurity policy (Baseline IT Security Policy)
1.3.2 ROADMAP FOR GOVERNANCE
Hong Kong has a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Information Security Management Committee is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
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Hong Kong does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development. However HKCERT is producing statistics on number of
incident reports received and number of alerts issued annually so as to provide a reference on the local trend
on cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The OGCIO continues to review and enhance the Government IT security related requirements to ensure that
they tie in with the advancement of technology, the local and global security trends and the development of
international/industry practices in information security management such as the ISO27001, ISO27002, COBIT,
etc., as well as changes in Government’s information security development.
Cybersecurity best practices and guidelines are published on the one-stop portal INFOSEC for reference by the
public
1.4.2 MANPOWER DEVELOPMENT
To raise public awareness on information security and strengthen the protection of their computers from cyberattacks, annual campaigns covering contemporary topics have been organized in Hong Kong since 2005. Every
year, Hong Kong organizes seminars, conferences, competition events to raise public awareness to protect their
computer assets and be mindful on suspicious cyber-attacks with a view to “Build a Secure Cyber Space”. Hong
Kong also disseminates security alerts, news and tips through the one-stop portal INFOSEC website, as well as
promotes security awareness through posters, leaflets and radio clips.
1.4.3 PROFESSIONAL CERTIFICATION
Hong Kong has 1434 professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Hong Kong has 32 certified government and public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Hong Kong have officially
recognized partnerships with the following organizations:
-ITU

-APCERT

-APEC

-Interpol.
1.5.2 INTRA-AGENCY COOPERATION
The Internet Infrastructure Liaison Group (IILG) was established by the OGCIO in 2005 to maintain close liaison
with Internet infrastructure stakeholders and strive in collaboration with the stakeholders to the healthy
operation of the Internet infrastructures of Hong Kong. The IILG is chaired by Deputy Government Chief
Information Officer (Consulting and Operations). Members of the IILG including OGCIO, HKCERT, Hong Kong
Internet Registration Corporation Limited (HKIRC), Hong Kong Internet Service Providers Association (HKISPA),
Hong Kong Police Force (HKPF), and Office of the Communications Authority (OFCA).
The cybersecurity Security Centre (CSC) under the Technology Crime Division of Commercial Crime Bureau of
the Hong Kong Police Force has started its operation since 7 December 2012. The CSC was for enhancing the
protection of critical infrastructures and strengthening the resilience against cyber- attacks in Hong Kong.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Hong Kong has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public and private sector through the Internet Infrastructure Liaison Group (described above).
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Furthermore, an Expert Group on Cloud Computing Services and Standards (EGCCSS) was established by the
OGCIO in 2012. The objectives of the EGCCSS are to draw expertise from the industry, academia, community
and Government to facilitate and drive cloud computing adoption and deployment in Hong Kong, as well as
facilitate expert exchanges among cloud experts. EGCCSS includes three working groups, namely Working
Group on Cloud Computing Interoperability Standards (WGCCIS), Working Group on Cloud Security and Privacy
(WGCSP) and Working Group on Provision and Use of Cloud Services (WGPUCS).
1.5.4 INTERNATIONAL COOPERATION
Hong Kong, China participates in various meetings under APEC, including APEC TEL (Telecommunications and
Information Working Group). Under APEC TEL, our delegates participate in meetings and activities of the
Security and Prosperity Steering Group (SPSG).
HKCERT is a member of FIRST. Since 1990, its members have resolved an almost continuous stream of securityrelated attacks and incidents including handling thousands of security vulnerabilities affecting nearly all of the
millions of computer systems and networks throughout the world connected by the ever growing Internet.
HKCERT is a member of FIRST
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Hong Kong does not have specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Hong Kong has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
Hong Kong has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Hong Kong Computer Incident Response Team (CIRTHong Kong) is the officially recognized agency that offers
institutional support on child online protection.
2.4 REPORTING MECHANISM
Hong Kong Computer Incident Response Team (CIRTHong Kong) is the officially recognized agency that offers an
avenue for the reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
HUNGARY
BACKGROUND
Total Population: 9 950 000

Internet users, percentage of population: 72.64%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Act No CVIII/2001 on Electronic Commerce and Information Society Services
-Act No C/2003 on Electronic Communications
-Act No. XC/2005 on the Freedom of Information by Electronic means
-Act No. LXIII of 1992 on the Protection of Personal Data and Disclosure of Data of Public Interest Government
Decision No. 1139/2013 (21 March) on the National Cyber Security Strategy of Hungary
-Act L of 2013 on the Electronic Information Security of Central and Local Government Agencies
-Act No. XXXV/2001 on Electronic Signatures.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Hungary has an officially recognized national government CERT (GovCERT-Hungary) and other specialized CERTs
such as CIP CERT (operated by General Directorate for National Catastrophe Management).
1.2.2 STANDARDS
Hungary has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standard through the Infosec and Crypto Division that performs official
approval, monitoring and control functions regarding electronic systems handling classified information,
operated and managed by governmental organizations and companies.
1.2.3 CERTIFICATION
Hungary has officially approved national (and sector specific) cybersecurity frameworks for the certification and
accreditation of national agencies and public sector professionals through the Product Certification Division. The
Division has been working on the establishment of the legal framework of the certification authority related
activities, such as information and physical security assessments, certification of hardware and software
components applied during classified information handling - in close cooperation with professionals of the
security protection industry.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Hungary has an officially recognized National Cybersecurity Strategy.
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1.3.2 ROADMAP FOR GOVERNANCE
Hungary has a national governance roadmap for cybersecurity through the National cybersecurity Action Plan.
1.3.3 RESPONSIBLE AGENCY
Hungary has officially recognized the following agencies responsible for implementing a national cybersecurity
strategy, policy and roadmap.
- National Cybersecurity Coordination Council (Prime Minister’s Office, national coordination)
- Cybersecurity Authority (Ministry of National Development, assessment and supervision)
- National Security Office (Ministry of Public Administration and Justice, vulnerability handling by request)
- National Electronic Information Security Authority (NEISA).
1.3.4 NATIONAL BENCHMARKING
The National Electronic Information Security Authority (NEISA) is the officially recognized national or sectorspecific benchmarking exercise or referential used to measure cybersecurity development. NEISA works on the
annual audit plan, annual and ad-hoc reports to the Government on IT system security and critical infrastructure
cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The National Electronic Information Security Authority (NEISA) is the officially recognized national or sectorspecific research and development (R&D) program/project for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The International Children’s Safety Service (ICSS) coordinates the project and serves as its national awareness
center; the Kék Vonal Child Crisis Foundation manages Hungary’s national helpline and the Theodore Puskas
Foundation hosts the National Cyber Security Centre, CERT-Hungary and, since 2011, runs the
Biztonsagosinternet hotline.
The national Electronic Information Security Authority (NEISA) participates in certain National Cybersecurity
Coordination Council workgroups, especially in those informing IT system users, aimed at students of primary
and secondary education by collecting, merging and re-publishing related materials.
1.4.3 PROFESSIONAL CERTIFICATION
The national government CERT (GovCERT-Hungary)’s team is certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The national government CERT (GovCERT-Hungary) is officially the government and public sector agency certified
under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Hungary has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with
other nation states through the NSA HU division which is responsible for preparing and coordinating negotiations
about bi- and multilateral agreements on the exchange and mutual protection of classified information, as well
as organizing international events. The division is initiating the national security inspection of persons resident
in Hungary at the request of foreign authorities.

1.5.2 INTRA-AGENCY COOPERATION
Hungary has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the national Electronic Information Security Authority (NEISA).
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1.5.3 PUBLIC SECTOR PARTNERSHIP
Hungary has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector through the Information and Cyber Security conference (ISCD). The fourth ISCD
Information and Cyber Security conference organized by the Hungarian National Security Authority was held in
Budapest on 8-9 September 2014. The conference touched upon the current issues of cyber security and
discussed the means of cooperation between NGOs and the State.
1.5.4 INTERNATIONAL COOPERATION
Hungary is signatory to Council of Europe Convention on Cybercrime and is part of the following organizations:
- EU

- NATO

- OSCE

- UN.

The NSA HU is representing the national interests by an active and persistent attendance at various NATO and
EU committees and working groups. The division is responsible for coordinating this international attendance.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 208 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Hungary has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Hungary has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Hungary does not have any officially recognized agency that offers intuitional support on child online protection.
2.4 REPORTING MECHANISM
The National Media and Infocommunications Authority (*) has developed the Internet Hotline website (*) where
online content which is unlawful or detrimental to minors can be reported.
Illegal and harmful online content can be reported at the website (*) created by the Theodore Puskas Foundation
Computer incidents can be reported to the following email address of the National Cybersecurity Center (*):
cert@cert-hungary.hu.
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CYBERWELLNESS PROFILE
ICELAND
BACKGROUND
Total Population: 328 000

Internet users, percentage of population: 96.55%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code
- Cybercrime Law.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Information Act
- Data Protection Act
- Act on Electronic Signatures
- Electronic Communications Act
- Act on Electronic Commerce and other Electronic Services
- Regulation on the Protection of Information on Public Communications Networks
- Regulation on Protection, Functionality, and Quality of IP Communications Services.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Iceland has an officially recognized national CIRT known as CERT-IS.
1.2.2 STANDARDS
There is no officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Iceland does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Iceland.
1.3.3 RESPONSIBLE AGENCY
The following organizations are responsible for cybersecurity in Iceland:
- Ministry of Interior

- The Post

- Telecom Administration

- The Icelandic Police

- The Data Protection Authority.
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1.3.4 NATIONAL BENCHMARKING
Iceland does not have an officially recognized national benchmarking or referential to measure cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in Iceland.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Iceland.
1.4.3 PROFESSIONAL CERTIFICATION
Iceland does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Iceland does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Iceland participates in the
Nordic defense cooperation (NORDEFCO).
1.5.2 INTRA-AGENCY COOPERATION
Iceland does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Iceland.
1.5.4 INTERNATIONAL COOPERATION
Iceland participates in the following international cybersecurity platforms:
- NATO CCDCOE

- OECD

- Council of Europe Convention on Cybercrime.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 210 of the Criminal Code
- Article 1(5) of the Act on the Monitoring of Children’s Access to Films and Computer Games.
2.2 UN CONVENTION AND PROTOCOL
Iceland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Iceland has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no institution responsible for the protection of children online in Iceland.
2.4 REPORTING MECHANISM
The website of Save the Children Iceland provides an online form to report illegal content.
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CYBERWELLNESS PROFILE
INDIA
BACKGROUND
Total Population: 1 258 351 000

Internet users, percentage of population: 15.1%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- The Indian Penal Code
- Information Technology Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Information Technology Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The officially recognized national CIRT is known as CERT-IN.
1.2.2 STANDARDS
In India to enable comprehensive cyber security policy compliance, the government mandated implementation
of security policy within government agencies in accordance with the Information Security Management System
(ISMS) Standard ISO 27001. Computer Security Guidelines have been issued for compliance within government
and are being circulated to all departments and ministries. Cyber security drills are being conducted to assess
preparedness for critical organisations. The Five Year Plan on Information Security also states guides on
standards.
1.2.3 CERTIFICATION
India does not have any officially approved national or sector specific cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals. However it has in place the
Information Security Management System (ISMS) Standard ISO 27001.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
India has an officially recognized National Cyber Security Policy (NCSP).
1.3.2 ROADMAP FOR GOVERNANCE
India has a national governance roadmap for cybersecurity through the Five Year Plan on Information Security.
1.3.3 RESPONSIBLE AGENCY
The Department of Electronics and Information Technology and Ministry of Communications and Information
Technology are the officially recognized agencies responsible for implementing a national cybersecurity strategy,
policy and roadmap.

236

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.3.4 NATIONAL BENCHMARKING
As a means of benchmarking and referential to measure cybersecurity development, security auditors have been
empanelled to conduct security audits including vulnerability assessment, penetration testing of computer
systems and networks of various organizations of the government, critical infrastructure organizations and those
in other sectors of the Indian economy.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Nation-wide Information Security Education and Awareness Programmes have been implemented to create
necessary cyber security awareness through formal and informal programmes. This is the officially recognized
national or sector-specific research and development (R&D) program/project for cybersecurity standards, best
practices and guidelines to be applied in either the private or the public sector. A number of other R&D projects
have been supported at premier academic and R&D institutions in the identified Thrust Areas like cryptography
and cryptanalysis, steganography, network and systems security assurance, network monitoring, cyber forensics
and capacity development in the area of cyber security.
1.4.2 MANPOWER DEVELOPMENT
Cyber security training facilities have been set up to provide training for law enforcement agencies and facilitate
cyber-crime investigation. CERT-IN in collaboration with CII, NASSCOM and Microsoft has created
PortalSecureYourPc.in to educate consumers on cyber security issues. Training centers have been set up at CBI,
Ghaziabad and Kerala Police to facilitate advanced training in cyber-crime investigation. 94 training programs
have been conducted by CERT-IN on specialized Cyber Security topics in which 3392 people have been trained.
1.4.3 PROFESSIONAL CERTIFICATION
There is no statistics showing how many professionals in India are certified under internationally recognized
certification.
1.4.4 AGENCY CERTIFICATION
Controller of Certifying Authority (CCA) has licensed seven Certifying Authorities (CA).
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, specific cyber security
cooperation agreements were signed with US, Japan and South Korea. India participated in cyber security drills
of US (Cyber Storm III). CERT-IN experts helped in establishment of CERT-Mauritius.
1.5.2 INTRA-AGENCY COOPERATION
There is no officially recognized national program that supports the sharing cybersecurity assets within the public
sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
As part of national level cooperation, cyber security awareness programs were organized in cooperation with
industry associations – CII, NASSCOM-DSCI.
1.5.4 INTERNATIONAL COOPERATION
India is a member of the ITU-IMPACT initiative and has access to its relevant cybersecurity services. India is also
a member of the UN Committee of Group of Experts as well as in the Council of Security Cooperation in AsiaPacific (CSCAP) for enhancing cooperation in the area of Cyber Security.
India participates in the following:
- APCERT

-FIRST

-APWG

CERT-IN is a member of FIRST.
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 67, 67A and 67B of the Information Technology (Amendment) Act.
-Section 20 of the Protection of Children from Sexual Offences Bill.
2.2 UN CONVENTION AND PROTOCOL
India has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. India has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography
2.3 INSTITUTIONAL SUPPORT
India does not have an officially recognized agency that offers institutional support to child online protection.
2.4 REPORTING MECHANISM
A security incident report can be filled in the website of CERT-IN which also makes available the phone number
(+91) 1800 11 4949 and the email address incident@cert-in.org.in.
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CYBERWELLNESS PROFILE
INDONESIA
BACKGROUND
Total Population: 2 44 769 000

Internet users, percentage of population: 15.82%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1

CRIMINAL LEGISLATION

Specific legislation on cybercrime has been enacted through the following instrument:
-Law of The Republic of Indonesia Number 11 of 2008 concerning Electronic Information and Transaction (Articles
29-37)
1.1.2
REGULATION AND COMPLIANCE
Indonesia has officially recognized regulations regarding cybersecurity and compliance requirements through the
following instruments:
- Government Regulation of The Republic of Indonesia Number 82 of 2012 concerning Implementation of
Electronic Systems and Transactions
- SNI/ISO/EIC 27001: 2013, Information Security Management System
- National Information Security Index (Index KAMI)
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Indonesia has officially recognized national and sector specific CIRT such as:
Gov-CERT
ID-SIRTII
ID-CERT
Academic CERT.
1.2.2 STANDARDS
Indonesia has not yet officially approved national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Indonesia does not currently have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Indonesia does not currently have an officially recognized national cybersecurity strategy.

239

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.3.2 ROADMAP FOR GOVERNANCE
Indonesia does not currently have an officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Directorate of Information Security, the Directorate General of Informatics Applications and the Ministry of
Communication and Information Security are the officially recognized agencies responsible for implementing a
national cybersecurity strategy, policy and roadmap in Indonesia.
1.3.4 NATIONAL BENCHMARKING
Indonesia does not currently have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development. However the current measurement is based on the
National Information Security Index (Index KAMI).
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Indonesia does not currently have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The Directorate of Information Security and Ministry of Communication & Information Technology conducts
awareness-raising and technical assistance programs that provide educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Indonesia has approximatively 500 public sector professionals certified under internationally recognized
certification programs in cybersecurity such as ISO270001, CEH, CISA, CISM and CISSP.
1.4.4 AGENCY CERTIFICATION
Indonesia has six certified government institutions certified under internationally recognized standards in
cybersecurity such as ISO270001.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders with other nation states Indonesia has officially
recognized partnerships with the National Information Security Council (NISC) of Japan.
1.5.2 INTRA-AGENCY COOPERATION
Indonesia is in the process of recognizing national or sector-specific programs for sharing cybersecurity assets
within the public sector as they are developing national government security monitoring center.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Indonesia is in the process of recognizing national or sector-specific programs for sharing cybersecurity assets
within the public and private sector as they are developing national government security monitoring center.
1.5.4 INTERNATIONAL COOPERATION
Indonesia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Indonesia
participated in several cybersecurity activities with the following organizations/forums:
-FIRST

-AP-CERT

-Indonesia-JAPAN Bilateral Cybersecurity Forum
-ASEAN Network Security Council (ANSAC) Working Group
-World Conference on International Communication.
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-Article 295(1)2nd of the Criminal Code.
-Articles 4, 5, 8-11, 18, 19, 29-32, 37 and 38* of the Law number 44 of 2008 about Pornography.
2.2 UN CONVENTION AND PROTOCOL
Indonesia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Indonesia has signed and ratified, with no declarations or reservations to articles 2 and 3,
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution
and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Indonesia does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Indonesia does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
IRAN
BACKGROUND
Total Population: 75 612 000

Internet users, percentage of population: 31.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Computer Crimes Law.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic Commerce Law of Islamic Republic of Iran.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Iran has an officially recognized national CIRT known as CERTCC MAHER.
1.2.2 STANDARDS
Iran does not have any officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Iran does not have any cybersecurity framework for the certification and accreditation of national agencies and
public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Iran has a comprehensive cybersecurity strategy that includes the creation of what it calls a “national information
network” that could disconnect most of Iran from the global internet.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Iran.
1.3.3 RESPONSIBLE AGENCY
There following agencies are responsible for overseeing cybersecurity activities in Iran:
- BASIJ
- IRGC
- Ministry of ICT
- Iran’s Passive Defense Organization
- Information Technology Organization of Iran.
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1.3.4 NATIONAL BENCHMARKING
Iran does not have any officially recognized national benchmarking or referential for measuring cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no information on any program or project for research and development of cybersecurity standards,
best practices and guidelines in Iran.
1.4.2 MANPOWER DEVELOPMENT
ASIS Cyber Security Contest was created to raise cybersecurity awareness in Iran.
1.4.3 PROFESSIONAL CERTIFICATION
Iran does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Iran does not have any certified government and public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information on any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Iran does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Iran.
1.5.4 INTERNATIONAL COOPERATION
Iran is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Iran is also a
member of the OIC-CERT.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
No specific legislation on child online protection has been enacted.
2.2 UN CONVENTION AND PROTOCOL
Iran has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Iran has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The Information Technology and Digital Media Development Center, under the Ministry of Culture and Islamic
Guidance (*), is responsible for online safety at the government level. In 2010, the Information Technology and
Digital Media Development Center has produced two publications regarding online safety (available in Farsi): one
directed at parents*, another directed at children*.
2.4 REPORTING MECHANISM
CERTCC MAHER displays a space for reporting an incident, but it was not working as of 05 th May 2014. The child
helpline SPRC Sedaye Yara can be contacted at the number: 88531109. The Helping Voice helpline can also be
contacted: +98-21-850 1414 or +98-21-850 1415.
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CYBERWELLNESS PROFILE
REPUBLIC OF IRAQ

BACKGROUND
Total Population: 33 703 000

Internet users, percentage of population: 9.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1 CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Cyber Crime law in Iraq revoked.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Iraqi ministry of communications attended a four-day comprehensive capacity building programme (a security
core and CIRT training) with ITU-IMPACT. There is still no nationally recognized CERT in Iraq.
1.2.2 STANDARDS
Iraq does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Iraq.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Iraq has made some effort to form a higher committee for cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Iraq.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Iraq.
1.3.4 NATIONAL BENCHMARKING
Iraq does not have any benchmarking or referential for measuring cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
There is no educational and professional training program for raising awareness, higher education and
certification.
1.4.3 PROFESSIONAL CERTIFICATION
Iraq does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Iraq does not have any certified government and public sector agencies certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Iraq does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Iraq.
1.5.4 INTERNATIONAL COOPERATION
Iraq is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-None.
2.2 UN CONVENTION AND PROTOCOL
Iraq has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Iraq has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Iraq.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to receiving reports of incidents.
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CYBERWELLNESS PROFILE
IRELAND
BACKGROUND
Total Population: 4 579 000

Internet users, percentage of population: 78.25%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Justice (Theft and Fraud Offences) Act 2001.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection Act

- Freedom of Information (Amendment) Act.

- Electronic Commerce Act
- Freedom of Information Act
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Ireland has an officially recognized national CIRT known as IRISS-CERT.
1.2.2 STANDARDS
Ireland does not have an officially recognized national and sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Ireland.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Ireland does not have any officially recognized national and sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Ireland.
1.3.3 RESPONSIBLE AGENCY
There is no information about any agency responsible for cybersecurity in Ireland.
1.3.4 NATIONAL BENCHMARKING
Ireland does not have any officially recognized national benchmarking or referential for cybersecurity.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
IRISS-CERT organizes conferences such as the Cyber Crime Conference annually. IRISS-CERT also hosts Ireland’s
Premier Cyber Security Challenge. UCD Centre for Cybersecurity and Cybercrime Investigation (CCI) is a unique,
world-class education and research Centre with strong and well-established collaborative relationships with law
enforcement and industry.
1.4.3 PROFESSIONAL CERTIFICATION
Ireland does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Ireland does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework for sharing cybersecurity assets across borders with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Ireland does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Ireland.
1.5.4 INTERNATIONAL COOPERATION
There is no record of Ireland being involved in any international cooperation.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 4-6 of the Child Trafficking and Pornography Act.
2.2 UN CONVENTION AND PROTOCOL
Ireland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Ireland has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Irish Office for Internet Safety provides information on internet safety for parents and children.
2.4 REPORTING MECHANISM
Suspected online illegal content can be reported to the website of Irish internet Hotline. Online illegal content
can be reported in the website of the Irish Office for Internet Safety.
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CYBERWELLNESS PROFILE
ISRAEL

BACKGROUND
Total Population: 7 695 000

Internet users, percentage of population: 70.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Computer Law 1995.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Signature Law

- E-commerce Bill

- The ‘Regulation of Security in Public Bodies Act of 1998’
- Communications Bill (Amendment - Duty to filter harmful websites)
- Communications Bill (Amendment - Sites and harmful content on the Internet)
- Israel resolved (in Resolution 84/b) to determine the areas of responsibility for protecting computerized
systems
- Resolution 3611 "Advancing the national capacity in cyberspace" of August 2011 adopted the recommendations
of the "National Cyber Initiative.
- Special Resolution B/84 on ‘The responsibility for protecting computerized systems in Israel.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Israel has an officially recognized national CIRT (CERT GOVIL) and an academic network CERT (IUCC-CERT).
1.2.2 STANDARDS
There is no available information regarding any officially approved national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
The Standards Institution of Israel offers a cybersecurity framework for the certification and accreditation of
national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Israel has officially recognized a cybersecurity policy based on two major official milestones. The first of two has
been the 2010 "National Cyber Initiative", aiming for Israel to become global cyber superpower by 2015. The
second milestone is the Government of Israel's Government Resolution No. 3611 as of August 7, 2011 adopting
recommendations for the "National Cyber Initiative".
1.3.2 ROADMAP FOR GOVERNANCE
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The Israel’s government Resolution No. 3611 provides the national governance roadmap for cybersecurity in the
Israel.
1.3.3 RESPONSIBLE AGENCY
There are two regulators that monitor and coordinate the implementation of a national cybersecurity strategy,
policy and roadmap in Israel: ‘The top steering committee for the protection of computerized systems in the
State of Israel,’ and ‘the national unit for the protection of vital computerized systems.’ While the steering
committee has a policy perspective, the ‘national unit’ - National Information Security Authority (NISA) - has the
professional authority.
1.3.4 NATIONAL BENCHMARKING
The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific benchmarking
exercise or referential used to measure cybersecurity development as it is working towards the establishment of
a national cyber situation assessment and the definition of the national cyber threat reference.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific research and
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in
either the private or the public sector as it publishes various "warnings" and "preventive practices" and programs
to prioritize the cyber defense industry, in cooperation with the Chief Scientist of the Ministry of Industry, Trade
and Labor.
1.4.2 MANPOWER DEVELOPMENT
The Israel National Cyber Bureau (INCB) will provide various types of educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors such as the "national education
plans", commonly aimed at "increasing public awareness" to cyber threats. The INCB also established a
committee for the definition of the cyber professions.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Israeli national CIRT (CERT GOVIL) and the academic network CERT (IUCC-CERT) are the officially recognized
certified government and public sector agencies certified under internationally recognized standards in
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
The INCB coordinates national and international exercises as well as cooperation with parallel bodies abroad.
The Bureau acts to develop foreign relations in the cyber field with friendly countries for various purposes such
as information sharing, mutual R&D and more.
1.5.2 INTRA-AGENCY COOPERATION
The Israel National Cyber Bureau (INCB) is the officially recognized national program for sharing cybersecurity
assets within the public sector. The INCB advances coordination and cooperation between governmental bodies,
the defense community, academia, industrial bodies, business and other bodies relevant to the cyber field.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The Israel National Cyber Bureau (INCB) is the officially recognized national or sector-specific program for sharing
cybersecurity assets within the public and private sector. The INCB promotes cybersecurity within the civilian
and private sectors, in cooperation with other government offices.
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1.5.4 INTERNATIONAL COOPERATION
Israel is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Also the Israel
National Cyber Bureau (INCB) coordinates national and international exercises as well as cooperation with
parallel bodies abroad.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Article 214 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Israel has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Israel has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The following supports provide information on internet safety for parents, children and educators:
- The Ministry of Education (*) offers different tools for parents, teachers and children about online safety.
- The website http://safe.org.il/ provides information on safe internet for parents, children and educators.
- The IUCC Computer Emergency Response Team (IUCC CERT) is responsible for Israeli cybersecurity in higher
education. It has no specific information on child online protection.
2.4 REPORTING MECHANISM
The academic network CERT (IUCC-CERT) provides the following email address to report a computer incident:
cert@cert.ac.il.
Also the website ISOC-IL provides an online reporting form.
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CYBERWELLNESS PROFILE
ITALY
BACKGROUND

1

Total Population: 60 964 000

Internet users, percentage of population: 58.46%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Penal Code.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on Electronic Commerce
-Law on Electronic Communications -Law on Electronic Signatures.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
The Ministry of Economic Development has been mandated by the Legislative Decree n.70, May 28 th 2012, which
transposes the 2009/140/EC Directive, to implement the national CERT (CERT-SPC).
1.2.2 STANDARDS
Italy does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Italy does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Italy has an officially recognized national cybersecurity strategy through the National Strategic Framework for
Cyberspace Security.
1.3.2 ROADMAP FOR GOVERNANCE
The National Plan for Cyberspace Protection and ICT Security provides a national governance roadmap for
cybersecurity in Italy.
1.3.3 RESPONSIBLE AGENCY
The Presidency of the Council of the Ministers is the officially recognized organization responsible for
implementing a national cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Italy does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Italy has officially recognized national or sector-specific research and development (R&D) programs/projects for
cybersecurity standards, best practices and guidelines through the National Plan for Cyberspace Protection and
ICT Security.
1.4.2 MANPOWER DEVELOPMENT
Italy has officially recognized national or sector-specific educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals through the National CERT(CERT-SPC-C) and CNAIPIC (National Anti-Crime
Computer Centre for Critical Infrastructure Protection).
1.4.3 PROFESSIONAL CERTIFICATION
Italy does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The Body of Information Security Certification (OCSI) certifies government and public sector agencies under
internationally recognized standards in cybersecurity. However they are no exact numbers of public agencies
being certified.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Italy has an officially recognized partnership with Israel to facilitate sharing of cybersecurity assets across
borders.
1.5.2 INTRA-AGENCY COOPERATION
The Guideline for National Cybersecurity mandates the sharing of cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Italy has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector through the National Plan for Cyberspace Protection and ICT Security.
1.5.4 INTERNATIONAL COOPERATION
Italy is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Italy also
participates in the Network and Information Security Platform (NIS Platform), established by the European
Commission. The output of the platform will feed into the Commission recommendations on cybersecurity. Italy
participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-The Criminal Code (Article 600 and 609).
2.2 UN CONVENTION AND PROTOCOL
Italy has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Italy has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
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2.3 INSTITUTIONAL SUPPORT
Italy Computer Incident Response Team (CERT-SPC-C) is the officially recognized agency that offers institutional
support on child online protection.
2.4 REPORTING MECHANISM
The Stop-it website provides links to report child online pornography. Telefono Azzuro also provides forms to
report illegal content.
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CYBERWELLNESS PROFILE
JAMAICA
BACKGROUND
Total Population: 2 761 000

Internet users, percentage of population: 37.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Cybercrimes Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The Jamaican government in collaboration with ITU is in the process of establishing a national CIRT to assist in
the protection of Jamaica’s online cyber infrastructure.
1.2.2 STANDARDS
There is no officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards in Jamaica.
1.2.3 CERTIFICATION
There is no framework for the certification and accreditation of national agencies and public sector professionals
in Jamaica.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is a draft National Cybersecurity Strategy to be launched soon.
1.3.2 ROADMAP FOR GOVERNANCE
There is no governance roadmap for cybersecurity in Jamaica.
1.3.3 RESPONSIBLE AGENCY
The following agencies are responsible for the cybersecurity in Jamaica:
- Constabulary Force (JCF)
- The Ministry of Science, Technology, Energy and Mining (MSTEM)
- Communication Forensic and Cybercrime Unit (CFCU) of the Jamaica.
1.3.4 NATIONAL BENCHMARKING
There is no benchmarking or referential to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in Jamaica.
1.4.2 MANPOWER DEVELOPMENT
The National Cybersecurity Task Force (NCSTF) is tasked with assisting in creating a framework to build
confidence in the use of cyberspace and the protection and security of related assets; establishing a public
education and awareness program; and formulating a strategy to develop, grow and retain high quality cyber
talent for the national workforce. Two of the major universities (Northern Caribbean University and the
University of the West Indies) offer degrees in computer science with some degree of specialization in
information security and network security, as well as more advanced coursework in cryptography.
1.4.3 PROFESSIONAL CERTIFICATION
Jamaica does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Jamaica does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework for sharing cybersecurity assets across borders with other nation states in Jamaica.
1.5.2 INTRA-AGENCY COOPERATION
Jamaica has officially recognized the NCSTF as responsible for the national program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The NCSTF is tasked with promoting collaboration amongst all stakeholders.
1.5.4 INTERNATIONAL COOPERATION
Jamaica is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Jamaica also
participates in the OAS.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Section 9 of the Sexual Offences Act
- The Child Pornography (Prevention) Act.
2.2 UN CONVENTION AND PROTOCOL
Jamaica has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Jamaica has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information about any agency that is responsible for the protection of children online.
2.4 REPORTING MECHANISM
There is no information about any website or hotline to which incidents can be reported.
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CYBERWELLNESS PROFILE
JAPAN

BACKGROUND
Total Population: 126 435 000

Internet users, percentage of population: 86.25%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Japan has a specific legislation pertaining to cybercrime. It is mandated through the following legal instrument:
-Unauthorized Computer Access Law 2000.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Electronically Recorded Monetary Claims Act
-Telecommunications Business
Law
-Act on Regulation of Transmission of Specified Electronic Mail -Act on the Protection of Personal Information
-Law Concerning Electronic Signatures and Certification Business
-Basic Act on the Formation of an Advanced Information and Telecommunications Network Society.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Japan has an officially recognized and legally mandated government CERT (JPCERT/CC).
1.2.2 STANDARDS
Japan has an officially approved national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the following instrument:
-Technical Standards for Information Security Measures for the Central Government Computer Systems (April
2012).
1.2.3 CERTIFICATION
The Management Standards for Information Security Measures for the Central Government Computer Systems
is the framework for certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Basic Policy of Critical Information Infrastructure Protection and Information Security Strategy for Protecting
the Nation in Japan are the officially recognized national and sector-specific cybersecurity policy and strategy in
Japan.
1.3.2 ROADMAP FOR GOVERNANCE
The Information Security 2012 Annual Plan is the officially recognized national or sector-specific governance
roadmap for cybersecurity in Japan.
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1.3.3 RESPONSIBLE AGENCY
In Japan the National Information Security Center (NISC) is the officially recognized agency responsible for
implementing a national cybersecurity strategy and policy.
Other agencies include the following:
-Information Security Policy Council (ISPC)

-National Policy Agency

-Ministry of Economy, Trade and Industry (METI)

-Ministry of Internal Affairs and Communications (MIC)

-Ministry of Defense.
1.3.4 NATIONAL BENCHMARKING
Japan does not have any national benchmarking and referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Japan has in place an Information Security Research and Development Strategy for cybersecurity standards, best
practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
The officially recognized national or sector-specific educational and professional training programs for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors are:
-Information Security Human Resource Development Program
Month
-Information Security Outreach and Awareness Program

-NISC Information Security Awareness
-JPCERT/CC.

1.4.3 PROFESSIONAL CERTIFICATION
Although Japan is home to 22 members of FIRST it does not have an officially recognized national or sectorspecific body responsible for certification of professionals.
1.4.4 AGENCY CERTIFICATION
Japan does not have any officially recognized national or sector-specific body responsible for certifying agencies.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Japan currently partners with the US, Israel and the UK on cybersecurity matters.
1.5.2 INTRA-AGENCY COOPERATION
The Ministry of Defense Information sharing programs and the METI Cybersecurity Information Sharing
Partnership Japan (J-CSIP) serve as a framework for sharing cybersecurity assets between agencies.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The officially recognized body for information sharing between the public and private sector is (JPCERT/CC) which
shares information with domestic vendors particularly of the private sector. The METI Cybersecurity Information
Sharing Partnership Japan (J-CSIP) is also responsible for sharing cybersecurity assets between the public and
private sector.
1.5.4 INTERNATIONAL COOPERATION
Japan is part of the ASEAN and APCERT. In place also is an International Strategy on Cybersecurity.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-Articles 174 and 175 of the Criminal Code.
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-Article 7 of the Act on Punishment of Activities relating to Child Prostitution and Child Pornography, and the
Protection of Children.
-The Act on Development of an Environment that Provides Safe and Secure Internet Use for Young People.
2.2 UN CONVENTION AND PROTOCOL
Japan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Japan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The following are the officially recognized and legally mandated support institutions in Japan:
- NISC
- EMA
2.4 REPORTING MECHANISM

- JISPA

-JPCERTCC.

Harmful and illegal content online can be filled and reported at the Internet Report Centre in Japan.
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CYBERWELLNESS PROFILE
JORDAN
BACKGROUND
Total Population: 6 457 000

Internet users, percentage of population: 44.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Law on Information System and Cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Electronic Transaction Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Jordan does not have an officially recognized CIRT Team; however they are currently working on it. A CIRT
readiness assessment was conducted for Jordan in 2014 by ITU.
1.2.2 STANDARDS
Jordan does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards. However the National Information Technology
Center (NITC) maintains some audits on governmental entities using ISO 27001 standard.
1.2.3 CERTIFICATION
Jordan does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Jordan has an officially recognized national cybersecurity strategy (National Information Assurance and Cyber
Security Strategy).
1.3.2 ROADMAP FOR GOVERNANCE
Jordan does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Information Technology Center (NITC) is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Jordan does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Jordan does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Jordan does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Jordan has 14 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Jordan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Jordan does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Jordan’s National Information Technology Center has an officially recognized national program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Jordan does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector. However according to the CERT roadmap, they will handle this role.
1.5.4 INTERNATIONAL COOPERATION
Jordan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Jordan is also
a member of the OIC-CERT Team. The goal of OIC-CERT is to provide a platform for member countries to explore
and to develop collaborative initiatives and possible partnerships in matters pertaining to cybersecurity that shall
strengthen their self-reliance in the cyberspace. Jordan hosted and participated in the ITU-IMPACT Applied
Learning for Emergency Response Teams (ALERT) at Jordan, in July 2012. Jordan participated in the International
Cyber Shield Exercise 2014 in Turkey (ICSE 2014).

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Jordan does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Jordan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Jordan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Jordan does not have any officially recognized agency that offers intuitional support on child online protection.
2.4 REPORTING MECHANISM
Jordan does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF KAZAKHSTAN

BACKGROUND
Total Population: 16 381 000

Internet users, percentage of population: 54.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code
- Kazakhstan's Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Informatization
- Law on Communications
- Draft Law on Personal Data Protection
- Law on Electronic Documents and Digital Signatures
- Laws on the Protection of State Secrets of the Republic of Kazakhstan
- Amendments and additions to some legislative acts of the Republic of Kazakhstan on Information and
Communication Networks.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Kazakhstan has an officially recognized national CERT known as KZ-CERT.
1.2.2 STANDARDS
Kazakhstan does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Kazakhstan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Kazakhstan has an officially recognized Military Doctrine and Policy which is the national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Kazakhstan.
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1.3.3 RESPONSIBLE AGENCY
There is no information about any agency that is responsible for cybersecurity in Kazakhstan.
1.3.4 NATIONAL BENCHMARKING
Kazakhstan does not have any benchmarking or referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development (R&D) program or project
for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Kazakhstan.
1.4.3 PROFESSIONAL CERTIFICATION
Kazakhstan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Kazakhstan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
India and Kazakhstan adopted a Road map for 2011-2014 to strengthen the strategic partnership.
1.5.2 INTRA-AGENCY COOPERATION
Kazakhstan does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Kazakhstan.
1.5.4 INTERNATIONAL COOPERATION
KZ-CERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 273.1* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Kazakhstan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
Kazakhstan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Kazakhstan.
2.4 REPORTING MECHANISM
Illegal content can be reported to the hotline for prevention and response to illegal content in Kazakhstan.
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CYBERWELLNESS PROFILE
KENYA
BACKGROUND
Total Population: 42 749 000

Internet users, percentage of population: 39.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013 )

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Information and Communication
Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Information and Communication Act (Amended).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT completed a CIRT Implementation in the country in October 2012 and the national computer
incident response team is the KE-CIRT/CC.
1.2.2 STANDARDS
Kenya does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Kenya does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Kenya is in the process of developing an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Kenya is in the process of developing a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Ministry for Information, Communications and Technology is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.

263

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.3.4 NATIONAL BENCHMARKING
Kenya has officially recognized national or sector-specific benchmarking exercises or referential used to measure
cybersecurity development through collaboration with ITU.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Kenya does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Kenya has officially recognized national or sector-specific educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals through the national CIRT (KE-CIRT/CC).
1.4.3 PROFESSIONAL CERTIFICATION
Kenya does not have the exact numbers of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Kenya Competition Authority is currently in the process of being certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Kenya has officially
recognized partnerships with EACO Working Group 5 on IP Networks, Standards and Cybersecurity.
1.5.2 INTRA-AGENCY COOPERATION
Kenya has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the Industry Computer Security Incident Response Team (iCSIRT).
1.5.3 PUBLIC SECTOR PARTNERSHIP
Kenya has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector through the national CIRT (KE-CIRT/CC).
1.5.4 INTERNATIONAL COOPERATION
Kenya is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Kenya is also
a member of the EACO Working Group 5 on IP Networks, Standards and Cybersecurity. Kenya is among the
beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara
Africa” (HIPSSA).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Sexual Offense Act
-Children Act
-Information and Communication Act.
2.2 UN CONVENTION AND PROTOCOL
Kenya has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Kenya has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
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2.3 INSTITUTIONAL SUPPORT
Kenya does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Kenya does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
KIRIBATI
BACKGROUND
Total Population: 103 000

Internet users, percentage of population: 11.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Kiribati does not have any specific legislation on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Telecommunication Act
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Kiribati does not have an officially recognized national CIRT. However it is a member of the Pacific Island Regional
CIRT (PacCERT).
1.2.2 STANDARDS
Kiribati does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Kiribati does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Kiribati does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Kiribati does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The ICT unit in the Ministry of Communication, Transport and Tourism Development is the officially recognized
agency responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Kiribati does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Kiribati does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Kiribati does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Kiribati does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Kiribati does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Kiribati has an officially recognized partnership with PacCERT to facilitate sharing of cybersecurity asset across
border.
1.5.2 INTRA-AGENCY COOPERATION
Kiribati does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Kiribati does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Kiribati is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Kiribati also
participated in cybersecurity training and forums organized by PacCERT.
Kiribati is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy,
Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Kiribati does not have specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Kiribati has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Kiribati does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Kiribati does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF KOREA

BACKROUND
Total Population: 48 588 000

Internet users, percentage of population: 84.77%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Criminal Act (Art. 316(2), Art. 366, Art, 314(2), Art. 347(2), Art. 227(2), Art. 323(2), Art. 140(3), Art 141(1))
- Act on Promotion of Information and Communications Network Utilization and Information Protection
- Personal Information Protection Act
- Act on the Protection of Information and communications Infrastructure.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Act on Promotion of Information and Communications Network Utilization and Information Protection
- Personal Information Protection Act
- Use and Protection of Credit Information Act
- Electronic Financial Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Republic of Korea has an officially recognized national CIRT (KrCERT/CC) and a private CERT (CONCERT) that is
promoting secure operation of information and communications network by preventing incidents in the
domestic information and communications network.
1.2.2 STANDARDS
The Information Security Management system (ISMS) is the officially approved national (and sector specific)
cybersecurity framework for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
The Korea Internet Security Agency (KISA) provides cybersecurity frameworks in order to foster professionals
equipped with information security technology and practical abilities, national qualification. Also SIS (Specialist
for Information Security), an accredited private qualification, was promoted to national technical qualification
(information security engineer/ industrial information security engineer) in 2013.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Republic of Korea has an officially recognized national cybersecurity strategy National Cybersecurity Measures
in order to ensure a systematic government-level response to various cyber threats to national security.
1.3.2 ROADMAP FOR GOVERNANCE
The Personal information protection normalization plan (five plans) provides a national governance roadmap for
cybersecurity in Republic of Korea.
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1.3.3 RESPONSIBLE AGENCY
The Ministry of Science, ICT and Future Planning establishes, supervises, adjusts and evaluates scientific and
technological policies, such as on information security, information culture, ICT convergence promotion and
radio wave management. It also monitors and coordinates the implementation of a national cybersecurity
strategy, policy and roadmap in Republic of Korea.
1.3.4 NATIONAL BENCHMARKING
The National Information Security Index is a measure for assessing the information security level of the private
sector (enterprises and individual internet users) in Republic of Korea and is the officially recognized national
benchmarking referential to measure cybersecurity development. The Ministry of Science, ICT and Future
Planning also organizes joint workshops and shares information with countries, agencies and companies holding
excellent technologies by concluding MoU with them .
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Korea Internet Security Agency (KISA) provides various guidelines regarding personal information protection
on Internet, VOIP information security and biometric information. It is also the officially recognized national or
sector-specific research and development (R&D) program/project for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector.
1.4.2
MANPOWER DEVELOPMENT
The ICIS (International Conference on Information Security) share latest information about information security,
such as domestic and international advanced security technologies, success cases and government policies, and
to highlight the importance of security industry as the next-generation growth power.
The Korea Internet Security Agency (KISA) also provides various educational and professional training programs
in order to raise awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in both public and private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Republic of Korea has numerous public sector professionals certified under internationally recognized
certification programs in cybersecurity such as CISA, CISSP etc. However it did not conduct a survey to gather the
exact statistic.
1.4.4 AGENCY CERTIFICATION
The Korea Internet Security Agency (KISA) is the only public agency certified under internationally recognized
standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Korea Internet Security
Agency (KISA) has signed MoU and has officially recognized partnerships with the following organizations:
- Office of cybersecurity and Information Assurance
(OCSIA UK)

- Israël National Cyber Bureau (INCB)

- Checkpoint Israel

- MacAfee

- Microsoft

- CERT Australia

- CERT Romania (CERT-RO)

- Japan CERT (JP CERT)

- Chinse CERT (CN CERT)

- Cybersecurity Institute (STS) of Kazakhstan.

1.5.2 INTRA-AGENCY COOPERATION
Republic of Korea has officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector through the Information Communication Infrastructure Protection Committee which is
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part of Ministry of Science, ICT and Future Planning and which aims to coordinate policies on critical ICT
infrastructure and improve institution on protection of critical ICT infrastructure.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The National Cyber Security Conference is held on a regular basis in order to share information about key cyber
security threats occurring in public and private sector in which governmental departments, key CERTs, security
companies (vaccine, monitoring) and ISP are the participating organizations.
Republic of Korea has also has a Private – Public – Military Joint Response Team created by the Ministry of
Science, ICT and Future Planning organized and operated for decision-making on cyber threats, situation
monitoring, analysing of threats and joint investigation.
1.5.4 INTERNATIONAL COOPERATION
Republic of Korea participated in several cybersecurity activities with APCERT and FIRST, of which the Korean
CERT KrCERT/CC is a member.
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 243-245 o the Criminal Code.
- Article 8 of the Act on the Protection of Children and Juveniles from Sexual Abuse.
2.2 UN CONVENTION AND PROTOCOL
Republic of Korea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Republic of Korea has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Illegal and Harmful Information Report Center (*), under the Korean Communications Standards Commission
(KCSC (*)), works on the protection of internet users with the Korean National Police Agency, the Commission on
Youth Protection, NGOs and ISPs.
The SafeNet (*) website, under KCSC (*) introduced a rating system that allows content providers to rate and
filter content according a selection made by parents and educators.
The Korean Computer Emergency Response Team (KrCERT/CC*) provides information on general cyber-threats.
2.4 REPORTING MECHANISM
The Illegal and Harmful Information Report Center, a channel of the Korean Internet Safety Commission, receives
report on illegal and harmful information.
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CYBERWELLNESS PROFILE
STATE OF KUWAIT
BACKGROUND
Total Population: 2 892 000

Internet users, percentage of population: 75.46%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2. TECHNICAL MEASURES
1.2.1 CIRT
Kuwait does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Kuwait does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Kuwait.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Kuwait does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Kuwait.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Kuwait.
1.3.4 NATIONAL BENCHMARKING
Kuwait does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Kuwait does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Kuwait has an Information Security forum which is nationally recognized as a program for creating awareness for
cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Kuwait does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Kuwait does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Kuwait has a security program with the UK.
1.5.2 INTRA-AGENCY COOPERATION
Kuwait does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Kuwait.
1.5.4 INTERNATIONAL COOPERATION
Kuwait is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Kuwait has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Kuwait has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Central Agency for Information Technology (*) launched a National Awareness Program in 2008 and
maintains a weekly broadcast in Kuwait Satellite Channel on a variety of IT topics including internet safety.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Kuwait.
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CYBERWELLNESS PROFILE
KYRGYZ REPUBLIC

BACKGROUND
Total Population: 5 448 000

Internet users, percentage of population: 23.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Law on Protection of Software and Databases.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Kyrgyzstan does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Kyrgyzstan does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Kyrgyzstan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Kyrgyzstan does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Kyrgyzstan.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Kyrgyzstan.
1.3.4 NATIONAL BENCHMARKING
Kyrgyzstan does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Kyrgyzstan does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Kyrgyzstan.
1.4.3 PROFESSIONAL CERTIFICATION
Kyrgyzstan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Kyrgyzstan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Kyrgyzstan does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Kyrgyzstan does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Kyrgyzstan.
1.5.4 INTERNATIONAL COOPERATION
Kyrgyzstan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Kyrgyzstan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Kyrgyzstan has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Kyrgyzstan.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Kyrgyzstan.
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CYBERWELLNESS PROFILE
LAO PEOPLE’S DEMOCRATIC REPUBLIC
BACKROUND
Total Population: 6 374 000

Internet users, percentage of population: 12.50%

(data source: United Nations Statistics Division, December
2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Lao PDR does not have specific legislation on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Lao PDR does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Lao PDR has an officially recognized national CIRT, LaoCERT. ITU conducted a CIRT assessment for Lao PDR in
2011.
1.2.2 STANDARDS
Lao PDR does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Lao PDR does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Lao PDR does not have an officially recognized national cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
Lao PDR does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Lao PDR does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Lao PDR does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Lao PDR does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Lao PDR does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Lao PDR does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Lao PDR does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Lao PDR has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Lao PDR does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Lao PDR does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Lao PDR is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Lao PDR
participated in the Applied Learning for Emergency Response Team (ALERT) in December 2011, held in Yangon,
Myanmar.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 138 (*) of the Criminal Code.
-Article 86 (*) of the Law on the Protection of the Rights and Interests of Children.
2.2 UN CONVENTION AND PROTOCOL
Lao PDR has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Lao PDR has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Lao PDR does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Lao PDR does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF LATVIA
BACKGROUND
Total Population: 2 235 000

Internet users, percentage of population: 75.2344%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- National Information System Law
- The Electronic Communications Law
- Information Technology Security Law.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Latvia has an officially recognized national CIRT known as CERT.LV.
1.2.2 STANDARDS
There are officially approved national and sector specific cybersecurity frameworks for implementing
internationally recognized cybersecurity standards:
- ISO 27000

- ITIL, ISO 20000

- COBIT

- ISO 13335

- IT Safety Guidelines
- Online collection system certification
- ISF Standard of Good Practice for Information Security.
1.2.3 CERTIFICATION
Latvia does not have any nationally recognized cybersecurity framework for certification and accreditation of
national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Latvia has officially recognized National Security Concept and Cyber Security Strategy of Latvia 2014-2018 as its
national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The Cybersecurity Policy in Latvia Coordination, Strategy & Priorities presented by the Ministry of Defense
provides the national governance roadmap for cybersecurity in the Latvia.
1.3.3 RESPONSIBLE AGENCY
The National IT Security Council and the Ministry of Defense oversee cybersecurity strategy, policy and roadmap
in Latvia.
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1.3.4 NATIONAL BENCHMARKING
Currently there are no national or sector-specific benchmarking exercises or referential used to measure
cybersecurity development in Latvia.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
CERT.LV has developed information technology security recommendations for state and local government
authorities; it also has produced some activity reports which suffice as the officially recognized national or sectorspecific research and development (R&D) programs/projecst for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
CERT.LV produces training for IT security issues at the national and local government institutions.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
CERT.LV is the officially recognized certified government and public sector agency certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
CERT.LV partners with its counterparts around Europe, sharing cybersecurity assets. Latvia is an accredited
member state of the TI TF-CSIRT. TF-CSIRT holds regular security incident response team meetings to better get
to know colleagues from other countries, as well as to work together in different areas of research and to improve
incident resolution options.
1.5.2 INTRA-AGENCY COOPERATION
The CERT.LV cooperates with state and local authorities encouraging them to make the security of their
electronic information space a priority. CERT.LV has prepared a brief overview of the legal frame of cooperation
with state and local authorities.
1.5.3 PUBLIC SECTOR PARTNERSHIP
CERT.LV cooperates with the Internet Service providers as a framework for sharing cybersecurity assets between
the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
CERT.LV is a member of FIRST and TERENA. The government of Latvia has recognized the danger of increased
cyber threats and is working together with NATO, the European Union, the Baltic States, Nordic states, and the
United States to strengthen its cybersecurity. The United States supports Latvia’s efforts through visits by U.S.
experts and Latvian participation in EUCOM and NATO sponsored events and U.S.-based training. The
government of Latvia is also a partner in the Freedom Online Coalition, a group of governments collaborating to
advance Internet freedom.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 166 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Latvia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Latvia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
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Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The Watchmen website, under the Latvian national police provides information on internet safety for children
and youth.
2.4 REPORTING MECHANISM
Illegal online content can be reported in the website of the Latvian Safer Internet Centre or by the phone number:
11611.

279

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
LEBANON
BACKGROUND
Total Population: 4 292 000

Internet users, percentage of population: 70.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Lebanon does not have specific criminal legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Lebanon does not have specific regulation and compliance requirements on cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT conducted a CIRT readiness assessment for Lebanon at Beirut, Lebanon in October 2012.
Lebanon does not have an officially recognized national CIRT currently.
1.2.2 STANDARDS
Lebanon does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Lebanon does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Lebanon does not have an officially recognized national cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
Lebanon does have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Telecommunication Regulatory Authority (TRA) is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Lebanon does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Lebanon does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
There are a number of cybersecurity research initiatives in Lebanon conducted under the American University of
Beyrouth.
Currently Lebanon relies on its service providers, Cybercrime Bureau and individual experts to provide support
and knowledge sharing on best practices and security awareness. In addition, the Ministry of
Telecommunications (MOT) and the Telecommunications Regulatory Authority (TRA) hosted the "Responsible
Citizen in Cyberspace" event on April 15, 2013 at the MOT premises.
1.4.3 PROFESSIONAL CERTIFICATION
Lebanon does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Lebanon does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Lebanon has an officially
recognized partnership with the following organization:
-Pan Arab Observatory for Cybersecurity.
1.5.2 INTRA-AGENCY COOPERATION
Lebanon does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Lebanon does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Lebanon is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Lebanon does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Lebanon has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Lebanon has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Lebanese Telecommunication Regulatory Authority (*) presents information (*) on child online protection,
(link to National Safety Website by TRA www.e-aman.com) and leads an intense awareness program for Child
Online Protection
2.4 REPORTING MECHANISM
Lebanon does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
LESOTHO
BACKGROUND
Total Population: 2 217 000

Internet users, percentage of population: 5.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Lesotho does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Lesotho does not have any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT conducted a CIRT readiness assessment for Lesotho at Maseru, Lesotho during November 2012 (19
- 23rd November 2012). Lesotho does not have yet an officially recognized national CIRT.
1.2.2 STANDARDS
Lesotho does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Lesotho does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Lesotho does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Lesotho does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communication, Science and Technology is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Lesotho does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Lesotho does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Lesotho does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Lesotho does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Lesotho does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Lesotho does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Lesotho does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Lesotho does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Lesotho is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Lesotho is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
-Sexual Offense Act.
2.2 UN CONVENTION AND PROTOCOL
Lesotho has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Lesotho has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Lesotho does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Lesotho does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
LIBERIA
BACKGROUND
Total Population: 4 245 000

Internet users, percentage of population: 4.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Liberia does not have any officially recognized national legislation pertaining to cybercrime. However it has
transposed the Economic Community of West African States (ECOWAS) Directive on Cybercrime into local
Telecommunications law, which is currently awaiting legislative approval.
1.1.2
REGULATION AND COMPLIANCE
Liberia does not have any officially recognized regulation pertaining to cyber security. However it has transposed
the Economic Community of West African States (ECOWAS) Directive on Cybercrime into our local
Telecommunications law, which is currently awaiting legislative approval.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Liberia at Addis Ababa, Ethiopia in March 2014 (10-14th March
2014). Currently, Liberia does not have any officially recognized national CIRT. However it is in the process of
developing such a body with technical expertise from ITU.
1.2.2 STANDARDS
Liberia does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Liberia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Liberia does not have an officially recognized national cybersecurity strategy. Her current ICT policy minimally
addresses cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
Liberia does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Government of Liberia CIO program is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Liberia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Liberia have officially recognized national or sector-specific research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
However these initiatives are currently in their infant stages under the Government of Liberia CIO Program. There
are various assessments being conducted which would consummate into a full Enterprise Architecture (EA)
framework for the Government. The EA framework would address such issues as cybersecurity standards, best
practices etc.
1.4.2 MANPOWER DEVELOPMENT
Liberia has a number of Universities which provide computer security related programs. It has also developed a
professional program that certifies CIOs, which includes security related programs among others.
1.4.3 PROFESSIONAL CERTIFICATION
Liberia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Liberia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Liberia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Liberia Chief Information Officer (CIO) has officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector
1.5.3 PUBLIC SECTOR PARTNERSHIP
Liberia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Liberia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Liberia is also
a member of ECOWAS. Liberia is among the beneficiaries of the EU/ITU co-funded project “Support for
Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Children Law (Section 18.16).
2.2 UN CONVENTION AND PROTOCOL
Liberia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Liberia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Liberia does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Liberia does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
LIBYA
BACKGROUND
Total Population: 6 469 000

Internet users, percentage of population: 16.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Libya does not have specific legislation pertaining to cybercrime. However Libya is currently embarking in drafting
new legislations on cyber-activities e.g. Cybercrime Law, Data Protection Law, Cyber-IPR Law, e-Transactions
Law, e-Commerce Law.
1.1.2
REGULATION AND COMPLIANCE
Libya does not have specific regulation and compliance requirements pertaining to cybersecurity. However,
NISSA is mandated to carry out the needed steps for such cybersecurity compliance process at the national level.
1.2 TECHNICAL MEASURE
1.2.1 CIRT
Libya requested assistance from ITU for establishing a national CIRT. As a result, Libya-CERT is up and running
since February 2013 providing some basic services under the umbrella of the National Information Security and
Safety Authority (NISSA). The webpage of Libya-CERT is under construction.
1.2.2 STANDARDS
Libya does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards. However, NISSA is mandated to carry out the
needed steps for such cybersecurity framework at the national level including governmental agencies.
1.2.3 CERTIFICATION
Libya does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Libya does not have an officially recognized national cybersecurity strategy. However NISSA is currently
developing a national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Libya does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The NISSA and the Ministry of Communications and Informatics are the officially recognized agencies responsible
for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Libya does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Libya does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
NISSA is running a national program in raising the awareness and promoting cybersecurity specific educational
program among the public and private sectors. NISSA has organized the first International Cybersecurity Days
Conference (CDC) during the period 27-29 August 2013 in Libya with participation from international
organizations.
1.4.3 PROFESSIONAL CERTIFICATION
Libya does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Libya does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Libya has officially
recognized partnerships with the following organizations:
-United States Trade and Development
Agency
-TUN-CERT

-National US-Arab Chamber of Commerce

-OMAN-CERT

-Alcatel-Lucent France CERT and SOC

1.5.2 INTRA-AGENCY COOPERATION
NISSA is currently implementing an officially recognized national program for sharing cybersecurity assets within
the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Libya does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Libya participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17
July in Amman, Jordan.
Libya also participated in Africa-CERT, OIC-CERT, SANS and EC-Council activities
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 421)
2.2 UN CONVENTION AND PROTOCOL
Libya has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
Libya has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Libya does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Libya does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
PRINCIPALITY OF LIECHTENSTEIN
BACKGROUND
Total Population: 36 500

Internet users, percentage of population: 93.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection Act
- Law on E-commerce
- Law on Electronic Signatures
- Law on Electronic Communication
- Law on the Re-use of Public Sector Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Liechtenstein does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Liechtenstein does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Liechtenstein.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Liechtenstein does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Liechtenstein.
1.3.3 RESPONSIBLE AGENCY
There is no nationally recognized agency for the cybersecurity in Liechtenstein.
1.3.4 NATIONAL BENCHMARKING
Liechtenstein does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Liechtenstein does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Liechtenstein.
1.4.3 PROFESSIONAL CERTIFICATION
Liechtenstein does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Liechtenstein does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Liechtenstein does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Liechtenstein does not have any officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Liechtenstein.
1.5.4 INTERNATIONAL COOPERATION
Liechtenstein is a member of the CoE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- §218(a) and §219* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Liechtenstein has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Liechtenstein has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Liechtenstein.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Liechtenstein.
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CYBERWELLNESS PROFILE
LITHUANIA
BACKGROUND
Total Population: 3 292 000

Internet users, percentage of population: 68.45%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Criminal Code of the Republic of Lithuania (chapter on crimes against security of electronic Data and
Information Systems).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Law in Electronic Communication (Article 42 & 62).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Lithuani a has an officially recognized national CIRT (CERT-LT) established within the Communications Regulatory
Authority dealing with network and information security incidents in Lithuanian public electronic
communications networks.
Concerning sector-specific CERT; LITNET CERT is the Computer Emergency Response Team of the Lithuanian
academic and research network LITNET. SVDPT-CERT is a computer emergency response team of Secure State
Data Communication Network of the Lithuanian state institutions and municipalities and LTU MOD CIRT is a
computer incident response team of the Lithuanian Ministry of Defence.
1.2.2 STANDARDS
There is no available information concerning any officially approved national or sector specific cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Programme for the Development of Electronic Information Security for 2011–2019 approved by Government
of the Republic of Lithuania and carried out by the Ministry of the Interior is the officially recognized national
cybersecurity policy.
The purpose of the Programme is in one hand to determine the objectives and tasks for the development of
electronic information in order to ensure the confidentiality, integrity and accessibility of electronic information
and services provided in cyberspace, safeguarding of electronic communication networks, information systems
and critical information infrastructure against incidents and cyberattacks, protection of personal data and
privacy, as well as to set the tasks, implementation of which would allow total security of cyberspace and entities
operating in this medium. On the other hand the programme ensures the security of state-owned information
resources, an efficient functioning of critical information infrastructure.
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1.3.2 ROADMAP FOR GOVERNANCE
The Programme for the Development of Electronic Information Security for 2011–2019 provides a national
governance roadmap for cybersecurity in Lithuania.
1.3.3 RESPONSIBLE AGENCY
The coordination of the national cybersecurity strategy (Programme for the Development of Electronic
Information Security for 2011–2019 implementations) is carried out by the Ministry of the Interior of the Republic
of Lithuania. Also, an inter-institutional Electronic Information Security (Cybersecurity) Coordination Commission
is in operation, chaired by the representative of the Ministry of the Interior.
1.3.4 NATIONAL BENCHMARKING
There is no available information concerning any officially recognized national of sector-specific benchmarking
exercises or referential used to measure cybersecurity development in Lithuania.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information concerning any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
There is no available information concerning any officially recognized national or sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information concerning any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Lithuanian CERT-LT, LITNET CERT, SVDPT-CERT are all accredited teams by Trusted Introducer which address
common needs and build a service infrastructure providing vital support for all security and incident responses
teams.
LITNET is a member of the Trans-European Research and Education Networking Association TERENA which offers
a forum to collaborate, innovate and share knowledge in order to foster the development of Internet technology.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Lithuania has officially
recognized national or sector-specific partnerships with the following organizations:
-The Communication Regulatory Authority (RTT) which is an independent national institution regulating
communication sector in Lithuania that implements the European Union Safer Internet programme and, in
cooperation with the Centre of Information Technologies in Education (ITC) and other partners executes the
Safer Internet project.
- Association INHOPE which is a hotline established by RRT to report illegal or harmful content on the Internet
- Council of Europe

-ENISA

CERT-LT has signed Memorandums of Understanding with CERTs of other countries (e.g., KZ-CERT).
1.5.2 INTRA-AGENCY COOPERATION
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets between the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Lithuania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Lithuania participated in the cybersecurity activities of ENISA. Lithuania, represented by the Communications
Regulatory Authority, is a member of the Government Advisory Committee (GAC), an advisory body to the Board
of Directors of the Internet Corporation for Assigned Names and Numbers (ICANN), the organization which
performs the administration of the Internet protocol addresses, domain name system and Internet root servers.
The main function of GAC is to advise ICANN on public policy issues.
Lithuania also participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
CERT-LT, LITNET CERT, LTU MOD CIRT are members of FIRST and are all listed teams by Trusted Introducer of
TERENA .
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
Article 309* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Lithuania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Lithuania has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The website of the Lithuanian Communications Regulatory Authority (CRA (*)) has information on internet
security for consumers and provides a link to Safer Internet.
2.4 REPORTING MECHANISM
Online information with pedophilic or pornographic character or information inciting racial and ethnic hatred
can be reported in the website (*) of Safer Internet Lithuania.
Online harmful content
Team (cert-lt (*)).

can be reported at the website of the Lithuanian Computer Emergency Response
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CYBERWELLNESS PROFILE
LUXEMBOURG
BACKGROUND
Total Population: 523 000

Internet users, percentage of population: 93.77%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Data Protection on Electronic Communications - Law on Electronic Communications and Radio Waves
- Law on Electronic Commerce
- Law on Electronic Signature and Cryptography
- Law on the Protection of Individuals with regard to the Processing of Personal Data.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Luxembourg has an officially recognized national CIRT GOVCERT.LU and the Computer Incident Response Center
Luxembourg (CIRCL) is a government-driven initiative designed to gather, review, report and respond to
computer security threats and incidents.
1.2.2 STANDARDS
There is no information on any framework for implementing internationally recognized cybersecurity standards
in Luxembourg.
1.2.3 CERTIFICATION
There is no information on any framework for certification and accreditation of national agencies and public
sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Luxembourg has an officially recognized Stratégie Nationale en Matière de Cyber Sécurité as its National
Cybersecurity Strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The Plan Directeur de la Mise en Œuvre des Technologies de l’Information au Sein de l’Etat provides a national
governance roadmap for cybersecurity in Luxembourg.
1.3.3 RESPONSIBLE AGENCY
The GOVCERT.LU and Le Cyber Security Board (CSB) monitor and coordinate the implementation of a national
cybersecurity strategy, policy and roadmap by respective agencies.
1.3.4 NATIONAL BENCHMARKING
There is no information on any national benchmarking exercises or referential used to measure cybersecurity
development in Luxembourg.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no information on any program or exercise available for research and development (R&D) of
cybersecurity standards, best practices and guidelines in Luxembourg.
1.4.2 MANPOWER DEVELOPMENT
CIRCL offers courses to its members and organizations based in Luxembourg to improve information security.
CIRCL is sharing its field experience through a set of training or technical courses.
1.4.3 PROFESSIONAL CERTIFICATION
CIRCL team member are certified public sector professionals.
1.4.4 AGENCY CERTIFICATION
CIRCL is RIPE member and an accredited CERT of TF-CSIRT Trusted Introducer.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, CIRCL cooperates with
CERTs from various countries.
1.5.2 INTRA-AGENCY COOPERATION
Luxembourg has an officially recognized Malware Information Sharing Platform. MISP acts as a platform for
sharing threat indicators within private and public sectors.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Private organizations in Luxembourg or accredited CERTs can request an access to their respective MISP platform.
MISP acts as a platform for sharing threat indicators within private and public sectors. This is the officially
recognized national or sector-specific program for sharing cybersecurity assets within the public and private
sector.
1.5.4 INTERNATIONAL COOPERATION
Luxembourg participates in the following international cooperation activities through CIRCL:
- FIRST
- EU
- TI.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 327, 383-385, 385-1 and 385b of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Luxembourg has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
Luxembourg has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to
The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information showing any agency that provides support for online child protection in Luxembourg.
2.4 REPORTING MECHANISM
Online illegal content can be reported at the website BEE SECURE Stopline (*). Also computer incidents can be
reported in the website of the CIRCL, by the email address info@circl.lu or by the phone number (+352) 247
88444.
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CYBERWELLNESS PROFILE
REPUBLIC OF MACEDONIA

BACKGROUND
Total Population: 2 067 000

Internet users, percentage of population: 61.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Personal Data
- Law on Electronic Commerce
- Law on Electronic communications
- Law on Interception of Communications
- Law on free Access to public Information
- Law on Data in Electronic Form and Electronic Signature.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Macedonia has an officially recognized national CIRT known as MARNet-CERT. ITU conducted a CIRT readiness
assessment for Macedonia in 2012.
1.2.2 STANDARDS
Macedonia does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Macedonia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Macedonia does not have any officially recognized national or sector-specific cybersecurity strategy. But it has a
strategy for personal data protection followed by an Action Plan.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Macedonia.

296

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.3.3 RESPONSIBLE AGENCY
There is no information about any agency responsible for cybersecurity in Macedonia.
1.3.4 NATIONAL BENCHMARKING
Macedonia does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Macedonia does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Macedonia.
1.4.3 PROFESSIONAL CERTIFICATION
Macedonia does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Macedonia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Macedonia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Macedonia does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Macedonia.
1.5.4 INTERNATIONAL COOPERATION
Macedonia is a member of the NATO and CoE.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 193 and 193a of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Macedonia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Macedonia has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Macedonia.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Macedonia.
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CYBERWELLNESS PROFILE
MADAGASCAR
BACKGROUND
Total Population: 21 929 000

Internet users, percentage of population: 2.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Act 2014-006 on the fight against Cybercrime
1.1.2
REGULATION AND COMPLIANCE
Madagascar does not have specific regulation and compliance requirement related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Madagascar does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Madagascar does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Madagascar does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Madagascar does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Madagascar does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Madagascar does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Madagascar does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Madagascar does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Madagascar does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Madagascar does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Madagascar does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Madagascar does not have official recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Madagascar does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Madagascar does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Madagascar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Madagascar is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT
Policies in Sub-Sahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 330, 346 and 347 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Madagascar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Madagascar has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Madagascar does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Madagascar does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
MALAWI
BACKGROUND
Total Population: 15 883 000

Internet users, percentage of population: 5.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Malawi does not have specific criminal legislation pertaining to cybercrime. However a legislation bill is being
drafted and is expected to be passed by parliament shortly.
1.1.2
REGULATION AND COMPLIANCE
Malawi does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Malawi does not have officially recognized national CIRT.
1.2.2 STANDARDS
Malawi does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Malawi does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Malawi has an officially recognized national cybersecurity policy (National ICT Policy 2013). The Policy recognises
the importance of the cyber security and aims at promoting the use of ICTs to mitigate crimes and enhance public
security and cooperate with international security agencies.
1.3.2 ROADMAP FOR GOVERNANCE
Malawi does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Malawi Communication Regulatory Authority is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Malawi does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Malawi has an officially recognized national research and development (R&D) project (HIPSSA PROJECT) for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
There is an educational program (MSc. Information Theory, Coding & Cryptography) that provides skills in Coding
and Cryptography for the public and private sector professionals.
1.4.3 PROFESSIONAL CERTIFICATION
Malawi does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Malawi does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Malawi has an officially
recognized partnership with ITU-IMPACT.
1.5.2 INTRA-AGENCY COOPERATION
Malawi does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Malawi does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector. However BD CERT organizes events to share knowledge with the law
enforcing agencies, industry and academia.
1.5.4 INTERNATIONAL COOPERATION
Malawi is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malawi
participated in the ITU-IMPACT meeting within the African Forum on Best Practices in ICT, Ouagadougou, Burkina
Faso, October 10-12, 2013.
Furthermore, Malawi participated in the COMESA Cyber Security Validation Workshop (24th to 28th July 2011)
and the COMESA Cyber Security and Public Key Infrastructure Meeting (25th to 28th November 2013). Malawi is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Section 179).
2.2 UN CONVENTION AND PROTOCOL
Malawi has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Malawi has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Malawi does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Malawi does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
MALAYSIA

BACKGROUND
Total Population: 29.82 million

Internet users, percentage of population: 66.97%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Communications and Multimedia Act 1998 [Act 588]

- Computer Crime Act 1997 [Act 563]

- Personal Data Protection Act 2010 [Act 709]

- Penal Code [Act 574]

- Copyright Act 1987

- Digital Signature Act 1997[Act 562]

- Financial Services Act 2013
- Electronic Commerce Act 2006 [Act 658].
1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Communications and Multimedia Act 1998

- Financial Services Act 2013

-Digital Signature Act 1997.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Malaysia has an officially recognized national CIRT (MyCERT) operated by the office of Cybersecurity Malaysia.
Malaysia has also a Government CERT (GCERT) which coordinates knowledge sharing and exchanges programs
between MyCERT, Internet Service Providers and enforcement agencies.
1.2.2 STANDARDS
Malaysia has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the following instruments:
-National Cybersecurity Policy (NCSP)

-National Security Council directive No. 24 “Arahan 24”

-The Cabinet’s Decision in 2010

-Arahan Keselamatan under Chief Government Security Office (CGSO).

1.2.3 CERTIFICATION
The Policy Thrust 3 Cybersecurity Technology Framework from the National Cybersecurity policy (NCSP) offers a
cybersecurity framework for the certifications and accreditations of national agencies and public sector
professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Malaysia has an officially recognized National Cybersecurity Policy (NCSP) which was initiated by the Ministry of
Science Technology and Innovation, to harness national effort to enhance the security of Malaysia’s Critical
National Information Infrastructure (CNII).The Policy was formulated based on a National Cybersecurity
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Framework that comprises legislation and regulatory, technology, public-private cooperation, institutional, and
international aspects.
1.3.2 ROADMAP FOR GOVERNANCE
The Policy Thrust 1 “Effective Governance” from the National Cybersecurity Policy (NCSP) provides a national
governance roadmap for cybersecurity in Malaysia.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communications and Multimedia (KKMM) and the Ministry of Science, Technology and
Innovation (MOSTI) monitor and coordinate the implementation of a national cybersecurity strategy, policy and
roadmap by respective agencies.
1.3.4 NATIONAL BENCHMARKING
Malaysia has officially recognized national benchmarking for the national cyber crisis management plan. Malaysia
conducted on 2007 by Cybersecurity Malaysia a Malaysian Incident Handling Drill. Cybersecurity Malaysia
coordinated the first National Cyber Crisis Exercise Cyber Drill codenamed X-Maya in collaboration with the
National Security Council in 2008.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Standards Malaysia is the national standards Body and the national accreditation body, providing confidence to
various stakeholders, through credible standardization and accreditation services for global competitiveness and
has officially recognized national or sector-specific research and development (R&D) programs/projects for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Malaysian Communications and Multimedia Commission provides various types of awareness programs, industry
talks, conferences, training programs and workshops on cybersecurity, for the general public as well as for public
and private sector employees. CyberSAFE, short for Cybersecurity Awareness for Everyone, is Cybersecurity
Malaysia’s initiative to educate and enhance the awareness for the general public on the technological and social
issues facing internet users, particularly on the dangers of getting online.
1.4.3 PROFESSIONAL CERTIFICATION
Malaysia does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Malaysia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Malaysian
Communications and Multimedia Commission has officially recognized partnerships with the following
organizations:
- ASEAN – Japan Partnership

-APT Cybersecurity

-ASEAN Cyber Drill.

1.5.2 INTRA-AGENCY COOPERATION
Malaysia has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the national X-MAYA and the National Security Council directive No. 24 named Arahan 24.
1.5.3 PUBLIC SECTOR PARTNERSHIP
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The Policy Thrust 7 “Cybersecurity Emergency Readiness” from the National Cybersecurity Policy (NCSP) provides
officially recognized national or sector-specific programs for sharing cybersecurity assets within the public and
private sector.
1.5.4 INTERNATIONAL COOPERATION
Malaysia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malaysia
participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
Malaysia participated in the following cybersecurity activities:
- ASEAN JAPAN Information Security

-APT Cybersecurity Forum

- Meridian Conference

- Octopus Conference (Cooperation against cybercrime)

- JTC 1/SC 27 Meeting
MyCERT is a member of FIRST.

2. CHILD ONLINE PROTECTION
2.2 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
Child Act 2001 (Act 611)
Section 293, Penal Code (Act 574)
Sections 211 and 233, Communications and Multimedia Act 1998.
2.3 UN CONVENTION AND PROTOCOL
Malaysia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.Malaysia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.4 INSTITUTIONAL SUPPORT
Ministry of Women, Family and Community Development (MWFCD), Malaysian Communications and
Multimedia Commission (MCMC) and the Ministry of Education (MOE) provide information on internet safety
for parents, children and educators.
2.5 REPORTING MECHANISM
Online Illegal content can be reported on the Child line 15999. NUR Alert is responsible for spreading information
as fast as possible to help trace missing children (below 12 years of age) who could be victims of crime or abuse.
NUR Alert comes under the National Child Protection Policy and Action Plan.
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CYBERWELLNESS PROFILE
MALDIVES
BACKGROUND
Total Population: 324 000

Internet users, percentage of population: 44.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Maldives does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Maldives does not have any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Maldives, at Maldives, in August 2010. Maldives does not have
an officially recognized national CIRT currently.
1.2.2 STANDARDS
Maldives does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Maldives does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Maldives does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Maldives does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Communication Authority of Maldives is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Maldives does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Maldives does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.

305

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.4.2 MANPOWER DEVELOPMENT
Maldives does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Maldives does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Maldives does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Maldives has signed a Memorandum of Collaboration against Malicious Activities in Cyberspace with Japan
Ministry of Information and Communication.
1.5.2 INTRA-AGENCY COOPERATION
Maldives does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Maldives does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Maldives is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Maldives
participates in regular forums held by APT and ITU.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Maldives does not have any officially recognized legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Maldives has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Maldives has acceded, with no declarations or reservations to articles 2 and 3, the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Maldives does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Maldives does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
MALI
BACKGROUND

1

Total Population: 16 319 000

Internet users, percentage of population: 2.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1.
CRIMINAL LEGISLATION
Specific legislations on cybercrime have been enacted through the following legal instrument:
-Criminal Code (Article 264,271)
1.1.2
REGULATION AND COMPLIANCE
Mali does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mali does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Mali does not have officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Mali does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Mali does not have an officially recognized national cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
Mali does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Mali does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Mali does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Mali does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Mali does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Mali does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Mali does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Mali has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Mali does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Mali does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Mali is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mali also
cooperates with CEDEAO and Africa Union on cybersecurity issues. Mali is among the beneficiaries of the EU/ITU
co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara Africa” (HIPSSA).
2
CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-The Criminal Code (Articles 224-225 and 228)
2.2 UN CONVENTION AND PROTOCOL
Mali has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Mali has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Mali does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Mali does not have an officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.
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CYBERWELLNESS PROFILE
MALTA
BACKGROUND
Total Population: 419 000

Internet users, percentage of population: 68.91%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Commerce Act
- Electronic Communications (regulation) Act
- Processing of Personal Data (Electronic Communications Sector) Regulations.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Malta has an officially recognized national CIRT known as mtCERT.
1.2.2 STANDARDS
There is no officially recognized framework for implementing internationally recognized cybersecurity standards
in Malta.
1.2.3 CERTIFICATION
Malta information Technology Agency (MITA) Security Governance Unit is responsible for ISO27001
implementation and enterprise risk management. This is the recognised cybersecurity framework for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Malta has an officially recognized National Digital Strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national or sector-specific governance roadmap for cybersecurity in Malta.
1.3.3 RESPONSIBLE AGENCY
The following agencies are responsible for cybersecurity in Malta:
- MITA
- Malta Police Cyber Crime Unit.
1.3.4 NATIONAL BENCHMARKING
In Malta there is no national benching marking and referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The MITA Security Policy is responsible for the research and development of cybersecurity standards, best
practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
There are various programs in Malta to facilitate educational and professional training programs for raising
awareness, higher education and certification. These programs are:
- The Malta Be Smart Online!
- MITA Security Awareness Campaign
- MCAST – student awareness programme
- Malta Cyber Crime Unit Task Force – ‘Child Abuse over the Internet’.
1.4.3 PROFESSIONAL CERTIFICATION
Malta does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
MITA is the certified government and public sector agency for cybersecurity in Malta; it is ISO27001 certified.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Malta Cyber Crime Unit
collaborates with international law agencies.
1.5.2 INTRA-AGENCY COOPERATION
Malta does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Malta does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Malta is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Malta
participates in the following cybersecurity activities:
- EU

- ENISA

MtCERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 208A, 208AA, 208AB and 209 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Malta has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Malta has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information about the institution responsible for online child protection in Malta.
2.4 REPORTING MECHANISM
Child abuse over the internet can be reported through the website of the Foundation for Social and Welfare
Services.
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CYBERWELLNESS PROFILE
MARSHALL ISLANDS
BACKGROUND
Total Population: 55 000

Internet users, percentage of population: 11.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1 CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Marshall Islands does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Marshall Islands does not have any officially recognised regulation pertaining to cyber security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Marshall Islands does not have an officially recognized national CIRT. However it is a member of the Pacific
Island’s Regional CIRT, PacCERT.
1.2.2 STANDARDS
Marshall Islands does not have any officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Marshall Islands does not have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Marshall Islands does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Marshall Islands does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Transportation and Communication is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Marshall Islands does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Marshall Islands does not have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Marshall Islands does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Marshall Islands does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Marshall Islands does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Marshall Islands does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Marshall Islands does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Marshall Islands does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Marshall Islands is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Marshall Islands is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT
Policy, Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Marshall Islands does not have any officially recognized legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Marshall Islands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Marshall Islands does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Marshall Islands does not have any officially recognized agency that offers an avenue for the reporting of
incidents related to child online protection.
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CYBERWELLNESS PROFILE
MAURITANIA

BACKGROUND
Total Population: 3 623 000

Internet users, percentage of population: 6.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Mauritania does not have any officially recognized criminal legislation pertaining to cybercrime. However it has
an ICT Legal framework.
1.1.2
REGULATION AND COMPLIANCE
Mauritania does not have currently any officially recognised regulation and compliance requirement pertaining
to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mauritania does not currently have an officially recognized national CIRT but there is a project to create a
National Cybersecurity Agency after the successful CIRT assessment conducted by ITU in 2012. Also there is a
team of unofficial CERT not yet legally mandated.
1.2.2 STANDARDS
Mauritania does not have any officially recognized national or sector specific cybersecurity frameworks for
implementing internationally recognized cybersecurity standards. The cybersecurity vision is still considered as
a part of national ICT strategy but Mauritania is considering implementing a specific cybersecurity strategy.
1.2.3 CERTIFICATION
Mauritania does not have currently any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Mauritania has an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Mauritania has a national governance roadmap for cybersecurity under the national cybersecurity strategy.
1.3.3 RESPONSIBLE AGENCY
Mauritania does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Mauritania performs annual security audit on existing infrastructure (administration intranet platform) as part
of a national benchmarking program.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Mauritania does not have currently any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
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in either the private or the public sector but it will be considered with the collaboration of the University of
Nouakchott.
1.4.2 MANPOWER DEVELOPMENT
Mauritania does not have currently any officially recognized national or sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Mauritania does not have currently any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Mauritania does not have currently any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Mauritania does not have currently officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Mauritania does not have currently any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Mauritania does not have currently any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Mauritania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Mauritania participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from
15-17 July in Amman, Jordan.

2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 306* of the Criminal Code
Articles 47 and 48* of the Protection Code for Children.
2.2 UN CONVENTION AND PROTOCOL
Mauritania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Mauritania has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Mauritania does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Mauritania does not have officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
MAURITIUS
BACKGROUND
Total Population: 1 314 000

Internet users, percentage of population: 39.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through four IT legislations:
-ICT Act 2001

-Computer Misuse and Cybercrime Act 2003

-Electronic Transaction Act 2000

-Data Protection Act 2004

- Unsolicited Commercial Electronic Bill is being drafted in collaboration with the Council of Europe.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data Protection Act 2004 which deals with the protection of individuals with regard to the processing of
personal data
- ICT Act 2001.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mauritius has a National CERT known as Computer Emergency Response Team of Mauritius (CERT-MU). CERTMU operates under the National Computer Board, a statutory body under the aegis of Ministry of Technology,
Communication and Innovation. IT Security Unit (ITSU) acts as the Computer Security Incident Response Team
(CSIRT) for the Civil Service.
1.2.2 STANDARDS
Mauritius has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards. As part of National Information and Communication
Technology Strategic Plan (NICTSP) of 2007-2011 and 2011-2014, the promotion and adoption of international
information cybersecurity standard (ISO 27001) is one of the high priority projects and is already implemented.
Also a risk assessment methodology has been defined for the Civil Service. IT Security Unit is reviewing the
following standards for adoption:
-PAS 555:2013 – Cyber security risk – Governance and management – Specification
-ISO/IEC 27032 – Information technology – Security techniques – Guidelines for cybersecurity
1.2.3 CERTIFICATION
As per the NICTSP 2007-2011, the ISO 27001 is the recommended standard for the adoption within the public
sector. The accreditation of the ISO 27001 standard is done through the Mauritius Standards Bureau. The
Framework for CIIP that covers critical sectors is being drafted and will be completed by June 2014.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Cybersecurity strategy is included in NICTSP 2007-2011 and 2011-2014. A new national cybersecurity Strategy
and Action Plan has been developed. The IT Security Unit will be responsible for carrying out information security
risk assessment exercises, to perform IT security audit based on information security standards and industry best
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practices in order to provide an overall assessment of the IT security level as well as for complex and critical
Information Systems in Civil Service and to manage ICT incidents in the Civil Service through the establishment
of an effective incident handling mechanism for government information systems.
1.3.2 ROADMAP FOR GOVERNANCE
National Information Assurance and Critical Information Infrastructure Protection Policy provide a national
governance roadmap for cybersecurity in Mauritius and is in the finalization stage.
1.3.3 RESPONSIBLE AGENCY
The Agency responsible for implementing national cybersecurity strategy policy and roadmap in Mauritius is the
CERT Mauritius (CERT-MU) of the National Computer Board and for IT Security Unit for the Civil Service.
1.3.4 NATIONAL BENCHMARKING
A survey has been carried out to measure the state of Information Security in Businesses in Mauritius in 2013
December by NCB (CERT-MU). So far, this is the first exercise.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
CERT-MU of the national Computer Board publishes regularly best practice and guidelines on different themes
relevant for industry and for general public on information security. IT Security Unit conducts research on ISO
27000 set of standards for information security and issues security guidelines for the Civil Service.
1.4.2 MANPOWER DEVELOPMENT
CERT-MU of the national Computer Board organizes regular trainings to train local ICT professionals on
information security. Certification courses are also organized for both public and private sectors. Postgraduate
courses on cyber security are offered at tertiary institutions such as the Ministry of Education and Human
Resources, Tertiary Education and Scientific Research or the Tertiary Education Commission.
1.4.3 PROFESSIONAL CERTIFICATION
As part of the capacity building exercise, the National Computer Board has organized the following
internationally recognized certification programs. There are more than 100 public sector professionals certified.
1. BS25999 from BSI
2. ISO 27001 Lead Auditor from IRCA
There are public sector professionals also certified on the following internationally recognized certification
programs.
Officers of the IT Security Unit currently hold the following certifications:
-Certified Ethical Hacker (CEH)
(CISSP)

-Certified Information Systems Security Professional

- Certified Information System Auditor (CISA)

-Certified in Risk and Information System Control (CRISC)

-Certified Information Security Manager (CISM)
1.4.4 AGENCY CERTIFICATION
There are 2 public sector agencies (Passport and Immigration Office and Mauritius Planters Association) who are
ISO 27001 certified as of date. The certified government and public sector agency certified under internationally
recognized standards in cybersecurity in Mauritius is the Mauritius Standards Bureau.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Mauritius national CERT,
CERT-MU has officially recognized partnerships with the following organizations:
- FIRST
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1.5.2 INTRA-AGENCY COOPERATION
Mauritius has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public sector through the following instruments:
- CERT-MU that disseminates information security news to the public sector on a daily basis regarding
vulnerability note, advisory and virus alerts.
- The ‘National Information Security Strategy’ of the National ICT Strategic Plan (NICTSP) 2011-2014, which plans
for the setting up of a National IT Security Committee with many agencies.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Mauritius has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public and private sector through information sharing between ISPs (Internet Service Providers) and ICTA
regarding Online Child Sexual Abuse. Information sharing is done in all the Sectors.
1.5.4 INTERNATIONAL COOPERATION
Mauritius is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mauritius
has been a party to the Budapest Convention on Cybercrime since November 2013.
The CERT-MU is a member of FIRST and participates in the FIRST Conference.
Mauritius is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT
Policies in Sub-Sahara Africa” (HIPSSA). Mauritius has participated in the following Conferences:
Cyber Security Forum organized by the Commonwealth Telecommunication Organisation and the Forum of the
Council of Europe including the Conferences organized under the GLACY (Global Action on Cybercrime) Project
funded by Council of Europe.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child online protection has been enacted through the following instruments:
Sections 248, 251 and 288 of the Criminal Code.
Section 18(m) and 46(h)(i) of the Information and Communication Technologies Act, 2001.
Sections 13A and 15 of the Child Protection Act, 1995 (not available in pdf or html).
Section 22 of the Computer Misuse and Cybercrime Act, 2003 (Amends the Child Protection Act.)
Mauritius has adopted the Child Safety Online Action Plan.
2.2 UN CONVENTION AND PROTOCOL
Mauritius has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Mauritius has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Mauritian ICT Authority is responsible for regulating harmful and illegal online content. It has a procedure of
content-filtering related to child sexual abuse websites.
The National Computer Board (NCB), operating under the Ministry of Technology, Communication and
Innovation and part of the Cybersecurity Emergency Response Team (CERT-MU), has issued a Child Safety Online
Action Plan.
The NCB maintains a website dedicated to promote child safety online.
The CERT-MU has a dedicated space to the information of young people and parents.
2.4 REPORTING MECHANISM
The Mauritian ICT Authority provides an online form to report child sexual abuse images. The NCB also provides
an online form to report cases related to children issues at Child Development Unit.
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CYBERWELLNESS PROFILE
MEXICO
BACKGROUND
Total Population: 116 147 000

Internet users, percentage of population: 43.46%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Federal Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on Advanced Electronic Signatures.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mexico has an officially recognized national CIRT known as CERT-MX.
1.2.2 STANDARDS
In Mexico compliance with ISO standard 207001’s requirements for an information security management system
is required of all key government institutions. This is the nationally recognized framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Mexico.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Specialized Information Security Committee (CESI) was created to develop a National Strategy for
Information Security (ENSI), which guides all actions to be undertaken by entities of the federal government to
prevent, identify, neutralize or counteract risks and threats to information security.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Mexico.
1.3.3 RESPONSIBLE AGENCY
The Federal Police of Mexico of a national cybersecurity strategy, policy and roadmap by respective agencies.
1.3.4 NATIONAL BENCHMARKING
No data available.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There are no projects or programs for research and development of cybersecurity standards, best practices and
guidelines.
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1.4.2 MANPOWER DEVELOPMENT
Personnel at the Scientific Division have received and continue to participate in specialized training from the
Police Development System of Mexico (SIDEPOL), as well as from numerous other security and law enforcement
organizations in countries including Colombia, the US, Holland and Japan. Government-led efforts to promote
increased cybersecurity awareness have included the organization of various conferences for both government
institutions and educational institutions.
1.4.3 PROFESSIONAL CERTIFICATION
Mexico does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Mexico does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information about any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Mexico has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through CESI authorities have also developed a collaboration protocol between CERT-MX and the
various dependencies of the Mexican central government to address and respond to cyber incidents.
1.5.3 PUBLIC SECTOR PARTNERSHIP
CERT-MX also communicates and cooperates directly with private institutions. The ENSI has as one of its primary
aims further increasing and institutionalizing cooperation and information-sharing between all sectors of the
society-public and private- in a more integrated fashion.
1.5.4 INTERNATIONAL COOPERATION
To facilitate participation in regional/international cybersecurity platforms and forum Mexico is a member of:
-FIRST
-OAS/CICTE.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Law for the Protection of Children and Adolescents* -nothing regarding internet.
2.2 UN CONVENTION AND PROTOCOL
Mexico has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Mexico has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Department of Public Safety has issued a document from a cyber-crime workshop containing information on
cyber-threats. The national system eMexico works on internet security and presents information on security of
internet for children.
2.4 REPORTING MECHANISM
Complaints can be made to The Crimes against Children and Cyber Police Unity by the number 5241-0420 or
01800 440 3690 or by the email policia_cibernetica@ssp.gob.mx. Security Alliance in Mexico provides space for
complaints in its website.
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CYBERWELLNESS PROFILE
FEDERATED STATES OF
MICRONESIA
BACKGROUND
Total Population: 112 000

Internet users, percentage of population: 27.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Micronesia does not have officially recognized national legislations on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Micronesia does not have officially recognised regulations and compliance requirements on cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Micronesia does not have an officially recognized National CIRT.
1.2.2 STANDARDS
Micronesia does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Micronesia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Micronesia has an officially recognized national cybersecurity strategy (FSM National ICT and Telecommunication
Policy (2012).
1.3.2 ROADMAP FOR GOVERNANCE
Micronesia does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Division of Communication under the Department of Transportation, Communication and Infrastructure is
the officially recognized agency responsible for implementing a national cybersecurity strategy, policy and
roadmap.
1.3.4 NATIONAL BENCHMARKING
Micronesia does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Micronesia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
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Micronesia does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors. However two
workshops were conducted by ITU under ICB4PAC.
1.4.3 PROFESSIONAL CERTIFICATION
Micronesia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Micronesia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Micronesia does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Micronesia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Micronesia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Micronesia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Micronesia also takes part in the Asia Pacific CIRT cybersecurity forums. Micronesia is among the beneficiary
countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and Legislative
Frameworks Support for Pacific Island Countries” (ICB4PAC).
Micronesia also participated in several workshops/trainings provided by ITU and APT.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Micronesia does not have specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Micronesia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Micronesia has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Micronesia does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Micronesia does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
MOLDOVA
BACKGROUND
Total Population: 3 519 000

Internet users, percentage of population: 48.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code, Law on Preventing and Combating cybercrime
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Informatics

- Law on Access to Information

- Law on Electronic Communications

- Law on Information and State
Information Resources

- Law on Electronic Document and
Digital Signature

- Law on Personal Data Protection

- Law on E-Commerce
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Moldova has an officially recognized governmental CERT (CERT-GOV-MD).
1.2.2 STANDARDS
There is no available information regarding any officially approved national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Moldova has officially approved national (and sector specific) cybersecurity frameworks for the certification and
accreditation of national agencies and public sector professionals through the Special Telecommunications
Center that also operates the second level Public Key Certification Authority (CA). The Special
Telecommunications Center is the first and unique CA accredited in Moldova and provides certification services
(including Mobile Signature) for public administration authorities and third parties.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Moldova has an officially recognized national strategy for information society development called “Digital
Moldova 2020”.
1.3.2 ROADMAP FOR GOVERNANCE
There is no available information regarding any national governance roadmap for cybersecurity in Moldova.
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1.3.3 RESPONSIBLE AGENCY
The national governmental CERT (CERT-GOV-MD) is the officially recognized institution responsible for
implementing a national cybersecurity strategy, policy and roadmap in Moldova.
1.3.4 NATIONAL BENCHMARKING
There is no available information regarding any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development in Moldova.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no information available regarding any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Moldova’s Government annually organizes awareness events on cybersecurity. Also The European Cybersecurity
Month in Moldova provides educational and professional training programs for raising awareness with the
general public, promoting cybersecurity courses in higher education and promoting certification of professionals
in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The national governmental CERT (CERT-GOV-MD) is the only certified government and public sector agency
certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Moldova has officially
recognized partnerships with the following organizations:
- Romania CERT (CERT-RO)

- Israel CERT (CERT GOVIL)

- United Kingdom CERT (CSIRTUK, and GovCertUK)
- Ukraine CERT (CERT-UA)
Also, in 2013, the e-Governance Academy of Estonia and the e-Government Center of the Republic of Moldova
implemented a cybersecurity project.
1.5.2 INTRA-AGENCY COOPERATION
The national governmental CERT (CERT-GOV-MD) has officially recognized national or sector-specific programs
for sharing cybersecurity assets within the public sector with the following organizations:
- Intelligence and Security Service
- Ministry of Information Technology and Communications
- Internet service providers in Moldova
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no information available regarding any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Moldova is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Moldova
has also participated in cybersecurity activities with the following organizations:
- NATO

- EU

- Council of Europe

- USAID
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 208(1) of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Moldova has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Moldova has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Moldova does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Moldova does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
PRINCIPALITY OF MONACO
BACKGROUND
Total Population: 36 100

Internet users, percentage of population: 90.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law on Digital Economy.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Law on the Protection of Personal Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Monaco does not have any officially recognized national CIRT. ITU conducted a CIRT readiness assessment for
Monaco in 2013.
1.2.2 STANDARDS
Monaco does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Monaco.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Monaco does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Monaco.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Monaco.
1.3.4 NATIONAL BENCHMARKING
Monaco does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Monaco does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Monaco.
1.4.3 PROFESSIONAL CERTIFICATION
Monaco does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Monaco does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Monaco does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Monaco does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Monaco.
1.5.4 INTERNATIONAL COOPERATION
Monaco is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Monaco is a
member of the EU and CoE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Articles 294-3 to 294-7 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Monaco has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Monaco has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible child online protection.
2.4 REPORTING MECHANISM
The government provides an online form to report child pornography content.

326

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
MONGOLIA
BACKGROUND
Total Population: 2 844 000

Internet users, percentage of population: 17.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
There is a draft legislation on cybercrime “Draft of Cyber Security ACT 2013” approved by the joint decree of the
Minister of Justice and Internal Affairs and Chairman of the General Intelligence Authority.
1.1.2
REGULATION AND COMPLIANCE
Within the scope of the implementation of Government Resolution no. 312 of the year 2011 on “Some measures
to ensure state information security”, the risk assessment of information security for the state central
organizations was conducted in 2012. Based on the assessment report, the preparation to organize trainings
among the civil servants on how to prevent risks in the future is now going on.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mongolia is currently in the process of creating the National CIRT (MNCIRT).
1.2.2 STANDARDS
Mongolia has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the following instruments:
- ISO/IEC 2700x (5 standards)
-MNS ISO/IES 13335-1:2009
-MNS ISO/IES 17799:2007

-MNS 5969:2009 IT & information security techniques and risk management

1.2.3 CERTIFICATION
According to Government Decree no. 312 of the 9 November 2011, the State Communication Office under the
auspices of the General Intelligence Authority was reorganized into the Office of Cyber Security to ensure the
information security for state organizations and prevent cyber attacks. Also, the Department for Combating
Cybercrime was established to combat cybercrime and cyber terrorism at the Criminal Police Office of the
General Police Authority on July 2011.
The National Data Center operates the Department for Information Security, Encryption and Protection.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Mongolia is in the process of developing a national cybersecurity strategy. In 2010, the national programme on
“Ensuring Information Security” was approved. The programme is to be implemented from 2010 to 2015.
1.3.2 ROADMAP FOR GOVERNANCE
Mongolia has an officially recognized national governance roadmap for cybersecurity that can be found in its
national program in information security action plan.
1.3.3 RESPONSIBLE AGENCY
The National Cybersecurity Center is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap in Mongolia.
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1.3.4 NATIONAL BENCHMARKING
Mongolia does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Mongolia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The National Program of Information Security plan provides educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Mongolia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Mongolia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Mongolia does not have any officially recognized national or sector-specific partnerships for sharing
cybersecurity assets across borders with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Mongolia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Mongolia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Mongolia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Mongolia
also participated in cybersecurity activities of APT cybersecurity forums.
2

CHILD ONLINE PROTECTION

Please note that in Mongolia a child is a person under 16
2.1 NATIONAL LEGISLATION
- Article 123 of the Criminal Code – does not criminalize simple possession.
2.2 UN CONVENTION AND PROTOCOL
Mongolia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Mongolia does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Mongolia does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
MONTENEGRO
BACKGROUND
Total Population: 633 000

Internet users, percentage of population: 56.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Law on Ratification of cybercrime -The Criminal Procedure Code
-The Criminal Legislation
convention
Montenegro.

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on Information Security
-Law on Electronic Communications
-Law on data confidentiality

-Law on Electronic Commerce

-Regulation on Information Security Measures.

-Law on Electronic Signatures

1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU completed a CIRT assessment for Montenegro at Belgrade, Serbia from November to December 2010 (15th
November-10th December 2010). In April 2012, ITU established the national CIRT of Montenegro, CIRTMontegro.
The CIRT is under the Ministry for Information Society and Telecommunications.
1.2.2 STANDARDS
Montenegro has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on
measures for information security.
1.2.3 CERTIFICATION
Montenegro does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Montenegro has an officially recognized national cybersecurity strategy (Cyber security strategy 2013-2017).
1.3.2 ROADMAP FOR GOVERNANCE
The law on information security and regulation of information security measures provides a national governance
roadmap for cybersecurity in Montenegro.
1.3.3 RESPONSIBLE AGENCY
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Ministry for Information Society and Telecommunications is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Montenegro does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Montenegro does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Montenegro does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Montenegro does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Montenegro does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Montenegro has officially
recognized partnerships with the following organizations:
-ITU

-ENISA

-FIRST

-NATO

-CERT/CIRT
Networks
(Regional
cooperation:
Slovenian
SI-CERT,iCroatian CERT, Cooperation Agreement
with CERT Japan)

-ACDC Project Europe (European center for
advanced cyber defense and at the same time
build a modern system of protection against
botnet at EU level)

-TRUSTED Introducer

1.5.2 INTRA-AGENCY COOPERATION
Montenegro does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Montenegro does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Montenegro is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Montenegro participated in the Applied Learning for Emergency Response Team ALERT 2012 during the ITU
Regional Forum on Cybersecurity for Europe and CIS, held in 2012, in Bulgaria.
CIRTMontegro is a member of FIRST.
Montenegro also participated cybersecurity training in Malaysia (ITU), Japan (JICA) and Turkey/Macedonia
(NATO)
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Procedure Code.
2.2 UN CONVENTION AND PROTOCOL
Montenegro has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Montenegro has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Montenegro Computer Incident Response Team (CIRTMontenegro) is the officially recognized agency that offers
institutional support on child online protection.
2.4 REPORTING MECHANISM
Montenegro Computer Incident Response Team (CIRTMontenegro) is the officially recognized agency that offers
an avenue for the reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
MOROCCO
BACKGROUND
Total Population: 32 599 000

Internet users, percentage of population: 56.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on Personal Data Protection
-Law
on
Online
Consumer
Protection
-Law on Electronic Transfer of Legal Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Morocco has established an official recognized national CIRT (maCERT).
1.2.2 STANDARDS
Morocco has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the National Strategy for Information Society and
Digital Economy and National Strategy of Cybersecurity.
1.2.3 CERTIFICATION
Morocco has an officially approved national (and sector specific) cybersecurity framework for the certification
and accreditation of national agencies and public sector professionals. The framework is called the Project of
professional master for training and certification of professionals in the public sector.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Morocco has an officially recognized national cybersecurity strategy through the National Strategy of
Cybersecurity and National Strategy for Information Society and Digital Economy (Digital Morocco 2013).
1.3.2 ROADMAP FOR GOVERNANCE
The national cybersecurity strategy provides a national governance roadmap for cybersecurity in Morocco.
1.3.3 RESPONSIBLE AGENCY
The General Directorate of Information Security Systems under the Administration of National Defense is the
officially recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
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Morocco has officially recognized national or sector-specific benchmarking exercises or referential used to
measure cybersecurity development. These include a project for identification and classification of national
information systems and another project for measuring the level of maturity of these systems.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Morocco does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Actions 50 to 53 of the national strategy “Digital Morocco 2013” are related to cybersecurity trainings and
awareness programs. Thus as part of the national cybersecurity strategy, most scientific and technical schools
and universities in Morocco integrate into their curriculum, courses in cybersecurity to meet the growing demand
for skills in systems information security at national level.
1.4.3 PROFESSIONAL CERTIFICATION
Morocco has 69 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Morocco has 7 government and public sector agencies certified under internationally recognized standards in
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Morocco has officially
recognized partnerships with the following organizations:
-ITU

-South Korea

-FIRST

-France.

-Cybersecurity Malaysia

1.5.2 INTRA-AGENCY COOPERATION
Morocco does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector
1.5.3 PUBLIC SECTOR PARTNERSHIP
Morocco does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Morocco is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Morocco
participated in the ITU-IMPACT Cyber Drill in Muscat, Oman in October, 2013. Morocco participated in the
Applied Learning for Emergency Response Teams (ALERT) in Amman, Jordan in July, 2013 (15-17th October
2013). Morocco also participated in the ALERT in Muscat, Oman in October, 2013 (22-24th October 2013).
maCERT is a member of FIRST.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 483,497 and 503).

2.2 UN CONVENTION AND PROTOCOL
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Morocco has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Morocco has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Morocco does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Morocco does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF MOZAMBIQUE
BACKGROUND
Total Population:24 475 000

Internet users, percentage of population: 5.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic transaction Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Mozambique does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Mozambique does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Mozambique.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Mozambique does not have an officially recognized national or sector-specific cybersecurity strategy. A National
Cybersecurity management system is in the process of being implemented.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Mozambique.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Mozambique.
1.3.4 NATIONAL BENCHMARKING
Mozambique does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Mozambique does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Mozambique.
1.4.3 PROFESSIONAL CERTIFICATION
Mozambique does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Mozambique does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Mozambique does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Mozambique does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Mozambique.
1.5.4 INTERNATIONAL COOPERATION
Mozambique is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Mozambique has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Mozambique has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Mozambique.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Mozambique.
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CYBERWELLNESS PROFILE
MYANMAR
BACKGROUND
Total Population: 48 724 000

Internet users, percentage of population: 1.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Electronic Transaction Act.
1.1.2
REGULATION AND COMPLIANCE
Myanmar does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Myanmar has an officially recognized national CIRT (mmCERT). ITU conducted a CIRT for Myanmar in 2011.
1.2.2 STANDARDS
Myanmar does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Myanmar does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Myanmar does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Myanmar does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communications and Information Technology is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Myanmar does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Myanmar mmCERT cooperates with JPCERT to establish best practices and guidelines to be applied in either the
private or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
There is the Asean - Japan Joint Cybersecurity Awareness Programs since 2012, which aim to raise awareness of
cybersecurity in ASEAN region. In addition, there are some thesis programs of PhD student that are related to
cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Myanmar does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Myanmar does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Myanmar has officially
recognized partnerships with the following organizations:
-ITU

-APCERT

-FIRST

-ASEAN-Japan

-ASEAN China

1.5.2 INTRA-AGENCY COOPERATION
Myanmar does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Myanmar does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Myanmar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Myanmar also participated in cybersecurity activities organized by APCERT, ASEAN-Japan, ASEAN-China and ITU.
In 2011 Myanmar hosted the first ITU-IMPACT Applied Learning for Emergency Response Team (ALERT) in
Yangon. Myanmar also participated in the ALERT at Vientiane in 2013.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Section 292-293 of the Criminal Code
2.2 UN CONVENTION AND PROTOCOL
Myanmar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Myanmar has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Myanmar does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Myanmar Computer Incident Response Team (mmCERT) is the officially recognized agency that offers an avenue
for the reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
NAMIBIA
BACKGROUND
Total Population: 2 364 000

Internet users, percentage of population: 13.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
The ECOWAS legislation is being transposed into Namibian legal system. However specific legislation pertaining
to cybercrime has already been mandated through the following legal instruments:
-Use of Electronic Transaction and Communication Act
-Cybercrime bill (Draft)
1.1.2
REGULATION AND COMPLIANCE
Namibia does not have any officially recognized national regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Namibia does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Namibia does not have currently any officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity but it has started working on it with the development
of Cybercrime Bill.
1.2.3 CERTIFICATION
Namibia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Namibia does not have an officially recognized national cybersecurity strategy but it has started working on it
with the development of Cybercrime Bill.
1.3.2 ROADMAP FOR GOVERNANCE
Namibia does not have officially recognized national governance roadmaps for cybersecurity but it has started
working on it with the development of Cybercrime Bill.
1.3.3 RESPONSIBLE AGENCY
Namibia does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap. However there is a committee working on cybersecurity strategy but it has started
working on it with the development of Cybercrime Bill.
1.3.4 NATIONAL BENCHMARKING
Namibia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development but it has started working in it with the development of Cybercrime
Bill.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Namibia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Namibia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Namibia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Namibia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Namibia does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Namibia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Namibia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Namibia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Namibia is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT
Policies in Sub-Sahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Namibia does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Namibia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Namibia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Namibia does not have any officially recognized agencies that offer institutional support on child online
protection.
2.4 REPORTING MECHANISM
Namibia does not have any officially recognized agencies that offer an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
NAURU
BACKGROUND
Total Population: 10 293

Internet users, percentage of population: N/A

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Nauru does not have specific officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Nauru does not have specific regulations and compliance requirement pertaining to cyber security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Nauru does not have an officially recognized national CIRT. However it is a member of the Pacific CERT (PACCERT).
1.2.2 STANDARDS
Nauru does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Nauru does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Nauru does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Nauru does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Nauru does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Nauru does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Nauru does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
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Nauru does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Nauru does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Nauru does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Nauru does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Nauru does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Nauru does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Nauru is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Nauru is among
the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and
Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 227-229 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Nauru has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Nauru signed but did not ratify articles 2 and 3, to the Optional Protocol to The Convention
on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Nauru does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Nauru does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
FEDERAL DEMOCRATIC REPUBLIC
OF NEPAL

BACKGROUND
Total Population: 31 011 00

Internet users, percentage of population: 13.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- The Electronic Transactions Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- The Electronic Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Nepal does not have an officially recognized national CIRT. ITU conducted a CIRT assessment for Nepal in 2010.
1.2.2 STANDARDS
Nepal does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Nepal.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Nepal does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Nepal.
1.3.3 RESPONSIBLE AGENCY
The Kathmandu Metropolitan Police Crime Division (KMPCD) is the agency responsible for cybersecurity in Nepal.
1.3.4 NATIONAL BENCHMARKING
Nepal does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Nepal does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Nepal.
1.4.3 PROFESSIONAL CERTIFICATION
Nepal does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Nepal does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Nepal does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Nepal does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Nepal.
1.5.4 INTERNATIONAL COOPERATION
Nepal is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Section 47 of the Electronic Transaction ordinance
- Section 2(c1) under Some Public (Crime and Punishment) Act
- Section 16(2) and (3) of the Children’s Act, 2048 – only for children under 16.
2.2 UN CONVENTION AND PROTOCOL
Nepal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Nepal has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Nepal.

344

Глобальный индекс кибербезопасности и профили по киберблагополучию

CYBERWELLNESS PROFILE
KINGDOM OF THE NETHERLANDS
BACKGROUND
Total Population: 16 714 000

Internet users, percentage of population: 93.9564%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Signature Law - Decision on Electronic Signatures - Data Protection Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Until the National Cyber Security Centre was set up, GOVCERT.NL was the government organization dedicated
to cyber security and incident response. The tasks and employees of GOVCERT.NL have all been transferred to
the Center. This has ensured that the NCSC has had a sound foundation from the beginning. Therefore NCSC is
the nationally recognized CIRT.
1.2.2 STANDARDS
There is no information on any internationally recognized standards used in The Netherlands. However, The
Netherlands’ iStrategy will make generic frameworks, services and products available to all Central Government
organizations.
1.2.3 CERTIFICATION
The Netherlands does not have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Netherlands has adopted The National Cyber Security Strategy (NCSS), National Cyber Security Strategy 2
and The Defense Cyber Strategy as its national cybersecurity strategies.
1.3.2 ROADMAP FOR GOVERNANCE
The Netherlands has a nationally recognized governance roadmap for cybersecurity: 2014-2016 Action
Programme Annex 1 to the NCSS 2.
1.3.3 RESPONSIBLE AGENCY
The following are the officially recognized agencies responsible for implementing the national cybersecurity
strategy, policy and roadmap:
- National Coordinator for Security and Counterterrorism (NCTV)

- NCSC.

1.3.4 NATIONAL BENCHMARKING
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The Netherlands has officially recognized the Cybersecurity Assessment Netherlands (CSBN) as the body
responsible for the national benchmarking exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The NCSC is the officially recognized national agency responsible for research and development (R&D)
programs/projects for cybersecurity standards and best practices and guidelines to be applied in either the
private or the public sector. It fulfils this function by collecting knowledge and expertise in the field of
cybersecurity from all sectors of society, both practical knowledge and data from scientific research. The
government, businesses and universities are able to pool their knowledge in the Center.
1.4.2 MANPOWER DEVELOPMENT
NCSC’s Expertise & Advice and Sharing knowledge is recognized as the national program for raising awareness
and promoting cybersecurity especially educational programs among the public and private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
There is no record of how many professionals are certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
NCSC is the certified government and public sector agency certified under internationally recognized standards
in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, the Netherlands has
officially recognized partnerships with the following organizations:
- EGC

- CSIRT

1.5.2 INTRA-AGENCY COOPERATION
Various agencies are able to share cybersecurity assets in The Netherlands through the High-Tech Crime Unit of
the Dutch Police Services Agency (KLPD) and through the NCSC.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The Netherlands has an officially recognized national program for sharing cybersecurity assets within the public
and private sector.
1.5.4 INTERNATIONAL COOPERATION
The NCSC is a member of the following:
- FIRST

- TERENA

- ENISA

- EGC.

The Netherlands is involved in international cooperation with many other agencies.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 240b of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
The Netherlands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. The Netherlands has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT

346

Глобальный индекс кибербезопасности и профили по киберблагополучию
The Government Computer Emergency Response Team of the Netherlands (GOVCERT.NL), merged with the
NCSC, provides information on internet safety. The DigiAware Program, supported by the Ministry of Economic
Affairs, Agriculture and Innovation, provides information about internet safety.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the website of Meldpunt.
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CYBERWELLNESS PROFILE
NEW ZEALAND

BACKROUND
Total Population: 44 610 000

Internet users, percentage of population: 82.78%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- 248-259 Crimes Act 1961.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Transaction Act
- Electronic Data Safety Bill
- Unsolicited Electronic Messages Act
- Electronic Identity Verification
Bill
- Government Communications Security Bureau Act
- The Telecommunications (Interception Capability and Security) Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The New Zealand National Cyber Security Centre (NCSC) is the national CIRT responsible for enhanced services
to government agencies and critical infrastructure providers to assist them to defend against cyber-borne
threats.
1.2.2 STANDARDS
Standards New Zealand is the nationally recognized agency responsible for implementing internationally
recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no nationally recognized body in New Zealand for certification and accreditation of national agencies
and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
New Zealand's Cybersecurity Strategy is the officially recognised strategy document in place to ensure a
systematic government-level response to various cyber threats to national security.
1.3.2 ROADMAP FOR GOVERNANCE
There is no officially recognised roadmap for cybersecurity in New Zealand.
1.3.3 RESPONSIBLE AGENCY
The agency responsible for overseeing the implementation of New Zealand's Cybersecurity Strategy is the
Government Communications Security Bureau (GCSB).
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1.3.4 NATIONAL BENCHMARKING
The GCSB Annual Report and Compliance Report are the nationally recognised benchmarks for cybersecurity in
New Zealand.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Unitec is home to New Zealand’s first Cybersecurity Centre which is the officially recognized national or sectorspecific research and development (R&D) program/project for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector. The University of Waikato has a group known
as Cyber Security Researchers of Waikato (CROW).
2.4.2
MANPOWER DEVELOPMENT
GCSB provides various educational and professional training programs in order to raise awareness with the
general public, promoting cybersecurity courses in higher education and promoting certification of professionals
in both public and private sectors throughout New Zealand.
1.4.3 PROFESSIONAL CERTIFICATION
There is no record of the number of public officers that are certified in cybersecurity.
1.4.4 AGENCY CERTIFICATION
New Zealand does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
2.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, New Zealand (NCSC)
partners with the following International organizations:
- CPNI

- GovCertUK

- US CERT

- CCIRC

- CERT Australia.

1.5.2 INTRA-AGENCY COOPERATION
New Zealand has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public sector through the (NCSC)’s partnership with the following:
- Department of Internal Affairs

- New Zealand Police

- Ministry of Business, Innovation and Employment

- Domain New Commission.

1.5.3 PUBLIC SECTOR PARTNERSHIP
The (NCSC) partners with a range of organisations from the private sector such as:
- Netsafe
- InternetNZ - Connect Smart
- New Zealand Internet Task force.
1.5.4 INTERNATIONAL COOPERATION
New Zealand participates in several cybersecurity activities with APCERT.
3

CHILD ONLINE PROTECTION

2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Sections 124 and 131B of the Crime Act.
- Sections 3, 127 of the Films, Videos and Publications Classification Act.
2.2 UN CONVENTION AND PROTOCOL
New Zealand has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
New Zealand has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to
The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
The following institutions are responsible for child online protection:
- (NCSC)
- The Privacy Commissioner
- The Police of New Zealand
- The Department of Internal Affairs.

2.4 REPORTING MECHANISM
NCSC provides the number (04) 498-7654 and a report to be completed in its website.
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CYBERWELLNESS PROFILE
REPUBLIC OF NICARAGUA

BACKGROUND
Total Population: 5 955 000

Internet users, percentage of population: 15.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Electronic Signature
- Law on Personal Data Protection.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Nicaragua does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Nicaragua does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Nicaragua.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Nicaragua does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Nicaragua.
1.3.3 RESPONSIBLE AGENCY
Nicaraguan Committee on Science and Technology (CONICYT) and the Commission on Electronic Government in
Nicaragua (GOBENIC) are the agencies responsible for cybersecurity in Nicaragua.
1.3.4 NATIONAL BENCHMARKING
Nicaragua does not have officially recognized national benchmarking or referential to measure cybersecurity.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Academic institutions including the National University of Engineering, Central University, and National
University of Managua offer coursework and specialized training in information security-related topics and
computer forensics.
1.4.3 PROFESSIONAL CERTIFICATION
Nicaragua does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Nicaragua does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Nicaragua does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector.
1.5.4 INTERNATIONAL COOPERATION
There is no information about any international cooperation that Nicaragua participates in.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 175 and 176* of the Criminal Code
- Article 5* of Law n. 287 – Code for Childhood and Adolescence.
2.2 UN CONVENTION AND PROTOCOL
Nicaragua has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Nicaragua has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency that is responsible for child online protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to receiving complaints of incidents in Nicaragua.
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CYBERWELLNESS PROFILE
REPUBLIC OF NIGER
BACKGROUND
Total Population: 16 644 000

Internet users, percentage of population: 1.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law on Offences in the Field of Computer.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Niger does not have any officially recognized national CIRT. Niger completed a CIRT assessment conducted by
ITUin 2011.
1.2.2 STANDARDS
Niger does not have any officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Niger.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Niger does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Niger.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Niger.
1.3.4 NATIONAL BENCHMARKING
Niger does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Niger does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
Niger has a Parliamentary Day of Information Technology on Cybercrime: Equipping Parliament on the issue of
cybercrime.
1.4.3 PROFESSIONAL CERTIFICATION
Niger does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Niger does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Niger does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Niger does not have any officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Niger.
1.5.4 INTERNATIONAL COOPERATION
Niger is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Niger is also a
member of ECOWAS which has a mandate through a Directive to fight against cybercrime.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 275, 276, 282 and 293 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Niger has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Niger has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Niger.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Niger.
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CYBERWELLNESS PROFILE
NIGERIA
BACKGROUND
Total Population: 166 629 000

Internet users, percentage of population: 38.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instruments:
-Money laundering (prohibition) Act 2011
- Advance Free Fraud & other related Offences Act 2006
- Evidence Act 2001
- Cybercrime Bill 2013 (in view).
1.1.2
REGULATION AND COMPLIANCE
There is no available information concerning any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT completed a CIRT readiness assessment for Nigeria at Burkina Faso in May 2010. Nigeria has an
officially recognized CIRT (CERRT.ng) by the Office of National Security Adviser. Nigeria is also in process of
building another officially recognized national CIRT (NGCERT).
1.2.2 STANDARDS
The technical framework for cyber and information security (NCC) is the officially recognized national (and sector
specific) cybersecurity framework for implementing internationally recognized cybersecurity standards. The
Legal Framework for CIS Operational Procedure Manual for CIS is currently in view.
1.2.3 CERTIFICATION
The Computer Forensics Institute of Nigeria (CFIN) and the Association of Certified Cybersecurity Policy are the
officially approved national (and sector specific) cybersecurity frameworks for the certification and accreditation
of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Office of the National Security Adviser (ONSA) has officially produced a draft on National cybersecurity policy
and on National cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The Office of the National Security Adviser (ONSA) provides a National cybersecurity roadmap.
1.3.3 RESPONSIBLE AGENCY
Nigeria has officially recognized the following agencies responsible for implementing a national cybersecurity
strategy, policy and roadmap.
- Ministry of Communication Technology
- Office of the National Security Adviser
-Nigerian Communications Commission
-Economic and Financial Crimes Commission
-National Information and Technology Development Agency.
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1.3.4 NATIONAL BENCHMARKING
Nigeria has officially recognized national or sector-specific benchmarking exercises or referential used to
measure cybersecurity development through the following instruments:
- Cybersecurity Strategy Bootcamp
- Cyber Security Stakeholder’s Forum
- National Information and Technology Development Agency
- Office of the National Security Adviser.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Nigeria does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. However, there is a review of the readiness of social media networks and its implications to
telecommunications regulation and national security.
1.4.2 MANPOWER DEVELOPMENT
Nigeria does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. However there is collaboration
with the Department of Homeland Security on “Stop.Think.Act” Campaign for Nigeria. CERRT.NG is also engaged
in promoting cybersecurity awareness campaigns.
1.4.3 PROFESSIONAL CERTIFICATION
Nigeria has 4 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
The Central Bank of Nigeria is the only public agency certified under internationally recognized standards in
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Nigeria has officially
recognized partnerships with the following organizations:
-FIRST

- Egypt (in progress).

1.5.2 INTRA-AGENCY COOPERATION
Nigeria has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the following instruments:
- Cybersecurity Forum

-Communication Channel among Nigerian CERT using
PGP

-National Information and Technology Development
Agency (in progress)

-Internet Governance Forum.

1.5.3 PUBLIC SECTOR PARTNERSHIP
Nigeria has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the following instruments:
- Cybersecurity Forum
-National
Information
and
Development Agency (in progress)
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1.5.4 INTERNATIONAL COOPERATION
Nigeria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Nigeria is
among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
Nigeria also participated in the following cybersecurity activities:
-ITU Impact
-CTO – Commonwealth Telecommunications Organization
-ICANN
-AFRICACERT (Africacert.org).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instrument:
- Chapter 21A of the Criminal Code – does not explicitly criminalize child pornography but only obscene
publications.
2.2 UN CONVENTION AND PROTOCOL
Nigeria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Nigeria has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Nigeria does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Nigeria does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
NORWAY
BACKGROUND
Total Population: 4 960 000

Internet users, percentage of population: 95.05%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code (Proposal)
- General Civil Penal Code (Penal Code).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Commence Act - Electronic Communication Act
- Personal Data Act
- Electronic Signature Act - Act concerning Electronic Money Institutions - Freedom of Information Act
- Act of 20 March 1998 relating to Protective Security Services.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Norway has an officially recognized national CIRT NorCERT operated by The Norwegian National Security
Authority (NSM).
1.2.2 STANDARDS
Norway is a member of the ETSI standard organization and aligns with its standards for Cybersecurity.
1.2.3 CERTIFICATION
SERTIT offers a cybersecurity framework for the certifications and accreditations of national agencies and public
sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Norway has an officially recognized National Cybersecurity Policy National Strategy for Cyber Security . The NSM
is currently developing the Norwegian Computer Network Defence (CND) strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no nationally recognized roadmap for Norway’s cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The NSM, being a cross-sectoral professional and supervisory authority within the protective security services in
Norway, is also responsible for matters of cybersecurity.
1.3.4 NATIONAL BENCHMARKING
There is no officially recognized national benchmarking exercise or program for cybersecurity in Norway.
1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
Center for Cyber and Information Security (CCIS) provides training and study programs and Norway has officially
recognized it as the national research and development (R&D) program/project for cybersecurity.
1.4.2 MANPOWER DEVELOPMENT
CCIS provides a wide range of organizations with a research and education centre in information. The CCIS also
partners with the following:
- National Security Agency - Police Directorate - IBM
1.4.3 PROFESSIONAL CERTIFICATION
NSM-NorCERT team member are certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Norway’s NSM-NorCERT is responsible for government and public sector agencies’ certification under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states NSM-NorCERT partners
with its counterparts worldwide.
1.5.2 INTRA-AGENCY COOPERATION
There is no record of any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no record of a framework for sharing cybersecurity assets between the public and private sector in
Norway.
1.5.4 INTERNATIONAL COOPERATION
NSM-NorCERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- §204 and §204a* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Norway has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Norway has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The following are the institutions responsible for the protection of children online:
- The Norwegian Media Authority

- You Decide

- The Norwegian Communication Authority
2.4 REPORTING MECHANISM
Computer incidents can be reported to the NorCERT at the email address norcert@cert.no or by the phone
number 02497.
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CYBERWELLNESS PROFILE
OMAN
BACKGROUND
Total Population: 2 904 000

Internet users, percentage of population: 66.45%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Anti Cybercrime Act
-E-Transaction Law
-Telecom Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-General Security Policy
-Internet and Email Policy
-Web and e-services Policy
-Oman e-Governance
Framework (OeGAF).
1.2 TECHNICAL MEASURES
1.2.1 CIRT & RCC
Oman has an officially recognized national CIRT (OCERT). The national CIRT also hosts the first ITU Regional
Cybersecurity Centre (RCC) established in 2013.
1.2.2 STANDARDS
Oman Information Technology Authority has an officially recognized national (and sector specific) cybersecurity
framework for implementing internationally recognized cybersecurity standards. The framework is based upon
ISO 27001 standards.
1.2.3 CERTIFICATION
Through the cybersecurity professional development service Oman National CERT offers professional
cybersecurity training in different security domains by providing information security competency and capability
courses and certifications. The execution of the program is accomplished through strategic collaborations with
reputable organisations in Oman and international accreditation institutions like (ISC), SANS and EC-council.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Oman has an officially recognized High Level Cyber Security Strategy and Master Plan.
1.3.2 ROADMAP FOR GOVERNANCE
Oman has a national governance roadmap for cybersecurity under the High Level Cybersecurity Strategy and
Master Plan.
1.3.3 RESPONSIBLE AGENCY
Oman National CIRT (OCERT) is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
As part of its continuous effort in measuring the cybersecurity development in Oman OCERT is conducting a
national cybersecurity survey at different levels. It also carries out cybersecurity audit and compliance against
issued policies and framework. Oman also has an agreement with Ernest and Young to conduct a benchmark
exercise under the Global Information Security Survey (GISS). The GISS provides organisation with an opportunity
to compare themselves with others on important information security issues and gain insights for making key
decisions through questions relates to security budget, investments, security governance, security effectiveness,
maturity of security programs, security environment, and emerging technologies and trends.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
OCERT through its research and analysis team lead the development of national projects such as:
-National early warning Project

-Intelligence gathering Project

-National Cyber Clean Program

In addition, the Research Council is Oman’s exclusive research funding body and leader of research development
in the country. TRC serves as a focal point and hub dedicated to promoting and supporting research, scientific
enquiry, and innovation in the Sultanate of Oman and Research and development in cyber security is one of the
main areas focused by TRC.
1.4.2 MANPOWER DEVELOPMENT
The National CIRT (OCERT) has launched several cybersecurity training and awareness initiatives as below:
- National Awareness Campaign
- “Way Campaign” OCERT Unified Government Information Security Campaign
- Child Online Protection Campaign
- OCERT Ambassador Program
OCERT is working closely with Ministry of Education to introduce Information Security Curriculum in schools. In
addition OCERT is an advisory member at Ministry of Manpower IT Committee reviewing IT and Security
curriculums for the higher technical colleges. OCERT is also an advisory board member of private college.
1.4.3 PROFESSIONAL CERTIFICATION
Oman has about 350 public sector professionals certified under internationally recognized certification programs
in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Oman has 7 government and public sector agencies certified under internationally recognized standards in
cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Oman has officially
recognized partnerships with the following organizations:
-ITU

-APWG

-Malware Alliance

-FIRST

-HoneyNet Project

-GCC CERT/OIC CERT

-Estonia

-Singapore

-China (in progress)

-Malaysia (in progress)

Korea (in progress).

1.5.2 INTRA-AGENCY COOPERATION
Oman has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the OCERT Ambassador Program that creates permanent links between OCERT and its
constituents.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
Oman has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector. For example, it has a Cybersecurity Information Exchange with private security center
and the Cybersecurity Agreement with private security services providers’ (Microsoft Security Cooperation
Program).
1.5.4 INTERNATIONAL COOPERATION
Oman is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
OCERT is a member of FIRST.
Oman also participated in the following international cybersecurity activities:
- FIRST Conference and Annual Meetings Japan, Malta, Austria, US, Bangkok
- National CSIRT Meetings of CMU, Japan, Malta, Austria, US, Bangkok
- GCC CERT Continuous meetings, Saudi Arabia, QATAR, Muscat
- Working Group on Legal Framework for COP in the Arab region- June 2013 - Cairo
- Cyber Defence Summit 2012 & 2013, Muscat
- ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17 July 2012 - Amman, Jordan
- 1st Cyber Security Forum for energy and utilities – Abu Dhabi 2012
- COP legal Framework for the Arab countries – Algeria 2012
- Arab Internet Governance Forum – October 2012 - Kuwait
- OIC –CERT Conference and Annual Meeting 2012 – Muscat
- Gulf Cyber Crime Conference 2011, Muscat
- ITU Regional Workshop on “Policy Advocacy & Capacity Building in Child Online Protection for the Arab Region”
Muscat-Oman, 30-31 October 2011
- MIS – CISO Executive Summit 2010, Muscat
- OIC-CERT Conference, 2009, Kuala Lumpur, 2010 UAE, 2011 Muscat
- GOVCERT conference, 2008, Rotterdam, Holland
- CERT- Computer Emergency Response Centers workshop, 2008, Cairo, Egypt
- ITU cybersecurity working group meeting, 2007, Geneva, Switzerland
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Penal Code (Article 220)
-Cybercrime Law (Article 14 and 15)
2.2 UN CONVENTION AND PROTOCOL
Oman has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Oman has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Oman Computer Incident Response Team is the officially recognized agency that offers institutional support on
child online protection.
2.4 REPORTING MECHANISM
Oman Computer Incident Response Team is the officially recognized agency that offers an avenue for the
reporting of incidents related to child online protection. Incidents can also be reported online on the Kids Online
Security Website.
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CYBERWELLNESS PROFILE ISLAMIC
REPUBLIC OF PAKISTAN

BACKGROUND
Total Population: 179 951 000

Internet users, percentage of population: 10.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic Transactions Ordinance.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Pakistan has an officially recognized national CERT known as PakCERT. PISA-CERT is Pakistan’s first public CERT.
1.2.2 STANDARDS
Pakistan does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Pakistan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Pakistan does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Pakistan.
1.3.3 RESPONSIBLE AGENCY
There is no recognized agency for cybersecurity in Pakistan.
1.3.4 NATIONAL BENCHMARKING
Pakistan does not have any officially recognized national benchmarking or referential for measuring
cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
PakCERT has a Security Awareness Public Services. It also organizes seminars and presentations in different IT
events.
1.4.3 PROFESSIONAL CERTIFICATION
Pakistan does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Pakistan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Pakistan does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
PISA R3C is the newly formed collaborative project where multi-sector teams can join together to leverage each
other’s’ skills set and resources to better address the needs of its partners. The core objective of the project is to
bring experts, academia, the public sector and law enforcement closer.
1.5.4 INTERNATIONAL COOPERATION
Pakistan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Pakistan
participates in Asia Pacific Security Incident Response Coordination Working Group APSIRC-WG.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 293 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Pakistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Pakistan has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for online child protection.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to receiving reports of incidents.
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CYBERWELLNESS PROFILE
REPUBLIC OF PALAU
BACKGROUND
Total Population: Unknown

Internet users, percentage of population: Unknown%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Palau does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Palau does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Palau.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Palau does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Palau.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Palau.
1.3.4 NATIONAL BENCHMARKING
Palau does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Palau does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
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1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Palau.
1.4.3 PROFESSIONAL CERTIFICATION
Palau does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Palau does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Palau does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Palau does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Palau.
1.5.4 INTERNATIONAL COOPERATION
Palau participates in the PacCERT .
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
There is no information on whether Palau has acceded to the Convention on the Rights of the Child.
There is no information on whether Palau has acceded to the Optional Protocol to The Convention on the Rights
of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Palau.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Palau.
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CYBERWELLNESS PROFILE STATE
OF PALESTINE

BACKGROUND
Total Population: unknown

Internet users, percentage of population: 46.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Palestine does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Palestine does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Palestine.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Palestine has an officially recognized Information Security Policy and the National Strategy for Information and
Communication Technology.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Palestine.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communication and Information Technology is the agency responsible for cybersecurity in
Palestine.
1.3.4 NATIONAL BENCHMARKING
Palestine does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
The Information Security Bulletins serve as an educational tool and to promote professional cybersecurity
awareness.
1.4.3 PROFESSIONAL CERTIFICATION
Palestine does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Palestine does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states in
Palestine.
1.5.2 INTRA-AGENCY COOPERATION
Palestine does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Palestine.
1.5.4 INTERNATIONAL COOPERATION
There is no information on any international cooperation Palestine participates in.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Palestine has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Palestine has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Palestine.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Palestine.
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CYBERWELLNESS PROFILE
PANAMA
BACKGROUND
Total Population: 3 625 000

Internet users, percentage of population: 42.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Law on Electronic Signature
-Penal Code
1.1.2 REGULATION AND COMPLIANCE
Panama does not have specific regulations and compliance requirements pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Panama has established an officially recognized National CIRT.
1.2.2 STANDARDS
Panama has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the National Cybersecurity Strategy.
1.2.3 CERTIFICATION
Panama does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Panama has an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Panama is currently developing the national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Innovation Agency is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Panama does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Panama does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Panama has an officially recognised national cooperation agreement with STOP.THINK.CONNECT in 2013. The
purpose of the agreement was to enable the public awareness program to reach people around the country and
unite the hemisphere in the fight against cybercrime.
1.4.3 PROFESSIONAL CERTIFICATION
Panama does not know the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Panama does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Panama does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Panama does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Panama does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Panama is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Panama also
works very closely with the OAS/CICTE and with the OAS Member States in implementing a hemispheric
cooperation web forum.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- The Criminal Code (Articles 184-188 and 190*)
-Law n. 16 – Contribution to the prevention and elimination of commercial sexual exploitation of children and
adolescents in Central America, Panama and Dominican Republic (Chapter IV*)
2.2 UN CONVENTION AND PROTOCOL
Panama has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Panama has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Panama does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Panama Computer Incident Response Team (CSIRT Panama*) is the officially recognized agency that offers an
avenue for the reporting of incidents related to child online protection.

CYBERWELLNESS PROFILE
PAPUA NEW GUINEA
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BACKGROUND
Total Population: 7 171 000

Internet users, percentage of population: 6.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Papua New Guinea does not have specific legislation on cybercrime.

1.1.2

REGULATION AND COMPLIANCE
Papua New Guinea does not have specific legislation and regulation related to cybersecurity.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Papua New Guinea does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Papua New Guinea does not have officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Papua New Guinea does not have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Papua New Guinea does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Papua New Guinea does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Information Communication and Technology Authority (NICTA) is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Papua New Guinea does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Papua New Guinea does not have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Papua New Guinea does not have any officially recognized national or sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
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Papua New Guinea does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Papua New Guinea does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Papua New Guinea does not have officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Papua New Guinea does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Papua New Guinea does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Papua New Guinea is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Papua New Guinea is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and
ICT Policy, Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
Papa New Guinea is also a member of the APT and participates in APT organized Forum on cybersecurity.

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 229C and 229R-T of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Papua New Guinea has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Papua New Guinea does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Papua New Guinea does not have any officially recognized agency that offers an avenue for the reporting of
incidents related to child online protection.
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CYBERWELLNESS PROFILE
PARAGUAY
BACKGROUND
Total Population: 6 683 000

Internet users, percentage of population: 36.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law No. 4439/2011 amending the Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Paraguay has an officially recognized national CIRT known as CERT-PY.
1.2.2 STANDARDS
Paraguay does not have an officially recognized national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Paraguay.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Paraguay does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Paraguay.
1.3.3 RESPONSIBLE AGENCY
CERT-PY and the National Secretariat for Information and Communication Technologies (SENATICs) are the lead
authorities for cybersecurity in Paraguay. The Specialized Unit for Computer Crime, within the Office of the
National Prosecutor, is the lead agency responsible for investigating and prosecuting cybercrimes.
1.3.4 NATIONAL BENCHMARKING
Paraguay does not have any officially recognized national benchmarking or referential to measure cybersecurity.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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The government currently works with key private sector entities to develop shared norms for information
security, including cooperation and information sharing.
1.4.2 MANPOWER DEVELOPMENT
The government has undertaken a campaign called “Connect Yourself Safe PY [Paraguay]”, the principle objective
of which is to increase the public’s consciousness about the dangers of posting sensitive personal information on
social networking sites. SENATIC adopted a complementary initiative in 2013, STOPTHINKCONNECT, or
PARAPIENSACONECTATE in Spanish, which is in the implementation phase.
1.4.3 PROFESSIONAL CERTIFICATION
Paraguay does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Paraguay does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Assistance has been received from numerous partners including the OAS, the US Department of State (DS/ATA),
and other competent national authorities in the region. CERT-PY has been actively developing its cooperative
ties with other national CSIRTs in the region, which it reported has enabled it to stay better informed of evolving
cyber threats and techniques.
1.5.2 INTRA-AGENCY COOPERATION
Paraguay does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Paraguay.
1.5.4 INTERNATIONAL COOPERATION
Paraguay is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Paraguay
also hosted the Congress on Cybersecurity.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 135* of the Criminal Code.
- Article 31* of the Law 1681/2001, Child and Adolescence Code, June 2003.
- Law n. 2861/2006*, “That restrain trade and commercial or noncommercial dissemination of pornographic
material, using the image or other representation of minors or mental unable”, January 2006.
2.2 UN CONVENTION AND PROTOCOL
Paraguay has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Paraguay has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no institutional support for child online protection in Paraguay.
2.4 REPORTING MECHANISM
CERT-PY provides an email to report abuses: abuse@csirt.gov.py.
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CYBERWELLNESS PROFILE
REPUBLIC OF PERU
BACKGROUND
Total Population: 29 734 000

Internet users, percentage of population: 39.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code
- Computer Crimes Act
- Incorporating Computer Crimes in the Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Protection of Personal Data
- Digital Signatures and Certificates Law.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Peru has an officially recognized national CIRT known as PeCERT.
1.2.2 STANDARDS
There is no officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Peru.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Peru has an officially recognized cybersecurity strategy known as Plan Estratégico en Seguridad Informática y de
la Información.
1.3.2 ROADMAP FOR GOVERNANCE
Peru does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The PeCERT and the Division of High Technology Crimes (DIVINDAT) are responsible for cybersecurity in Peru.
1.3.4 NATIONAL BENCHMARKING
Peru does not have an officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no program or project for research and development of cybersecurity standards, best practices and
guidelines.
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1.4.2 MANPOWER DEVELOPMENT
DIVINDAT and PeCERT actively train their personnel to maintain and develop their capacity to perform their core
functions. Internal awareness raising initiatives within their own institutions have entailed a full range of activities
to ensure users’ understanding of concepts not always associated with but key to cybersecurity such as physical
security, security logic, and human security. External awareness raising activities have included media campaigns,
and outreach and education for private sector entities including banks, payment processors, and other business
and commercial interests. Awareness raising campaigns have also targeted citizens at large, emphasizing basic
good practices for reducing vulnerability and protecting one’s identity and information while using the Internet
and ICTs.
1.4.3 PROFESSIONAL CERTIFICATION
Peru does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Peru does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states DIVINDAT actively seeks
assistance from foreign entities where and when appropriate. It also maintains active partnerships with and
supports the efforts of national and international NGOs working to combat cyber and other crimes that have
utilized ICTs.
1.5.2 INTRA-AGENCY COOPERATION
Peru does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
PeCERT has initiated a dialogue to increase collaboration with the private sector, particularly ISPs and banks.
1.5.4 INTERNATIONAL COOPERATION
Peru is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Peru also
participates in the OAS CICTE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 181-A* and 183-A* of the Criminal Code, added by the law n. 28.251 from April 1991.
2.2 UN CONVENTION AND PROTOCOL
Peru has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Peru has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information about any agency responsible for child online protection in Peru.
2.4 REPORTING MECHANISM
PeCERT provides an email to report incident: pecert@pcm.gob.pe.
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CYBERWELLNESS PROFILE
PHILIPPINES
BACKGROUND
Total Population: 96 471 000

Internet users, percentage of population: 37.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Cyber Crime Prevention Act - RA 10175.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Data privacy Act of 2012 RA 10173
- Electronic Act of 200 RA 8792
- Anti-Child Pornography Act of 2009 RA 9775.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Philippines has an officially recognized national CERT (PHCert).
1.2.2 STANDARDS
Philippines has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through iGovPhil services which include a single sign-on
facility, a Public Key Infrastructure for secured online transactions.
1.2.3 CERTIFICATION
Philippines does not have an officially approved national (and sector specific) cybersecurity framework for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Philippine has an officially recognized national cybersecurity plan 2005.
1.3.2 ROADMAP FOR GOVERNANCE
Philippines does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Philippines has officially recognized the following agencies responsible for implementing a national cybersecurity
strategy, policy and roadmap:
- Cyber Crime Unit and Cyber Crime Unit - Computer Forensic Labs Computer Forensic Labs
- Zamboanga City Zamboanga City
- Davao City Davao City

- General Santos City General Santos City
- DOST-ICTO Cyber Security Section

1.3.4 NATIONAL BENCHMARKING

377

Глобальный индекс кибербезопасности и профили по киберблагополучию
DOST-ICTO Cyber Security Section is responsible for benchmarking and measuring cybersecurity development in
Philippines.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Philippines does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Philippines has officially recognized through ISACA a sector-specific educational and professional training
program for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. ISACA engages in the
development, adoption and use of globally accepted, industry-leading knowledge and practices for information
systems. It provides practical guidance and other effective tools for all enterprises that use information systems.
1.4.3 PROFESSIONAL CERTIFICATION
Philippines does not know the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Philippines does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Philippines does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5.2 INTRA-AGENCY COOPERATION
Philippines does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Philippines does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5.4 INTERNATIONAL COOPERATION
Philippines is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 201 and 355 of the Criminal Code.
- Section 4(c)(1) of the Cybercrime Act.
2.2 UN CONVENTION AND PROTOCOL
Philippines has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Philippines has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Philippines does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Philippines does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF POLAND
BACKGROUND
Total Population: 38 317 000

Internet users, percentage of population: 62.8492%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Act on Electronic Signature
- Act on Electronic Payment Instruments
- The Act on the Protection of Personal Data
- Act on Providing Services by Electronic Means
- The Act on the Computerisation of the Operations of Entities Performing Public Tasks.
1.2 TECHNICAL MEASURES
1.2.1 CIRT & RCC
Poland has an officially recognized national CIRT called CERT.GOV.PL. The first CERT created in Poland was the
CERT Polska followed by the PIONIERCERT and the TP CERT.
1.2.2 STANDARDS
There is no information available about any officially recognized national (and sector specific) cybersecurity
framework for implementing internationally recognized cybersecurity standards in Poland.
1.2.3 CERTIFICATION
There is no information about any framework for certification and accreditation of national agencies and public
sector professionals in Poland.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Poland has officially recognized national cybersecurity strategy and protection plans which are: National Security
Strategy of the Republic of Poland and Cyberspace Protection Policy of the Republic of Poland.
1.3.2 ROADMAP FOR GOVERNANCE
Poland has a national governance roadmap for cybersecurity under the Cyberspace Protection Policy of the
Republic of Poland.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Administration and Digitization, The Ministry of National Defense and the Internal Security
Service are the officially recognized agencies responsible for implementing a national cybersecurity strategy,
policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
There are reports on the activities of the CERT.GOV.PL and also reports on the state of cybersecurity in Poland.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The National Cryptology Center is responsible for the research and development (R&D) of cybersecurity
standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
The National CIRT CERT.GOV.PL conducts series of free training for administrators of IT systems of public
administration. Courses are offered in cooperation with the Internal Security Agency Microsoft IT security SCP
(Security Cooperation Program).
1.4.3 PROFESSIONAL CERTIFICATION
The CERT.GOV.PL members are certified under internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
CERT.GOV.PL and TP CERT are certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
In facilitating sharing of cybersecurity assets across borders or with other nation states, Poland has officially
recognized partnerships with the following through CERT.GOV.PL and CERT Polska:
- FIRST

- TI.

1.5.2 INTRA-AGENCY COOPERATION
Poland has officially recognized ARAKIS-GOV as a national program for sharing cybersecurity assets within the
public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no information on any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector in Poland.
1.5.4 INTERNATIONAL COOPERATION
Poland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
CERT Polska is a member of FIRST.
Poland also participates in international cybersecurity activities with the following:
- ENISA
- NATO.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Articles 197, 200a and 202 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Poland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Poland has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information on any agencies in Poland that support child online protection.
2.4 REPORTING MECHANISM
Online illegal content can be reported on the website of Dyzurnet.
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CYBERWELLNESS PROFILE
PORTUGUESE REPUBLIC

BACKGROUND
Total Population: 10 699 000

Internet users, percentage of population: 62.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code
- Cybercrime Law.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on protection of Personal Data
- Law on Electronic Communications
- Law on Electronic Commerce
- Law on Legal protection of Computer Programs
- Law on Electronic Signature
- Law on Electronic Communications Infrastructure.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Portugal has an officially recognized national CIRT known as CER.PT.
1.2.2 STANDARDS
Portugal has an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Decree-Law 166-A/2006 creates the electronic certification system of the State-Public key infrastructure and also
designates the national security authority as the national accrediting authority. The national security authority is
competent to issue the accrediting certificate of the certifying entities exercising the accrediting competencies
foreseen.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Through the Resolution of the Council of Ministers, there is a strategic plan to rationalize and reduce costs with
the Information Technology and Communication, the task of coordinating with the relevant entities of the
definition and implementation of a National Strategy for Information Security, which comprises, among other
measures, the creation, installation and operation of a National Centre for Cybersecurity.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Portugal.
1.3.3 RESPONSIBLE AGENCY
The proposed National Cybersecurity Center will be responsible for cybersecurity.
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1.3.4 NATIONAL BENCHMARKING
Portugal does not have an officially recognized national benchmarking or referential for measuring cybersecurity
development
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There is no known awareness program, training program or workshop on cybersecurity, for the general public or
for public and private sector employees in Portugal.
1.4.3 PROFESSIONAL CERTIFICATION
Portugal does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
CER.PT has been certified since the 2004 under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework for sharing cybersecurity assets across borders with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Portugal does not have any framework for sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no framework for sharing cybersecurity assets between the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Portugal participates in the EU/ENISA.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 172 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Portugal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Portugal has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Internet Segura* a public private partnership, gives information on online safety.
2.4 REPORTING MECHANISM
Online illegal content can be reported on the website of Linha Alerta (*).
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CYBERWELLNESS PROFILE
QATAR
BACKGROUND
Total Population: 1 939 000

Internet users, percentage of population: 85.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics,2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Cybercrime Law (final draft phase)

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Information Privacy Law (final draft phase)
-Critical Information Infrastructure Protection Law (Final
draft phase)
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Qatar has an officially recognized National CIRT (QCERT).
1.2.2 STANDARDS
Qatar has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the National Information Assurance Framework
(NIAF).
1.2.3 CERTIFICATION
Qatar recently endorsed the Accreditation & Certification Framework, anticipating to be enforced early 2014.
The NIAF is an officially approved national (and sector specific) cybersecurity framework for the certification and
accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Qatar has finalized the National Cyber Security Strategy and it is currently under review by the Strategy
Stakeholders.
1.3.2 ROADMAP FOR GOVERNANCE
The NIAF provides a national governance roadmap for cybersecurity in Qatar.
1.3.3 RESPONSIBLE AGENCY
The Cybersecurity Division at the Ministry of Information Communication & Technology is the officially
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Qatar does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Qatar Computing Research Institute (QCRI) has officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards.
1.4.2 MANPOWER DEVELOPMENT
Qatar national CIRT (QCERT) conducted several awareness programs on Cyber Safety and capacity building e.g.
SANs institute to deliver security Technical courses for practitioners. The website is www.safespace.qa.
1.4.3 PROFESSIONAL CERTIFICATION
Qatar does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.

1.4.4 AGENCY CERTIFICATION
Qatar does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Qatar has official
recognized partnerships with the following organizations:
-ITU

-Meridian Process

-FIRST

-APWG

-Cloud Security Alliance

-GCC CERT.

-OWASP

1.5.2 INTRA-AGENCY COOPERATION
Qatar has an officially recognized national program (National Incident Handling Framework) for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Qatar has an officially recognized national program for sharing cybersecurity assets within the public and private
sector. An Information Risk Expert Committee will be set up for each industry sector.
1.5.4 INTERNATIONAL COOPERATION
Qatar is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Qatar also is a
member of ICANN, FIRST, Meridian Process, OWASP, APWG, Cloud Security Alliance. In addition, it is a voting
member in Industry System Automation and GCC CERT. Qatar participated in the 2012 ITU-IMPACT Workshop
and the ITU RCC Regional cybersecurity Forum Cyber Drill 2013 in Oman. QCERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-The Criminal Code (Article 292).
2.2 UN CONVENTION AND PROTOCOL
Qatar has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
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Qatar has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Qatar Computer Incident Response Team (QCERT) is the officially recognized agency that offers institutional
support on child online protection. It monitors and restrains online threats, making available different
information on Cybersecurity and Child Online Protection.
In addition the Government maintains Safe Space (*), a website dedicated to inform children, parents and
educators about online threats, best practices, policies and tools for Cyber-safety. Furthermore the National
Committee for Internet Safety, under ictQATAR, aggregates government representatives, law enforcement,
academia, non-governmental organizations, parents and local youth.
2.4 REPORTING MECHANISM
Qatar Computer Incident Response Team (QCERT) is the officially recognized agency that offers an avenue for
the reporting of incidents related to child online protection. Safe Space (*) also provides an avenue for the
reporting of incidents.
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CYBERWELLNESS PROFILE
ROMANIA
BACKROUND
Total Population: 1 314 000

Internet users, percentage of population: 49.76%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-The Budapest Convention, ratified by the Law no. 64/2004
-Law no. 161/2003 - Anti-Corruption Law – Title III - on preventing and fighting cybercrime (Art.42-51)
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Romania's Cyber Security Strategy and the National Action Plan on implementation of the national cyber security
(2013) approved through GD 271/2013
-The Directive of the European Parliament and of the Council on attacks against information systems, to be
transposed by 4 September 2015.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Romania has an officially recognized national CIRT (CERT-RO).
Romania has also few sectorial CERT:
- CERT-MIL (MoD)
- CYBER-INT (Romanian Intelligence Service)
Service)

- CORIS (Special Telecommunications

1.2.2 STANDARDS
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Romania has an officially recognized national cybersecurity strategy (Romania's Cyber Security Strategy - national
cybersecurity strategy (2013)).
1.3.2 ROADMAP FOR GOVERNANCE
The National Action Plan on implementation of the Romania's Cybersecurity Strategy provides a national
governance roadmap for cybersecurity in Romania.
1.3.3 RESPONSIBLE AGENCY
The Ministry of Communication and Informational Society monitors and coordinates the implementation of a
national cybersecurity strategy, policy and roadmap by respective agencies.
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1.3.4 NATIONAL BENCHMARKING
Romania has not yet officially recognized national benchmarking for the national cyber crisis management plan.
However, Romania participated in the annual exercise coordinated by ENISA in 2011 and 2013 and CERT-RO was
the national actor.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Romania does not have officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. However In the framework of European Cybersecurity Month, CERT-RO carried out, beside
private sector partners, an awareness campaign regarding to cybersecurity issues. In this framework, were
posted on the CERT-RO web site the cyber security standards, best practices and guidelines to be applied in either
the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Romania does not have yet any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors. However CERTRO is currently implementing a European funded project, with the final goal to set up a National System for
Countering Cybercrime.
1.4.3 PROFESSIONAL CERTIFICATION
Romania does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity since databases are operated by each responsible public
institution.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, CERT-RO signed MoU for
cooperation on network security and emergency response, with many other national or governmental CERTs
team from different countries as follows:
-Hungary -Kazakhstan
-Uzbekistan - South Korea - Japan
- Republic of Moldova
-P.R. of China
Also, another European project named Advanced Cyber Defence Centre (ACDC), carried out under FP7 European
program by CERT-RO, has as a major objective, the establishment of the European antibotnet platform.
1.5.2 INTRA-AGENCY COOPERATION
Romania has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public sector through the national and sectorial CIRT: (CERT-RO, CERT-MIL, CORRIS). CERT-RO signed a
Memorandum of Understanding (MoU) and Protocols with more than 20 public institutions in the cybersecurity
field. Also, National System for Countering Cybercrime, could be considered the framework for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
CERT-RO signed Memorandum of Understanding (MoU) and Protocols with private entities in cybersecurity field
from antivirus company as Bitdefender to bank CERT teams.
1.5.4 INTERNATIONAL COOPERATION
Romania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Romania
recognized participation in regional and international cybersecurity platforms and forums since it is affiliated
with ENISA and TERENA. CERT-RO is a member of FIRST.
Romania participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
Articles 374 and 375* of the Criminal Code.
Articles 7, 11, 13 and 14* of the Law on Preventing and Combating Pornography.
Article 51* of the Anti-corruption Law.
2.2 UN CONVENTION AND PROTOCOL
Romania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Romania has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Information on internet safety can be found in the website of the Romanian National Computer Security Incident
Response Team (CERT-RO (*)).
2.4 REPORTING MECHANISM
Illegal content can be reported in the website of Focus Internet Hotline*.
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CYBERWELLNESS PROFILE
RUSSIAN FEDERATION

BACKGROUND
Total Population: 142 703 000

Internet users, percentage of population: 61.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal code (art. 271-273).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Federal Law 152 on Personal Data Protection regulated by Roscomnadzor (Telecommunications
Regulator)

-Federal Law 139 on Blacklisting and ISP control regulated by Roscomnadzor (Telecommunications
Regulator).

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Russia has an officially recognized governmental CERT (GOV-CERT), a joint government project CIRT (RU-CERT)
and one based on Group IB, the leading Russian company in incident response business CIRT (CERT-GIB).
1.2.2 STANDARDS
Russia does not have an officially approved national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Russia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Russia has officially recognized a National Security Concept of the Russian Federation (2000), a concept of the
Foreign Policy of the Russian Federation (2013), an Information Security Doctrine of the Russian Federation
(2000), basic Principles for State Policy of the Russian Federation in the Field of International Information Security
(2013) and conceptual Views Regarding the Activities of the Armed Forces of the Russian Federation in the
Information Space (2011) .
However the draft of Russia’s Cyber Security Strategy is underway.
1.3.2 ROADMAP FOR GOVERNANCE
Russia does not currently have any national governance roadmap for cybersecurity.
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1.3.3 RESPONSIBLE AGENCY
Russian Federal Security Service (FSB), Federal Protection Service (FSO), Federal Service for Technical and Export
Control (FSTEC), Ministry of Internal Affairs (MVD), Ministry of Defence (MoD) and the Foreign Intelligence
Service (SVR) are the officially recognized institutions responsible for implementing a national cybersecurity
strategy, policy and roadmap in Russia.
1.3.4 NATIONAL BENCHMARKING
Each government entity in Russia performs an annual audit of its own networks and systems depending on the
requirements of the information.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Russia has officially recognized national or sector-specific research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector
through the ITU-T study group question 17 on security.
1.4.2 MANPOWER DEVELOPMENT
Russia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Russia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information regarding any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, the Russian company in
incident response business CIRT (CERT-GIB) has officially recognized partnerships with the League of Safer
Internet and the National Coordination Centre.
1.5.2 INTRA-AGENCY COOPERATION
Russian Federal Security Service (FSB) has officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector with the following organizations:
Federal Service for Technical and Export Control (FSTEC)

Ministry of Defence (MoD)

Ministry of Internal Affairs (MVD)

Financial Crimes Unit in Federal Tax Services.

1.5.3 PUBLIC SECTOR PARTNERSHIP
Russia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Russia does not have any officially recognized participation in regional and/or international cyber security
platforms and forums.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 242 of the Criminal Code – does not criminalize simple possession.
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2.2 UN CONVENTION AND PROTOCOL
Russia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Russia has signed but not ratified (as of 14th December 2014), the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Russia does not have ant officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Cyber Security and Incident Response Team for the governmental networks of the Russian Federation (GOVCERT.RU (*)) provides space in its website to report a computer incident.
Safer Internet Centre for Russia (*) provides space in its website to report online illegal content.
The Friendly RUNET Foundation (*) provides space (*) in its website to report online illegal content.
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CYBERWELLNESS PROFILE
RWANDA
BACKGROUND
Total Population: 11 272 000

Internet users, percentage of population: 8.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code
-Law on Electronic Message, Signature and -Draft ICT bill.
Transaction
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-National Standards for Cyber Security.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Rwanda has an officially recognized national CIRT Rw-CSIRT.
1.2.2 STANDARDS
Rwanda developed an Information Security Framework referred to as Government Security Architecture. This
architecture provides information security policies, procedures and guidelines for the public and private sector.
1.2.3 CERTIFICATION
Rwanda does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals. However a draft national
policy has been developed and submitted for cabinet approval. This allows the establishment of the organization
in charge of cyber security, which will perform certification and accreditation of national agencies and public
sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Rwanda does not yet have an officially recognized national cybersecurity policy. However there is a draft National
Cyber Security Policy. This policy defines priority areas in the field of cyber security. It has been submitted to
cabinet for approval and further dissemination.
1.3.2 ROADMAP FOR GOVERNANCE
Rwanda does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Specialized Cyber Security Division in Rwanda Development Board (RDB) is the officially recognized agency
responsible for implementing a national cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
Rwanda has officially recognized national or sector-specific benchmarking exercises or referential used to
measure cybersecurity development. The last exercise was performed in 2013.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Research and Development (R&D) was defined as the most priority initiative in the National Information and
Communication Infrastructure Plan (NICI III) and in the draft National Cyber Security Policy. In addition, a Unit in
charge of R&D was established under the National CSIRT.
1.4.2 MANPOWER DEVELOPMENT
The Ministry of Education introduced different information security course modules in the overall IT or Computer
engineering program in tertiary institutions. In the ICT skills development plan, IT security training and
certification program was developed. For cyber security awareness, the Government of Rwanda developed a
National Cyber Security Awareness and Training Program; this program promotes cyber security awareness for
internet users in Rwanda and also promotes the development of security professional (i.e. cyber security
workforce) in Rwanda that support the public and private institutions to protect their critical systems against
cyber threats.
1.4.3 PROFESSIONAL CERTIFICATION
Rwanda has 80 public sector professionals certified under internationally recognized certification programs in
cybersecurity.
1.4.4 AGENCY CERTIFICATION
Rwanda does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity. However Rwanda started the implementation of a Certification Authority
(CA) which will be responsible of information certification with the usage of digital certificate. In addition, the
draft National Cyber Security Policy defines the establishment of a cybersecurity agency, which will be in charge
of information security compliance and certification.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Rwanda has officially
recognized partnerships with the following organizations:
-ITU

-Korea KISA

1.5.2 INTRA-AGENCY COOPERATION
Rwanda has officially recognized national programs for sharing cybersecurity assets within the public sector
through the national CIRT.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Rwanda has officially recognized programs for sharing cybersecurity assets within the public and private sector
through the national CIRT.
1.5.4 INTERNATIONAL COOPERATION
Rwanda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Rwanda
participated in different regional cyber security fora. In East Africa Community (EAC) Rwanda was part of the
forum which developed EAC framework for cyber security laws. Rwanda also participated in the forum to develop
Africa Union Cyber Security Framework.
Rwanda is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT
Policies in Sub-Sahara Africa” (HIPSSA).
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Articles 211, 229 and 230 of the Organic Law Instituting the Penal Code
2.2 UN CONVENTION AND PROTOCOL
Rwanda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Rwanda has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Rwanda does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Rwanda does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
SAINT LUCIA

BACKGROUND
Total Population: 178 000

Internet users, percentage of population: 35.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Criminal Code
- Electronics Crimes Bill.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronics Crimes Bill
- Interception of Communications Bill.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Saint Lucia does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Saint Lucia does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Saint Lucia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Saint Lucia does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Saint Lucia.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Saint Lucia.
1.3.4 NATIONAL BENCHMARKING
Saint Lucia does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Saint Lucia does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Saint Lucia.
1.4.3 PROFESSIONAL CERTIFICATION
Saint Lucia does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Saint Lucia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Saint Lucia does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Saint Lucia does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Saint Lucia.
1.5.4 INTERNATIONAL COOPERATION
Saint Lucia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Saint Lucia
hosted the eighth Caribbean Internet Governance Forum and Cyber Security Workshop from 29 to 30 August
2014 hosted in collaboration with the government of Saint Lucia, the Commonwealth Foundation for ICT and the
Diplo Foundation.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Saint Lucia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Saint Lucia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Saint Lucia.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Saint Lucia.
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CYBERWELLNESS PROFILE
SAMOA
BACKGROUND
Total Population: 185 000

Internet users, percentage of population: 15.30%

(data source: United Nations Statistics Division, December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Crimes Act 2013 (which deals with accessing electronic system without authorization; illegal remaining in an
electronic system, illegal interception, damaging or interfering with electronic data, SPAM etc.)
- Criminal procedures Act 1972 (currently reviewing)
1.1.2
REGULATION AND COMPLIANCE
Aside from the Crimes Act 2013 aspects of cybersecurity are evident in particular enactments such as the
Telecommunications Act 2005, Broadcasting Act 2010, Electronic Transactions Act 2008, Copyright Act 1998,
Mutual Assistance in Criminal Matters Act 2007, Money Laundering Prevention Act 2007.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Samoa does not have currently have an officially recognized CIRT. But Samoa has sought through a proposal ITU
assistance to establish its national CIRT entity. It must be noted however that Samoa is a member of PacCERT.
1.2.2 STANDARDS
Samoa does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally standards.
1.2.3 CERTIFICATION
Samoa does not have an officially approved national (and sector specific) cybersecurity frameworks for
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1
POLICY
Currently there is no national or sector-specific cyber security strategy and/ or policy on cybersecurity in Samoa
but there are some initiatives under the National ICT Sector Plan which are in the pipeline.
However it is important note that on an official scale it is recognized under the National Information and
Communication Technology policy 2012-2017 the need to create an enabling secure environment for the
development and adoption of ICT through policy reform and improvements in legal frameworks, striving to put
in place legislation to ensure the protection of children in relation to use of ICT and the security of information
shared and access using ICT e.g. cybercrime laws.
1.3.2 ROADMAP FOR GOVERNANCE
Samoa does not have an officially recognized national or sector-specific governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Office of the Regulator is at the forefront of implementing cybersecurity initiatives. However considering a
holistic approach of promoting and having central focus on the implementation of cybersecurity
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strategy/policy/roadmap there is no national or sector-specific agency specifically responsible for implementing
a national cybersecurity strategy/ policy/roadmap.
1.3.4 NATIONAL BENCHMARKING
Samoa does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Samoa does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
A workshop on Concepts and Techniques of Developing Cyber Crime Policy and Legislation was hosted by the
Office of the Attorney General and the Office of the Regulator in partnership with ITUand European Commission
under the ICB4PAC Project.
Also, the Ministry of Police conducted several safety campaigns against cybercrime activities in Samoa in
collaboration with telecom service providers.
1.4.3 PROFESSIONAL CERTIFICATION
Samoa does not have an official record of any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Samoa does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Samoa has officially
recognized partnerships with the following Organizations:
-Pacific ICT Regulatory Resource Center (“PIRRC”)
-Pacific Computer Emergency Response Team
(“PacCERT”)
-Pacific Transnational Crime Network
- ITU
-Virtual Global Taskforce (Interpol is a member of
- Interpol (Samoa is a member of Interpol)
Virtual Global Taskforce).
1.5.2 INTRA-AGENCY COOPERATION
Samoa does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Samoa does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Samoa is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Samoa also
participated in several cybersecurity activities with ITU and EU.
Samoa is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy,
Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
Samoa is also a participant in the following regional and international platforms and forums:
- Pacific Island Chapter of the Internet Society (“PICISOC”)
(“APNIC”)

-Asia

- Pacific Computer Emergency Response Team (“PacCERT”)

- Asia Pacific Telecommunity (“APT”)

- Pacific ICT Regulatory Resource Center (“PIRRC”)

- Cyber Safety Pasifika
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-Virtual Global Taskforce

-Interpol

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 43 and 44 of the Crime Offences Act – provides only provision against distribution or exhibition of
indecent matter but does not explicitly mention child pornography.
-Section 218 of Samoa Crimes Act 2013 – only criminalizes solicitation of children through the use of information
and communication technology.
2.2 UN CONVENTION AND PROTOCOL
Samoa has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Samoa does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Samoa does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF SAN MARINO

BACKGROUND
Total Population: 33 400

Internet users, percentage of population: 50.80%

(data source: United Nations Statistics Division, December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Rules Concerning the Processing of Personal Data related to Information Technology Art. 17 of Law 23/05/1995
n.70
-Art 204, 403- Penal Code.

1.1.2 REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law n.115 dated 20/07/2005 Digital document and digital signature
-Law n.58 dated 29/05/2013 Use of Electronic Communications and e-Commerce
-Law n.140 dated 26/11/1987 Procedure modality for the authorization of private databases
-Law n.71 dated 23/05/1995 Collection of statistic data and competences in the state information technology
-Art. 17 of Law 23/05/1995 n.70 Rules concerning the processing of personal data related to information
technology
-Decree n.27 dated 13/03/1984 and decree n.67 dated 03/06/1986 The State Database and assign the
maintenance management to private firms
-Decree n.156 dated 08/11/2005 Technical rules for the creation, transmission, preservation, duplication,
reproduction and validation, of digital documents.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
San Marino does not have an officially recognized national CIRT.
1.2.2 STANDARDS
San Marino does not have an officially approved national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in San Marino.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
San Marino does not have an officially recognized national or sector-specific cybersecurity strategy or policy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no officially recognized national governance roadmap for cybersecurity in San Marino.
1.3.3 RESPONSIBLE AGENCY
The Information Technology Authority (Autorità per l’Informatica) is responsible for the information technology
planning among the Public Administration.
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The Information Technology Office (Ufficio Informatica, Tecnologia, Dati e Statistica) is the agency responsible
for the technical support, operational and administrative authority for information technology in the
preparation, management and development of the IT plan of the State.
1.3.4 NATIONAL BENCHMARKING
San Marino does not have an officially recognized national benchmarking exercise or referential used to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development (R&D) program/project for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector in
San Marino.
1.4.2 MANPOWER DEVELOPMENT
There is no officially recognized national or sector-specific educational and professional training program for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in San Marino.
1.4.3 PROFESSIONAL CERTIFICATION
San Marino does not have public sector professionals certified under internationally recognized certification
program in cybersecurity.
1.4.4 AGENCY CERTIFICATION
San Marino does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states San Marino and the Italian
Republic signed an agreement on mutual cooperation in cybercrime prevention and suppression. Cooperation
takes place mainly through the NCB Interpol.
1.5.2 INTRA-AGENCY COOPERATION
San Marino does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in San Marino.
1.5.4 INTERNATIONAL COOPERATION
San Marino is a member of the ICPO-INTERPOL.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 3* of the Law on the Repression of Sexual Exploitation of Minors.
2.2 UN CONVENTION AND PROTOCOL
San Marino has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child.
San Marino has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in San Marino.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to report of incidents in San Marino.
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CYBERWELLNESS PROFILE
SAO TOME AND PRINCIPE
BACKGROUND
Total Population: 182 000

Internet users, percentage of population: 23.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Sao Tome and Principe does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Sao Tome and Principe does not have any officially recognized regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Sao Tome and Principe currently does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Sao Tome and Principe does not have any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Sao Tome and Principe does not have any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Sao Tome and Principe does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Sao Tome and Principe does not have any officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The General Regulatory Authority (AGER) is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Sao Tome and Principe does not have any officially recognized national or sector-specific benchmarking exercises
or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Sao Tome and Principe does not have any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Sao Tome and Principe does not have any officially recognized national or sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Sao Tome and Principe does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Sao Tome and Principe does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Sao Tome and Principe does not have any officially recognized partnerships to facilitate sharing of cybersecurity
assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Sao Tome and Principe does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Sao Tome and Principe does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Sao Tome is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sao Tome
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA). Sao Tome and Principe is also a member of ARCTEL.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-The Criminal Code (Article 180).
2.2 UN CONVENTION AND PROTOCOL
Sao Tome and Principe has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Sao Tome and Principe does not have any the officially recognized agency that offers institutional support on
child online protection.
2.4 REPORTING MECHANISM
Sao Tome and Principe does not have any the officially recognized agency that offers an avenue for the reporting
of incidents related to child online protection.
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CYBERWELLNESS PROFILE
KINGDOM OF SAUDI ARABIA

BACKGROUND
Total Population: 28 705 000

Internet users, percentage of population: 60:50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Anti-Cyber Crime Law.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Electronic Transactions Law.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Saudi Arabia has an officially recognized national CIRT known as CERT SA.
1.2.2 STANDARDS
Saudi Arabia does not have an officially approved national or sector specific cybersecurity framework for
Cybersecurity.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Saudi Arabia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is no national or sector-specific cybersecurity policy in Saudi Arabia.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Saudi Arabia.
1.3.3 RESPONSIBLE AGENCY
CERT SA is the agency responsible for cybersecurity in Saudi Arabia.
1.3.4 NATIONAL BENCHMARKING
Saudi Arabia does not have an official national benchmarking and referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
CERT SA security quality management is responsible for awareness building and education/training.
1.4.3 PROFESSIONAL CERTIFICATION
There is a certified professional statistics database where this information is stored.
1.4.4 AGENCY CERTIFICATION
Saudi Arabia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework for sharing cybersecurity assets across borders with other nation states in Saudi Arabia.
1.5.2 INTRA-AGENCY COOPERATION
Saudi Arabia does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Saudi Arabia.
1.5.4 INTERNATIONAL COOPERATION
Saudi Arabia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Saudi Arabia participates in the following cybersecurity activities:
- APWG

- OIC-CERT

- The Honeynet Project.

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 6 and 8(3) of the Anti-Cybercrime Law (*).
2.2 UN CONVENTION AND PROTOCOL
Saudi Arabia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Saudi Arabia has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Computer Emergency Response Team of Saudi Arabia CERT.SA (*) provides specific information (*) on child
online protection.
2.4 REPORTING MECHANISM
The website of CERT.SA provides space in its website for reporting a computer incident but requires a login to do
so. It is still possible to contact the CERT through an online form or the mail: info@cert.gov.sa.
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CYBERWELLNESS PROFILE
REPUBLIC OF SENEGAL

BACKGROUND
Total Population: 13 108 000

Internet users, percentage of population: 20.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Senegal Law on Cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Cryptology Law
- Data Protection Law
- Electronic Transactions Law
- Law Guiding the Information Society.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT completed a CIRT assessment in Senegal in 2011. Senegal does have an official national CIRT.
1.2.2 STANDARDS
Senegal does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Senegal.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Senegal does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Senegal.
1.3.3 RESPONSIBLE AGENCY
Senegal has proposed to establish a National Cybersecurity Centre to be funded by the EU.
1.3.4 NATIONAL BENCHMARKING
Senegal does not have an officially recognized national benchmarking or referential for measuring cybersecurity
development.

406

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development or program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There is no educational and professional training program for raising awareness, higher education and
certification.
1.4.3 PROFESSIONAL CERTIFICATION
Senegal does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Senegal does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Senegal does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Senegal.
1.5.4 INTERNATIONAL COOPERATION
Senegal is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Senegal
partners in a joint project of EU and Council of Europe on Global Action on Cybercrime (GLAY).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 256, 318 and 320bis* of the Criminal Code.
- Articles 431(34)-431(37), 431(42), 431(58), 431(59) and 431(64)* of the Law on Cybercrime.
2.2 UN CONVENTION AND PROTOCOL
Senegal has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Senegal has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection.
2.4 REPORTING MECHANISM
There is no website or hotline to report incidents in Senegal.
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CYBERWELLNESS PROFILE
SERBIA
BACKGROUND
Total Population: 9 847 000

Internet users, percentage of population: 51.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instrument:
- Criminal Code art. 298-304a.
1.1.2
REGULATION AND COMPLIANCE
Serbia does not have any specific legislation and regulation regarding cybersecurity and compliance
requirements.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Serbia in 2010. Serbia has not yet established and legally
mandated a national CERT. However the following institutions’ tasks are connected to CERT functions.
- Administrative Agency for Joint Service of Government Authorities performs the tasks of managing security
risks in information-communication systems of public administration bodies, protecting the public
administration network and data, cooperation and coordination related to information security.
- The Academic Network of the Republic of Serbia (AMRES) is a public institution that performs the CERT activities
for the educational and scientific-research institutions in the Republic of Serbia.
1.2.2 STANDARDS
Serbia does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Serbia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Serbia does not have any officially recognized national cybersecurity strategy. However Serbia adopted a
development strategy for Information Society in the Republic of Serbia by 2020 which has six priorities for
development. One of the strategy priorities is Information Security, which will have to be developed by improving
legal and institutional framework, critical infrastructure protection, fight against cybercrime and scientific,
research and development work.
1.3.2 ROADMAP FOR GOVERNANCE
The Action plan (2013-2014) determines activities for the cybersecurity improvement in Serbia. The competent
institution for proposing strategic and action plan documents in the area of information society is Ministry of
Trade, Tourism and Telecommunications.
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1.3.3 RESPONSIBLE AGENCY
The Ministry of Trade, Tourism and Telecommunications is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Serbia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Serbia does not yet have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Serbia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
The Academic Network of the Republic of Serbia (AMRES) team members are certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
The Academic Network of the Republic of Serbia (AMRES) is the official certified government and public sector
agency certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Serbia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Serbia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Serbia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Serbia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Serbia
participated in the second conference of South-Eastern Europe National Security Authorities (SEENSA) and the
Serbian NSA participated on the third conference about information security and cybernetic defence “ISCD 2013”
in Hungary.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child protection has been enacted through the following instruments:
-Article 185 of the Criminal Code.
-Articles 54 and 55 of the Law on Amendments and Additions to the Criminal Code, n. 72/09.
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2.2 UN CONVENTION AND PROTOCOL
Serbia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Serbia has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Serbia does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
The Safer Internet Hotline “Net Patrol” provides an online form to report illegal content.
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CYBERWELLNESS PROFILE
REPUBLIC OF SEYCHELLES

BACKGROUND
Total Population: 87 400

Internet users, percentage of population: 50.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Computer Misuse Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Transactions Act
- Data Protection Act (partial document).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Seychelles does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Seychelles does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Seychelles.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Seychelles does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Seychelles.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Seychelles.
1.3.4 NATIONAL BENCHMARKING
Seychelles does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Seychelles does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Seychelles.
1.4.3 PROFESSIONAL CERTIFICATION
Seychelles does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Seychelles does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Seychelles does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Seychelles does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Seychelles.
1.5.4 INTERNATIONAL COOPERATION
Seychelles is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Section 152 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Seychelles has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Seychelles has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for the child online protection in Seychelles.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Seychelles.
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CYBERWELLNESS PROFILE
SIERRA LEONE
BACKGROUND
Total Population: 6 126 000

Internet users, percentage of population: 1.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Sierra Leone does not have specific legislation on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Sierra Leone does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Sierra Leone does not have an officially recognized national CIRT. However ITU conducted the “Enhancing
Cybersecurity for Least Developed Countries (LDC) Program” in Sierra Leone from 2 to 13 December 2013.
1.2.2 STANDARDS
Sierra Leone does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Sierra Leone does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Sierra Leone does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Sierra Leone does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Telecommunications Commission (NATCOM) is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Sierra Leone does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Sierra Leone does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Sierra Leone does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Sierra Leone does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Sierra Leone does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Sierra Leone does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Sierra Leone does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Sierra Leone does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Sierra Leone is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sierra
Leone is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies
in Sub-Sahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
Sections 1 and 26-28 of the Sexual Offenses Act of Sierra Leone
2.2 UN CONVENTION AND PROTOCOL
Sierra Leone has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Sierra Leone has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Sierra Leone does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Sierra Leone does not have an officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
SINGAPORE
BACKGROUND
Total Population: 5 256 000

Internet users, percentage of population: 73.00%

(data source: United Nations Statistics Division, December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Computer Misuse and Cybersecurity Act (Chapter 50A).
1.1.2
REGULATION AND COMPLIANCE
“Instruction Manual (IM) 8” specifies government policies, standards, regulations and codes of practice for IT
security implemented by government agencies, that private vendors serving the government would also need to
comply with. All IMs are mandatory for compliance by government agencies and subject to regular audit and
assessment for enforcement purposes.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Singapore has an officially recognized national CIRT known as SingCERT. For the Government sector, the
Government IT Security Incident Response (GITSIR) team co-ordinates with government agencies to perform
investigations and supports agencies’ response to the incident.
1.2.2 STANDARDS
Internationally recognised cybersecurity standards (such as ISO27000 series) are referenced in the development
of Government security policies and standards. For the Telecommunications sector, internationally recognised
cyber security standards (such as ISO27011) were referenced in the development of the Secure and Resilient
Internet Infrastructure Code of Practice.
1.2.3 CERTIFICATION
Cybersecurity professionals are encouraged to obtain international certifications such as CISSP and the SANS
series of certification. IDA’s Critical Infocomm Technology Resource Programme (CITREP) provides support to
offset the cost for people taking such certifications.
The Association of Information Security Professionals (AISP) aims to transform Infocomm security (IS) into a
distinguished profession, with a recognised body, qualifications, established career paths and career
development programmes.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Singapore has an officially recognized National Cyber Security Masterplan 2018 to further secure Singapore's
cyber environment. As regulator of the financial services industry, the Monetary Authority of Singapore (MAS)
uses a number of regulatory instruments to regulate and shape the conduct of financial institutions. While IDA
does not have privileged access to MAS’s cybersecurity strategy for the financial services industry, the publicly
available ‘Technology Risk Management Guidelines’ and the Circular No. SRD TR01/2011: Information
Technology Outsourcing sets out the risk management principles and standards to guide financial institutions in
managing technology and IT outsourcing risks, including those relating to cybersecurity.
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1.3.2 ROADMAP FOR GOVERNANCE
The National Cyber Security Masterplan 2018 launched to further secure Singapore's cyber environment and
developed through a multi-agency effort led by IDA provides an overarching strategic direction to help
Government and organisations in strengthening resilience against cyber threats.
1.3.3 RESPONSIBLE AGENCY
National Infocomm Security Committee is the national-level committee responsible for steering cybersecurity
strategy in Singapore. Secretariat support is provided by Infocomm Development Authority.
1.3.4 NATIONAL BENCHMARKING
IDA’s Infocomm Security Health Scorecard put in place to measure the level of security readiness, assesses the
state of info-security health of government agencies in areas such as policies, standards, the security knowledge
of public officers, as well as physical and environmental security. The scorecard is aimed at helping government
agencies to improve their info-security strategies and processes.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
One of the research and development (R&D) themes under the National Cybersecurity R&D Programme is on
‘cyberspace governance & policy research’. The Programme is currently undergoing grant call phase. iTrust is a
multidisciplinary research centre located at the Singapore University of Technology and Design (SUTD),
established collaboratively by SUTD and the Ministry of Defence, Singapore which focus is on cybersecurity.
1.4.2 MANPOWER DEVELOPMENT
Singapore has recognized various types of awareness programs on cybersecurity, for the general public as well
as for public and private sector employees.
- National Infocomm Competency Framework (NICF) launched in 2008 serves as a reference for companies to
use in their HR management of ICT professionals. Individuals (students and professionals) can also leverage on
the framework to plan for their skills upgrading and career development.
-Critical Infocomm Technology Resource Programme (CITREP) established by the Infocomm Development
Authority of Singapore (IDA) has the objective to accelerate the development of emerging, critical and specialised
infocomm skills to meet Singapore’s infocomm manpower needs.
-Company-Led training and Centres of Attachment aims to develop graduates and professionals through on-jobtraining and mentorship opportunities by leveraging local or overseas industry and education partners. These
programs with focus on emerging skills will provide locals with structured quality learning and better career
progression for the locals.
-Association of Information Security Professionals (AISP) aims to promote and enhance the information security
profession in Singapore.
-National Cyber Security Masterplan 2018 aims to raise the awareness and adoption of cyber security best
practices among the Public, Private and People sectors.
-There is collaboration between National Research Foundation (NRF) and IDA for Post-Grad Scholarship in
Cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Singapore does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Singapore Prison service (SPS) has been certified for ISO/IEC 27001:2005 (Management and Operations of Data
Centre Infrastructure Services). ISO/IEC 27001:2005 is a risk based information security standard and it is a
requirement for organizations to have in place a risk management process based on the Plan-Do-Check-Act"
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(PDCA), Deming cycle approach. As part of maintaining the ISMS certification, organization needs to perform
continual review on their information security program and ensuring effectiveness of security controls
Government Agencies comply with IM8 standards and ISD’s Green book which has incorporated good practices
but it is not an internationally recognised standard.
“Instruction Manual (IM) 8” specifies government policies, standards, regulations and codes of practice for IT
security implemented by government agencies, that private vendors serving the government would also need to
comply with.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Singapore, through SingCERT, actively engages international counterparts through platforms such as:
-APCERT
- FIRST
-ASEAN CERT Incident Drill (ACID)
Singapore is also a participant in Japan-led TSUBAME Working Group and PRACTICE (Proactive Response Against
Cyber-attacks Through International Collaborative Exchange) Project.
1.5.2 INTRA-AGENCY COOPERATION
The National Infocomm Security Committee draws its members for senior ranks of relevant public sector
stakeholders. NISC is a platform where national cybersecurity policies are deliberated, information is shared, and
inter-agency action is coordinated.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Singapore has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public and private sector. Cybersecurity Awareness Alliance amalgamates efforts from its members by
bringing together different strengths and resources, to build a culture of cybersecurity in Singapore and to
promote and enhance awareness and adoption of essential infocomm security (IS) practices for the private and
people sectors.
1.5.4 INTERNATIONAL COOPERATION
Singapore participated in the following cybersecurity activities:
- ASEAN CERT Incident Drill (ACID)
-APCERT Incident Drill
-APEC-TEL
-ASEAN-Japan activities

-ASEAN Japan Comms Check Drill

SingCERT is a member of FIRST.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 293 and 376E of the Criminal Code.
-Section 32 of the Films Act.
-Sections 11 and 12 of the Publications Act.
2.2 UN CONVENTION AND PROTOCOL
Singapore has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Singapore has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Singapore Computer Emergency Response Team (SingCERT) does not provide specific information on child online
protection.
2.4 REPORTING MECHANISM
The CERT (SingCERT) provides an email to report incident: cert@singcert.org.sg and a hotline: 6211-0911.
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CYBERWELLNESS PROFILE
SLOVAKIA
BACKGROUND
Total Population: 5 480 000

Internet users, percentage of population: 77.88%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Law (Law 300/2005) Paragraphs § 247, § 283, § 196 and 197
- European Council Convention on Cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- For banks: Law 483/2001 & Law 747/2004
- For public administration : Law 275/2006
- For telecommunication sector: Law 351/2011
- For Personal identifiable information: Law 122/2013.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Slovakia has an officially recognized national CIRT (CSIRT Slovakia).
1.2.2 STANDARDS
Slovakia has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Standardization committee for Information
Systems of public administration (ISVS). Standardization committee is responsible for setting standards for ISVS
on security, technical standards, data standards and project management standards.
1.2.3 CERTIFICATION
The national cybersecurity framework for accreditation and certification of information systems is regulated by
the National Security Authority which is the main body of the state administration for the protection of classified
information, and electronic signature.
The officially approved national cybersecurity framework for the certification of information systems used for
the protection of classified information is regulated in the Act on the protection of Classified Information.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Slovakia has an officially recognized national cybersecurity strategy through the National strategy for Information
Security (*). It defines strategic goals for Slovak Republic in various sectors such as protection of CII, awareness
raising and capabilities building, ensuring secure environment, technical, operational and strategic controls,
effective management of information security, protection and defence of public administration information
infrastructure and national and international cooperation.
1.3.2 ROADMAP FOR GOVERNANCE
The Action plan to the National Strategy for Information Security defines tasks for various agencies in the field of
information security and provides a national governance roadmap for cybersecurity in Slovakia.
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1.3.3 RESPONSIBLE AGENCY
The national agency responsible for implementing a national cybersecurity strategy is the Ministry of Finance of
Slovak republic (information security and protection of sector information technology in critical infrastructure).
Other Ministries/agencies responsible for implementing specific areas of a strategy are:
- Ministry of Interior

-Ministry of Telecommunication (ISP)

- National Security Authority (NBU) (Protection of classified information, digital signature)
-Ministry of culture (authors’ law)

-Ministry of Justice (Fight against cybercrime).

1.3.4 NATIONAL BENCHMARKING
The national CIRT (CSIRT Slovakia) is the officially recognized national or sector-specific benchmarking exercise
or referential used to measure cybersecurity development.
Slovakia has participated in cyber Slovak Information Security Exercise (SISE) on 2011, 2012 and 2013.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Slovakia has officially recognized national or sector-specific research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines through the workgroups created by the Ministry of
Finance, under the Committee of Standardization for various tasks including cybersecurity.
1.4.2 MANPOWER DEVELOPMENT
Slovakia has officially recognized national educational and professional training programs for raising awareness
with the general public, promoting cybersecurity courses in higher education and promoting certification of
professionals through the Ministry of Finance of Slovak Republic (MF SR) project on cybersecurity which consists
of systematic education of non-professionals in IT, managers and security professionals in field of cybersecurity
in public administration.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information concerning any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Slovakia has officially
recognized partnerships with the following organizations:
-NATO

-FIRST

-OSCE

-European Union.

1.5.2 INTRA-AGENCY COOPERATION
The Themis project is the officially recognized program for information sharing platform for connected
organization from public administration. The national CIRT (CSIRT Slovakia) mandates the sharing of
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Slovakia has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector through the Themis project and the national CIRT (CSIRT Slovakia).
1.5.4 INTERNATIONAL COOPERATION
Slovakia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Slovakia also
participated in the second Central European Cyber Security Platform (CECSP).
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2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-§132 and §368-370* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Slovakia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Slovakia has signed and ratified with no declarations or reservations to articles 2 and 3,
to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution
and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no available information concerning any officially recognized agencies that offer institutional support in
child online protection.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the website of Stopline (*). Incidents can be reported in the website of
the Computer Security Incident Response Team of Slovakia (CSIRT (*)).
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CYBERWELLNESS PROFILE
REPUBLIC OF SLOVENIA

BACKGROUND
Total Population: 2 040 000

Internet users, percentage of population: 72.68%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Telecommunications Law
- Personal Data Protection Act
- Electronic Communications Act
- Access to Public Information Act
- Electronic Commerce and Electronic Signature Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Slovenia has an officially recognized national CERT known as SI-CERT. It is a service of ARNES (Academic and
Research Network of Slovenia).
1.2.2 STANDARDS
Slovenia does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Slovenia.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Slovenia is working out a cybersecurity strategy to upgrade its capability against cyber-attacks.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Slovenia.
1.3.3 RESPONSIBLE AGENCY
The agencies responsible for cybersecurity in Slovenia are:
- Criminal Police Directorate
- Ministry of Interior, Slovenia
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- Head of Computer Investigation Centre.
1.3.4 NATIONAL BENCHMARKING
Slovenia does not have any benchmarking or referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Slovenia participates in the European Cyber Security Month.
1.4.3 PROFESSIONAL CERTIFICATION
Slovenia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Slovenia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Slovenia does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Slovenia.
1.5.4 INTERNATIONAL COOPERATION
Slovenia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. SI-CERT also
participates in the TF-CSIRT.
SI-CERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 176 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Slovenia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Slovenia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Information about online safety can be found in the website of Safe in Safe in Internet*, implemented by the SICERT.
2.4 REPORTING MECHANISM
Online illegal content can be reported in the website (*) of a Slovenian hotline co-sponsored by the EU.
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CYBERWELLNESS PROFILE
SOLOMON ISLANDS

BACKGROUND

Total Population: 566 000

Internet users, percentage of population: 8%

(data source: United Nations Statistics Division, December (data source: ITU Statistics, December 2013)
2012)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Solomon Islands does not have an officially recognized CIRT.
1.2.2 STANDARDS
Solomon Islands does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Solomon Islands.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Solomon Islands does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Solomon Islands.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Solomon Islands.
1.3.4 NATIONAL BENCHMARKING
Solomon Islands does not have any benchmarking or referential to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines in Solomon Islands.
1.4.2 MANPOWER DEVELOPMENT
There is no program or project for education and professional training, raising awareness or higher education
and certification in Solomon Island.
1.4.3 PROFESSIONAL CERTIFICATION
Solomon Islands does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Solomon Islands does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework in Greece to facilitate sharing of cybersecurity assets across borders or with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
Solomon Islands does not have any officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Solomon Islands.
1.5.4 INTERNATIONAL COOPERATION
Solomon Islands is a member of the PacCERT.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-None.
2.2 UN CONVENTION AND PROTOCOL
Solomon Islands has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child. Solomon Islands has acceded, with no declarations or reservations to
articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency that supports child online protection in Solomon Islands.
2.4 REPORTING MECHANISM
There is no website or hotline where incident can be reported to in Solomon Islands.
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CYBERWELLNESS PROFILE
SOMALIA
BACKGROUND
Total Population: 9 797 000

Internet users, percentage of population: 1.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Somalia does not currently have any officially recognized national legislation pertaining to cybercrime but there
is a work in progress.
1.1.2
REGULATION AND COMPLIANCE
Somalia does not currently have any officially recognized regulation pertaining to cybersecurity but there is a
work in progress.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Somalia does not have any officially recognized national CIRT currently but there is a work in progress.
1.2.2 STANDARDS
Somalia does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Somalia does not currently have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals but there is a work in
progress.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Somalia does not currently have any officially recognized national cybersecurity strategy but there is a work in
progress.
1.3.2 ROADMAP FOR GOVERNANCE
Somalia does not currently have any officially recognized national governance roadmap for cybersecurity but
there is a work in progress.
1.3.3 RESPONSIBLE AGENCY
Somalia does not currently have any officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap but there is a work in progress.
1.3.4 NATIONAL BENCHMARKING
Somalia does not currently have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development but there is a work in progress.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Somalia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. There are some disjointed efforts.
1.4.2 MANPOWER DEVELOPMENT
Somalia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. However, Somalia proposes a
few workshops and awareness campaign by the Internet Society Chapter of Somalia at an elementary level.
1.4.3 PROFESSIONAL CERTIFICATION
Somalia does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Somalia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Somalia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Somalia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Somalia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Somalia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Somalia
participated in the 2012 ITU-IMPACT Applied Learning for Emergency Response Teams (ALERT) from 15-17 July
in Amman, Jordan.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Somalia does not have any national legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Somalia did not accede to the UN Convention and Protocol pertaining to child online protection.
2.3 INSTITUTIONAL SUPPORT
Somalia does not have any the officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Somalia does not have any the officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
SOUTH AFRICA
BACKGROUND
Total Population: 50 738 000

Internet users, percentage of population: 48.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Electronic communication and Transactions Act No 25 of 2002
- The National Cybersecurity Policy Framework 2012
- Regulation of Interception of Communications and Provision of communication-related Information Act of 2002
- Protection of Personal Information Act 2013.
1.1.2
REGULATION AND COMPLIANCE
South Africa does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
South Africa has an officially recognized national CIRT (ECS-CSIRT).
1.2.2 STANDARDS
South Africa has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the National Cybersecurity Policy Framework which
aims to promote a cybersecurity culture by strengthening investigation, prosecution and judicial processes, to
establish public-private partnerships for national and international action plans, ensure the protection of
national critical information infrastructure and promote and ensure a comprehensive legal framework governing
cyberspace.
1.2.3 CERTIFICATION
South Africa does not have any officially approved national (and sector specific) cybersecurity frameworks for
the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
South Africa has an officially recognized National Cybersecurity Policy Framework approved by the Cabinet in
March 2012, to establish an environment that will ensure confidence and trust in the secure use of ICTs.
1.3.2 ROADMAP FOR GOVERNANCE
The approved National Cybersecurity Implementation Plan is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap.
1.3.3 RESPONSIBLE AGENCY
The State Security Agency is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
South Africa does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1
STANDARDISATION DEVELOPMENT
South Africa does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2
MANPOWER DEVELOPMENT
South Africa does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
South Africa does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
South Africa does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, South Africa has officially
recognized partnerships with the 24/7 program.
1.5.2 INTRA-AGENCY COOPERATION
South Africa does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector. However South Africa is in the process of developing protocols for information
and assets sharing between different stakeholders.
1.5.3 PUBLIC SECTOR PARTNERSHIP
South Africa does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector. However South Africa is in the process of developing protocols for
information and assets sharing between different stakeholders.
1.5.4 INTERNATIONAL COOPERATION
South Africa is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. South
Africa is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies
in Sub-Sahara Africa” (HIPSSA).
ECS-CSIRT is a member of FIRST.
South Africa is on the finalization stage of the draft AUC Cybersecurity Convention workshop (African Countries).
South Africa participated in international effort on cybercrime by taking part in EU GLACY project.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Sections 10 and 18-22 of the Amendment to the Sexual Offences and Related Matters Act.
-Section 27 of the Films and Publications Act, amended by the Bill number 75.
-Section 27A of the aforementioned Act, inserted by the Act number 18 of 2004. Sections 24C and 27A
respectively inserted and amended by the Act number 3 of 2009.
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2.2 UN CONVENTION AND PROTOCOL
South Africa has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. South Africa has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
South Africa does not have an officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
FPB PRO CHILD provides a phone number, 0800 148 148, and space in its website for the denouncement of child
online pornography.
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CYBERWELLNESS PROFILE
REPUBLIC OF SOUTH SUDAN
BACKGROUND
Total Population: unknown

Internet users, percentage of population: unknown

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
South Sudan does not have any officially recognized national CIRT.
1.2.2 STANDARDS
South Sudan does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in South Sudan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
South Sudan does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in South Sudan.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in South Sudan.
1.3.4 NATIONAL BENCHMARKING
South Sudan does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
South Sudan does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in South Sudan.
1.4.3 PROFESSIONAL CERTIFICATION
South Sudan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
South Sudan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
South Sudan does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
South Sudan does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in South Sudan.
1.5.4 INTERNATIONAL COOPERATION
South Sudan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 260 of the Criminal Code – does not explicitly mention child pornography but obscene content.
2.2 UN CONVENTION AND PROTOCOL
South Sudan has not acceded to articles 16, 17(e) and 34(c), to the Convention on the Rights of the Child. South
Sudan has not acceded to articles 2 and 3, to the Optional Protocol to The Convention on the Rights of the Child
on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in South Sudan.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in South Sudan.
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CYBERWELLNESS PROFILE
SPAIN
BACKGROUND
Total Population: 46 772 000

Internet users, percentage of population: 71.5719%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Electronic Signature
- General Telecommunications Law
- Protection of Personal Data.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Spain has a national CIRT which is known as CNN-CERT.
1.2.2 STANDARDS
The OC/CCN is the officially recognized national agency responsible for cybersecurity frameworks and for
implementing internationally recognized cybersecurity standards. It operates the Common Criteria (ISO-15408).
1.2.3 CERTIFICATION
The National Cryptology Centre (CNN) is the officially approved national (and sector specific) cybersecurity
framework for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Spain has an officially recognized national cybersecurity strategy through The National Security Strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The National Security Strategy provides a line of action for cybersecurity in its fourth chapter.
1.3.3 RESPONSIBLE AGENCY
The following are the officially recognized organizations responsible for implementing a national cybersecurity
strategy, policy and roadmap:
- The National Cryptology Centre (CCN)

- National Centre of Intelligence

- The National Security Office (ONS).
1.3.4 NATIONAL BENCHMARKING
Spain does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Spain has officially recognized national or sector-specific research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines through the CCN-STIC series and SCADA guidelines.
1.4.2 MANPOWER DEVELOPMENT
Spain has officially recognized national or sector-specific educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals through the SICT Training and European Cyber Security Month.
1.4.3 PROFESSIONAL CERTIFICATION
CNN-CERT team members are certified under internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
CNN-CERT is accredited by FIRST, TI and EGC Group government and public sector agencies under internationally
recognized standards in cybersecurity. However there are no exact numbers of public agencies being certified.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
CCN-CERT maintains a direct contact with other CIRT teams from the rest of the world in order to, in the event
of an attack, distinguish which information sources are reliable.
1.5.2 INTRA-AGENCY COOPERATION
There is no information about any platform or programs for sharing of cybersecurity assets within the public
sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no record of a framework for sharing cybersecurity assets between the public and private sectors in
Spain.
1.5.4 INTERNATIONAL COOPERATION
Spain is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. CCN-CERT
participates in the following international workshops:
- ENISA

- APWG

- TI

- OTAN’s NCIRC (NATO).

- TERENA
- EGC
-F IRST
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Articles 186 and 189 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Spain has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Spain has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The Internet User Security Office under the Ministry of Telecommunications and Information Society provides
information on internet safety.
2.4 REPORTING MECHANISM
Child pornography can be denounced on the website of Alia2. Child pornography can also be denounced on the
website of protegeles.com or by the phone number 91 74 00 019.
Computer incidents can be reported in a private area of the website of the Computer Security Response
Capability CNN-CERT, the Spanish Government CERT.
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CYBERWELLNESS PROFILE
SRI LANKA
BACKGROUND
Total Population: 21 224 000

Internet users, percentage of population: 21.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Computer Crime Act 2007.
1.1.2
REGULATION AND COMPLIANCE
Sri Lanka does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Sri Lanka has an officially recognized national CIRT (Sri Lanka CERT).
1.2.2 STANDARDS
Sri Lanka does not have an officially recognized national (and sector specific) cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Sri Lanka does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Sri Lanka has an officially recognized national cybersecurity policy.
1.3.2 ROADMAP FOR GOVERNANCE
Sri Lanka does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Sri Lanka does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Sri Lanka does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
TechCERT along with Domain Registry conducts R&D programs and projects on cybersecurity. These programs
will benefit both public and private sectors.
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1.4.2 MANPOWER DEVELOPMENT
Sri Lanka CERT conducts various types of awareness programs on cybersecurity, for the general public as well as
for public and private sector employees.
The annual Cyber Security Week (CSW) program was introduced from year 2008 which consists of a national
cyber security conference, workshops, seminars, media campaigns, security quiz for the students of tertiary
educational institutions, hacking challenge etc. Details of CSW 2014 can be seen at:
http://www.cert.gov.lk/csw2014/index.html
(1) Tech Cert together with Domain Registry conduct awareness programs through mail across the country
and especially for banking and office private sector organisations. In addition general public is also made
aware through conducting workshops at schools.
(2) Internet Society Sri Lanka chapter supports and conducts similar programs.
Sri Lanka CERT|CC is also engaged in promoting the certification of cyber security professionals by hosting the
Colombo Chapter of ISC2 that provides the CISSP certification
1.4.3 PROFESSIONAL CERTIFICATION
Sri Lanka does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Sri Lanka does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATIO
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Sri Lanka has officially
recognized partnerships with the following organizations:
-ITU

-APCERT

-FIRST

-CYMRU
-Shadowserver.

1.5.2 INTRA-AGENCY COOPERATION
Sri Lanka CERT has officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Sri Lanka has officially recognized national or sector-specific programs for sharing cybersecurity assets within the
public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Sri Lanka is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sri Lanka
CERT|CC participates in regional and international cybersecurity drills, workshops, conferences and works closely
with CERTs and other relevant organizations in those countries to resolve or mitigate cybersecurity incidents. Sri
Lanka CERT|CC has been a full member of APCERT and FIRST for the past six years and continues to participate
at their Annual General Meetings and Conferences. It is also a member of IMPACT and the Microsoft Security
Corporation Program (SCP).
Sri Lanka participated in the International Cyber Shield Exercise 2014 in Turkey (ICSE 2014).
Sri Lanka CERT is a member of FIRST.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Section 3 of the Penal Code (Amendment) Act.
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2.2 UN CONVENTION AND PROTOCOL
Sri Lanka has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.
Sri Lanka has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The
Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Sri Lanka does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Sri Lanka CERT is the officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.
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CYBERWELLNESS PROFILE
SAINT KITTS AND NEVIS
BACKGROUND
Total Population: 52 000

Internet users, percentage of population: 80.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Electronic Crime Act.

1.1.2
REGULATION AND COMPLIANCE
Specific regulation and compliance requirement pertaining to cybersecurity is as follows:
-Electronic Crimes (Investigation Procedures, Collection and Preservation of Electronic Crimes Evidence) Rules
1.2 TECHNICAL MEASURES
1.2.1 CIRT
St. Kitts and Nevis does not currently have an officially recognized national CIRT. ITU conducted a CIRT
assessment for St.Kitts and Nevis in 2012.
1.2.2 STANDARDS
St. Kitts and Nevis does not have an officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
St. Kitts and Nevis does not have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
St. Kitts and Nevis does not have an officially recognized national cybersecurity strategy. However there is one
cybersecurity policy that is currently developed at the CARICOM level for adoption by its Member States.
1.3.2 ROADMAP FOR GOVERNANCE
St. Kitts and Nevis does not have a national governance roadmap for cybersecurity. However there is one
governance roadmap that is currently developed at the CARICOM level for adoption by its Member States.
1.3.3 RESPONSIBLE AGENCY
The Ministry of National Security is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
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St. Kitts and Nevis does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development. However the Ministry of National Security is working
with the Department of Technology for a new mandate.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
St. Kitts and Nevis does not have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
St Kitts and Nevis does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sector.
1.4.3 PROFESSIONAL CERTIFICATION
St. Kitts and Nevis does not have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
St. Kitts and Nevis does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
St. Kitts and Nevis does not have officially recognized partnerships to facilitate sharing of cybersecurity assets
across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
St. Kitts and Nevis does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
St. Kitts and Nevis does not have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector. However BD CERT organizes events to share knowledge
with the law enforcing agencies, industry and academia.
1.5.4 INTERNATIONAL COOPERATION
St. Kitts and Nevis is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. In
addition, St. Kitts and Nevis also participated in OAS regional forums organized through CITCE.
St. Kitts and Nevis is among the beneficiary countries of the EU/ITU co-funded project “Enhancing
Competitiveness in the Caribbean through the Harmonization of ICT Policies, Legislation and Regulatory
Procedures” (HIPCAR).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Electronic Crime Act (Section 13).
2.2 UN CONVENTION AND PROTOCOL
St. Kitts and Nevis has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
St. Kitts and Nevis has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol
to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.

438

Глобальный индекс кибербезопасности и профили по киберблагополучию
2.3 INSTITUTIONAL SUPPORT
St. Kitts and Nevis does not have an officially recognized agency that offers institutional support on child online
protection. However the Department of Probation and Child Protection Services is the government's primary
agency responsible for ensuring the rights of children.
2.4 REPORTING MECHANISM
St. Kitts and Nevis does not have an officially recognized agency that offers an avenue for the reporting of
incidents related to child online protection.
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CYBERWELLNESS PROFILE
SAINT VINCENT AND THE
GRENADINES
BACKGROUND
Total Population: 109 000

Internet users, percentage of population: 52.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Saint Vincent and the Grenadines does not have any officially recognized criminal legislation pertaining to
cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation to cybersecurity has been enacted through the following instruments:
- Electronic Transaction Act
1.2 TECHNICAL MEASURES

- Electronic Evidence Act.

1.2.1 CIRT
There is no available information regarding any officially recognized national CIRT in Saint Vincent and the
Grenadines. A CIRT readiness assessment was conducted for Saint Vincent and the Grenadines by ITUin 2012.
1.2.2 STANDARDS
There is no available information concerning any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is no available information concerning any officially recognized national cybersecurity strategy in Saint
Vincent and the Grenadines.
1.3.2 ROADMAP FOR GOVERNANCE
There is no available information concerning any officially recognized national governance roadmap for
cybersecurity in in Saint Vincent and the Grenadines.
1.3.3 RESPONSIBLE AGENCY
The lead agency for cybersecurity in Saint Vincent and the Grenadines is the SVG Police Force, which has created
an Information Technology Unit to oversee and support the investigation of all cybercrime and information
security-related matters and thus is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
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1.3.4 NATIONAL BENCHMARKING
There is no available information regarding any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information regarding any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
There is no available information regarding any officially recognized sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.

1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information regarding any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
International cooperation has centered largely on solicitation of support when needed from the experts of the
Cyber Forensic Laboratory in Antigua and Barbuda.
1.5.2 INTRA-AGENCY COOPERATION
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Saint Vincent and the Grenadines is a member of the ITU-IMPACT initiative and has access to relevant
cybersecurity services.
Personnel from the government’s Technology Unit have also participated in cybersecurity and cybercrime related
training offered by regional and international partners including the OAS, US Department of State (DS/ATA), CTU,
and INTERPOL, among others.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child protection has been enacted through the following instruments:
- Section 71 and 73 from the Electronic Transactions Act.
2.2 UN CONVENTION AND PROTOCOL
Saint Vincent and the Grenadines has acceded, with no declarations or reservations to articles 16, 17(e) and
34(c), to the Convention on the Rights of the Child.
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Saint Vincent and the Grenadines has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Saint Vincent and the Grenadines does not have any officially recognized agency that offers institutional support
on child online protection.
2.4 REPORTING MECHANISM
Saint Vincent and the Grenadines does not have an officially recognized agency that offers an avenue for the
reporting of incidents related to child online protection.
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CYBERWELLNESS PROFILE
SUDAN (REPUBLIC OF)
BACKGROUND
Total Population: 45 722 000

Internet users, percentage of population: 22.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-E-Crime Law
-Informatic Offense (Combating) -Intellectual Property Law
Act
-Literary and Artistic Bill.
1.1.2
REGULATION AND COMPLIANCE
Sudan does not have specific regulation and compliance requirement pertaining cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Sudan has an officially recognized national CIRT (SUDAN CERT). ITU conducted a cirt assessment for Sudan in
2013.
1.2.2 STANDARDS
Sudan has officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on
measures for information security.
1.2.3 CERTIFICATION
Sudan does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Sudan has an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no available information concerning a national governance roadmap for cybersecurity in Sudan.
1.3.3 RESPONSIBLE AGENCY
The National Telecommunication Corporation is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
There is no available information concerning any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Sudan has officially recognized national or sector-specific research and development (R&D) programs/projects
for cybersecurity standards, best practices and guidelines through the Sudan Cybersecurity Standards
Committee.
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1.4.2 MANPOWER DEVELOPMENT
Sudan has officially recognized national or sector-specific educational and professional training programs for
raising awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors. These include the National Awareness
Project and the “Train the trainer” program.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information concerning any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no available information concerning any officially recognized partnerships to facilitate sharing of
cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Sudan is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Sudan has
participated in many CIRT events. Precisely in the 2012 ITU-IMPACT Workshop on Cyber Drill in Jordan, in the ITU
RCC Regional Cybersecurity Forum Cyber Drill 2013 in Oman and in the International Cyber Shield Exercise 2014
in Turkey.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Section 235)
-Informatic Offense (Combating) Act (Section 14-16).
2.2 UN CONVENTION AND PROTOCOL
Sudan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Sudan has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
SUDAN CERT is the officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
SUDAN CERT is the officially recognized agency that offers an avenue for the reporting of incidents related to
child online protection.
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CYBERWELLNESS PROFILE
SURINAME
BACKGROUND
Total Population: 534 000

Internet users, percentage of population: 37.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Criminal Code First Book
- Criminal Code Second Book.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Suriname has a now defunct national CIRT known as SurCIRT. It is in the process of being reactivated.
1.2.2 STANDARDS
Suriname does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Suriname.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Suriname does not have an officially recognized national or sector-specific cybersecurity strategy. Negotiations
among stakeholders are ongoing regarding the creation of a national cybersecurity policy and strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Suriname.
1.3.3 RESPONSIBLE AGENCY
The Central Intelligence and Security Agency (CIVD) is the agency responsible for cybersecurity in Suriname. A
Cyber Crime Unit is being created within the national police.
1.3.4 NATIONAL BENCHMARKING
Suriname does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Suriname does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Personnel from the national defense force are currently participating in a course on cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Suriname does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Suriname does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Suriname does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Suriname does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Suriname.
1.5.4 INTERNATIONAL COOPERATION
Suriname is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Suriname
also participates in the OAS-CICTE.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 292* of the Criminal Code – only for children under 16.
2.2 UN CONVENTION AND PROTOCOL
Suriname has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Suriname has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for the child online protection in Suriname.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Suriname.
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CYBERWELLNESS PROFILE
SWAZILAND
BACKGROUND
Total Population: 1 220 000

Internet users, percentage of population: 24.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Swaziland does not have any officially recognized national legislation pertaining to cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Swaziland does not have any officially recognized regulation and compliance requirement pertaining to
cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT conducted a CIRT readiness assessment for Swaziland at Addis Ababa, Ethiopia in March 2014 (1014th March 2014). Swaziland does not currently have an officially recognized national CIRT.
1.2.2 STANDARDS
Swaziland does not have any officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Swaziland does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Swaziland does not have any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Swaziland does not have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Ministry of ICT is the officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Swaziland does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Swaziland does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Swaziland does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Swaziland does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Swaziland does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Swaziland does not have any officially recognized partnerships to facilitate intra-state cooperation.
1.5.2 INTRA-AGENCY COOPERATION
Swaziland does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Swaziland does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Swaziland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Swaziland
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Swaziland does not have any officially recognized legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Swaziland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Swaziland has acceded, with no declarations or reservations to articles 2 and 3, the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Swaziland does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Swaziland does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
SWEDEN
BACKGROUND
Total Population: 9 495 000

Internet users, percentage of population: 94.7836%

(data source: United Nations Statistics Division, December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Penal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Personal Data Act
- Electronic Communications Act
- Act on Qualified Electronic Signatures
- Act on Responsibility for Electronic Bulletin Boards
- Public Access to Information and Secrecy Act
- Act on Signals Intelligence in Defense Intelligence - FRA Law
- Act on Processing of Personal Records within the Scope of the Defence Intelligence and Development Activities
of the National Defence Radio Establishment.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Sweden has an officially recognized national CIRT known as CERT-SE which is run by the Swedish Civil
Contingencies Agency (MSB).
1.2.2 STANDARDS
There is no record indicating any internationally recognised cybersecurity standards in Sweden; however The
National Defence Radio Establishment (FRA) is responsible for technical resources concerning information
security.
1.2.3 CERTIFICATION
FMV/CSEC is the nationally recognized framework for certification and accreditation of national agencies and
public sector professionals in IT security.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Strategy to improve Internet security in Sweden is the officially recognised national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Sweden’s Information Security Action plan is the national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The following are the agencies responsible for implementing the cybersecurity policies, strategies and roadmaps:
- The Swedish Armed Forces (FM)
- Office of Information Assurance and Cybersecurity
- The Swedish Security Service (SÄPO)

- The Swedish National Bureau of Investigation (RPS)

- The Swedish Civil Contingencies Agency (MSB).
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1.3.4 NATIONAL BENCHMARKING
The Swedish Data Inspection Board (DI) is responsible for auditing with regards to the protection of personal
data and the privacy of individuals in the information society. DI also carries out inspections and issues guidelines
on cybersecurity. This is the nationally recognized benchmarking and referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no information on any nationally recognized programs and/or exercises for research and development
(R&D) of cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
Sweden has recognized various types of awareness programs on cybersecurity, for the general public as well as
for public and private sector employees:
- European Cyber Security Month
- The Swedish Defense Research Agency (FOI) conducts research on many aspects of cybersecurity and maintains
a Cyber Range and Training Environment (CRATE) for experiments, competitions and exercises.
- The Swedish National Defense College (FHS) conducts strategic cybersecurity and cyber defense studies and
develops educational high-level courses on information assurance together with procedures and manuals on
how to build technical cyber defense exercises (CDX).
-The Swedish International Development Cooperation Agency (Sida) has ICT development related activities as
one of its prioritized focus areas and works through support to global, regional and local initiatives in the field of
policy and rule of law, strengthening and protecting human rights, and both civic and cyber capacity building.
Sida addresses cyber security related issues from a human rights based approach, focusing on bottom-up
initiatives for democratization and economic growth. This is being made both through initiated policy related
work in normative processes, International Training Programmes (ITP) and directed support to a large number
of actors across the world.
1.4.3 PROFESSIONAL CERTIFICATION
CERT-SE team is certified under internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
CERT-SE is the certified government agency in Sweden.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Sweden participates and contributes actively in various international cyberspace fora, while also seeking bilateral
and regional dialogues on cyber-issues, including in the Nordic-Baltic region. Sweden contributes substantially to
cyber capacity-building efforts in low- and middle income countries through its international development
cooperation, with an explicit focus on improving access to and increasing the use of open and secure ICTs through
by means of improved infrastructure, regulation and institutions.
1.5.2 INTRA-AGENCY COOPERATION
CERT-SE provides means for information sharing, collaboration and feedback between public administration
bodies.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Sweden does not currently have an officially recognized national or sector-specific program for sharing
cybersecurity assets within the public and private sector.

450

Глобальный индекс кибербезопасности и профили по киберблагополучию
1.5.4 INTERNATIONAL COOPERATION
Sweden, through CERT-SE, actively engages international counterparts through platforms such as:
- FIRST

- ENISA - OSCE

- Nordic-Baltic (NB8) - UN GGE

- IGF.

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Chapter 16, §10(a) of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Sweden has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Sweden has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information about the institution responsible for online protection for children.
2.4 REPORTING MECHANISM
BRIS website provides a helpline via a phone number but also email and chat services.
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CYBERWELLNESS PROFILE
SWITZERLAND
BACKGROUND
Total Population: 7 734 000

Internet users, percentage of population: 86.70%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Penal Code (art 143bis & art 144bis).
1.1.2
REGULATION AND COMPLIANCE
Switzerland has specific legislation related to cybersecurity and compliance. However disclosure of cyber
incidents is not mandatory.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Switzerland has an officially recognized national GovCERT.ch which is part of MELANI a legally mandated
institution aimed to protect information infrastructures in Switzerland.
1.2.2 STANDARDS
Switzerland does not have any officially approved national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Switzerland does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
A national cybersecurity strategy was approved by the Federal Council in 2012. At the moment Switzerland is
working on the implementation of the 16 measures mentioned in the strategy. A few measures are already
implemented. However Switzerland is still working on the bigger part of the strategy and all measures have to
be implemented by the end of 2017, at the latest.
1.3.2 ROADMAP FOR GOVERNANCE
Switzerland does not currently have any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Federal Council is the officially recognized institution responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Switzerland does not have any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The national cybersecurity strategy will be the officially recognized national or sector-specific research and
development (R&D) program/project for cybersecurity standards, best practices and guidelines to be applied in
either the private or the public sector when it is fully implemented (by the of 2017).
1.4.2 MANPOWER DEVELOPMENT
The national cybersecurity strategy will provide various types of educational and professional training programs
for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors, when it is fully implemented
(by the of 2017).
1.4.3 PROFESSIONAL CERTIFICATION
Switzerland does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Switzerland does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no available information regarding any officially recognized partnerships to facilitate sharing of
cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
There is no available information regarding any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
MELANI provides officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Switzerland is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Articles 194 and 197* of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Switzerland has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Switzerland has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Reporting and Analysis Centre for Information Assurance (MELANI) provides information about risks on the
internet and situation reports. The Cybercrime Coordination Unit (SCOCI (*)) provides information on internet
safety. The Safer Surfing (*) website, under the Swiss Agency for Crime Prevention provides information on
internet safety.
2.4 REPORTING MECHANISM
Incidents can be reported by completing the form provided by MELANI.
Suspicious online content can be reported by completing the form provided by (SCOCI (*)).
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CYBERWELLNESS PROFILE
SYRIA
BACKGROUND
Total Population: 21 118 000

Internet users, percentage of population: 26.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instrument:
- Law on the network communication and computer crime control.
1.1.2
REGULATION AND COMPLIANCE
Syria does not have any officially recognised regulation pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Syria has an officially recognized National CIRT, which is part of the National Agency for Network Service (NANS).
1.2.2 STANDARDS
There is no available information concerning any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
There is no available information concerning any officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no available information concerning any national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The National Agency for Network Service (NANS) is the officially recognized agency responsible for implementing
a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
There is no available information concerning any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information concerning any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
A center of excellence under management of NANS is dedicated to provide professional training in the field of
cyber security.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information concerning any public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Syria has signed a Memorandum of Collaboration against Malicious Activities in Cyberspace with Japan Ministry
of Information and Communication.
1.5.2 INTRA-AGENCY COOPERATION
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no available information concerning any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Syria is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Syria is also a
member of the OIC-CERT.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Syria does not have any officially recognized legislation pertaining to child online protection.
2.2 UN CONVENTION AND PROTOCOL
Syria has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Syria has acceded, with no declarations or reservations to articles 2 and 3, the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Syria does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Syria does not have any officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
REPUBLIC OF TAJIKISTAN

BACKGROUND
Total Population: 7 709 000

Internet users, percentage of population: 16.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Information
- Law on E-Signatures
- Law on Cryptography
- Law on Data Protection
- Law on Telecommunications
- Law on Electronic Document
- Law on the Right of Access to Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Tajikistan does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Tajikistan does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Tajikistan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Tajikistan does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Tajikistan.
1.3.3 RESPONSIBLE AGENCY
There is no information about any agency responsible for cybersecurity in Tajikistan.
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1.3.4 NATIONAL BENCHMARKING
Tajikistan does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no officially recognized national or sector-specific research and development program or project for
cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Tajikistan.
1.4.3 PROFESSIONAL CERTIFICATION
Tajikistan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Tajikistan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, a set of principles or action
plan related to information security was adopted at the Shanghai Cooperation Organization’s (SCO) seventh
council meeting of heads of states. China and Tajikistan, in a joint declaration, agreed to further strengthen
cooperation and exchanges between law enforcement, security and defense authorities of the two countries.
1.5.2 INTRA-AGENCY COOPERATION
Tajikistan does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Tajikistan.
1.5.4 INTERNATIONAL COOPERATION
Tajikistan is a member of the UN and SCO.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- None.
2.2 UN CONVENTION AND PROTOCOL
Tajikistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Tajikistan has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Tajikistan.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Tajikistan.
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CYBERWELLNESS PROFILE
TANZANIA
BACKGROUND
Total Population: 47 656 000

Internet users, percentage of population: 4.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics,2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Electronic and Postal Communications Act
-Computer and Cybercrime Bills (currently being enacted).

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity is in the process of being enacted through the
following instruments:
-Personal Data Protection Act
-Electronic Transaction Act
-The Electronic And Postal
Communications (Computer
Emergency Response Team)
Regulations.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment for Tanzania at Kampala, Uganda, in April 2010. Tanzania CERT (TZCERT) is the naional CIRT established by the ITU- IMPACT.
1.2.2 STANDARDS
Tanzania has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through the Information Security Law and the Regulation on
measures for information security.
1.2.3 CERTIFICATION
Tanzania does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Tanzania does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Tanzania does not have an officially recognized national governance roadmap for cybersecurity.
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1.3.3 RESPONSIBLE AGENCY
Tanzania does not have any officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Tanzania does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Tanzania does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Tanzania does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Tanzania does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Tanzania does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Tanzania has officially
recognized partnerships with the following organizations:
-ITU

-African Union

-GAC/ICANN

-FIRST.
1.5.2 INTRA-AGENCY COOPERATIO
Tanzania does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Tanzania does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Tanzania is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
There is officially recognized participation in East Africa region under the umbrella of East African
Communications Organization (EACO). EACO has a dedicated platform referred as EACO Working Group 5
comprised of members from all 5 countries (Tanzania, Kenya, Uganda, Rwanda and Burundi) within the region
that reports to Assembly of Regulators which is mandated to address IP Networks, Standards and Cybersecurity
issues.
Tanzania is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT
Policies in Sub-Sahara Africa” (HIPSSA).
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2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-The Criminal Code(Section 175).
2.2 UN CONVENTION AND PROTOCOL
Tanzania has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Tanzania has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Tanzania does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
The Tanzania Communications Regulatory Authority provides an online complaint form.
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CYBERWELLNESS PROFILE
THAILAND
BACKGROUND
Total Population: 69 892 000

Internet users, percentage of population: 28.94%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Thailand has a specific legislation pertaining to cybercrime. It is mandated through the following legal instrument:
- Act on Computer Crime B.E.2550 (2007).
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
- Ecommerce Act
-Law on Electronic Signatures
-Act on Processing of Personal Data
-Law on Electronic Communications Networks and Services
-Act on Processing of Personal Data by the Operation of the Government.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Thailand has an officially recognized and legally mandated government CSIRT (ThaiCERT).
1.2.2 STANDARDS
Through the Office of the National Security Council and the Ministry of Information and Communication
Technology Thailand has an officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
The approved national certification and accreditation body in Thailand is the IT Crime Prevention and
Suppression Bureau, Ministry of Information and Communication Technology, Thailand and ThaiCERT.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Thailand has an officially approved national and sector specific cybersecurity strategy and/or policy through the
IT Crime Prevention and Suppression Bureau, Ministry of Information and Communication Technology, Thailand
and ThaiCERT.
1.3.2 ROADMAP FOR GOVERNANCE
There is an officially recognized national or sector-specific governance roadmap for cybersecurity through the IT
Crime Prevention and Suppression Bureau, Ministry of Information and Communication Technology, Thailand.
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1.3.3 RESPONSIBLE AGENCY
The Ministry of Information and Communication Technology is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap in Thailand.
1.3.4 NATIONAL BENCHMARKING
The Ministry of Information and Communication Technology is responsible for national or sector-specific
benchmarking exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Thailand’s Ministry of Information and Communication Technology is officially answerable for national or sectorspecific research and development (R&D) programs/projects for cybersecurity standards, best practices and
guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The officially recognized national or sector-specific educational and professional training programs for raising
awareness with the general public, promoting cybersecurity courses in higher education and promoting
certification of professionals in either the public or the private sectors is the Ministry of Information and
Communication Technology, Thailand.
1.4.3 PROFESSIONAL CERTIFICATION
Ministry of Information and Communication Technology, Thailand is responsible for educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sector.
1.4.4 AGENCY CERTIFICATION
There are government and public sector agencies certified under internationally recognized standards in
cybersecurity in Thailand:
-Ministry of Information and Communication Technology
-Electronic Transaction Development Agency.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Thailand does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Thailand does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Thailand does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Thailand is a member of the ITU-IMPACT initiatives and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instruments:
- Thailand Penal Code (Section 287)
-Computer Crime Act (Section 16).
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2.2 UN CONVENTION AND PROTOCOL
Thailand has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Thailand has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Thailand has a Computer Emergency Response Team (ThaiCERT) but does not provide specific information on
child online protection.
2.4 REPORTING MECHANISM
Thailand allows for computer incident report using the email: report@thaicert.or.th. ; the website provides keys
to encrypt reports.
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CYBERWELLNESS PROFILE
DEMOCRATIC REPUBLIC OF TIMORLESTE
BACKGROUND
Total Population: 1 187 000

Internet users, percentage of population: 1.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- None.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Timor-Leste does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Timor-Leste does not have an officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Timor-Leste.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Timor-Leste does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Timor-Leste.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Timor-Leste.
1.3.4 NATIONAL BENCHMARKING
Timor-Leste does not have an officially recognized national benchmarking or referential to measure cybersecurity
development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Timor-Leste does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Timor-Leste.
1.4.3 PROFESSIONAL CERTIFICATION
Timor-Leste does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Timor-Leste does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Timor-Leste does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Timor-Leste does not have an officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Timor-Leste.
1.5.4 INTERNATIONAL COOPERATION
Timor-Leste is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 176* of the Criminal Code – only for children under 17.
2.2 UN CONVENTION AND PROTOCOL
Timor-Leste has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Timor-Leste has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Timor-Leste.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Timor-Leste.
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CYBERWELLNESS PROFILE
TOGO
BACKGROUND
Total Population: 6 283 000

Internet users, percentage of population: 4.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Togo does not have specific legislation on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Togo does not have specific legislation and regulation related to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Togo does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Togo does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Togo does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Togo does not have an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Togo does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
The Electronic Communication Regulator is the officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Togo Electronic Communication Regulator has officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development. Two studies have been made but the results
are not yet published.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Togo does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Togo does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. However there are a lot of
professional certification centers in the field of security and cybersecurity.
1.4.3 PROFESSIONAL CERTIFICATION
Togo does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Togo does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Togo does not have officially recognized partnerships to facilitate sharing of cybersecurity assets across borders
or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Togo does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Togo does not have any officially recognized national or sector-specific programs for sharing cybersecurity assets
within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Togo is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Togo is among
the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in Sub-Sahara
Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
Article 89* of the Criminal Code – does not mention explicitly child pornography
Article 392 of the Children’s Code of Togo.
2.2 UN CONVENTION AND PROTOCOL
Togo has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child. Togo has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
Togo does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Togo does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
TONGA
BACKGROUND
Total Population: 105 000

Internet users, percentage of population: 35.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Computer Misuse Act 2003
-Evidence Act
-Criminal Offense Act
-Pornography Control Act 2002

-Copyright Act 2005

-Tongan Internet Corporation
Registration Act 2000.

1.1.2
REGULATION AND COMPLIANCE
Tonga does not have specific legislation and regulation on cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Tonga does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Tonga does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Tonga does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Tonga does not have an officially recognized national cybersecurity strategy. However on 13 December 2013,
the cabinet approved the establishment of a Cyber Challenge Task Force. The Task Force, through its working
groups, is currently drafting a three year implementation plan focusing on the three main areas of cybercrime,
cybersecurity and cybersafety.
1.3.2 ROADMAP FOR GOVERNANCE
Tonga does not have a national governance roadmap for cybersecurity. However the working groups in the Cyber
Challenge Task Force are working on a roadmap.
1.3.3 RESPONSIBLE AGENCY
The Cyber Challenge Task Force is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Tonga does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Tonga does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Tonga does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Tonga does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Tonga does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Tonga does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Tonga does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Tonga does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Tonga is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Tonga is among
the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and
Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Section 115A of the Criminal Code
-Articles 4 and 5 of the Pornography Control Act
2.2 UN CONVENTION AND PROTOCOL
Tonga has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Tonga does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Tonga does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
TRINIDAD AND TOBAGO
BACKGROUND
Total Population: 1 351 000

Internet users, percentage of population: 63.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Trinidad and Tobago does not have specific legislation on cybercrime.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instrument:
-Law on Protection of Personal Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Trinidad and Tobago does not have an officially recognized national CIRT; however it is in the process of
establishing the CIRT. ITUconducted a CIRT readiness assessment for Trinidad and Tobago in 2012.
1.2.2 STANDARDS
Trinidad and Tobago does not currently have an officially recognized national (and sector specific) cybersecurity
framework for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Trinidad and Tobago does not have any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Trinidad and Tobago has an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
The national cybersecurity strategy provides a national governance roadmap for cybersecurity in Trinidad and
Tobago.
1.3.3 RESPONSIBLE AGENCY
Trinidad and Tobago does not currently have an officially recognized agency responsible for implementing a
national cybersecurity strategy, policy and roadmap. Precisely this agency is mentioned in the national
cybersecurity strategy but it has not yet been implemented.
1.3.4 NATIONAL BENCHMARKING
Trinidad and Tobago does not have any officially recognized national or sector-specific benchmarking exercises
or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
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Trinidad and Tobago does not currently have any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Trinidad and Tobago does not currently have any officially recognized national or sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Trinidad and Tobago does not have the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Trinidad and Tobago does not have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Trinidad and Tobago does not currently have officially recognized partnerships to facilitate sharing of
cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Trinidad and Tobago does not currently have any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Trinidad and Tobago does not currently have any officially recognized national or sector-specific programs for
sharing cybersecurity assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Trinidad and Tobago is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Trinidad and Tobago also participated in the OAS/CICTE cybersecurity activities. Trinidad and Tobago is among
the beneficiary countries of the EU/ITU co-funded project “Enhancing Competitiveness in the Caribbean through
the Harmonization of ICT Policies, Legislation and Regulatory Procedures” (HIPCAR).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
Article 25 and part VIII of Act No. 12 of 2012.
2.2 UN CONVENTION AND PROTOCOL
Trinidad and Tobago has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
Trinidad and Tobago has acceded, with no declarations or reservations to articles 2 and 3, to the Optional
Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child
Pornography.
2.3 INSTITUTIONAL SUPPORT
The Ministry of Education provides internet safety orientation under its program eConnect & Learn. Reference
to child online protection can be found at the Policy and Guidelines on the use of laptops distributed by the
government and on the National School Code of Conduct.
2.4 REPORTING MECHANISM
Trinidad and Tobago does not have an officially recognized agency that offers an avenue for the reporting of
incidents related to child online protection.
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CYBERWELLNESS PROFILE
TUNISIA

BACKGROUND
Total Population: 10 705 000

Internet users, percentage of population: 43.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
-Art.199 bis and 199ter of Tunisia Penal Law.
1.1.2
REGULATION AND COMPLIANCE
Tunisia has officially recognized regulations regarding cybersecurity and compliance requirements through the
following instruments:
- Law n° 2004-5, February 3, 2004, relative to computer security.
- Decree n° 1248 - 2004, May 25, 2004, setting the administrative, financial and operating procedures of the
ANSI.
- Decree n° 1249 - 2004, May 25, 2004, on requirements and procedures for the certification of expert auditors
in the field of computer security.
- Decree n° 1250 - 2004, May 25, 2004, on the institutional computer systems and networks subjected to the
compulsory periodic Risk Assessment of computer security, and on the criteria relating to the nature and
periodicity of the Risk Assessment and to procedures for monitoring the implementation of the
recommendations made in the Risk Assessment report.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Tunisia has an officially recognized national CIRT (TunCERT).
1.2.2 STANDARDS
There is no available information regarding any officially approved national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
The National Institute for Standardization and Industrial Property (INNORPI) is the leading certification body for
Tunisia. Its objective is to undertake every action concerning standardization, the quality of products and
services, metrology, industrial property protection and the maintaining of a central commercial register.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Tunisia has an officially recognized national cybersecurity strategy.
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1.3.2 ROADMAP FOR GOVERNANCE
The national governance roadmap for cybersecurity in Tunisia is elaborated in the National Agency for Computer
Security (ANSI).
1.3.3 RESPONSIBLE AGENCY
The National Agency for Computer Security (ANSI) is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap in Tunisia.
1.3.4 NATIONAL BENCHMARKING
The National Agency for Computer Security (ANSI) is responsible for the benchmarking and measuring
cybersecurity development in Tunisia.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information concerning any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The National Agency for Computer Security (ANSI) is responsible for providing educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Tunisia has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity such as ISO270001, CEH, CISA, CISM and CISSP.
1.4.4 AGENCY CERTIFICATION
There is no available information concerning any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders with other nation states Tunisia has officially
recognized partnerships with the following organizations:
- National Agency for Computer Security

- FIRST

- Honeypot Project

- OIC-CERT

-UNCTAD.

1.5.2 INTRA-AGENCY COOPERATION
The Tunisian honeypot project “Saher-HoneyNet” is an initiative launched by the Tunisian CERT, in order to
mitigate threats related to malicious traffic and to improve the national cyberspace security by ensuring
preventive and response measures to deal with malicious threats. It is the officially recognized program for
sharing cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The Tunisian honeypot project “Saher-HoneyNet” is an initiative launched by the Tunisian CERT, in order to
mitigate threats related to malicious traffic and to improve the national cyberspace security by ensuring
preventive and response measures to deal with malicious threats. It is the officially recognized program for
sharing cybersecurity assets within the private sector.
1.5.4 INTERNATIONAL COOPERATION
Tunisia is a member of the ITU-IMPACT initiatives and has access to relevant cybersecurity services. Tunisia
participated in several cybersecurity activities with the following organizations/activities:
- National Agency for Computer Security

-Honeypot Project
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- Shadowserver

- ArborNetworks

2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child protection has been enacted through the following instrument:
- Articles 226, 226bis and 233-235 of the Criminal Code.
2.2 UN CONVENTION AND PROTOCOL
Tunisia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Tunisia has signed and ratified, with no declarations or reservations to articles 2 and 3,
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution
and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Tunisia Computer Emergency Response Team (TUN CERT (*)) provides information on tools for parental control.
2.4 REPORTING MECHANISM
TUN CERT makes available the number (+216) 71 843 200 or (+216)71 846 020 - ext. 119 and the email address
incident@ansi.tn to report a computer incident.
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CYBERWELLNESS PROFILE
TURKEY
BACKGROUND
Total Population: 74 509 000

Internet users, percentage of population: 46.25%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Law on Regulation of the publications on the
-Turkish Criminal Law
Internet and Combating against committed crimes by
these publications.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following
instruments:
-Law on Security of Electronic
-Regulation Concerning the Processing of Personal Data and
Communications
the Protection of Privacy in the Electronic Communications
Sector.

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Turkey has an officially recognized national CIRT (TR-CERT).
1.2.2 STANDARDS
Turkey has officially recognized national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the National Cyber Security Strategy and Action plan
2013-2014 and the Law on Security of Electronic Communications.
1.2.3 CERTIFICATION
Turkish Standards Institution provides system, personnel and product certification services according to many
international standards including ISO IEC 27001, ISO IEC 15408, ISO IEC 12207.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Turkey has an officially recognized national cybersecurity strategy (National Cyber Security Strategy and Action
plan 2013-2014). The strategy is based on the principal of securing the information systems used in critical
infrastructures and taking necessary measures to provide national cybersecurity.
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1.3.2 ROADMAP FOR GOVERNANCE
The National Cybersecurity Strategy and Action Plan allows for 29 main actions and 95 sub actions and assigns
responsibilities about legislation, capacity building, development of technical infrastructure. This in turn provides
a national governance roadmap for cybersecurity in Turkey.
1.3.3 RESPONSIBLE AGENCY
The Cybersecurity Board is the officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap. It was established, in order to determine the measures regarding cyber security,
to approve the prepared plans, programs, reports, procedures, principles and standards and ensure the
application and coordination of them.
1.3.4 NATIONAL BENCHMARKING
In last three years Turkey organized three cyber security exercises at the national level. Participants from both
public and private sector have experienced real cyber-attacks and also worked on scenarios. These exercises
played a big role in raising awareness of cybersecurity and also were a great tool for measuring the development
of cybersecurity. Additionally the By-Law on Security of Electronic Communications obliges electronic
communications service providers to comply with ISO IEC 27001. The audits performed by the NRA (ICTA) play a
big role in measuring the cybersecurity development level of electronic communications sector.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Turkish Standards Institution is the institution that is responsible for standardization activities. Internationally
recognized cybersecurity standards are adopted as Turkish standards as part of harmonization process. The
institution provides also standardization services considering the country and sector specific needs.
1.4.2 MANPOWER DEVELOPMENT
Turkish Scientific and Technologic Research Agency and Turkish Standards Institution provide cyber security
related training programs including CEH, ISO IEC 27001 lead auditor, internet governance, ICT law etc. There are
also graduate programs like information security engineering, cybersecurity, ICT law in several universities like
Bahçeşehir University and Şehir University. The graduate programs cover both technical and legal aspects of
cybersecurity. Besides, several websites such as www.bilgiguvenligi.gov.tr, www.bilgimikoruyorum.org.tr,
www.guvenliweb.org.tr have been established to raise awareness among the people.
1.4.3 PROFESSIONAL CERTIFICATION
Turkey has about 400 public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There are 106 electronic communications service providers that have ISO IEC 27001 certification. The
certification agencies include both accredited national (like Turkish Standards Institution, Kalitest etc) and
international certification agencies (like BSI, Bureau Veritas, and DAS etc). There are nearly 15 governmental and
public sector institutions that have certifications like ISO IEC 27001, ISO IEC 17025, ISO/IEC 18045. The
certification agencies are generally accredited national certification agencies (like Turkish Standards Institution,
Kalitest etc).
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Turkey has officially
recognized partnerships with the following countries and organizations:
-Albania, Azerbaijan, Bosnia, Herzegovina,
Bulgaria, Kosovo, Kyrgyzstan, Macedonia,
-NATO.
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1.5.2 INTRA-AGENCY COOPERATION
The National Cyber Security Strategy and Action Plan 2013-2014 encourages the efficient use and sharing of
resources between governmental institutions in cybersecurity related activities.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The National Cyber Security Strategy and Action Plan 2013-2014 encourages the efficient use and sharing of
resources between public and private sector in cybersecurity related activities.
1.5.4 INTERNATIONAL COOPERATION
Turkey is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Turkey is also
actively involved in the standardization work on cybersecurity within ITU-T. TR-CERT (USOM) is also candidate
for FIRST and Trusted Introducer Membership. Turkey has co-organized with the collaboration of IMPACT and
ITU, the International Cyber Shield Exercise 2014 (ICSE 2014), in May 2014 Istanbul, Turkey. Turkey participated
in Applied Learning for Emergency Response Team (ALERT) 2012 during the ITU Regional Forum on Cybersecurity
for Europe and CIS, in October 2012, in Bulgaria.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Criminal Code (Article 26)
-Law on Regulation of the publications on the Internet and Combating against committed crimes by these
publications (Article 8).
2.2 UN CONVENTION AND PROTOCOL
Turkey has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Turkey has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Turkish Information and Communication Technologies Authority, Telecommunications Presidency (*),
provides information and makes awareness raising activities about online safety and children online protection
to the Turkish public.
2.4 REPORTING MECHANISM
Online illegal material (according to Law 5651) can be reported at the website of Turkish Internet Hotline which
is a member of INHOPE.
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CYBERWELLNESS PROFILE
TURKMENISTAN

BACKGROUND
Total Population: 5 170 000

Internet users, percentage of population: 9.60%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Communications

- Law on Electronic Document

- Law of Turkmenistan on the Legal Protection of Algorithms and Programs for Electronic Computers, Databases
and Topographies of Integrated Circuits.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Turkmenistan does not have any officially recognized national CIRT.
1.2.2 STANDARDS
Turkmenistan does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Turkmenistan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Turkmenistan does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Turkmenistan.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Turkmenistan.
1.3.4 NATIONAL BENCHMARKING
Turkmenistan does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Turkmenistan does not have an officially recognized national or sector-specific research and development
program or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Turkmenistan.
1.4.3 PROFESSIONAL CERTIFICATION
Turkmenistan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Turkmenistan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Turkmenistan does not have any framework to facilitate sharing of cybersecurity assets across borders or with
other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Turkmenistan does not have any officially recognized national or sector-specific program for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Turkmenistan.
1.5.4 INTERNATIONAL COOPERATION
There is no information about any international cooperation initiative that Turkmenistan participates in.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Turkmenistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Turkmenistan has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Turkmenistan.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Turkmenistan.
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CYBERWELLNESS PROFILE
TUVALU
BACKGROUND
Total Population: 11 200

Internet users, percentage of population: 37.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
There is draft legislation on cybercrime prepared and waiting Cabinet’s approval and further progress.
1.1.2
REGULATION AND COMPLIANCE
Together with the draft legislation on cybercrime legislation, there is another draft awaiting further
development, endorsement and implementation.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Tuvalu has not yet officially approved national or sector specific CIRT. However the Department of ICT is following
PacCert developments, advice and recommendations.
1.2.2 STANDARDS
Tuvalu does not currently have any officially recognized national (and sector specific) cybersecurity frameworks
for implementing internationally recognized cybersecurity standards. However, further development of the
cybercrime policy and legislation are in process.
1.2.3 CERTIFICATION
Tuvalu does not currently have any officially approved national (and sector specific) cybersecurity frameworks
for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Tuvalu does not have yet an officially recognized national cybersecurity strategy. However, further development
of the cybercrime policy and legislation are in process.
1.3.2 ROADMAP FOR GOVERNANCE
Tuvalu does not have yet an officially recognized national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Tuvalu does not have yet any officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap. However further development from the Department of ICT are in process.
1.3.4 NATIONAL BENCHMARKING
Tuvalu does not have yet any officially recognized national or sector-specific benchmarking exercises or
referential used to measure cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Tuvalu does not currently have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Tuvalu does not currently have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Tuvalu does not currently have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Tuvalu does not currently have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Tuvalu has officially
recognized partnerships with the following organizations:
- ITU

-PacCert

-PiRRC.

1.5.2 INTRA-AGENCY COOPERATION
Tuvalu does not currently have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Tuvalu does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Tuvalu is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Tuvalu also
participated in the following cybersecurity activities:
- ITU

-PacCert

-PiRRC

-APT

Tuvalu also takes part in the Asia Pacific CIRT cybersecurity forums. Tuvalu is among the beneficiary countries of
the EU/ITU co-funded project “Capacity Building and ICT Policy, Regulatory and Legislative Frameworks Support
for Pacific Island Countries” (ICB4PAC).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Tuvalu does not have specific legislation on child online protection.
2.2 UN CONVENTION AND PROTOCOL
Tuvalu has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on the
Rights of the Child.
2.3 INSTITUTIONAL SUPPORT
Tuvalu does not have any officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Tuvalu does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
UGANDA

BACKGROUND
Total Population: 36 621 000

Internet users, percentage of population: 16.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2012)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instrument:
- Electronic Transaction Act
- Electronic Transactions Regulations
- Computer Misuse Act
- Penal Code Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation to cybersecurity has been enacted through the following instruments:
- National Information Technology Authority of Uganda - NITA-U Act
- Access to Information Act
1.2 TECHNICAL MEASURES

- Electronic Signatures Act.

1.2.1 CIRT
Uganda has two national CIRTs CERT-UG operating under the National Information Technology Authority of
Uganda (NITA-U) and ugCERT operating under the Uganda Communications Commission.
1.2.2 STANDARDS
There is no available information concerning any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no available information concerning any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Uganda has an officially recognized national cybersecurity strategy since 2011 (National Information Security
Strategy 2011). The NITA-U has also developed a National Information Security Framework (NISF).
1.3.2 ROADMAP FOR GOVERNANCE
The Information Security Roadmap and the CERT-UG Roadmap provide national governance roadmaps for
cybersecurity in Uganda.
1.3.3 RESPONSIBLE AGENCY
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The Ministry of Information and Communication Technology and the National Information Technology Authority
of Uganda are the officially recognized agencies responsible for implementing a national cybersecurity strategy,
policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
There is no available information regarding any officially recognized national or sector-specific benchmarking
exercises or referential used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no available information regarding any officially recognized national or sector-specific research and
development (R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied
in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The National Information Security Framework Validation Workshop provides sector-specific educational and
professional training programs for raising awareness with the general public, promoting cybersecurity courses in
higher education and promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Uganda does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity. However there are at least three within the CERT-UG.
1.4.4 AGENCY CERTIFICATION
The national CIRT (CERT-UG) is the only public sector agency certified under internationally recognized standards
in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Uganda does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Uganda does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Uganda does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Uganda is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child protection has been enacted through the following instruments:
- Computer Misuse Act, 2011.
- Section 148 of the Criminal Code but does not mention explicitly pornography.
- The Draft of the Nation Information Security Strategy deals with emerging security risks, but has no specific
provisions for child online protection.
2.2 UN CONVENTION AND PROTOCOL
Uganda has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Uganda has acceded, with no declarations or reservations to articles 2 and 3, to the
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Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Uganda does not have any officially recognized agency that offers institutional support to child online protection.
2.4 REPORTING MECHANISM
Uganda CERT (UgCERT) provides an online form to report incidents.
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CYBERWELLNESS PROFILE
UKRAINE
BACKGROUND
Total Population: 44 940 000

Internet users, percentage of population: 41.80%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- The Penal Code Act
- The Computer Misuse Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- NITA-U Act
- Access to information Act
- Electronic Signatures Act
- Electronic Transactions Act
- The Electronic Transactions Regulations.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Ukraine has an officially recognized national CIRT known as CERT-UA.
1.2.2 STANDARDS
There is no officially approved national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards in Ukraine.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Ukraine.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Ukraine has an officially recognized National Security Strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national or sector-specific governance roadmap for cybersecurity in Ukraine.
1.3.3 RESPONSIBLE AGENCY
The function of overseeing cybersecurity is shared between: The Security Service of Ukraine (SBU), the State
Special Communication Service, and the Ministry of Internal Affairs.
1.3.4 NATIONAL BENCHMARKING
Ukraine has no officially recognized national benchmarking and referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is no nationally recognized program for research and development of cybersecurity standards, best
practices and guidelines in Ukraine.
1.4.2 MANPOWER DEVELOPMENT
The OSCE project is responsible for the training of twenty Ukrainian police officers and experts, improving their
knowledge and skills in investigating cyber-related crimes. The course was held at the request of the country’s
interior Ministry.
1.4.3 PROFESSIONAL CERTIFICATION
Ukraine does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Ukraine does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states Ukraine participates in
regional cybersecurity activities especially through the OSCE.
1.5.2 INTRA-AGENCY COOPERATION
Ukraine has officially recognized national programs for sharing cybersecurity assets within the public sector
through CERT-UA.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is a framework for sharing cybersecurity assets between the public and private sector in Ukraine through
the CERT-UA.
1.5.4 INTERNATIONAL COOPERATION
Ukraine is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Ukraine
participates in the:
- OSCE

- ITU

- NATO

CERT-UA is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- Article 301 of the Criminal Code which does not explicitly mention child pornography but pornographic items
in general.
- Law on the introduction of Amendments to several Legislative Acts of Ukraine regarding Counteraction to
Distribution of Child Pornography.
2.2 UN CONVENTION AND PROTOCOL
Ukraine has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Ukraine has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
There is no information about any institution responsible for the online protection of children in Ukraine.
2.4 REPORTING MECHANISM
The website of La strada Ukraine provides an online consultation form on child rights protection and a hotline.
The CERT-UA also provides an online form to report incidents.
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CYBERWELLNESS PROFILE
UNITED ARAB EMIRATES
BACKGROUND
Total Population:

Internet users, percentage of population: 88.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Federal Law by Decree No. 5 of 2012 regarding Cyber Crimes
- The Federal Law No. (2) Of 2006 on the Prevention of Information Technology Crimes.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Federal Law No. (1) of 2006 on Electronic Commerce and Transactions.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
The UAE has an officially recognized national CIRT known as aeCERT.
1.2.2 STANDARDS
There are no officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards in the UAE.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in the UAE.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The UAE has officially recognised the General Policy for the Telecommunications Sector and the Cabinet
Resolution No. 21 of 2013 regarding Information Security Regulation in Government Entities as the national
cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in the UAE.
1.3.3 RESPONSIBLE AGENCY
The Telecommunications Regulatory Authority (TRA) is the body responsible for the implementation of a national
cybersecurity strategy and policy in the UAE.
1.3.4 NATIONAL BENCHMARKING
There is no national benching marking or referential to measure cybersecurity development in the UAE.

1.4 CAPACITY BUILDING
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1.4.1 STANDARDISATION DEVELOPMENT
aeCERT is the officially recognized national body responsible for research and analysis programs/projects for
cybersecurity standards, best practices and guidelines to be applied in either the private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
TRA and the aeCERT launched its awareness campaign Towards a Safe Cyber Culture with Salim, a cyber-security
advisor. The aeCERT is also responsible for Advisory, Education and Awareness.
1.4.3 PROFESSIONAL CERTIFICATION
There is a Certified Professional Statistics Database that holds this record of public sector professionals certified
under the aeCERT.
1.4.4 AGENCY CERTIFICATION
There is no information on any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity in the UAE.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information on any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
There is no information on any framework for sharing cybersecurity assets within the public sector in the UAE.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no information on any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector in the UAE.
1.5.4 INTERNATIONAL COOPERATION
The UAE is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
The UAE participates in the following cybersecurity activities:
- APWG

- The Honeynet Project.

aeCERT is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 12 of the prevention of Information Technology Crimes.
2.2 UN CONVENTION AND PROTOCOL
The UAE has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. The UAE has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The aeCERT has no current project on child online protection. There is no information on any agency responsible
for the online protection of children.
2.4 REPORTING MECHANISM
The website of TRA provides an online form for complaints and another one for contacting them. The aeCERT
can be contacted by email: info@aecert.ae; the communication can be encrypted using the key available on the
website.
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CYBERWELLNESS PROFILE
UNITED KINGDOM
BACKGROUND
Total Population: 62 798 000

Internet users, percentage of population: 89.84%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Computer Misuse Act (1990)
-Data Protection Act (1998)
-Fraud Act.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-OFCOM Telecom Regulation
-Info Commissioner Regulation.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
United Kingdom will be establishing a national CIRT by end of 2014. It has the 3 following governmental CIRTs:
-CSIRTUK (Critical Infrastructure)

-GovCertUK (Govt Networks)

-MODCERT (Military Network)

- csirtuk@cpni.gsi.gov.uk

- enquiries@govcertuk.gov.uk

-cert@cert.mod.uk.

1.2.2 STANDARDS
United Kingdom is the leading member of the Common Criteria standardization group, which mandates
standardization of cyber security in information technology solutions.
1.2.3 CERTIFICATION
The Institute of Information Security Professionals (IISP) is the leading UK professional certification body for the
United Kingdom. The government promotes Information Assurance Professionalism. In particular, there is a
certification scheme run by the ISSP.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
United Kingdom has an officially recognized national cybersecurity strategy which was published in 2011.
1.3.2 ROADMAP FOR GOVERNANCE
The national governance roadmap for cybersecurity is elaborated in the national cybersecurity strategy.
1.3.3 RESPONSIBLE AGENCY
The Office of Cybersecurity and Information Assurance (OCSIA), part of the Cabinet Office, is the officially
recognized agency responsible for implementing a national cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING

490

Глобальный индекс кибербезопасности и профили по киберблагополучию
OCSIA is responsible for the benchmarking and measuring the progress of the National Cyber Security
Programme.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
United Kingdom does not have any officially recognized national or sector-specific research and development
(R&D) programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the
private or the public sector.
1.4.2 MANPOWER DEVELOPMENT
Getsafeonline is a national program aimed at the general public and businesses to raise awareness about
cybersecurity. In addition, the government published ten steps to cyber security for the private sector. Lastly,
there is a certification scheme run by the ISSP.
1.4.3 PROFESSIONAL CERTIFICATION
United Kingdom has numerous public sector professionals certified under internationally recognized certification
programs in cybersecurity. However it did not conduct a survey to gather the exact statistic.
1.4.4 AGENCY CERTIFICATION
United Kingdom’s National Technical Authority for Information Assurance (CESG) is the only public agency
certified under internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, United Kingdom has
officially recognized partnerships with the following organizations:
-ITU

-ENISA

-European CERT Group

-NATO.

-TRUSTED
Introducer

1.5.2 INTRA-AGENCY COOPERATION
United Kingdom, through the OCSIA, has officially recognized a national program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The OCSIA manage the cyber information security partnership (CISP) with private sector. In addition, the Centre
for the Protection of National Infrastructure runs a series of sector-based information exchanges for private
sector running critical information infrastructure.
1.5.4 INTERNATIONAL COOPERATION
The UK Government participates fully in the cybersecurity debates within the UN, ITU, ENISA, NATO, and OSCE.
This work is spread among many government departments and is coordinated by Cabinet Office and the Foreign
Office.
GovCertUK is a member of FIRST.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-§48-§50 of the Sexual Offences Act.
-§1 of the Protection of Children Act.
-§63 of the Criminal Justice and Immigration Act.
-§1 of the Malicious Communications Act.
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2.2 UN CONVENTION AND PROTOCOL
United Kingdom has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the
Convention on the Rights of the Child.
United Kingdom has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol
to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Child Exploitation and Online Protection (CEOP), under the UK Police, provides information on online safety for
children and parents.
2.4 REPORTING MECHANISM
Inappropriate and offensive content can be reported in the website of CEOP. Online Criminal Content can be
reported in the website of the Internet Watch Foundation. Computer Incidents can be reported by a filling a form
found in the website of the UK Computer Emergency Response Team (GovCertUK) or by the phone number
01242 709311.
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CYBERWELLNESS PROFILE
UNITED STATES
BACKGROUND
Total Population: 315 791 00

Internet users, percentage of population: 84.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- 15 USC Chapter 103 - Controlling the Assault of Non-solicited Pornography and Marketing
- 18 USC, Chapter 47, § 1029 - Fraud and related activity in connection with access devices
- 18 USC, Chapter 47, § 1030 - Fraud and related activity in connection with computers
- 18 USC, Chapter 47, § 1037 - Fraud and related activity in connection with electronic mail
- 18 USC Chapter 119 - Wire and Electronic Communications Interception and Interception of Oral
Communications
- 18 USC Chapter 121 - Stored Wire and Electronic Communications and Transactional Record Access
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- 44 USC Chapter 35, Subchapter III

- Information Security (§3541)

- Uniform Electronic Transactions Act

- Electronic Signatures in Global and National Commerce Act

- Homeland Security Act

- Cyber Security Research and Development Act

- Protecting Children in the 21st Century Act

- Children's Internet Protection Act

- Adam Walsh Child Protection and Safety Act

- Keeping the Internet Devoid of Sexual Predators Act

- Freedom of Information Act (5 USC § 552)

- Privacy Act (5 U.S.C. § 552a)

- Federal Information Security Management Act of 2002.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
United States has an officially recognized national CIRT (US CERT) and an industrial control systems CERT (ICSCERT).
1.2.2 STANDARDS
United States has officially approved national (and sector specific) cybersecurity frameworks for implementing
internationally recognized cybersecurity standards through the following instruments:
-National Institute of Standards and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.0
-Federal Information Security Management Act of 2002
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-NIST SP 800-37 "Guide for the Security Certification and Accreditation of Federal Information Systems"
-The North American Electric Reliability Corporation (NERC) has created many standards. The most widely
recognized is NERC 1300 which is a modification/update of NERC 1200.
-National Institute of Standards and Technology Special publication 800-12 provides a broad overview of
computer security and control areas.
1.2.3 CERTIFICATION
The National Initiative for Cybersecurity Education (NICCS) offers a cybersecurity framework for the certification
and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
United States has officially recognized International Strategy for Cyberspace. There is also an executive order in
order to improve critical infrastructure cybersecurity. A Critical Infrastructure Protection Program has been in
place since 1996.
1.3.2 ROADMAP FOR GOVERNANCE
The NIST Roadmap for Improving Critical Infrastructure Cybersecurity, the Cross-Sector Roadmap for
Cybersecurity of Control Systems and the Roadmap to achieve energy delivery systems cybersecurity provide the
national governance roadmap for cybersecurity in the United States.
1.3.3 RESPONSIBLE AGENCY
The White House has an appointed US Cybersecurity Coordinator at the level of Special Assistant to the President
to guide Executive branch efforts. The Department of Homeland Security (DHS) and the Department of Defense
(DoD) are the primary cybersecurity actors in order to monitor and coordinate the implementation of a national
cybersecurity strategy, policy and roadmap by respective agencies.
1.3.4 NATIONAL BENCHMARKING
The National Checklist Program (NCP), defined by the NIST SP 800-70 Rev. 2, is the U.S. government repository
of publicly available security checklists (or benchmarks) that provides detailed low level guidance on setting the
security configuration of operating systems and applications. NCP is migrating its repository of checklists to
conform to the Security Content Automation Protocol (SCAP). SCAP enables standards based security tools to
automatically perform configuration checking using NCP checklists.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
The Department of Defense (DOD) established the Defense Industrial Base (DIB) Cybersecurity/Information
Assurance (CS/IA) Program that aims to provide cybersecurity standards, best practices and guidelines to be
applied in either the private or the public sector. The National Institute of Standards and Technology (NIST) leads
also in developing a Cybersecurity Framework of standards and best practices for protecting critical
infrastructures.
The Cybersecurity Division (CSD) provides information resources—standards, frameworks, tools, and
technologies to enable seamless and secure interactions among homeland security stakeholders and leads the
government’s charge in funding cybersecurity research and development (R&D).
Also the IT Security Essential Body of Knowledge (EBK) establishes a national baseline of the essential knowledge
and skills that IT security practitioners in the public and private sector should have to perform specific roles and
responsibilities.
1.4.2 MANPOWER DEVELOPMENT
United States has the following various types of awareness programs, industry talk, conferences, training
programs and workshops on cybersecurity, for the general public as well as for public and private sector
employees:
- National Cybersecurity Awareness Month
- Stop.Think.Connect. Campaign
- Cyber-Physical Systems Public Working Group Workshop
- National Initiative for Cybersecurity Education
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- National Cybersecurity Education Council (NCEC)
- Cybersecurity Education and Training Assistance Program (CETAP)
- National Cybersecurity Workforce Framework - NICCS
- National Centers of Academic Excellence (CAEs) that provide students valuable technical skills in various
disciplines of Information Assurance.
- The Federal Cybersecurity Training Events (FedCTE) that delivers training, labs, and competitions for Federal
cybersecurity and IT professionals.
1.4.3 PROFESSIONAL CERTIFICATION
There is no available information regarding the exact number of public sector professionals certified under
internationally recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
There is no available information regarding any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, United States has officially
recognized partnerships with the following organizations:
- DHS and Canada Public Safety Plan to Strengthen Cybersecurity Cooperation
- FIRST
- US CERT
- United States and Estonia: Partners in Cyber Security and Internet Freedom
1.5.2 INTRA-AGENCY COOPERATION
United States has officially recognized the following national or sector-specific programs for sharing
cybersecurity assets within the public sector through the Department of Homeland Security (DHS) created by the
Homeland Security Act of 2002.
- The National Infrastructure Protection Plan (NIPP)
- The Department of Homeland Security and the Department of Defense (DOD) signed a landmark memorandum
of agreement in 2010 to protect against threats to critical civilian and military computer systems and networks.
- The Department of Homeland Security, the Department of Defense, and the Financial Services Information
Sharing and Analysis Center launched a pilot initiative designed to help protect key critical networks and
infrastructure within the financial services sector by sharing actionable, sensitive information.
- The Cybersecurity Partners Local Access Plan.
1.5.3 PUBLIC SECTOR PARTNERSHIP
The Administration provides officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector through a Cybersecurity Framework, a guide developed collaboratively
with the private sector for private industry to enhance their cybersecurity, in 2014.
The National Cybersecurity Center of Excellence (NCCoE) provides businesses with real-world cybersecurity
solutions—based on commercially available technologies. Finally the Department of Homeland Security's Critical
Infrastructure Cyber Community C³ Voluntary Program helps align critical infrastructure owners and operators
with existing resources that will assist their efforts to adopt the Cybersecurity Framework and manage their cyber
risks.
1.5.4 INTERNATIONAL COOPERATION
United States is signatory to Council of Europe Convention on Cybercrime and there is an EU-US cooperation on
cybersecurity and cyberspace.

495

Глобальный индекс кибербезопасности и профили по киберблагополучию
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION AND STRATEGY
Specific legislation on child online protection has been enacted through the following instruments:
- Section 15 of the US Code, Chapter 91, §§ 6501-6506, included in the US Code by the Children’s Online Privacy
Protection Act, 1998.
- Section 47 of the US Code, Chapter 5, §§ 254(h)(6).
- Section 18 of the US Code, Chapter 110, §§ 2251-2260A, amended by H.R. 1981, May 2011.
- Section 20 of the US Code, Chapter 72, §§ 9134 (f), included in the US Code by the Children’s Internet Protection
Act, 2000.
- Adam Walsh Child Protection and Safety Act, July 2006.
- Securing Adolescents from Exploitation Online Act, February 2007.
- Protect our Children Act, October 2008.
- Keeping the Internet Devoid of Sexual Predators, October 2008.
The International Strategy for Cyberspace does not outline child online protection.
2.2 UN CONVENTION AND PROTOCOL
United States has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. United States has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The following supports provide information on internet safety for parents, children and educators:
-Branch created within the Department of Justice: Internet Crime against Children Task Force.
-The Federal Trade Commission runs the OnGuardOnline website, the federal government website dedicated to
bringing information on internet safety.
-Branch created within the US Department of Health and Public Service: Administration for Children and Families.
-Organization authorized to work in partnership with the US Department of Justice: National Center for Missing
and Exploited Children.
-The United State Computer Emergency Response Team (US-CERT) does not provide specific information on
child online protection but hosts a series of links redirecting to it.
2.4 REPORTING MECHANISM
Complaints can be filed through the OnGuardOnline website. Cyber Tipline of the National Centre for Missing
and Exploited Children has a dedicated space to report incidents which include computer incidents related to
child online protection.
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CYBERWELLNESS PROFILE
URUGUAY
BACKGROUND
Total Population: 3 391 000

Internet users, percentage of population: 58.10%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Child Pornography. Act 17.815
-Forgery
of
electronic
-Attack on the regularity of
(2004)
documents. Article 4 of Act. 18.
telecommunications. Act. 18.383
600 (2009)
(2008)
-Intellectual Property Offenses
and related rights. Act 17.616
(2003)

-Fraud. Article 160 and 347 of the
Criminal Code

1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Regulatory
Framework
Cybersecurity. Decree 92/014

on

-National
Computer
Incident
Response Centre CERTuy. Article 73
of Act 18.362 (2008)

-Authority: Unit for the Regulation
and Control of Personal Data,
www.datospersonales.gub.uy

-Policy on Information Security in
Public Sector. Decree 452/09

--Information
Security
Direction. Article 148 of Act
18.719 (2010)

-National Computer Incident
Response Centre CERTuy. Decree
451/009

- Personal data protection
and habeas data action Act
18.331 (2008); regulatory
Decree 414/009

- EU Commission decision on the
adequate protection ofpersonal
data by Uruguay (2012)

1.2 TECHNICAL MEASURES
1.2.1 CIRT
Uruguay has an officially recognized national CIRT (CERTuy).
1.2.2 STANDARDS
Uruguay has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards through Regulatory Framework on Cybersecurity. Decree
92/014.
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1.2.3 CERTIFICATION
Uruguay does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Uruguay has an officially recognized national cybersecurity strategy through the Regulatory Framework on
Cybersecurity. Decree 92/014 and the Policy on Information Security in Public Sector. Decree 452/09 .
1.3.2 ROADMAP FOR GOVERNANCE
The Regulatory Framework on Cybersecurity. Decree 92/014 and the Policy on Information Security in Public
Sector. Decree 452/09 provide a national governance roadmap for cybersecurity in Uruguay.
1.3.3 RESPONSIBLE AGENCY
The Agency for e-Government and Information Society is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap and can be contacted at
direccion@agesic.gub.uy.
1.3.4 NATIONAL BENCHMARKING
Uruguay does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1
STANDARDISATION DEVELOPMENT
Uruguay published public guides with recommendations and best practices on CERT's website. In addition,
Uruguay also trained public servants about major security issues
1.4.2 MANPOWER DEVELOPMENT
Uruguay’s national awareness campaign "safe-connected" includes recommendations related to cybersecurity
issues and internet use in general. In addition, there are conferences on various topics such as secure web
applications, management systems information security, security policies, electronic signatures and key
challenges. Specialists are also trained, with the support of international partners such as the InterAmerican
Committee against Terrorism (CICTE/OAS), ITU IMPACT-Alliance, ICANN and the U.S. Secret Service
1.4.3 PROFESSIONAL CERTIFICATION
Uruguay does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Uruguay does not currently have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity but it is part of its regulation’s strategies.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
To facilitate sharing of cybersecurity assets across borders or with other nation states, Uruguay has officially
recognized partnerships with the following organizations:
-ITU Impact

-First

-eLAC

-LACNIC.

-OAS/CICTE

Uruguay has an active involvement in the Ibero-American Network of Data Protection and in the International
Conference of Data Protection and Privacy Commissioners, hosted in Uruguay in 2012.
1.5.2 INTRA-AGENCY COOPERATION
Uruguay does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
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1.5.3 PUBLIC SECTOR PARTNERSHIP
Uruguay does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Uruguay participated in cybersecurity activities by FIRST, OAS/CICTE, eLAC and LACNIC.
CERTuy is a member of FIRST. Uruguay hosted and participated in the ITU-IMPACT Applied Learning for
Emergency Response Teams (ALERT 2013) in Montevideo, Uruguay.
2

CHILD ONLINE PROTECTION

2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 274* from the Criminal Code, modified by the Law n. 16.707* from July 1995;
-Law n. 17.815*, "Commercial or noncommercial sexual violence committed against children, teenagers or
mental unable", August 2004.
2.2 UN CONVENTION AND PROTOCOL
Uruguay has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Uruguay has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Instituto del Niño y Adolescente del Uruguay is responsible for institutional support in child issues. The
Dirección Nacional InFamilia is responsible for enforcing the National Strategy for Childhood and Adolescence.
2.4 REPORTING MECHANISM
The CERTuy provides an online form to report incident on its website. The child helpline Linea Azul Servicio
Telefónico can be contacted at the number: 800 50 50.
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CYBERWELLNESS PROFILE
REPUBLIC OF UZBEKISTAN

BACKGROUND
Total Population: 28 077 000

Internet users, percentage of population: 38.20%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Criminal Code.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Law on Electronic Signature

- Law on Informatization

- Law on Electronic Document

- Law on Communication

- Law on Electronic Commerce

- Law on Legal Protection of Software and Databases

- Law on Telecommunications

- Law on Principles and Guarantees of Freedom of Information

- Law on Protection of information in the Automated Banking System.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Uzbekistan has an officially recognized national CIRT known as UZ-CERT.
1.2.2 STANDARDS
Uzbekistan does not have any officially approved national or sector specific cybersecurity framework for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Uzbekistan.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Uzbekistan does not have any officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Uzbekistan.
1.3.3 RESPONSIBLE AGENCY
There is no information about any agency responsible for cybersecurity in Uzbekistan.
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1.3.4 NATIONAL BENCHMARKING
Uzbekistan does not have any officially recognized national benchmarking or referential to measure
cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Uzbekistan does not have an officially recognized national or sector-specific research and development program
or project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Uzbekistan.
1.4.3 PROFESSIONAL CERTIFICATION
Uzbekistan does not have the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Uzbekistan does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no framework to facilitate sharing of cybersecurity assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Uzbekistan does not have any officially recognized national or sector-specific program for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Uzbekistan.
1.5.4 INTERNATIONAL COOPERATION
Uzbekistan is a member of the SCO.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
- Article 130* of the Criminal Code – does not mention explicitly child pornography but pornography in general.
2.2 UN CONVENTION AND PROTOCOL
Uzbekistan has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention
on the Rights of the Child. Uzbekistan has acceded, with no declarations or reservations to articles 2 and 3, to
the Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Uzbekistan.
2.4 REPORTING MECHANISM
Incidents can be reported to the UZ-CERT using the email: cert@uzinfocom.uz.
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CYBERWELLNESS PROFILE
VANUATU
BACKGROUND
Total Population: 252 000

Internet users, percentage of population: 11.30%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1. CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Electronic Transaction Act
-E-Business Act
1.1.2
REGULATION AND COMPLIANCE
Vanuatu does not have specific regulation and compliance requirement pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Vanuatu is currently establishing a national CIRT and is also a member of the PacCERT. ITU conducted a CIRT
assessment for Nepal in 2014.
1.2.2 STANDARDS
Vanuatu does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Vanuatu does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
The Office of the Government Chief Information Officer (OGCIO) is currently formulating an officially recognized
national cybersecurity policy.
1.3.2 ROADMAP FOR GOVERNANCE
Vanuatu will be developing a national governance roadmap for cybersecurity with the assistance of ITU once its
national cybersecurity policy is formulated.
1.3.3 RESPONSIBLE AGENCY
The Office of the Regulator is the officially recognized agency responsible for implementing a national
cybersecurity strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Vanuatu does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Vanuatu does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Vanuatu does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors. However the OGCIO and the
Office of Regulator have conducted and continue to raise, on ad hoc basis, awareness in schools and general
public using media such as radio and newspapers.
1.4.3 PROFESSIONAL CERTIFICATION
Vanuatu does not have any public sector professionals certified under internationally recognized certification
programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Vanuatu does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
The Financial Intelligence Unit, which is under the Prime Minister’s Office and Police Force via the Transnational
Crime Unit have official recognized partnerships to facilitate sharing of cybersecurity assets across borders or
with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Vanuatu does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Vanuatu does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Vanuatu is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Vanuatu
also participated in ITU related workshop in Pacific region and the APT Cybersecurity Forum in Asia region.
Vanuatu is among the beneficiary countries of the EU/ITU co-funded project “Capacity Building and ICT Policy,
Regulatory and Legislative Frameworks Support for Pacific Island Countries” (ICB4PAC).
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-The Criminal Code(Sections 94, 101D, 147, 147A and 147B).
2.2 UN CONVENTION AND PROTOCOL
Vanuatu has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Vanuatu has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Vanuatu does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Vanuatu does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
VENEZUELA

BACKGROUND
Total Population: 29 891 000

Internet users, percentage of population: 54.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
-Penal Code
-Law on Electronic Signature
1.1.2
REGULATION AND COMPLIANCE
Venezuela has specific regulations and compliance requirements pertaining to cybersecurity.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Venezuela has an officially recognized national CERT (VenCERT).
1.2.2 STANDARDS
Venezuela has an officially recognized national (and sector specific) cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Venezuela has an officially approved national (and sector specific) cybersecurity framework for the certification
and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Venezuela has an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Venezuela has a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Venezuela has an officially recognized agency responsible for implementing a national cybersecurity strategy,
policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Venezuela officially recognized national or sector-specific benchmarking exercises or referential used to measure
cybersecurity development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Venezuela has officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
1.4.2 MANPOWER DEVELOPMENT
The Superintendence of Electronic Certification Services SUSCERTE, the upper body of VenCERT, led a campaign
to raise awareness about information security, the use of social media for children and adolescents and to publish
the benefits of electronic certificates and electronic signatures.
This campaign led to visits of public institutions and communities in more than 10 states.
1.4.3 PROFESSIONAL CERTIFICATION
Venezuela does not know the exact number of public sector professionals certified under internationally
recognized certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
VenCERT is officially the government and public sector agency certified under internationally recognized
standards in cybersecurity, such as ISO 270001.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Venezuela has officially recognized partnerships to facilitate sharing of cybersecurity assets across borders or
with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Venezuela has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Venezuela has officially recognized national or sector-specific programs for sharing cybersecurity assets within
the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Venezuela is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-Article 78* of the Federal Constitution.
-Articles 388 and 389* of the Criminal Code.
-Articles 23* and 24* of the Special Law against Computer Crimes, September 2001.
-Articles 73* and 74* of the Law of Information Technology, August 2005.
-Law for the Protection of Children and Adolescents Using Internet Facilities, Video and other Multimedia*,
September 2006.
-Articles 33, 74, 75, 79(b), (c), (d), (e), 92(f), 235* and 265* of the Organic Law for the Protection of Children and
Adolescents, December 2007.
-Articles 29.1, 41 and 46-49* of the Law against Organized Crime, January 2012.
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2.2 UN CONVENTION AND PROTOCOL
Venezuela has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Venezuela has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
The Venezuelan Computer Emergency Response Team (VenCERT*) provides information* on child online
protection. The Governmental organ responsible for implementing projects and writing general guidelines over
children and youth issues is the “Consejo Nacional de Derechos del Niño, Niñas y Adolescentes” (IDENA).
2.4 REPORTING MECHANISM
Venezuela does not have any officially recognized agency that offers an avenue for the reporting of incidents
related to child online protection.
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CYBERWELLNESS PROFILE
VIETNAM
BACKGROUND
Total Population: 89 730 000

Internet users, percentage of population: 43.90%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instrument:
- Law on Information Technology.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
-Law on e-transactions
-Decree No. 90/2008/ND-CP against Spam
-Intellectual Property Law
-Technology ended by Law No. 36/2009/QH12
-Law on Telecommunications
-Circular. 12/2008/TT-BTTTT(12/2008) on Anti-Spam
-Decree on Information Technology Application in State Agencies' Operations
-Decree No. 63/2007/ND-CP Providing for Sanctioning of Administrative Violations in the Domain of Information.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Vietnam has an officially recognized national CIRT known as VNCERT. In 2011 ITU conducted a CIRT assessment
for Vietnam.
1.2.2 STANDARDS
Vietnam does not have an officially approved national cybersecurity framework for implementing internationally
recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Vietnam.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Vietnam does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Vietnam.
1.3.3 RESPONSIBLE AGENCY
The Vietnam Ministry of Posts and Telematics and Ministry of Information and Communication coordinate
cybersecurity.
1.3.4 NATIONAL BENCHMARKING
There is no officially recognized national benchmarking or referential for measuring cybersecurity in Vietnam.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
There is a written guideline based on ISO 27001 followed by VNCERT staff on the appropriate usage of the CIRT’s
system.
1.4.2 MANPOWER DEVELOPMENT
VNCERT promotes its services to their constituency through website, events, workshops, seminars, publications
(Law regulation relating to cyber security, guidelines), newspapers and also television. In addition, they also
conduct an annual cyber security competition among universities as part of the awareness program. Ministry of
Information and Communication has signed a memorandum of understanding (MoU) with Microsoft - both
parties co-operate on bolstering cyber security, cloud infrastructure and application development, and
infrastructure management skills in Vietnamese businesses.
1.4.3 PROFESSIONAL CERTIFICATION
Vietnam does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Vietnam does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
There is no information on any framework for sharing cybersecurity assets across borders with other nation
states.
1.5.2 INTRA-AGENCY COOPERATION
VNCERT cooperates with other government agencies in the country such as Ministry of Public Security, Ministry
of Defense and Ministry of Internal Affairs.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no information on any framework for sharing cybersecurity assets between the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Vietnam is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Vietnam participates in the ITU.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instrument:
-Article 253 of the Criminal Code – only criminalizes the “dissemination” of decadent material.
2.2 UN CONVENTION AND PROTOCOL
Vietnam has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Vietnam has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no information on any agency responsible for child online protection.
2.4 REPORTING MECHANISM
A form can be filled at the website of VNCERT to report a computer incident.
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CYBERWELLNESS PROFILE
REPUBLIC OF YEMEN

BACKGROUND
Total Population: 25 569 000

Internet users, percentage of population: 20.00%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, December 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES

1.1.1

CRIMINAL LEGISLATION

Specific legislation on cybercrime has been enacted through the following instruments:
- None.
1.1.2
REGULATION AND COMPLIANCE
Specific legislation and regulation related to cybersecurity has been enacted through the following instruments:
- Electronic Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
Yemen does not have an officially recognized national CIRT.
1.2.2 STANDARDS
Yemen does not have an officially approved national or sector specific cybersecurity framework for implementing
internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
There is no cybersecurity framework for the certification and accreditation of national agencies and public sector
professionals in Yemen.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Yemen does not have an officially recognized national or sector-specific cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
There is no national governance roadmap for cybersecurity in Yemen.
1.3.3 RESPONSIBLE AGENCY
There is no agency responsible for cybersecurity in Yemen.
1.3.4 NATIONAL BENCHMARKING
Yemen does not have any officially recognized national benchmarking or referential to measure cybersecurity
development.
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1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Yemen does not have an officially recognized national or sector-specific research and development program or
project for cybersecurity standards, best practices and guidelines.
1.4.2 MANPOWER DEVELOPMENT
There are no educational and professional training programs for raising awareness, higher education and
certification in Yemen.
1.4.3 PROFESSIONAL CERTIFICATION
Yemen does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Yemen does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Yemen does not have any framework to facilitate sharing of cybersecurity assets across borders or with other
nation states.
1.5.2 INTRA-AGENCY COOPERATION
Yemen does not have an officially recognized national or sector-specific program for sharing cybersecurity assets
within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
There is no officially recognized national or sector-specific program for sharing cybersecurity assets within the
public and private sector in Yemen.
1.5.4 INTERNATIONAL COOPERATION
Yemen is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
2. CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
- None.
2.2 UN CONVENTION AND PROTOCOL
Yemen has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Yemen has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
There is no agency responsible for child online protection in Yemen.
2.4 REPORTING MECHANISM
There is no website or hotline dedicated to child online protection in Yemen.
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CYBERWELLNESS PROFILE
ZAMBIA
BACKGROUND
Total Population: 13 884 000

Internet users, percentage of population: 15.40%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics,2013)

1.CYBERSECURITY
1.1 LEGAL MEASURES
1.1.1
CRIMINAL LEGISLATION
Specific legislation on cybercrime has been enacted through the following instruments:
- Computer Misuse and Crimes Act - Information and Communications Technology Act
1.1.2
REGULATION AND COMPLIANCE
Specific regulation and compliance requirement pertaining to cybersecurity has been enacted through the
following instrument:
- Electronic Communications and Transactions Act.
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU conducted a CIRT readiness assessment and capacity building program for Zambia at Kampala, Uganda, in
April 2010. A national CIRT Implementation was completed by ITUin September 2012.
1.2.2 STANDARDS
Zambia does not have officially recognized national (and sector specific) cybersecurity frameworks for
implementing internationally recognized cybersecurity standards.
1.2.3 CERTIFICATION
Zambia does not have any officially approved national (and sector specific) cybersecurity frameworks for the
certification and accreditation of national agencies and public sector professionals.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Zambia is in the process of drafting an officially recognized national cybersecurity strategy.
1.3.2 ROADMAP FOR GOVERNANCE
Zambia does not have a national governance roadmap for cybersecurity.
1.3.3 RESPONSIBLE AGENCY
Zambia does not have an officially recognized agency responsible for implementing a national cybersecurity
strategy, policy and roadmap.
1.3.4 NATIONAL BENCHMARKING
Zambia does not have any officially recognized national or sector-specific benchmarking exercises or referential
used to measure cybersecurity development.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Zambia does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector.
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1.4.2 MANPOWER DEVELOPMENT
Zambia does not have any officially recognized national or sector-specific educational and professional training
programs for raising awareness with the general public, promoting cybersecurity courses in higher education and
promoting certification of professionals in either the public or the private sectors.
1.4.3 PROFESSIONAL CERTIFICATION
Zambia does not have the exact number of public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Zambia does not have any certified government and public sector agencies certified under internationally
recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Zambia does not have any officially recognized partnerships to facilitate sharing of cybersecurity assets across
borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Zambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Zambia does not have any officially recognized national or sector-specific programs for sharing cybersecurity
assets within the public and private sector.
1.5.4 INTERNATIONAL COOPERATION
Zambia is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services.
Zambia is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies
in Sub-Sahara Africa” (HIPSSA). Zambia will host and participates in the Applied Learning for Emergency Response
Team (ALERT), cyberdrill for Africa in September 2014.
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Specific legislation on child online protection has been enacted through the following instruments:
-The Penal Code (Section 177A)
-Electronic Communication and Transaction Act (Section 102)
2.2 UN CONVENTION AND PROTOCOL
Zambia has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child. Zambia has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
2.3 INSTITUTIONAL SUPPORT
Zambia does not have an officially recognized agency that offers institutional support on child online protection.
2.4 REPORTING MECHANISM
Zambia does not have an officially recognized agency that offers an avenue for the reporting of incidents related
to child online protection.
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CYBERWELLNESS PROFILE
ZIMBABWE
BACKGROUND
Total Population: 13 014 000

Internet users, percentage of population: 18.50%

(data source: United Nations Statistics Division,
December 2012)

(data source: ITU Statistics, 2013)

1.

CYBERSECURITY

1.1 LEGAL MEASURES
1.1.1 CRIMINAL LEGISLATION
Specific legislation pertaining to cybercrime is mandated through the following legal instruments:
-Criminal Law (Codification and Reform Act)
-Computer Crime and Cybercrime Bill (awaiting passing into law).
1.1.2 REGULATION AND COMPLIANCE
Specific regulation and compliance requirement pertaining to cybersecurity is mandated through the following
legal instruments:
-Electronic Transaction and Electronic Commerce Bill (awaiting passing into law)
-Data Protection Bill (awaiting passing into law).
1.2 TECHNICAL MEASURES
1.2.1 CIRT
ITU-IMPACT has conducted a CIRT readiness assessment for Zimbabwe in March 2014, at Addis Ababa, Ethiopia.
Zimbabwe does not currently have an officially recognized national CIRT.
1.2.2 STANDARDS
Zimbabwe does not currently have any officially recognized national (and sector specific) cybersecurity
frameworks for implementing internationally recognized cybersecurity standards. However it will be included in
the upcoming National Cybersecurity Strategy.
1.2.3 CERTIFICATION
Zimbabwe does not currently have any officially approved national (and sector specific) cybersecurity
frameworks for the certification and accreditation of national agencies and public sector professionals. However
it will be included in the upcoming National Cybersecurity policy.
1.3 ORGANIZATION MEASURES
1.3.1 POLICY
Zimbabwe is in the process of drafting the national cybersecurity policy.
1.3.2 ROADMAP FOR GOVERNANCE
Zimbabwe does not currently have any national governance roadmap for cybersecurity. However it will be
included in the upcoming National Cybersecurity policy.
1.3.3 RESPONSIBLE AGENCY
The Government Telecommunication Agency of Zimbabwe is the officially recognized agency responsible for
implementing a national cybersecurity strategy, policy and roadmap. However it is at a formative stage.
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1.3.4 NATIONAL BENCHMARKING
Zimbabwe does not currently have any officially recognized national or sector-specific benchmarking exercises
or referential used to measure cybersecurity development. However it will be included in the upcoming National
Cybersecurity policy.
1.4 CAPACITY BUILDING
1.4.1 STANDARDISATION DEVELOPMENT
Zimbabwe does not have any officially recognized national or sector-specific research and development (R&D)
programs/projects for cybersecurity standards, best practices and guidelines to be applied in either the private
or the public sector. However it will be included in the upcoming National Cybersecurity policy.
1.4.2 MANPOWER DEVELOPMENT
Zimbabwe does not have any officially recognized national or sector-specific educational and professional
training programs for raising awareness with the general public, promoting cybersecurity courses in higher
education and promoting certification of professionals in either the public or the private sectors. However it will
be included in the upcoming National Cybersecurity policy.
1.4.3 PROFESSIONAL CERTIFICATION
Zimbabwe does not currently have any public sector professionals certified under internationally recognized
certification programs in cybersecurity.
1.4.4 AGENCY CERTIFICATION
Zimbabwe does not currently have any certified government and public sector agencies certified under
internationally recognized standards in cybersecurity.
1.5 COOPERATION
1.5.1 INTRA-STATE COOPERATION
Zimbabwe does not currently have any officially recognized partnerships to facilitate sharing of cybersecurity
assets across borders or with other nation states.
1.5.2 INTRA-AGENCY COOPERATION
Zimbabwe does not currently have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public sector.
1.5.3 PUBLIC SECTOR PARTNERSHIP
Zimbabwe does not currently have any officially recognized national or sector-specific programs for sharing
cybersecurity assets within the public and private sector. However it will be included in the upcoming National
Cybersecurity policy.
1.5.4 INTERNATIONAL COOPERATION
Zimbabwe is a member of the ITU-IMPACT initiative and has access to relevant cybersecurity services. Zimbabwe
is among the beneficiaries of the EU/ITU co-funded project “Support for Harmonization of the ICT Policies in SubSahara Africa” (HIPSSA).
2 CHILD ONLINE PROTECTION
2.1 NATIONAL LEGISLATION
Legislation on child protection has been enacted through the following instrument:
-Censorship and Entertainments Control Act (Section 26)
2.2 UN CONVENTION AND PROTOCOL
Zimbabwe has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on
the Rights of the Child.Zimbabwe has acceded, with no declarations or reservations to articles 2 and 3, to the
Optional Protocol to The Convention on the Rights of the Child on the Sale of Children, Child Prostitution and
Child Pornography.
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2.3 INSTITUTIONAL SUPPORT
Zimbabwe does not have any officially recognized agency that offers institutional support on child online
protection.
2.4 REPORTING MECHANISM
Childline Zimbabwe maintains a helpline on number: 116.

______________
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