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Annexes

Annex 1: Conformance and interoperability frameworks: data by country

Understanding how countries organize themselves to ensure proper C&l levels for ICT networks
and device deployment can help C&I operators establish efficient collaboration mechanisms. This
is evident in existing effective technical collaboration agreements, such as those in Europe and the
Asia-Pacific region.

Data indicates that most countries have established C&I frameworks to ensure trust in the safe and
interoperable use of ICT devices by networks and citizens. However, the procedures and the strictness
of the requirements (e.g. recognition of certification, use of proxies, self-declaration and local testing)
can vary significantly.

Under Pillars 3 (Capacity building) and 4 (Assistance in the establishment of test centres and C&l
programmes in developing countries) of the ITU C&I programme, data was collected from 116
countries between 2022 and 2025. The research focused on key C&I infrastructure variables, namely:

1.  C&I frameworks
2 ICT standards and technical requirements
3. Conformance assessment and bodies
4.  Testing laboratories
Quality and metrology
Key findings (2022-2025):
1. C&I frameworks:
— 85 per cent of countries have established formal C&I frameworks.

— 65 per cent of these frameworks are aligned with international standards (e.g. ITU, GSMA,
IEEE).

— Regional collaboration has increased, with 40 per cent of countries participating in MRAs.
2. ICT standards and technical requirements:
— 70 per cent of countries have adopted ICT standards based on ITU recommendations.

— 50 per cent have implemented additional national technical requirements to address local
needs.

— Challenges: the lack of harmonization in standards across regions remains a barrier to
interoperability.

3. Conformance assessment and bodies:
— 75 per cent of countries have designated conformance assessment bodies.

— 60 per cent of these bodies are accredited by international organizations (e.g. ISO/IEC
17065).

— Gaps: limited capacity in developing countries to conduct advanced testing and certification.
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4. Testing laboratories:
— 60 per cent of countries have established accredited testing laboratories.
— 45 per cent of these labs are equipped to test advanced technologies (e.g. 5G, loT).

— Challenges: high costs and lack of skilled personnel hinder the expansion of testing
capabilities.

5. Quality and metrology:

— 55 per cent of countries have integrated quality assurance and metrology into their C&lI
frameworks.

— 40 per cent have adopted digital tools for monitoring and reporting quality metrics.
— Opportunities: the use of Al and blockchain for quality assurance is increasing.

Visual representation: histogram

Below is a conceptual representation of the data using a bar diagram and spiral diagram to highlight
trends and comparisons.

Bar diagram:

- X-axis: C&lI infrastructure variables (frameworks, standards, assessment bodies, testing labs,
quality).

—  Y-axis: Percentage of countries with established mechanisms (2022-2025).

| vaiabe | 202 | 2023 | 2024 | 2025

Conformance frameworks 80% 82% 85% 85%
ICT standards 65% 68% 70% 70%
Conformance assessment bodies 70% 72% 75% 75%
Testing laboratories 55% 58% 60% 60%
Quality and metrology 50% 52% 55% 55%

Figure 12: Percentage of countries with established C&l mechanisms

DATA STATISTIC 2022-2025

C rmance CT standards Testing laborato
frameworks assessment bodies

w2023 m2024 w2025
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The histogram illustrates the growth trajectory of C&I frameworks and infrastructure from 2022
to 2025.

Each loop represents a year, with the size of the loop indicating the percentage of countries
adopting C&I mechanisms.

Key variables (frameworks, standards, assessment bodies, testing labs, quality) are colour-coded
for clarity.

Recommendations for 2025 and beyond:

1.  Strengthen regional collaboration: encourage more countries to join MRAs and harmonize
standards.

2. Build capacity: invest in training programmes for conformance assessment bodies and testing
laboratories.

3. Adopt advanced technologies: promote the use of Al, loT and blockchain for quality assurance
and interoperability testing.

4.  Provide funding and support: provide financial and technical assistance to developing countries
to establish and upgrade C&l infrastructure.

5. Monitor and evaluate: develop a global dashboard to track progress and share good practices.

Conclusion:

The study period 2022-2025 has seen significant progress in the establishment of C&| frameworks
worldwide. However, challenges such as lack of harmonization, limited testing capabilities and high
costs, persist. A coordinated global effort, supported by ITU and other stakeholders, is essential to
address these gaps and ensure the safe and interoperable use of ICT devices and networks.
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Annex 2: Summary of the workshop on compliance and interoperability challenges
for digital transformation

Friday, 2 June 2023, 0900 — 1200 hours

Workshop programme: link

This workshop was organized by the Management Team of ITU-D Study Group Question 4/2. It aimed
to identify and discuss issues related to Conformance and Interoperability (C&I) of ICT equipment,
with a focus on challenges facing developing countries. Discussions focused on topics related to ICT
product compliance in the age of digital transformation. Participation in the workshop was open
to ITU Member States, Sector Members, Associates and academia, as well as anyone wishing to
contribute to the work. This included people who were also members of international, regional and
national organizations.

The workshop was opened by Mr Ibrahima Sylla (Guinea), Rapporteur for Question 4/2.

SESSION 1: Future challenges and adoption in telecommunications/ICTs and digital skills enhancement
for C&l

This session focused on questions related to challenges and adoption of telecommunications/ICTs
and improving digital skills in developing countries for C&lI, such as:

- New technologies exceeding regulations/testing procedures;
- Regulatory aspects for the adoption of openness and interoperability related to 5G;

—  Software modifications of ICT devices after certification and their impacts on existing C&|
frameworks;

—  How new technologies can contribute to improving the international C&I framework and the
trade and use of ICT devices.

Co-moderators:

—  Mr Serigne Abdou Lahatt Sylla (Senegal), Vice-Rapporteur for Question 4/2
- Mr Vladimir Daigele (ITU), BDT Focal Point for Question 4/2

The first report, New conformity assessment framework for telecommunication products, was
presented by Mr Leonardo Marques Campos (Brazil).

This report described how the system for confirming the conformity of communications in Brazil was
arranged. Equipment was divided into groups depending on its level of influence on the communication
network: either more critical or less critical. Less critical equipment shall be declared. More critical
equipment was subject to certification. Particular attention was being paid to new areas- digital
transformation and globalization. Voluntary cyber security certification was being offered.

The second report, Conformance and interoperability assessment in Africa: case study of Kenya, was
presented by Ms Mwende Njiraini (DiploFoundation).

The report outlined how to implement compliance validation functions in a digital transformation
and globalization environment, using Kenya's experience as an example.

The third report, ICT equipment certification in Russia and the Commonwealth of Independent States
(CIS) region, was presented by Mr Sergei Melnik (International Telecommunication Academy).

In the report, Mr Melnik noted that in the Russian Federation and the CIS region, an approach
similar to the one presented in the Brazilian report was applied to confirming the conformity of
communications. Algorithms for the operation of declaration and certification were given. It was
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noted that cyber security problems were also proposed to be solved through voluntary certification.
The need to introduce digital metrology mechanisms for remote testing was especially worth noting.

SESSION 2: C&l infrastructure and applications
This session focused on:

—  the basic infrastructure needed to obtain a quality C&I framework, from technical standards/
requirements to legislative and regulatory framework revisions that would be necessary to
implement appropriate C&I| programmes by developing countries;

—  demonstrations of C&I applications for the purposes of the mandate on national and
regional experiences in C&l, good practices and possible mechanisms of collaboration for the
establishment of joint programmes of C&I and technical cooperation;

—  the importance of raising awareness among suppliers and users of terminal equipment in the
context of improved monitoring of equipment and use of compliant equipment.

Moderator: Mr Sergei Melnik (International Telecommunication Academy), Vice-Rapporteur for
Question 4/2

The first report, Combat counterfeiting through the use of RF, SAR and EMC laboratories, was
presented Mr Mourad Belmrissi (Rohde & Schwarz).

The report covered the capabilities of Rohde & Schwarz equipment, advanced testing methods and
the peculiarities of equipping EMC laboratories.

Mr Melnik shared his opinion on the merits of Rohde & Schwarz equipment from his own experience,
especially in the field of measurement automation.

The second report, Combating counterfeit ICT devices through C&I testing and market surveillance,
was presented by Mr Roland Yaw Kudozia (Ghana).

The report outlined the C&I regime in Ghana: its objective and components, technical standards and
requirements, technical specifications documents, regulatory requirements, C&I testing infrastructure,
market surveillance and its associated challenges, C&I awareness, the joint programme and technical
cooperation with ITU, and the ITU-NCA C&lI training for Africa. The speaker paid great attention to the
issue of training specialists. The experience of Ghana could be very rewarding for everyone.

The third report, Conformity and interoperability of electronic communications equipment and
systems: what are the contributions to digital transformation? — case of Mauritania, was presented
by Mr Tidjani Oudaa (Mauritania).

Achieving these objectives necessarily required the establishment of an effective and harmonized C&l
system that could assess the compliance of ICT equipment with standards and the interoperability
between competing systems, in order to build a high-quality, reliable, durable and resilient ICT
infrastructure, to serve and achieve the objectives of the policy declaration for the telecommunications
sector in Mauritania.

Through the analysis and evaluation of the C&I regime in Mauritania, it was clear that the country
lacked the capacities and infrastructures necessary to implement conformity assessment programmes
for ICT equipment and systems.

The fourth report, ICT compliance assessment in the digital transformation scenario, was presented
by Mr Victor Vellano Neto (Centro de Pesquisa e Desenvolvimento em Telecomunicacoes).

The report concluded that, due to the use of several technologies in communications, hardware and
software, conformity assessment was an essential part of a successful transition. Test facilities and
regulatory compliance testing were therefore critical to the success of adopted solutions.
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The fifth report, Overview of ITU-T SG11 activities on C&lI, including C&I programme, was presented
by Mr Jodo Alexandre Zanon (Brazil & ITU-T Study Group 11 Working Party 4).

The report presented the results of the work. Standards for ITU-T testing had been developed.
Laboratories for testing had been accredited. Mechanisms for placing and displaying test reports
had been created. These mechanisms and results could be used by all countries concerned.

After the session, Mr Denis Andreev (ITU Telecommunication Standardization Bureau) spoke further
about ITU-T SG11, ITU-T, how laboratories could be accredited to conduct tests and compliance with
ITU-T standards, and how to view test reports in an electronic system. He invited everyone to take
part in the webinar on the work of the test system.
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Annex 3: Summary of the workshop on techniques designed to promote harmonization
of C&Il regimes

Friday, 10 May 2024, 1430 - 1730 hours

Workshop programme: see link
Background information

This workshop was designed to tackle the challenges faced by developing countries in ensuring the C&I
of ICT equipment, with a special focus on countering the theft and counterfeiting of mobile devices
and the regulatory aspects of loT technologies.

The workshop was opened by Mr Ibrahima Sylla (Guinea), Rapporteur for Question 4/2.

SESSION 1: Theft of mobile devices and importance of raising awareness among equipment suppliers
and users

This session explored the growing challenges of mobile device theft and the crucial importance of
raising awareness among both providers and users of telecommunication/ICT equipment. With the
proliferation of mobile devices in our daily lives, the risk of theft and counterfeiting of the devices had
increased considerably, requiring concerted action by the entire technological ecosystem. Speakers
in the session shared their knowledge and expertise on various aspects of mobile device security,
including the latest technologies for tracking and combating counterfeiting, effective awareness-
raising strategies, existing regulations and the need for collaboration among industry stakeholders.
By focusing on preventing device theft and promoting the use of conforming equipment, the session
aimed to inform participants on good practices and measures to be taken to protect data and ensure
user safety.

The session was moderated by Mr Sergei Melnik (International Telecommunication Academy), Vice-
Rapporteur for Question 4/2.

Theft of mobile devices and importance of raising awareness among equipment suppliers and users
in Kenya

Ms Mwende Njiraini (DiploFoundation)

Ms Mwende Njiraini addressed the issue of mobile device theft in Kenya and the critical role of raising
awareness among both suppliers and users. She outlined the intricacies of the regulatory framework
in Kenya, which included KEBS for ISO ICT standards and the Communications Authority of Kenya for
ITU recommendations. She detailed the process of type approval, the challenges faced due to the lack
of a local testing laboratory, and the limited number of MRAs due to the absence of such facilities.
She also discussed initiatives in Kenya to monitor and combat counterfeit ICT equipment, highlighting
the KenTrade system for import verification, market surveillance efforts, and the proposed Device
Management System, which had faced legal challenges but was ultimately upheld by the Supreme
Court, to address counterfeit, stolen and illegal ICT devices.

Q&A session:

Questions were raised regarding the operational aspects of the Device Management System, the
establishment of a laboratory for counterfeit management and the verification of documents supplied
during the type-approval process. Ms Njiraini responded by explaining the collaboration with various
regulatory organizations, the proposed laboratory's role, and the current operational challenges,
including trusting the authenticity of documents in the absence of a local laboratory.
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Mr Papa Gueye (Ecole Nationale de Cybersécurité a Vocation Régionale, Senegal)

Mr Papa Gueye provided insights into the approach of Senegal to tackling the issue of counterfeit
ICT devices, highlighting the security threats they posed, including spying and data theft. He
detailed legislative measures, such as competition laws, intellectual property protections, and
telecommunications regulations, aimed at consumer protection. He also emphasized the need for
international cooperation, public awareness campaigns and enhanced investigative capabilities to
effectively combat counterfeit goods, which had significant negative impacts on national security
and economic stability.

Q&A session:

An inquiry was made regarding the policy of Senegal on the protection of private data in relation to loT
devices. Mr Gueye confirmed the existence of a Data Protection Act in Senegal, which was overseen
by a designated body, ensuring the safeguarding of personal data within the country.

Mobile Device Registration System
Ms Zeynep Nehir Sarigél (Dekob Technology)

(Ms Sarigol had to cancel her participation due to unexpected circumstances. Participants were invited
to review the presentation available and contact her for more information.)

Overview of ITU-T activities on combating counterfeiting and stolen ICT
Mr Jodo Alexandre Zanon (Brazil & ITU-T Study Group 11 Working Party 4)

Mr Jodo Alexandre Zanon could not be present due to his involvement in the ITU-T SG11 Plenary
occurring at the same time. Nevertheless, he provided, through a video recording, an insight into ITU-
T's activities on combating counterfeit and stolen ICT devices. He brought attention to two significant
resolutions, Resolutions 188 and 189 (Rev. Bucharest, 2022) of the Plenipotentiary Conference,
targeting counterfeit ICT devices and mobile device theft. He discussed the work of ITU-T Study
Group 11, which, since 2017, had developed various relevant recommendations, technical reports,
and supplements. He emphasized the importance of a global infrastructure enabling communication
between devices as well as the interoperability between various lists used in tracking problems with
counterfeit and stolen devices.

Q&A session:

A question was asked about the implementation and monitoring mechanisms planned for the proposed
recommendations against counterfeit ICT devices. The importance of not just presenting well-analysed
propositions but also ensuring there was a system or radar in place to track the application of and
adherence to these recommendations was emphasized.

As the Q&A could not be conducted in real-time due to his absence, participants were encouraged
to submit their questions, which would be forwarded to him for a response.

SESSION 2: Internet of things and regulatory aspects for the adoption of the opening of C&lI

This session provided an in-depth exploration of the specific regulatory challenges for the integration of
loT in the field of ICT. It brought together experts to discuss legal implications, conformance standards
and interoperability strategies in the context of the increasing use of loT in ICT infrastructures and
services.

This session was moderated by Mr Sergei Melnik (International Telecommunication Academy), Vice-
Rapporteur for Question 4/2.
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Internet of things and regulatory aspects for the adoption of the opening of C&l
Mr Roland Yaw Kudozia (Ghana)

Mr Roland Yaw Kudozia explored the regulatory aspects and challenges pertaining to the adoption
of 10T technologies. He highlighted loT's potential for improving socio-economic conditions in
developing countries, despite facing obstacles such as digital divides, security and privacy concerns,
interoperability issues, and infrastructure gaps. He stressed the need for strategic planning and
collaboration between governments, industry and international partners to overcome the challenges
of loT and maximize its benefits.

Q&A session:

Questions were asked about the prevalence of security flaws in 0T devices and the policies in place
to protect private data. Mr Kudozia acknowledged the lack of reliable statistics on the regularity of
network attacks via 10T but cited examples of devices transmitting data to unexpected servers. He
confirmed that Ghana had a Data Protection Act to safeguard personal data.

A comment was also raised about the opportunity for coordination on security matters concerning
new technologies and suggested that the aspects presented would be beneficial for cross-Question
discussions, in particular with Question 3/2.

Conclusion

The workshop concluded with an emphasis on the multifaceted challenges of promoting C&I regimes
and the pivotal role of international standards and cooperation. Participants recognized the importance
of harmonized regulatory frameworks, effective MRAs, vigilant market surveillance and comprehensive
consumer education to combat the theft and counterfeiting of mobile devices. Additionally, the
workshop highlighted the critical need for addressing interoperability issues, particularly in the
rapidly advancing loT landscape. The consensus underscored the need for a collaborative approach
by Member States, Sector members, academia, and regional and international organizations to
effectively tackle the issues. The successful deployment of loT technologies in developing countries
illustrated the potential for economic development, improved access to health care and education,
and enhanced resource management. However, the challenges presented by the digital divide, and
the need for infrastructure development were acknowledged as significant barriers that had to be
addressed through comprehensive policies, regulations and international cooperation.

Overall, the workshop served as a crucial platform for exchanging knowledge, experiences and good
practices among various stakeholders in the ICT sector. The discussions reinforced the necessity of
developing robust and adaptable regulatory frameworks that could keep pace with technological
advancements. The workshop's outcomes pointed towards the need for ongoing dialogue, research
and collaboration to create a more harmonized and global ICT environment, which was particularly
vital for the sustainable growth and development of ICT infrastructure in developing countries.

In summary, the workshop provided valuable insights into the complexities of C&I regimes and set the
stage for future actions and collaborations aimed at enhancing the C&I of ICT equipment worldwide.
It underlined the importance of leveraging international standards, fostering collaboration and
implementing good practices to navigate the challenges and opportunities presented by emerging
technologies such as |oT, ensuring their beneficial integration into society.
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Annex 4: List of contributions and liaison statements received on Question 4/2

Contributions on Question 4/2

e | keceved | sowce | Twe |

2/398

N N N N [O8) [08)
) (o)) 00 [Ys} N (93]
~ o o (o)} o N

N
N
(e}
(o)}

N
ND
(O]
W

2/230

RGQ2/216

RGQ2/210

RGQ2/204

RGQ2/203

2025-04-22

2025-03-31

2025-05-09

2025-03-05

2024-10-29

2024-10-22

2024-10-28

2024-09-26

2024-09-25

2024-09-25

2024-09-19

2024-09-26

2024-04-22

2024-04-18

2024-04-16

2024-04-16

BDT Focal Points for
Questions 4/2 and
7/2

Sri Lanka

Rapporteur for
Question 4/2

Rwanda

Egypt

China

Rapporteur for
Question 4/2

Sri Lanka

International
Telecommunication
Academy

International
Telecommunication
Academy
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Rapporteur for
Question 4/2

Rapporteur for
Question 4/2

Guinea

Vice-Rapporteur for
Question 4/2

Cote d'lvoire

BDT report on the implementation of ICT
Infrastructure work since the last ITU-D Study
Group meeting

Combating counterfeiting and theft of mobile
devices

Draft Output Report on Question 4/2

Enhancement of institution and collaboration
in combating the use of counterfeit, theft, and
tampered ICT mobile devices in Rwanda

Egypt capacity building centre for African coun-
tries (EG-ATRC)

Base station antenna OTA conformance testing
practice

Draft Output Report on ITU-D Question 4/2

Proposed text for Question 4/2 Final Report,
Chapter 2 "Compliance and interoperability"

Proposed text for Question 4/2 Final Report,
Section 7.3 "Intelligent object communication
paradigms"

Proposed text for Question 4/2 Final Report,
Section 7.2 "Regulatory aspects for open and
interoperable adoption related to 5G"

BDT report on the implementation of ICT
Infrastructure work since the last ITU-D Study
Group meeting

Annual progress report for Question 4/2 for
November 2024 meeting

Revised table of contents for the Final Report
of Question 4/2

Draft Chapter 1 ("ICT products for the Sustain-
able Development Goals (SDGs)") for the Final
Report of Question 4/2

Draft Chapter 3 - Countering the proliferation
of counterfeit and poor quality devices for the
final report of Question 4/2

Draft text for the Q4/2 Final Report, Chapter
6 ("Review of information transfer, know-how
and training")
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+Ann.1 Laboratory Accredi- ratory Accreditation Cooperation (ILAC) to ITU-D
tation Cooperation  Study Group 2 Question 4/2 on the draft Final
Report of Question 4/2

2/349 2025-03-20  ITU-R Working Liaison statement from ITU-R Working Party
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+Ann.1-2 Group 11 ITU-D Study Group 2 Question 4/2 on the prog-
ress of the work on Combating Counterfeit and

Stolen Telecommunication/ICT devices/software
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Liaison statement from ITU-T Study Group 11 to
ITU-D Study Group 2 Question 4/2 on telecom-
munication/ICT equipment

Liaison statement from ITU-T Study Group 15 to
ITU-D Study Groups 1 and 2, Question 1/1 and
Question 4/2 on contributions from developing
countries

Liaison statement from ITU-T Study Group 11 to
ITU-D Study Group 2 Question 4/2 on ITU recog-
nition of testing laboratories

Liaison statement from ITU-T Focus Group on
Testbeds Federations for IMT-2020 and beyond
(FG-TBFxG) to ITU-D Study Groups 1 and 2 on
call for use cases on testbeds federation

Liaison statement from ITU-T Focus Group on
Testbed Federations for IMT-2020 and beyond
(FG-TBFxG) to ITU-D Study Groups 1 and 2 on
the outcomes of the first meeting of the Focus
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Liaison statement from ITU-T Study Group 11 to
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ITU-D Study Group 2 Question 4/2 on the prog-
ress on the combat of counterfeit and stolen ICT

Liaison statement from ITU-T Study Group 11 to
ITU-D Study Group 2 Question 4/2 on ITU Test-
ing Laboratory Recognition Procedure
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