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			Executive summary

			The ITU-D Question 3/2 Output Report for the 2022-2025 study period represents a concerted effort to draw from national experiences and practices in cybersecurity from around the globe. The report serves as a resource that can assist countries in formulating their strategies for developing a robust cybersecurity culture. The report considers and reflects the contributions from ITU members, as well as discussions from workshops held during the study period, reflecting a diverse range of perspectives and experiences that aim to secure information and communication networks. 

			In an era where digital technologies are deeply intertwined into the fabric of daily life and the backbone of economies worldwide, the report acknowledges the heightened vulnerability that individuals, organizations, and nations face, against a backdrop of increasingly sophisticated cyber threats. Cybersecurity is no longer a niche concern but a foundational element for digital transformation and developments, demanding a high priority input from all stakeholders, including governments, private sector, individuals, and academia. Globally, cyber insecurity is ranked as the fourth most severe short-term risk, according to the Global Risks Report 2024, from the World Economic Forum.1

			In addition to ITU and ITU membership initiatives and resources mentioned in this report, it is important to recognize that there are also a number of global initiatives aimed at sharing cybersecurity information and good practices. These initiatives are intended to support countries and various stakeholders in their cybersecurity journey as it can be difficult for developing countries, especially least developed countries (LDCs), to find and access cybersecurity information. In this context, two comprehensive resources, mentioned during this study cycle, and that can be of benefit to ITU Member States, should be noted: the Cyber Policy Portal from the United Nations Institute for Disarmament Research (UNIDIR),2 and the Knowledge Portal for Cyber Capacity Building from the Global Forum on Cyber Expertise (GFCE).3

			Another relevant resource, referred to several times in this report, is the ITU Global Cybersecurity Index (GCI),4 which measures the commitment of countries to cybersecurity across five fundamental pillars: legal, technical, organizational, capacity development, and cooperation measures. The GCI was launched by ITU in 2015 and has been continuously improved to serve as an assessment, awareness-raising, and capacity building tool, that assists countries in their journey to develop and implement their cybersecurity capabilities. 

			This report is positioned as a resource that provides up-to-date thinking and practices, informed by the ever dynamic and evolving threat landscape, offering a snapshot of the current state of cybersecurity, and laying down a strategic path for future developments.

			Here the structure of the report is presented, with each chapter focusing on a distinct aspect of cybersecurity:

			•	Chapter 1 addresses the pivotal human aspect of cybersecurity, emphasizing the pressing need for significant investments in users' awareness, and the education and training of the cybersecurity workforce. This chapter underscores the critical demand for skilled cybersecurity professionals capable of managing the complexities of contemporary digital threats, and urges countries to prioritize educational programmes and recruitment plans to cultivate a competent and resilient cybersecurity workforce, as well as to prioritize awareness as a key element to promote a culture of cybersecurity.

			•	Chapter 2 shifts focus to cybersecurity assurance practices which are critical in protecting networks, systems, and data from malicious activities. This chapter assesses diverse methodologies, controls, guidelines, and standards adopted across the globe that can help prevent and mitigate the risk of cyberattacks.

			•	Chapter 3 highlights the crucial function of cybersecurity incident response teams (CIRTs) in safeguarding vital infrastructures. It presents successful models for incident response and underscores the significance of establishing and developing CIRTs, as well as coordination between CIRTs. 

			•	Chapter 4 evaluates the development and execution of national cybersecurity strategies. This chapter details the importance of harmonizing cybersecurity strategies with overarching digital transformation, national security and economic agendas, to bolster digital resilience. 

			•	Chapter 5 explores efforts to secure 5G networks. Amidst the global challenges of 5G networks deployment, this chapter highlights policies, regulatory frameworks and proactive industry actions to help mitigate 5G cybersecurity threats. 

			•	Chapter 6 investigates the increasing use of sophisticated smishing tactics by cybercriminals to deceive users via short message service (SMS), underscoring the necessity for a collective approach encompassing government regulations, industry initiatives, and heightened public awareness to protect consumers and uphold the reliability of communication networks.

			

			Supplementing this report are annexes that provide additional resources, including detailed contributions from ITU members presented in this cycle, and a summary of ITU-D ongoing cybersecurity projects and programmes. These annexes offer invaluable insights and serve as foundational materials for stakeholders seeking to deepen their understanding of cybersecurity and its critical role in the digital age.

			In essence, the ITU-D Question 3/2 Output Report for the 2022-2025 study period, is a strategic blueprint for building a high level of cybersecurity across ITU membership. It is a call to action for a unified approach to securing our digital futures, emphasizing the importance of awareness, education, strategy development, CIRTs capabilities, policies and strategies, and international cooperation to navigate and mitigate the complexities of the cybersecurity challenges towards digital transformation.
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			Chapter 1 – Promotion of awareness-raising for users and capacity building regarding cybersecurity 

			Implementing robust cybersecurity skills and awareness programmes is crucial to ensure that we can continue to safely reap the benefits of digitalization. Cybersecurity initiatives not only help to mitigate the risks associated with phishing and other cyber threats but also contribute to building a skilled workforce capable of addressing the complex challenges of the digital age. This chapter explores key elements and notable examples, suggesting a way forward for countries wishing to follow the same path. 

			1.1	Cybersecurity awareness-raising

			Human error remains a significant factor in cybersecurity breaches, with studies indicating that over 88 per cent of such incidents involve some form of human error.1 This underscores the need for comprehensive awareness programmes that go beyond technical solutions and address the human element of cybersecurity. 

			Cybersecurity awareness refers to the strategic approach of educating individuals, organizations, and communities about cyber risks and good practices for protecting digital assets and information. The primary goal of cybersecurity awareness raising initiatives is to cultivate a security-conscious culture and empower people to recognize, prevent, and respond to cybersecurity risks effectively. Awareness programmes may encompass various methods and tools such as training programmes, simulated phishing exercises, gamification, and micro-learning modules. Key topics often covered in these initiatives range from social engineering and phishing awareness, to password management, data protection, and safe use of mobile devices and social media.

			The impact of well-implemented cybersecurity awareness programmes can be substantial.2 Organizations that prioritize awareness training often see significant reductions in successful phishing attacks and overall improvements in their security posture, with studies showing an up to 70 per cent decrease in successful attacks.3 Investing in cybersecurity awareness also yields a high return on investment (ROI), with studies indicating that even the most modest training programmes can produce a seven-fold ROI.4 Moreover, these programmes contribute to building a culture of cybersecurity that extends beyond the workplace, helping individuals also become responsible "cybercitizens" in their personal lives. Furthermore, cybersecurity awareness is essential for compliance with industry regulations and data protection laws, such as the revised "Security of network and information systems (NIS2)" Directive in the European Union. Many sectors require organizations to implement security training programmes to meet regulatory standards and avoid potential fines or legal consequences.5

			Data from the global cybersecurity index (GCI) indicates that 152 countries ran cybersecurity awareness campaigns targeting the general population between 2021 and 2024.6 ITU Member States have implemented several initiatives to increase awareness about cybersecurity threats. These initiatives include comprehensive programmes targeting various segments of the population. Some projects focus specifically on cybercrime and fraud prevention, while others use a variety of online media to promote cyber hygiene practices among the population.

			An example of a comprehensive programme tailored to various segments of the population is the Russian Federation "Cyber Hygiene Program". Launched in August 2022, this is a comprehensive three-year initiative, aimed at enhancing cybersecurity awareness among Russian Federation citizens. To enable more targeted and effective communication, the programme segmented the population into three age groups: children and adolescents (12-18 years old), adults (18-45 years old), and adults (45+). For the 12-18 age group, which receives special attention due to their vulnerability to cyber threats, two key projects were implemented: 

			–	The "Cyberbullying" project provides advice for victims, aggressors, and observers, emphasizing the importance of responding to cyberbullying with humour and healthy indifference. 

			–	The "Upgrade your protection skills" project focuses on educating children about scams in online gaming environments. 

			For adults aged 18-45, the programme includes projects such as: 

			

			–	"Cyber-healthy lifestyle," 

			–	"Complex simple passwords," and 

			–	"Learn your role." 

			These initiatives cover topics including mobile device protection, phishing prevention, password security, and telephone fraud awareness. The programme also addresses the needs of adults over 45, with a focus on protecting them from telephone fraud. Additionally, a specialized course aims to improve information security literacy among civil servants. A Russian Federation-wide study conducted in 2022, revealed an overall cyber literacy index of 48.2 out of 100, covering topics such as anti-virus protection, safe Internet use, and personal data security. The Cyber Hygiene Program is designed to be updated annually, ensuring it remains relevant to emerging digital threats and evolving population needs.7

			In Republic of Côte d'Ivoire, a cybersecurity awareness programme, here with a specific focus on cybercrime, was among a number of cybersecurity awareness and training initiatives implemented through the principal Côte d'Ivoire cybersecurity institutions. The Platform for Combating Cybercrime (PLCC), conducts awareness campaigns in educational institutions, including schools and universities, as well as financial and religious institutions, publishing educational content and information about cybercriminal arrests on social media. The CI-CERT (Côte d'Ivoire - computer emergency response team), the focal point of national cybersecurity, offers a specialized training programme called "DIGISEC" designed for companies and institutions to enhance workplace digital security awareness. Another notable recent initiative, deployed during the African Cup of Nations 2024, was CyberCAN23. This cybersecurity system, managed by CI-CERT, focused on raising awareness about digital platform scams, and particularly phishing fraud. The campaign utilized social media platforms, television, and radio to disseminate cybersecurity information. The country also runs a nationwide awareness campaign called "En ligne tous responsables" (Online we are all responsible) across various towns and cities.8 

			Republic of Rwanda has implemented several initiatives to enhance awareness, education, and training in cybersecurity, including the National Cyber Security Awareness and Training Program, which promotes cybersecurity awareness for Internet users while also developing cybersecurity professionals to support public and private institutions in protecting critical systems against cyber threats.9 

			Focusing on cyber fraud prevention, China has worked to build a society-wide, multi-dimensional "anti-fraud network", encouraging the installation of the National Anti-Fraud Centre app, and raising awareness for the adoption of cyber hygiene measures across a range of targeted demographics, such as students, elderly people, farmers, etc.10

			Finally, in Brazil an initiative focused on enhancing the cybersecurity hygiene practices of the population, relies on online communication tools such as 'YouTube'. Brazil has implemented cybersecurity hygiene initiatives through the national telecommunications agency, Anatel. As part of its 2023-2027 strategic planning, Anatel has created a dedicated portal for digital fraud prevention and cybersecurity hygiene, offering information about common digital threats, and prevention strategies. The agency regularly conducts awareness events with partners and maintains a specialized cybersecurity playlist on its YouTube channel. Other notable initiatives include #OctoberCyberSafe campaigns in October 2023, and October 2024, and Safer Internet Day events in February 2024, and February 2025.11

			1.2	Capacity building in cybersecurity education and training

			The Global Cybersecurity Outlook 2025, a report produced by the World Economic Forum, highlighted a growing cybersecurity skills shortage, with the cybersecurity skills gap growing by 8 per cent since the previous (Global Cybersecurity Outlook 2024) report. Two out of three organizations reported critical cybersecurity skills gaps, impeding them from meeting their security requirements. The report emphasizes the urgent need for initiatives to address this skills gap, including training, reskilling, and efforts to recruit and retain cybersecurity talent.12

			Cybersecurity education and training can be regarded as a comprehensive process designed to equip individuals with the knowledge, skills, and abilities necessary to protect digital assets, identify and mitigate cyber threats, and ensure the security of information systems. Cybersecurity education and training encompasses a wide range of topics and approaches aimed at developing a workforce capable of addressing the evolving challenges in the cybersecurity landscape. Cybersecurity education and training can take various forms, including formal academic programmes, professional certifications, hands-on workshops, and continuous learning initiatives.

			Cybersecurity education and training programmes are crucial in today's digital landscape as they help prevent data breaches and mitigate cyber risks, by equipping individuals and professionals with the knowledge and skills to identify and respond to potential cyber threats.13 The Cybersecurity and Infrastructure Security Agency (CISA) of the United States, considers cybersecurity education and training as "essential to protecting our Nation's critical infrastructure"14 underscoring the critical role that well-trained cybersecurity professionals play in safeguarding national security and economic interests.

			The scale and level of cybersecurity education and training policies in different ITU Member States varies greatly, with some Member States deploying comprehensive policy tools to increase the number of cybersecurity professionals at all levels, while other Member States focus on specific cybersecurity training programmes. Some Member States have focused on graduate students by establishing tertiary-level programmes at universities, while other Member States have emphasized the need to train employees already in the workforce. Additionally, a number of international programmes run by international organizations have emerged. Regional level disparities have also been noted, with cybersecurity courses at university level being offered in 91 per cent of European countries, compared with 60 per cent of countries in the Americas region, and 61 per cent of countries in the Africa region.15

			The United Kingdom offers an example of an advanced cybersecurity education and skills approach, that has implemented a variety of policies and programmes at all levels to alleviate the cybersecurity skills gap. Their strategy focuses on three main areas: cybersecurity skills for adults, cybersecurity skills for young people, and developing cybersecurity professions. For adults, the United Kingdom offers intensive bootcamp courses of 12-16 weeks duration, including the Upskill in Cyber initiative, to retrain and upskill individuals in cybersecurity. The United Kingdom also promotes apprenticeships, such as the CyberFirst Degree Apprenticeship, to provide practical, on-the-job experience. For young people, the United Kingdom has created an ecosystem of offerings under the "CyberFirst" banner. This includes a national competition for girls interested in cybersecurity careers, introductory courses during school holidays, and a recognition scheme for schools with excellent cybersecurity education programmes. The flagship learning platform for young people in the United Kingdom, Cyber Explorers, is free for all 11-14 year olds and has achieved near gender parity in participation. The United Kingdom is also working to develop the cybersecurity profession through the United Kingdom Cyber Security Council (UKCSC). This professional body aims to create clear pathways and standards in the field of cybersecurity, making it more accessible and structured for individuals at all career stages.16

			Brazil offers an example of a well-designed cybersecurity policy with a specific intended focus and outcome. The country has launched the "Hackers do Bem" (White Hat Hackers) programme to address an identified cybersecurity professional shortage of 230 000 positions, by training 30 000 individuals as cybersecurity professionals to fill these positions. The programme is implemented by Brazil's National Education and Research Network (RNP), SENAI-SP, and Softex, with support from the Ministry of Science, Technology and Innovations. The programme follows a structured five-level approach to cybersecurity education. The programme begins with a levelling phase covering basic IT concepts, then progresses through basic and fundamental cybersecurity concepts, and culminates in specialized training. The specialized level focuses on five key professional profiles: "Red Team" (security assessment), "Blue Team" (security architecture), "DevSecOps" (application security), "CSIRT" (incident response), and "GRC" (governance, risk, and compliance). The final level includes a six-month cybersecurity residency programme with professional mentoring across Brazilian states. To ensure sustainability, the programme has established a national cybersecurity hub that connects various stakeholders, including educational institutions, government bodies, companies, and students. This national cybersecurity hub aims to align industry needs with educational outcomes and expand cybersecurity training opportunities across Brazil.17

			Some countries have been promoting cybersecurity in third-level education in an effort to upskill their populations. For example, the Government of Rwanda has introduced information security course modules into information technology (IT) and computer engineering programmes in tertiary educational institutions. Carnegie Mellon University - Africa (CMU-Africa) in Kigali, offers programmes covering cybersecurity, software engineering, and other information and communication technology (ICT) topics. These CMU-Africa programmes focus on teaching and research in cybersecurity and privacy, from securing software and network systems, to making security and privacy more usable.18

			Alternatively, rather than targeting educational institutions, other countries have been targeting professional actors already in the workforce, especially in sectors that are more susceptible to cyber threats. Training programmes have been designed specifically for public sector employees in Argentine Republic covering essential topics on data security and good practices in information management. These courses aim to equip participants with essential knowledge and skills to safeguard the privacy, confidentiality, integrity, and availability of information. Specialized training is also provided for civil servants designated as cybersecurity focal points. The specialized training sessions cover topics such as new cybersecurity challenges, digital evidence, penetration testing, and hardening of computer systems.19 

			Similarly, the Syrian Arab Republic has organized training activities targeting government sector employees, universities, and banking sector personnel. A Centre of Excellence at the National Network Services Authority provided information security training courses, though its activities were interrupted during the war, before being relaunched in 2021.20 

			Egypt created in 2021, the Egyptian African Telecom Regulatory Training Centre (EG-ATRC), which exemplifies the power of regional cooperation by providing academic and professional training to raise human competencies across African countries in the field of securing information and networks.21

			Another example is the Latin America and Caribbean Cyber Competence Centre (LAC4), an initiative led by the European Union, CyberNet, and the Government of Dominican Republic. LAC4 fosters regional cyber capacities through extensive knowledge exchange, training, and the development of good practices in cybersecurity and digital transformation. Located in Santo Domingo, Dominican Republic, LAC4 operates as a central hub to exchange collective experiences, assisting over 25 countries in the Latin America and the Caribbean region, to strengthen cybersecurity frameworks and encourage regional cooperation. The wide-ranging training and cyberdrill activities of LAC4, include raising awareness, managing cyber risks, protecting critical infrastructures, and shaping cybersecurity policies and laws. It also offers numerous technical training sessions aimed at enhancing the skills and knowledge of cybersecurity professionals across the region. Significantly, LAC4 places a strong emphasis on gender diversity in cybersecurity, conducting specialized training workshops aimed at empowering women in the field. These efforts are critical in building a diverse and resilient cybersecurity workforce, capable of tackling evolving challenges in the digital landscape.22

			Cyberdrills, simulating cyberattacks, information security incidents and other types of disruption, are an important component of cybersecurity capacity building initiatives, and have been the focus of the ITU Telecommunication Development Bureau (BDT) efforts, as a means to enhance countries' cybersecurity readiness, protection, and incident response capabilities. ITU organizes regional and global cyberdrills, as well as national exercises, and develops materials to support these activities.23 

			As cybersecurity grows in prominence on the political agenda worldwide, international organizations have also entered the field with programmes aimed at enhancing cybersecurity skills for future generations. Notable international efforts include programmes implemented by ITU The BDT Her CyberTracks programme is a three-part project incorporating online and on-site technical training in cybersecurity policy and diplomacy, soft skills training courses, guided monthly mentorship circles, inspirational keynote presentations, as well as regional networking events, all made available as a complementary and one-stop holistic curriculum under the "Policy & Diplomacy Track" project. The objective of the project is to promote the representation and participation of women, while seeking to improve women's contribution to national and international cybersecurity policy processes.24

			1.3	Child online protection

			According to the Global Child Safety Institute (Childlight), one in eight children worldwide, or approximately 302 million young people, have been victims of non-consensual taking, sharing of, and exposure to sexual images and video in 2024.25

			Child online protection and safety refers to the measures, practices, and strategies implemented to safeguard children and young people, from potential risks and threats in the digital environment. Child online protection encompasses a wide range of efforts to create a safer online experience for minors, including protection from various forms of online abuse, such as sexual exploitation and grooming,26 exposure to harmful and age-inappropriate content, cyberbullying, pornography, and use of online platforms for illegal activities.27

			Child online protection and safety is crucial in today's digital age, where children are increasingly exposed to the Internet and its potential risks, making online safety education essential in empowering children to navigate the digital world responsibly. By teaching children about online risks, critical thinking, and responsible online behaviour, they can develop the skills needed to protect themselves and make informed decisions online.28

			Contributions from Member States show that countries have taken child online protection very seriously in recent years, utilizing various instruments to ensure the safety of children online. GCI data reveals that, globally, 69 per cent of governments have implemented campaigns specifically targeting parents, educators, and children as part of child online protection efforts.29 A number of countries have been designing comprehensive legal and policy frameworks, as well as practical programmes and tools, to safeguard the online environment for children. Empirical evidence on children's online behaviour has been collected to better understand and address some of the most challenging online safety issues. Countries have recognized the importance of multi-stakeholder solutions that bring together the right stakeholders to tackle this multifaceted problem. Finally, countries have implemented programmes that blend cybersecurity awareness with online safety, demonstrating the importance of a comprehensive approach.

			Australia offers an example of a country that opted to enact a solid legal framework to tackle child online protection. In 2021, the Government established a robust framework through the Online Safety Act, which addresses cyberbullying, adult cyber abuse, and image-based abuse. In 2022, Australia also established the eSafety Youth Council, comprising 24 members aged 13-24, which provides direct input on policies and programmes, while working with major technology companies to enhance user accountability.30

			China offers another example of a country with a comprehensive child online protection policy, and has implemented far-reaching Internet safety education programmes. Schools serve as the primary channel for delivering cybersecurity education, reaching 90.3 per cent of minors, while families serve as the second most important channel, at 61.7 per cent. Overall, 85.4 per cent of minors have received some form of Internet safety education. The "Broadband Protecting the Minors" programme was established through national telecommunication operators, and has helped to protect 160 million families with school-age children, and has the capacity to handle over 1.02 billion calls. The Government has also launched specific campaigns to address online safety concerns. China has enacted several key policies, including regulations on the network protection of children's personal information, and regulations on the Internet protection of minors. The effectiveness of these programmes is revealed in the statistics: over 70 per cent of minors can now recognize online fraud, and more than half demonstrate awareness of healthy Internet usage.31

			Other countries have also been blending cybersecurity awareness with online safety education. For example, the Russian Federation has implemented the "Digital Literacy Campaign" as part of its broader national "Digital Economy" programme launched in 2018. The programme delivers content through interactive animated videos covering essential cybersecurity topics including phishing detection, personal information protection, cyberbullying response, safe social media practices, and information verification. The curriculum extends to specific areas such as copyright awareness, online fraud prevention, computer virus protection, digital etiquette, and electronic money safety. To ensure effective implementation, the campaign provides teachers with methodological materials to integrate these cybersecurity lessons into computer science classes and parent-teacher meetings.32

			A number of government administrations have established specific technological tools to protect children online. As part of a broader national strategy for the protection and empowerment of children and young people online, Côte d'Ivoire launched the "jemeprotegeenligne.ci"33 (I self-protect online) website, offering interactive tools, search engines, and social media sites specifically designed for children. The site also includes a reporting mechanism allowing users to report abuse anonymously and discreetly. The initiative involves collaboration between various stakeholders and received the support of the Internet Watch Foundation.34

			In addition, countries and organizations have also recognized the need to include several stakeholders in the child online protection process. In Nigeria, the "Child Online Protection Initiative" serves as a primary framework, incorporating policies into Internet service providers' terms and conditions. As one of the key policy actors in the country, the Nigerian Communications Commission (NCC) has established reporting mechanisms for child abuse content and implemented blocking measures for such material.35 Republic of Zambia launched a "National Child Online Protection Strategy" in 2020, with a five-year implementation plan (2020-2024), focused on organizational structures, capacity building, legal measures, international cooperation, and technical procedures. Zambia identified several lessons learned including broader stakeholder collaboration, sustainable and sustained funding, and a robust monitoring and evaluation framework.36 Finally, the ITU child online protection initiative serves as global leadership platform involving a multi-stakeholder community with proven expertise, and a successful technical assistance record, spanning over 10 years, in child online protection activities worldwide. Composed of more than 80 knowledge partners, child online protection activities include developing material for children,37 guidelines targeting parents and educators,38 industry39 and policy-makers,40 conducting online training through the ITU Academy, and offering in-person training for educators and youth.41 The above-mentioned guidelines represent a comprehensive set of recommendations for all relevant stakeholders, on how to contribute to the development of a safe and empowering online environment for children and young people. These guidelines have been developed and disseminated through a translation, localization, and awareness campaign. 

			Various countries have also focused on capacity building activities, as well as on the collection of empirical data to understand how children interact online. In Kenya the Communications Authority implemented the "Be the COP" and "Huwezi Tucheza, Tuko Cyber Smart" campaigns, aimed at parents, guardians, teachers, and youth. Kenya, in collaboration with the African Advanced Level Telecommunications Institute, has also developed educational resources and capacity-building initiatives, including a training programme on child online protection and safety measures. This programme has provided training on child online protection and safety for 951 participants across various sectors. Kenya is also conducting a national survey on child online protection and safety to gather empirical data on children's online behaviour. This national survey was expected to be completed in 2024.42
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			Chapter 2 – Cybersecurity assurance practices

			Cybersecurity assurance practices have emerged as a critical element in protecting networks, systems and data from malicious activities.43 Cybersecurity assurance practices broadly refer to the procedures used to ensure that relevant controls are in place to protect the confidentiality, integrity, and availability of electronic devices, systems, networks, and data. Although cybersecurity assurance practices do not directly prevent cyberattacks, their goal, if correctly implemented, is to minimize the risk of such attacks. Cybersecurity assurance practices can be checked against specific security controls, guidelines and standards, and can either be imposed by regulations or voluntarily adopted by the industry. However, there is no one-size-fits-all approach, with national authorities and sector regulators often employing different practices, ranging from self-assessments and voluntary guidelines, to labelling schemes and rigid compliance checks. 

			While there is no one single approach to be recommended, it is evident that, in recent years, there has been a sustained shift towards the adoption of cybersecurity assurance practices worldwide, with different developments in several countries and regions. As an example of this shift towards the adoption of cybersecurity assurance practices, in December 2022, the Organisation for Economic Co-operation and Development (OECD) launched the Recommendation of the Council on the "Digital Security of Products and Services", which recommends the adoption of policies to enhance the digital security of products and services that are proportionate to the risk, starting with a light-touch approach based on voluntary policy measures, and then exploring the need for mandatory measures.44 This chapter conveys the challenges faced, assesses the impact, and presents the lessons learned to date, in defining and implementing cybersecurity assurance practices. 

			2.1	Approaches to assessing criticality, risks and costs

			When considering the implementation of cybersecurity assurance practices, it is crucial to determine first what an entity is trying to protect, and the risks faced by the identified assets. Countries and companies wanting to protect against cyberattacks should, as a priority, identify what systems and assets need protection and assess their vulnerabilities. In this regard, a framework or blueprint for conducting risk assessments is a helpful tool. One of the most well-known frameworks for conducting risk assessments is the United States, National Institute for Standards and Technology (NIST) Cybersecurity Framework,45 which has been recently updated46 and offers a widely used approach to help determine and minimize organization risks. It establishes non-regulatory guidelines allowing organizations globally to identify their own risk landscape and apply appropriate cybersecurity controls. The revised framework, published in early 2024, builds upon a wide and long-term engagement with the community of stakeholders that use these guidelines, as well as continued alignment with other international standards.47 

			The NIST position as a non-regulatory agency has allowed a deeper engagement with industry stakeholders from around the world to better understand real-world challenges and receive feedback, which have been incorporated into the new guidelines.48 These guidelines are intended to be adaptable, flexible, and applicable to all organizations and sectors. BitSight incorporates the NIST Cybersecurity Framework in its platform, which has been used by various government agencies responsible for cybersecurity (such as computer emergency response teams, national cybersecurity agencies, and telecommunication regulators).49 Through the platform, countries can conduct risk assessments of their infrastructure and assets that are considered critical, and measure their risk factors.

			Risk assessments can also help to determine what level of assurance is appropriate, taking into consideration the sensitivity of the data and assets being protected, the consequences of a breach, and the threat environment (i.e. whether an entity is susceptible to a cyberattack). In some cases, the levels of assurance will be dictated by regulatory requirements. The higher the level of assurance, the stricter the security controls. For example, a low level of assurance could require a system password or a firewall, whereas a higher level of assurance would require the addition of more advanced controls such as advanced encryption, and multifactor authentication.

			Although cybersecurity assurance practices add to information technology budgets, the failure to put in place security controls can be even more costly. The costs of suffering a cyberattack are not measured only in financial terms, as the additional reputational cost can be far more damaging. Losing the trust of customers and citizens has a long-term effect that goes beyond money, and organizations must be able to strategically understand that. Equally, for the public sector, successful attacks may impact on the provision of public services and critical activities, and the disruption of such services and activities also cannot be measured in financial terms only, since it affects the lives of citizens.

			Planning and budgeting cybersecurity investment to ensure compliance with national regulations can be a challenging task for different organizations. To support organizations in cost planning for legally required cybersecurity controls, the Kingdom of Saudi Arabia National Cybersecurity Authority (NCA) has developed a cost estimation tool for implementing Saudi Arabia’s "Essential Cybersecurity Controls.”50 Following early trials, the NCA concluded that the cost estimation tool has proven to be effective, and provides a good estimate, especially for organizations in the early stages of implementing cybersecurity-related controls that often have no previous records of the estimated budget, time, or resources needed to implement such cybersecurity controls. 

			2.2	Multistakeholder approaches 

			It is important to benchmark initiatives against other initiatives in order to understand good practices and learn from the successes and mistakes of others during the development of an initiative. It is also important to engage with multiple stakeholders, including industry stakeholders, to gain important insights for the development of the initiative.

			Although cybersecurity assurance practices are becoming increasingly necessary in least developed countries (LDCs), they may remain difficult to implement. The case of Cyber Defence Africa (CDA) in Togo can serve to explain some of the challenges experienced in local markets in providing cybersecurity assurance across essential service operators (ESOs).51 A lack of funding, a lack of trust in the Government as a service provider, and a lack of local human capacity and facilities, were cited as some of the challenges experienced. To support ESOs in complying with newly published cybersecurity controls, the Government of Togo created a public–private partnership with a large reputable cybersecurity provider, to provide cybersecurity services in both the public and private sectors. Through this partnership model, Togo created CDA as a self-sufficient and high-quality, local cybersecurity provider to support ESOs on a non-mandatory basis. The self-sufficient model employed allowed Togo to address the many challenges mentioned above and to begin to foster local talent in cybersecurity, as well as encouraging the development of the local market. The importance of CDA was noted, as a private entity in a competitive market to ensure adaptability, high quality of services, and competitive pricing. 

			It is also important to foster cooperation between policymakers who may set the regulatory environment, and civil society organizations. Civil society organizations can boost the demand for security and also inform policy and regulatory development on the basis of existing identified regional and international practices. For instance, the DiploFoundation is an international organization delivering training programmes and capacity building expertise to governments, regulators, businesses, and civil society on topical questions related to cybersecurity, and is also involved in the "Geneva Dialogue on Responsible Behaviour in Cyberspace".52 In 2020, the Geneva Dialogue produced a collection of good practices,53 which include suggested definitions of secure design and vulnerability management, threat modelling, third-party and supply chain security, secure development, vulnerability management and disclosure, as well as organizational culture.

			 The Global Forum on Cyber Expertise (GFCE) is an international platform that supports the coordination of projects, promotes the sharing of knowledge and expertise, matches requests to offers of capacity-building support, and develops research projects.54 The GFCE set up four regional hubs in the Pacific Islands, Africa, the Americas and the Caribbean, and South-East Asia. Given its global footprint and its varied support in developing countries, the GFCE is well placed to provide diverse regional views on the needs and demands of cyber capacity building. The GFCE comprises an online portal, which serves as a repository of implemented and ongoing projects in cyber capacity building, and of resources and tools. The GFCE online portal helps to reduce duplication of effort and also helps to identify gaps and patterns in capacity-building provision.55 

			2.3	Evolving regulatory approaches

			In many cases, cybersecurity assurance practices are introduced on a voluntary basis before becoming mandatory. The shift to becoming mandatory usually happens when governments consider that industry is not doing enough to secure products, and that consumers do not necessarily have the knowledge to assess if the products are safe or not. This can lead governments and national authorities to act, and to stipulate assurance practices that they expect industry to meet. Whether mandated by law or not, it is good practice to review and adapt cybersecurity assurance practices over time given the dynamic threat landscape and evolving cybersecurity risks.

			In Brazil, the telecommunication regulator, Anatel, offers an example of an evolving approach with the creation of a system of certification bodies and testing laboratories within the country for the certification of customer premises equipment (CPEs), or home gateways. The initial approach of Anatel, was to provide non-mandatory cybersecurity guidelines for the telecommunication sector. However, by carrying out risk assessments it was found that recommendations were not enough to secure CPEs given the vulnerabilities and threats associated with this type of equipment, and that it was necessary to establish mandatory minimum safety requirements for such products. Mandatory requirements for telecommunication service providers in Brazil, were published in early 2023, and focus on vulnerabilities, such as non-secure passwords and unnecessarily enabled service parts.56 The requirements became effective in early 2024, as part of mandatory laboratory tests for product approval.57 Anatel explained that the evolution from a non-mandatory approach to a cybersecurity compulsory certification requirement for a specific set of equipment was only possible following a comprehensive debate with the sector.

			Similarly, in Saudi Arabia, the National Cybersecurity Agency (NCA) highlighted an initiative to build an independent verification and validation (IV&V) ecosystem58 to test and certify products from a cybersecurity assurance perspective at national level. The initiative also aims to identify and classify hardware and software that are highly sensitive to cyber risks and threats. Furthermore, the initiative seeks to contribute to the development of human capabilities in IV&V. The roadmap for the initiative considers beginning with a voluntary programme before making cybersecurity assurance a mandatory obligation. The agency also indicated the importance of such an ecosystem eventually becoming "self-sustaining", and this has informed the NCA approach of encouraging market stakeholders to conduct such IV&V assessments. 

			In the Internet of Things (IoT) security domain, the United Kingdom and Australia also provide case studies of evolving from a voluntary to mandatory cybersecurity assurance approach. In recent years, both countries have decided to mandate, through legislation, a baseline security requirement for IoT consumer products based on the European Telecommunications Standards Institute (ETSI) EN 303 645 standard,59 the first globally applicable cybersecurity standard for consumer IoT devices. 

			In the United Kingdom, manufacturers, importers and distributors will be obliged to comply with three of the 13 ETSI security guidelines, and the law gives powers to the Government to adopt additional requirements if necessary, depending on regular threat assessments. The decision to mandate baseline security requirements followed a period of voluntary adoption. In 2018, the country formulated a voluntary code of practice60 for consumer IoT security, but industry compliance was not as expected. Evidence gathered through consultation exercises showed that consumers value security and are willing to pay a price premium for secure products. However, cybersecurity threats are not subject to the same level of robust regulation as product safety, leading to a lack of transparency from manufacturers, and slower adoption of security policies. The evidence also found that the consumer connectable product market disincentivizes the adoption of basic security features, as consumers overwhelmingly assume that products are already secure. The Product Security and Telecommunications Infrastructure (PSTI) regime aims to address this gap by mandating elements of the code of practice to ensure that manufacturers are aware of vulnerabilities and take steps to mitigate them. The PSTI regime came into effect in April 2024 and applies to any consumer product that can connect to the Internet.61 

			Similarly in Australia, the Government found that there was a low uptake of its voluntary code of practice, published in 2020, ‘Securing the Internet of Things for Consumers’. In 2024, the Government proposed a law that would mandate the code of practice, and the proposed law received consensus following a public consultation. The law aligns closely to United Kingdom's approach, intending to give the Minister the power to mandate specific security standards for IoT devices through secondary legislation (rules). By incorporating standards in rules rather than in primary legislation, the Government of Australia intends to update these standards quickly to ensure that consumers in Australia are protected based on international and industry good practice.62

			In the United Kingdom, one of the challenges identified is the possible impact on small and micro enterprises that may encounter difficulties in complying with the new PSTI regime. The United Kingdom PSTI enforcement authority is developing guidance to mitigate any disproportionate impacts. In addition to working with the industry, the United Kingdom noted that the top three requirements to be mandated in the scheme have been identified and communicated transparently for several years. During this period, the United Kingdom has conducted a number of exercises on the regime implementation process, including password requirements, fundamental product architecture, vulnerability exposure, and security transparency requirements. The impact assessment has shown that the overall benefits of reducing the volume of cyberattacks on consumers and businesses, are expected to exceed the costs associated with the implementation of PSTI regime. As the PSTI Act (2022), is the first mandatory cybersecurity product legislation in the world, the cost of enforcing the regime is uncertain, but initial estimates suggest that the allocated funding will be sufficient. 

			In some cases, the distinction as to whether a cybersecurity assurance practice is mandated or remains voluntary is dictated by the type of user or client. For example, the Republic of Korea launched the Cloud Security Assurance Program (CSAP), a security certification for cloud computing services.63 In general, the CSAP certification is voluntary. However, customers in the public sector (public agencies) are required to use a cloud service that has obtained CSAP certification pursuant to the relevant regulations, and cloud service providers therefore need to obtain CSAP certification when providing cloud services to public agencies. 

			Regular internal audits that can help to identify gaps in controls and risk of exposure, as well as threat intelligence subscriptions, are considered good practices. Even if a product is certified, it could suffer from security flaws over its lifecycle. A certification scheme requires the submission of information at a specific time, and the process does not account for dynamic threat changes in the future. A recent BitSight study showed a strong correlation between poor "patching cadence" for vulnerabilities and the likelihood of experiencing a cybersecurity incident,64 pointing to the critical importance of updating systems as soon as security patches are available, bearing in mind the reported varying distribution of patches across the globe.

			Penetration testing, or "pen testing," is a security assurance exercise that helps to evaluate the security of an IT system and identify vulnerabilities that could otherwise be used to exploit systems. Ofcom, the United Kingdom communications regulator, runs the TBEST scheme voluntarily with telecommunication providers. This pen testing scheme aims to simulate a cyberattack in order to identify security vulnerabilities that can then be addressed through a process of remediation to improve the operators' network security posture.65,66 More broadly, this scheme is an example of a supervisory regime approach being taken by Ofcom, which stresses the importance of building collaborative relationships with the industry that the authority regulates. To date, all United Kingdom communication providers have run the TBEST scheme voluntarily, or are doing so, and have made changes as a result. TBEST is neither a "standard" nor a certification process. The goal is to enable communication providers to gain awareness of cyberthreats and implement appropriate changes in a timely manner to improve their cyber-defence capabilities. By being aware of, and addressing such vulnerabilities and weaknesses, the operator is in a much stronger position to protect its networks.

			2.4	Educating consumers and manufacturers 

			Efforts have been made to educate the public about the importance of cybersecurity and the benefits of choosing more secure products. 

			One approach to this end is the development of a cybersecurity labelling scheme, under which, as exemplified by Republic of Singapore, certified products can be accompanied by a label. Labelling schemes serve primarily as an information tool for consumers. In Singapore, the Cybersecurity Agency (CSA), responsible for the cybersecurity labelling scheme, aims to help consumers distinguish between more and less secure IoT devices.67 The scheme is voluntary (with the exception of Wi-Fi routers, for which it is mandatory) and has four levels, with level 1 being the security baseline. Levels 1 and 2 are based on self-assessment by manufacturers and levels 3 and 4 involve third-party assessment by an approved laboratory. The scheme is multilevel to incentivize manufacturers to incorporate additional security measures beyond the basic requirements. 

			The CSA also considered the trade-offs involved in mandating cybersecurity standards, including the risk of manufacturers bypassing the market due to increased compliance costs. Instead, the goal is to change the mindset of manufacturers to view cybersecurity as an enabler and market differentiator, rather than as an extra cost. Regarding the impact of the cybersecurity labelling scheme in Singapore, the process is still in the early stages, and efforts are ongoing to encourage manufacturers to participate in the scheme and improve their cybersecurity. A public survey will be conducted in the future to assess consumer awareness and behaviour. The cost of compliance is minimized for manufacturers at levels 1 and 2, and there has been no significant increase in the cost of products for consumers. With the voluntary scheme in place, market forces are expected to drive improvements in cybersecurity among manufacturers. 

			In the United States, the newly established U.S. Cyber Trust Mark program is an example of a voluntary cybersecurity labelling programme for IoT products.68 In the development of the programme, the Federal Communications Commission (FCC) highlighted that soliciting the public input and comment of all relevant stakeholders, including industry, government, and civil society, is critical for designing and administering a programme that addresses identified needs. Whilst the FCC leads the programme, the Cyber Trust Mark will be implemented alongside a variety of interagency partners requiring close cooperation with all branches of government involved. 

			Beyond labels, it is equally important to invest in technical controls, and to build awareness and educate the population about the cybersecurity risks that organizations and countries are facing. Currently, ransomware attacks constitute the most concerning trend. For these types of attacks, the main vector of attack, meaning the way a criminal enters a network or system, is through phishing emails.69 In this context, cybercriminals can often bypass security controls simply when people click on a phishing email. It is therefore crucial to cybersecurity assurance that citizens and employees are made aware of such issues. The promotion of user-awareness regarding cybersecurity is considered in Chapter 1 of this report.

			2.5	Approaches to international synergy/harmonization and reciprocity agreements

			The existence of reciprocity agreements between cybersecurity assurance models, such as certification and labelling schemes, can be a determinant for the scaling of these practices. As stakeholders have highlighted, reciprocity agreements can help to ease compliance for industrial actors operating across multiple markets. However, considering that reciprocity agreements are a formal mechanism, may have many national conditions, and take time to be approved and signed, cybersecurity assurance practices need to find synergies with existing international approaches that are in alignment with national needs and priorities. This will reduce the regulatory burden on products and service providers with the aim of avoiding contradictory requirements.

			The Cybersecurity Agency (CSA) stressed the importance of international collaboration in the development and implementation of its cybersecurity labelling scheme. Singapore has signed mutual recognition arrangements with Finland and Federal Republic of Germany and is working to expand its partnerships in this area. Singapore reflecting on its experience noted that governments need to be proactive in establishing recognition, though manufacturers also have an interest in supporting the process of recognition, as mutual recognition arrangements reduce the burden of repeated testing and certification, as well as helping to attain market access in different jurisdictions. The process involves bringing interested parties together to harmonize requirements and establish common standards that are realistic and not overly burdensome. 

			At European level, the European Union Agency for Cybersecurity (ENISA) has a mandate to develop three certification schemes, which would be recognized across the internal market and therefore have automatic 'mutual recognition' across the European Union. These are: the European Union common criteria scheme for ICT products, for which the implementing regulation was adopted in early 2024; and the cloud services scheme, which is under discussion; and finally, the 5G scheme, which is under development.70 

			In addition to reciprocity and considering the international markets in which the industry operates, the harmonization of baseline security requirements is also an important consideration. The ETSI standards on IoT consumer products provide an example of an attempt to harmonize baseline security requirements. The main question is to what extent different regulatory frameworks will be in alignment, and to what extent they will be connected through the same international standards. In this regard, strengthening and even finding the right place for dialogue has been noted as presenting a challenge. In the area of harmonization, ENISA activities in cybersecurity standardization and 5G, require collaboration among the European Committee for Standardization (CEN), the European Committee for Electrotechnical Standardization (CENELEC), ETSI, the International Organization for Standardization (ISO), the International Electrotechnical Commission (IEC), the GSM Association (GSMA), the 3rd Generation Partnership Project (3GPP), and the GlobalPlatform. One of the main outputs of ENISA has been the consolidation of 5G security controls from different standards development organizations (SDOs) into a single repository.71
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			Chapter 3 – CIRT national coordination for the resilience of critical infrastructure and cybersecurity incident response 

			In today's rapidly evolving digital landscape, organizations face an ever-growing threat of cybersecurity incidents that can compromise sensitive data, disrupt operations, and undermine the trust of stakeholders. National coordination of cybersecurity incident response team (CIRT) efforts strengthen the resilience of critical infrastructure (CI). By fostering collaboration, information sharing, and standardized protocols, such initiatives aim to enhance the collective ability to detect, mitigate, and recover from cyber incidents efficiently. To achieve this objective, Member States should increase their efforts to establish and develop CIRTs, as typically the first significant step toward creating a cybersecurity culture. It should be noted that 'CIRTS' are also known as cyber security incident response teams (CSIRTs) and as computer emergency response teams (CERTs), and for the purpose of this report, considered synonyms.72

			One task of national CIRTs is responding to threats against critical infrastructure (CI). CI refers to a collection of systems, networks, and assets that are considered essential to public safety. There is no single definition of what constitutes "critical infrastructure", as this is established nationally, based on countries' national needs and priorities, though it typically includes sectors such as transportation, energy systems, communication systems, water systems, financial systems, and healthcare. Malicious cyber activity targeting national CI continues to be a significant challenge for governments and can present risks to citizens. A 2024, report from KnowBe4 indicates that malicious cyber activity against CI have risen by 30 per cent since 2022, representing more than 420 million attacks between January 2023 and 2024. This is equivalent to 13 attacks each second.73 

			CI attacks pose the greatest threat to impacting citizens' lives. Targets often include healthcare and emergency services, impacting the ability to receive medical care, such as surgeries and prescriptions. Other target examples include energy infrastructure, such as power grids. Given the possibility of impacts on lives, coordination and response to such incidents is critical and a key function of CIRTs. 

			As part of the development and maturity of CIRTs, countries often develop robust cybersecurity incident response plans to effectively detect, contain, mitigate, and recover from security breaches. A proactive and well-defined cybersecurity incident response plan is essential for organizations to effectively mitigate the impact of security incidents. There are various cybersecurity incident response plan models that countries have adopted to best manage risk and mitigate malicious cyber activity. Such models generally use a holistic approach, integrating good practices, and fostering a culture of continuous improvement, to enhance resilience against cyber threats and safeguard digital assets. As the threat landscape evolves, incident response strategies should stay ahead of cyber adversaries and protect the integrity and trust of the organization.

			A more recent trend in response incident management is the establishment of national cyber coordination centres to enhance whole-of-government coordination. During a serious cyber incident, where there are often a number of government organizations involved; coordinating a quick response can be the difference between minor and major impacts. Having a centralized coordination centre or unit, can enable rapid response and overall management and control. It is worth mentioning that CI is not necessarily an infrastructure owned and managed by the public sector and therefore, ensuring coordination with the private sector is also an extremely important element when facing and responding to a cyber incident.

			3.1	Establishment of CIRTs

			According to the global cybersecurity index (GCI) 2024,74 "139 countries have a national CIRT, while 55 do not have a CIRT or national CIRT in progress". 

			

			Figure 1: Percentage of countries with a CIRT, by region/income group/development status
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			CIRT roles vary but one of their main functions is to detect and analyse potential threats in networks and systems and respond to mitigate the impact of incidents. The creation of a CIRT is often a significant step towards fostering a culture of cybersecurity awareness and resilience. Part of establishing a CIRT includes building the capacity and mechanisms required for CI protection. 

			The Government of Kenya established the National Kenya Computer Incident Response Team – Coordination Centre (National KE-CERT/CC), to coordinate national cybersecurity efforts and serve as the national point of contact on cybersecurity matters. The National KE-CERT/CC comprises a multi-stakeholder team with diverse skills to respond to and manage computer security incidents effectively. Recognizing the importance of cybersecurity in fostering a thriving digital economy, the Kenyan Communications Authority (CA) launched the CA Cybersecurity Bootcamp & Hackathon Series to build local cybersecurity capacity.75

			With the assistance of the ITU, Kyrgyz Republic has been working to establish a national CIRT. The CIRT roles include identifying, managing, and responding to cyber threats along with watch-warning and incident response capabilities, building national capacity, and transferring know-how for further development in critical information infrastructure protection.76 

			ITU collaborates with Member States and global organizations, to strengthen cybersecurity through the creation and enhancement of national and regional CIRTs. Through the Telecommunication Development Bureau (BDT), ITU conducts CIRT maturity assessments, assisting to date 84 countries in evaluating their cybersecurity readiness, and establishing or improving national CIRTs. ITU has implemented 21 CIRT-related projects and is currently working on three more. CIRT maturity assessments have been conducted for Azerbaijan, Sierra Leone, and United Republic of Tanzania, with ongoing assessments for Republic of Zimbabwe, Kingdom of Bhutan, and Kingdom of Lesotho.77 The assessments inform national CIRTs in drafting improvement operational plans. ITU also collaborates with the FIRST community to enhance the CIRT service framework and revise training materials for capacity-building in managing national CIRT operations.78

			3.2	Role and responsibilities of CIRTs and critical infrastructure

			CIRTs play a vital role in safeguarding CI across various sectors by providing real-time monitoring, incident management, threat analysis, and vulnerability assessments. CIRTs are typically responsible for ensuring the resilience of information and communication technology (ICT) systems, enabling the swift detection and resolution of cybersecurity threats, and coordinating efforts to minimize the impact of incidents on national security, public safety, and the economy. Based on the country's needs, development, and CI sectors, CIRTs take on different roles and relationships to ensure cybersecurity.

			

			In Republic of Lithuania, the national CIRT operates under the broader National Cyber Security Centre (NCSC) and is specifically focused on cyber incident response and resilience coordination across CI sectors. The Government has worked to ensure that the CIRT has the necessary responsibilities and technical abilities to actively protect CI, and this work serves as a model for other countries looking to build their CIRT capabilities. The CIRT is instrumental in providing incident management services for both public and private sector stakeholders, ensuring that appropriate responses are implemented both during and after cyberattacks. One of the key aspects of the role of a CIRT in incident management, is their ability to coordinate with the affected network or system administrator, facilitating a swift recovery of operations.

			During major incidents in Lithuania, CIRT specialists are deployed on-site to assist CI operators in restoring normal operations. For example, during a distributed denial of service (DDoS) attack on the Lithuania telecommunication sector, the national CIRT played a crucial role by coordinating communication between affected operators and providing technical recommendations that helped restore services swiftly.

			A key part of CI protection is not just responding to malicious cyber incidents, but also through a more advanced feature of CIRTs, preventing malicious cyber incidents. Lithuania has given its CIRTs responsibility for vulnerability management, through the collection of information from public sources, closed forums, and vulnerability reporting mechanisms. The team actively scans Lithuanian digital assets to identify vulnerabilities that could be exploited by malicious actors. By disseminating information on vulnerabilities and threats, the national CIRT helps to fortify CI systems against potential cyberattacks, ensuring proactive protection across key sectors.79

			Brazil has developed several overarching organizations to ensure that CI remains responsive, is protected, and employs the necessary cybersecurity procedures. In Brazil, two CIRTs assume national responsibilities: the Brazilian National Computer Emergency Response Team (CERT.br) and the Centre for Prevention, Treatment and Response to Government Cyber Incidents (CTIR Gov). There are also a number of sectoral CIRTs, as well as the Federal Cyber Incident Management Network (ReGIC), established in 2021, that are coordinated by the CTIR Gov centre.80

			One example of a sectoral CIRT is the Security Incident Response Centre (CAIS) of the National Education and Research Network (RNP). Since its establishment in 1997, CAIS has been the primary CIRT for Brazil's academic network. Operating under the guidelines of the Request for Comments (RFC) 2350, CAIS is tasked with detecting, resolving, and preventing security incidents within Brazil's academic network. While CAIS does not have direct authority over the institutions in the academic sector, it plays a key coordinating role in incident handling. The activities of CAIS reflect the growing need for collaboration within specific sectors to manage cybersecurity risks effectively. The case of CAIS offers an example of a specific sector CIRT ensuring CI protection.81

			As part of another recent effort in Brazil to augment national cybersecurity, ReGIC, the federal cyber incident response framework, enhances coordination among federal government entities for the protection of CI. 

			ReGIC sets mandates and expectations for federal agencies. Under ReGIC, federal agencies are required to participate in the network, which includes measures for sharing threat intelligence, cyberattack alerts, and coordination during active incidents. Another specific ReGIC role is its mandate for sectoral coordination, wherein regulatory agencies, such as the National Telecommunications Agency (Anatel), are required to establish sectoral cyber security incident response teams (CSIRTs) and to report about their sectors. 

			The establishing of sector-specific computer emergency response teams (CERTs), in addition to the establishment of a national CERT has also been the approach undertaken by Tanzania,82 which has created TZ-Fincert for financial and banking institutions, Academia CERT for academic institutions, and eGSoC for government ministries, departments, agencies, and authorities. These developments have enabled increased threat response effectiveness, resulting in enhanced protection, improved overall incident response, and better coordination regarding matters related to specific sectors.

			CIRTs, play an indispensable role in safeguarding their own critical infrastructure against cyber threats. By coordinating incident management, sharing threat intelligence, conducting vulnerability assessments, and offering tailored guidance, CIRTs foster the cyber resilience of critical systems, ensuring swift recovery and reducing the impact of cyberattacks. Examples mentioned in this chapter highlight the importance of sector-specific responses, collaboration between public and private entities, and the need for ongoing resilience efforts to protect national infrastructure from sophisticated cyber threats. To ensure that the national CIRTs apply good practices to respond to cybersecurity incidents, and foster technical cooperation among national CIRTs, ITU organizes cyberdrills83 at a regional and intra-regional level. Through cybersecurity exercises, ITU Member States build capacity that promotes readiness, protection, and better incident response.

			

			3.3	Beyond the basics: coordinating for success across borders

			As countries develop their CIRTs and deepen their cybersecurity culture, there are steps and models that enable coordination for CI protection beyond the basics. Once a country establishes a strong CIRT and domestic programmes and policies for incident handling, it is essential to look beyond national boundaries and engage in international coordination to prevent, respond to, and mitigate cyber incidents. In today's interconnected world, cyber threats often transcend borders, requiring cooperative strategies to strengthen global cybersecurity resilience. Both the United States and the European Union have developed successful models of international collaboration that demonstrate the importance of such efforts, including relationship building both domestically and internationally. 

			In the United States, the Cybersecurity and Infrastructure Security Agency (CISA) has implemented the Pre-Ransomware Notification programme, a forward-looking initiative designed to identify and respond to ransomware threats before they can cause harm. This programme exemplifies proactive cybersecurity through early warnings, which aim to help organizations avoid critical data loss, operational disruptions, and financial impacts caused by ransomware attacks. The programme relies on two key pillars: robust partnerships, and the systematic collection of actionable intelligence.84

			The CISA Joint Cyber Defense Collaborative (JCDC) plays a central role by filtering tips from the cybersecurity research community, infrastructure providers, and threat intelligence organizations. Strong relationships with private sector entities and researchers further ensures the timely submission of high-quality intelligence. Once a credible tip is received, JCDC leverages its national and field personnel to notify victim organizations and provide mitigation guidance.

			An important part of the programme is its international reach through close coordination with foreign CIRTs. When a threat tip involves an organization outside the United States, JCDC works with its international counterparts to ensure the affected entity is alerted promptly. These CIRT-to-CIRT relationships are indispensable, particularly when swift action is required to prevent ransomware deployment. In cases where ransomware has already been deployed, JCDC supports affected organizations by providing insights into threat actor tactics, techniques, and procedures and assisting with investigative and remediation efforts. This assistance often includes identifying exfiltrated data and offering guidance to mitigate the long-term impacts of an attack.

			The European Union has similarly prioritized international coordination to enhance its cyber resilience. A prime example is the PESCO Cyber Rapid Response Teams and Mutual Assistance in Cyber Security (CRRT) project.85 This programme enables the rapid deployment of cybersecurity experts across European Union Member States to respond to large-scale incidents, particularly those targeting critical infrastructure. By pooling expertise and resources, the European Union strengthens its collective ability to address cyber crises both at the national and regional levels. The initiative is also a testament to the European Union commitment to collaborative cybersecurity, as it ensures that European Union Member States can provide mutual support during emergencies.

			In addition to these initiatives, both the United States and the European Union, emphasize the importance of sharing threat intelligence, fostering trust, and establishing standardized protocols for cross-border coordination. 

			As cyber threats continue to evolve in sophistication and scale, coordination beyond borders becomes a critical element of success. The above-mentioned models demonstrate how international collaboration can enhance incident response capabilities and strengthen global cyber protection. By prioritizing cooperation and leveraging the expertise of global partners, countries can better address the challenges of an increasingly interconnected digital landscape.

			3.4	Establishing coordination centres

			Both Australia and Russian Federation have established national coordination centres and have experienced the benefits of their respective models. For both governments, the national coordination centres are part of a wider, whole-of-government response to cyber incidents. The coordination centres are not CIRTs but work alongside with CIRTs.

			The Government of Australia established the Cyber Security Response Coordination Unit (CSRCU) under the Department of Home Affairs, following the Optus and Medibank data breaches of 2022. The goal was to create central coordination for nationally significant cyber incidents.86 The Russian Federation established their National Computer Incident Response and Coordination Centre (NCIRCC) following a national law to enhance critical information infrastructure. These centres perform similar tasks: coordinating incident response and communicating critical information. The NCIRCC focuses on the coordination of measures to respond to cyber incidents, and on communication with CI about the means and methods for collecting, storing, and analysing data on such incidents.87 Both the CSRCU in Australia, and the NCIRCC are empowered to create working groups, involve relevant organizations and experts, and disseminate information and reference materials.
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			Chapter 4 – Approaches and good practices, and collected experiences on the implementation of national cybersecurity strategies and policies

			As global reliance on digital technologies deepens, the importance of robust national cybersecurity strategies and policies cannot be overstated. Cyber threats are evolving rapidly, targeting both developed and developing nations alike. To protect critical infrastructure, the digital economy, and the privacy of citizens, countries must adopt comprehensive, adaptive cybersecurity strategies. This chapter explores the various approaches and good practices that various countries are employing to build resilient cybersecurity frameworks. By analysing the experiences of different countries, this chapter aims to provide a roadmap for the design and implementation of national cybersecurity policies and strategies.

			National cybersecurity policies and strategies encapsulate a broad spectrum of practices, each tailored to the distinct political, social, economic, legal, and technological contexts of different countries. The implementation of these policies and strategies is marked by a unique set of challenges and opportunities, profoundly influenced by each country's specific conditions. This section delves into the practical experiences of various countries, highlighting both the challenges and successes encountered as they work to strengthen their digital protection and resilience against a backdrop of evolving threats.

			The discussion extends across critical areas such as strategic alignment, stakeholder engagement, capacity building, and continuous adaptation to the dynamic cyber threat landscape. This comprehensive exploration seeks not only to elucidate the complexities involved in effectively safeguarding national interests in the increasingly contested cyber domain, but also aims to offer strategic insights that can guide policymakers and cybersecurity professionals in enhancing their own strategies.

			4.1	Strategic and leadership alignment and policy framework

			Successful implementation of national cybersecurity strategies critically depends on aligning these strategies with broader digital transformation, national security, and economic policies. This alignment ensures that cybersecurity initiatives are not only supportive of, but are also integrated with, the country's overall objectives and governance frameworks. For instance, Republic of Estonia, widely recognized for its advanced digital society, has effectively aligned its cybersecurity strategy with its e-governance, and digital economy goals, thereby creating a resilient digital infrastructure that supports both public and private sector initiatives.88 The strategic alignment in Estonia is facilitated through regular updates to its cybersecurity strategy, which are synchronized with changes in the broader technological and geopolitical environment.

			Adding to these insights, effective cybersecurity policies and strategies require alignment with broader national policies and economic objectives. This alignment ensures that cybersecurity measures not only address immediate threats but also support long-term national interests, fostering a secure and resilient digital environment conducive to growth and innovation. Such strategic alignment is necessary for the effectiveness of cybersecurity measures and supports broader national objectives, enhancing the country's capability to prevent, treat and respond to cyber incidents while supporting the growth of the domestic cybersecurity industry.

			Democratic Republic of Timor-Leste89 provides a compelling example of how important it is to emphasize cybersecurity within the context of digital transformation policies, strategies, plans and roadmaps. Timor-Leste recognized that with the digital transformation, cybersecurity risks need to be managed to prevent cyberattacks and data breaches. In this sense, least developed countries (LDC) need to prioritize cybersecurity as a fundamental pillar, reflecting an understanding of the critical role that cybersecurity plays in the digital transformation and digital transformation in the national development. 

			Ensuring strong and aligned leadership within organizations responsible for national cyber coordination, as an integral part of the wider government cybersecurity community, is another important element to advancing cybersecurity. A designated coordinator can facilitate and drive a whole-of-government response. In this regard, the Australia model includes a National Cyber Security Coordinator, whose main function is leading the management of national cyber events. This coordinator position was established in February 2023, and the designated individual reports to the Minister of Cyber Security.90 In May 2022, the President of the Russian Federation issued a decree outlining stringent criteria for appointing individuals responsible for information security, emphasizing eligibility requirements including education and experience in the field, as well as organizational requirements. It also encourages professional retraining for individuals lacking a specialized background in information security.91 

			4.2	Legal frameworks and governance

			The Central African Republic92 and the Democratic Republic of the Congo93 exemplify how tailored legislative actions and governance frameworks can significantly enhance cybersecurity capabilities. In the Central African Republic, the Government has initiated legal reforms and established dedicated cybersecurity agencies to enforce its policies, showcasing a proactive approach to strengthening digital defences. Similarly, the Democratic Republic of the Congo has adopted a comprehensive charter based on international good practices, which encompasses policy legislation, multi-level cooperation, and extensive public awareness campaigns. These measures are crucial for countries, particularly in developing regions, to secure their cyberspaces against increasing threats.

			Republic of Albania94 adds another dimension to this narrative with its recent comprehensive cybersecurity reforms. The establishment of a national CSIRT and the restructuring of its cybersecurity authority reflect Albania's commitment to aligning its cybersecurity framework with international norms and good practices. These strategic moves are designed to strengthen Albania's national cybersecurity infrastructure by ensuring a coordinated response to cyber incidents and enhancing the governance of cybersecurity efforts. Additionally, Albania's legal reforms aim to update and fortify the existing legislative framework, ensuring it meets current cybersecurity challenges and threats. This alignment of legal, institutional, and operational elements within Albania's cybersecurity strategy serves as a model for other nations seeking to bolster their cybersecurity defences through holistic governance reforms.

			Côte d’Ivoire is also pursuing a range of legislative updates as part of its policy objective of establishing digital trust by 2025.95 Notable efforts include the enhancement of legal structures to support a trusted information society, aligning with regional standards such as those of the Economic Community of West African States, and the African Union Convention on Cybersecurity and Personal Data Protection. The Telecommunication/ICT Regulatory Authority of Côte d’Ivoire (ARTCI) plays a central role, with a specific focus on digital trust and network security, personal data protection, and the management of electronic transactions. The creation of consultative committees such as the Consultative Committee for Digital Trust, and the Consultative Committee for the Protection of Personal Data, underscores the depth of commitment to fostering a secure cyber environment. These structured efforts aim to build a trusted digital space, enhancing the digital infrastructure security of Côte d’Ivoire and fostering public confidence in the digital economy.

			These examples demonstrate the importance of aligning cybersecurity strategies with national governance frameworks, which not only enhances the effectiveness of these strategies, but also ensures their sustainability, and adaptability in the face of evolving cyber threats.

			4.3	International collaboration and support

			The role of international organizations in supporting national cybersecurity efforts is crucial, as is illustrated by a number of World Bank initiatives.96 The World Bank aids its client countries, especially those categorized as LDCs, by providing both financial and technical support in order to build strong digital foundations and accelerate digital utilization across various sectors. This support is vital for these countries to align their cybersecurity policies and strategies with global developments, ensuring they remain resilient against both current and emerging cyber threats.

			The efforts of the World Bank highlight the significant impact of global partnerships, and the sharing of expertise in enhancing national cybersecurity frameworks. By facilitating the integration of cutting-edge technologies and good practices, the World Bank helps countries not only in defence against cyber threats, but also in leveraging digital transformation for economic and social growth.

			In Republic of Haiti,97 international partnerships, particularly with the World Bank and the Inter-American Development Bank, provide crucial financial and technical support. This support is essential for developing robust digital infrastructures and enhancing cybersecurity measures across the country.

			A key initiative is the joint working group formed by the Haiti National Telecommunication Council (CONATEL), and the Haitian Institute of Statistics and Informatics (IHSI). This joint working group is tasked with developing a harmonized national cybersecurity strategy, focused on protecting critical infrastructures and combating cybercrime. The regulatory role of CONATEL ensures compliance with security protocols, while IHSI manages cybersecurity threats and risks, enhancing the overall security of digital systems in Haiti.

			

			These efforts are supported by international projects such as the Haiti Digital Acceleration Project, which aims to improve broadband connectivity and establish digital resilience. This comprehensive approach not only safeguards Haiti against emerging cyber threats but also supports its socio-economic growth in the digital era. Further reinforcing these efforts, Haiti conducted a comprehensive cybersecurity maturity assessment in collaboration with the Global Cyber Security Capacity Centre, and the World Bank. This assessment involved diverse stakeholders and utilized the Cybersecurity Capacity Maturity Model for Nations to identify critical areas needing strategic investment. The findings have guided targeted improvements to strengthen the cybersecurity infrastructure of Haiti. 

			4.4	Collaborative frameworks and stakeholder engagements 

			Brazil98 has implemented a series of strategic measures aimed at bolstering its national cybersecurity infrastructure through active and inclusive stakeholder engagement. The country's approach emphasizes the importance of collaboration between government bodies, private sector entities, and academic institutions. This multi-stakeholder engagement is facilitated through various initiatives and partnerships that leverage the unique strengths and perspectives of each sector to enhance the overall cybersecurity landscape. One of the recent developments is the creation of the National Cybersecurity Committee, with the purpose of monitoring the implementation and evolution of the National Cybersecurity Policy. The committee has 25 members, 15 members represent entities and bodies of the Federal Public Administration, including Anatel, and 10 represent other organizations, such as the Brazilian Internet Steering Committee (CGI.br), while 3 seats represent civil society, with 3 seats for academia and 3 seats for the cybersecurity-related private sector.

			Australia has taken steps beyond its CIRTs to ensure CI protection and resilience, which is a more advanced step in cybersecurity development. Rather than just response and protection, the Critical Infrastructure Uplift Programme (CI-UP) is designed to assist Australian CI organizations in improving their resilience against sophisticated cyberattacks. The programme, run by the Government of Australia, works hand in hand with private sector CI, to harden against attack pathways to CI assets and operational technology environments. CI-UP operates as a voluntary, nation-wide, threat-driven programme.99

			The primary focus of CI-UP is to help CI organizations improve their cybersecurity posture in several key areas:

			•	Enhancing visibility and awareness: CI-UP helps entities gain better visibility into cyber incidents and raise awareness of potential vulnerabilities in their systems.

			•	Incident containment and response: The programme strengthens the ability of CI organizations to contain and respond to cyber incidents effectively.

			•	Promoting a cybersecurity culture: CI-UP further encourages the development of a cybersecurity-conscious culture across Australia's critical infrastructure sectors.

			This programme reflects the importance for security of multi-stakeholder collaborations between Government and private sectors. CI-UP delivers these services through a variety of engagement activities, including presentations, workshops, information exchanges, and the provision of detailed mitigation guidance. The programme also works onsite with personnel at Australia's most vital critical infrastructure entities, offering bespoke, in-depth advice, tailored to the specific needs of each organization.

			Engaging a broad range of stakeholders is crucial for the effective implementation of national cybersecurity policies and strategies. This engagement includes government agencies, private sector entities, academia, and civil society, each bringing unique perspectives, needs, priorities and expertise to the table. These collaborations help in building, reviewing, improving and refining national policies, and ensure that the implemented strategies are practical and reflective of the needs and realities of all sectors.

			4.5	Infrastructure development for cybersecurity

			Democratic Republic of the Congo100 has embarked on an ambitious plan to overhaul and modernize its digital infrastructure. This initiative is driven by the recognition that strong, secure digital systems are the backbone of effective cybersecurity and are essential for national development. The Government has prioritized the upgrade of critical network infrastructure, to not only withstand the growing spectrum of cyber threats, but also to support the digital demands of its expanding economy. The Democratic Republic of the Congo strategy includes the deployment of advanced cybersecurity technologies such as state-of-the-art firewalls, intrusion detection systems, and comprehensive data encryption methods. These technologies are crucial for protecting against unauthorized access, and for safeguarding sensitive information. Additionally, the Democratic Republic of the Congo is working on expanding its broadband access, which is vital for ensuring that cybersecurity measures reach all parts of the country, including remote and underserved areas. 

			Republic of Burundi101 is advancing its cybersecurity infrastructure as a core component of its future national cybersecurity strategy. The Government is committed to the digital transformation and digitalization of services, recognizing the vital importance of ICTs for development. In response to escalating cyber threats, Burundi, through the Ministry for Information and Communication Technologies, has established a committee for the development of comprehensive national cybersecurity that includes enhancing legal frameworks to govern cybersecurity, promoting cybersecurity culture, building technical knowledge, and participating in regional and international efforts, and raising awareness of cybersecurity threats across sectors. This infrastructure development is implemented with data protection and security mechanisms to maintain integrity and confidence among users and service providers. 

			4.6	Capacity building

			Building the requisite capacity to implement national cybersecurity strategies involves enhancing the skills of cybersecurity professionals, establishing technological infrastructures, and creating legal and regulatory frameworks. Ongoing investment in training and capacity building is vital for maintaining national cybersecurity. As explored in Chapter 1, by continually developing the skills of cybersecurity professionals and educating the public, nations can better manage and respond to cyber incidents, while supporting broader goals of economic and social development through enhanced ICT proficiency.

			4.7	Continuous adaptation to the cyber threat landscape

			The dynamic nature of the cyber threat landscape requires that national cybersecurity policies and strategies be inherently adaptive, as should any other cybersecurity legislation or regulation. Continuous monitoring of the evolving landscape, including the challenges posed by new and emerging technologies, as well as the assessment of policies and strategies effectiveness, and the regular updating of cybersecurity practices, are essential components of this cybersecurity adaptiveness. The necessity of adaptive cybersecurity was discussed in Chapter 2, when addressing cybersecurity assurance practices.
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			Chapter 5 – 5G cybersecurity challenges and approaches

			The introduction of 5G technology represents a significant development in telecommunications, offering faster speeds and better connectivity with the potential to improve industries, expand IoT applications, and bring new approaches to digital communication. However, the sophisticated architecture that enables these advances, brings with it complex cybersecurity challenges that require comprehensive understanding and robust protective measures.

			As 5G networks are deployed globally, establishing a secure ecosystem is imperative to ensure the integrity, availability, and confidentiality of information, as well as to protect the infrastructure that has become the backbone of the digital economy.

			This chapter presents discussions on the complexities of 5G cybersecurity and aims to share information on existing practices and explore innovative solutions to emerging threats, while sharing reflections and good practices for 5G cybersecurity for public electronic networks that can be considered, and implemented by ITU Member States in their national contexts. 

			5.1	Overview of 5G cybersecurity 

			5G is characterized by its advanced software systems that enable more flexible configuration, and massive connectivity of subscribers and devices. 5G technology supports low-latency applications, such as augmented reality, telesurgery, and integrated Internet services, which rely on a robust and reliable network. One of the primary use cases of 5G is the Internet of Things (IoT), which capitalizes on the ability of 5G to connect a vast number of endpoints. 5G technology is poised to revolutionize connectivity, and this also presents new and dynamic cybersecurity risks and challenges.

			In a break with previous generations of wireless technologies, 5G introduces a significant shift towards cloud-based architecture, software-defined networks (SDNs), and network function virtualization (NFV). This shift creates a more complex and dynamic cybersecurity landscape.

			As 5G becomes more widespread, the telecommunications infrastructure is expected to become an even more attractive target for malicious cyber activity, necessitating advanced security measures that can adapt to evolving threats. Cybersecurity for 5G should focus on increasing the resilience of the entire ecosystem, including the infrastructure and applications. This includes protecting connected devices, data, and networks from cyber threats.

			Recognizing that different organizations use different definitions of cybersecurity,102 it should be borne in mind that the term "5G cybersecurity" in this report refers to cybersecurity in the context of 5G, with its new parameters, standards, and technology features, which need to be properly managed to safeguard the whole digital ecosystem and ensure cyber resilience.

			
				Box 1: Definition of cybersecurity

				At ITU, cybersecurity is defined in Recommendation ITU-T X.1205, as "the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user's assets. Organization and user's assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user's assets against relevant security risks in the cyber environment. The general security objectives comprise the following:

				•	Availability

				•	Integrity, which may include authenticity and non-repudiation

				•	Confidentiality."

			

			5.2	Legacy network deployments

			Telecommunication service providers tend initially to deploy 5G networks on a non-standalone (NSA) basis, leveraging existing 4G infrastructure before deploying a standalone (SA) end-to-end network.103 5G NSA networks inherit the legacy vulnerabilities of 4G networks, or even 2G/3G networks, which need to be managed accordingly. For some operators, this equates to a "technical debt" where managing older systems means that a set of standardized security controls needs to be developed to measure the security status of infrastructure components at various stages of generational maturity.104

			It is important to highlight that 5G SA presents opportunities to improve cybersecurity compared to past generations of mobile technology, as it is designed to be more secured than 4G. Improvements have been noted in areas such as subscriber security and privacy, the radio access network (RAN), and network core and roaming security.105,106

			5.3	Standards activities in 5G security 

			5.3.1	SDOs active in 5G cybersecurity

			Because of the complexity of 5G technology and the issues involved, there is no one standards development organization (SDO) with an exclusive mandate for 5G cybersecurity work. To prevent duplication, mechanisms have been developed for information sharing between SDOs, and for coordinating proposals and work items. 

			To help map these different activities and inform the direction of 5G-related security standardization work in the ITU Telecommunication Standardization Sector (ITU-T), Study Group 17 (SG17), prepared a technical report mapping existing standards and those under development to SDOs and their application in 5G networks.107 The report identifies standards from ITU-T, 3GPP, ETSI, and the Institute of Electrical and Electronics Engineers Standards Association (IEEE SA), along with non-standards resources relevant to 5G cybersecurity. 

			The Study Group has published 11 Recommendations on 5G security, based on submissions drafted by operators, vendors, smartphone manufacturers, content providers, and others. These focus on security in five areas: software defined networks - network function virtualization (SDN-NFV), network slicing, mobile edge, 5G network management, and 5G services. SG17 has established liaisons with other SDOs, such as 3GPP and the Internet Engineering Task Force (IETF), and with industry groups working on specifications having relevance for 5G cybersecurity standardization. 

			One such industry group is the GSM Association (GSMA). Whilst not itself a standards body, GSMA produces specifications, convening its members and engaging with SDOs to get these specifications improved and/or adopted as a standard. GSMA has published a list of baseline security controls that mobile operators can consider, on a voluntary basis, when deploying 5G networks.108 

			Given the numerous sources of information relevant to 5G security, the European Agency for Cybersecurity (ENISA), has published a unified repository of technical security controls for 5G networks, the "5G Security Controls Matrix."109 The repository is currently published as a spreadsheet, but the agency is also developing a web tool to improve usability.

			As networks become ever more complex and telecommunications converge with IP networks, it is becoming harder to attribute specific areas of standardization work to individual SDOs. This increases the risk of overlapping and duplication of work, making communication and information-sharing between SDOs even more important.

			5.3.2	Incorporating standards in regulatory requirements

			Standards help ensure interoperability between technologies and reduce the time needed for an innovation to reach its global market. Cybersecurity standards can define an agreed common security baseline which reflects universal good practices. Standards are the result of consensus-based processes. They can be mandatory, but in most cases, they are optional, leaving vendors and operators more flexibility in their deployment decisions. In some instances, standards can become mandatory if national technical regulations incorporate a specific standard in their security requirements. 

			National 5G cybersecurity strategies should reflect a balance between global good practices and local operational realities. As a general rule, national regulatory requirements should draw on international agreed standards, adapting them to local contexts and local needs in order to ensure the success of 5G deployment and cybersecurity of the networks. 

			

			5.4	Complementing standards and specifications with proactive cybersecurity measures

			5.4.1	Security considerations at the vendor level

			Standards and specifications are only one component of 5G cybersecurity. How vendors and operators implement those standards and configure them defines the security posture of 5G networks. Ericsson has adopted a holistic approach to 5G security, which is addressed in four layers: standards, vendor product development, network deployment, and network operations.110 The company considers that such a comprehensive approach can ensure that mitigating measures are implemented in a way that does justice to the interdependencies between the layers as well as the specific needs at each layer.

			As a concrete example of 5G security measures, the Network Equipment Security Assurance Scheme (NESAS),111 developed by GSMA and 3GPP, seeks to improve security levels of mobile network equipment by providing an assurance scheme that can be applied globally. The assurance scheme is based on an internal and independent expert audit, being a mixture of assessment between vendors processes and product evaluation, which offers accreditation. The aim of this scheme is to decrease the burden of security testing for network equipment providers which tend to operate at a global scale. Major vendors have already obtained NESAS accreditation. NESAS is also a candidate for the European Union cybersecurity certification scheme on 5G,112 a European Union-level certification that would provide conformity across the European Union Member States. This certification would not replace the current NESAS scheme but would exist in tandem with it. Developing schemes/certification initiatives in such a way that they remain flexible and can be updated quickly is essential given the evolving threat landscape.

			In the United Kingdom, the National Cyber Security Centre (NCSC) recommends using the vendor assessment framework113 guidance that helps operators assess the cyber risks associated with use of the vendor equipment. 

			5.4.2	Security considerations at the operator level

			NESAS can provide a level of assurance that an item of network equipment is secure prior to deployment. As operators deploy and operate their networks, other security considerations need to be integrated, such as attack detection and automated response. This is where operators should consider leveraging artificial intelligence (AI), threat intelligence, and analytics to help support cybersecurity. 5G cybersecurity offers benefits such as real-time security, and strategies such as zero trust which improve system visibility. However, 5G cybersecurity also has its own challenges, such as maintaining connectivity across different networks with varying security levels; working with legacy components and diverse network types; and the complexities of integrating AI into security measures. Applying strict access controls according to the "least privileges" principle ensures that various rights in the network, such as access rights between network functions, network administrators' rights, and configuration of virtualization, are minimized. A wealth of literature on 5G-specific cybersecurity strategies is available for operators to consider.114 

			Testing of live telecommunication networks is also essential for establishing the true cyber risk to telecommunication networks. Operators can conduct some form of security testing against their own networks and systems, either using internal resources or by employing independent external contractors. In the United Kingdom, TBEST is an outcome-based penetration test scheme which simulates the techniques and tactics that well-resourced cyber-attackers may use. TBEST assesses how well a communications provider can detect, contain, and respond to such an attack. The overall aim is to identify and address security vulnerabilities or other weaknesses in provider functions, processes, policies, systems, or networks that could be used together to compromise a company's critical systems before detection. By undergoing the voluntary TBEST scheme, communications providers can identify specific areas in which their security could be improved. Ofcom, the regulator, then works with the provider to help implement appropriate changes in a timely manner.115

			A strong business case for 5G cybersecurity is essential. While operators need to see a return on their investments in 5G services, compliance with baseline security measures should be recognized as indispensable and budgeted accordingly.

			
				

				Box 2: Open RAN

				Open RAN is the disaggregation of the radio access network (RAN) and standardization of the interfaces connecting those disaggregated elements, making it possible to build networks with equipment from different vendors.

				On the one hand, open RAN can bring further complexity to the telecommunication networks' supply chain. This architecture, which encourages vendor diversity in the RAN, requires further integration efforts throughout a network supply chain which can increase the vectors of attack. On the other hand, open RAN adds transparency to supply chains, gives operators more visibility, and allows them to monitor and detect security risks. In short, open RAN improves their understanding of network architecture and equipment and makes possible more comprehensive vulnerability scanning and management. The O-RAN Alliance, the primary source of open RAN specifications, is working on security specifications for open RAN architecture and aiming to get these specifications standardized in ETSI.

				In Japan, NTT Docomo is one of the operators that have embraced open RAN architecture because of its flexibility for equipment choices. The decision raised questions from a security perspective because it is generally considered that openness means that there is more opportunity for attacks. However, the operator compared traditional RAN with open RAN and concluded there is little security difference between the two.1

				

				
					
							1	For more information on Open RAN security, see for example https://www.oecd.org/content/dam/oecd/en/publications/reports/2023/09/enhancing-the-security-of-communication-infrastructure_79b78b4d/bb608fe5-en.pdf 


					

				
			

			5.5	Examples of national policies and regulations to secure 5G network 

			In addition to the standards and practices of vendors and operators, polices and regulations to secure 5G networks can be proposed at country level. This can take various forms, including vendor assessment, testing, certification, and the establishment of guidelines or requirements. While approaches differ depending on national contexts, these initiatives all aim to mitigate the security risks presented by 5G, including cyber-specific risks. Implementation and compliance regimes should also be considered as part of the overall framework.

			The examples below offer snapshots of the actions of various countries and regions to achieve 5G network cybersecurity, and their current status:

			–	Brazil's holistic approach to 5G cybersecurity focuses on risk management with operators. Under the terms of the 5G spectrum auction and the Cybersecurity Regulation for the Telecommunication Sector,116 5G operators are required to comply with the regulatory framework, which includes principles, guidelines, and ex ante controls to ensure cybersecurity across the sector. The controls combine cybersecurity governance, mandatory incident notification, information sharing, vulnerability assessment cycles, reporting on critical infrastructure, and other provisions. The Brazilian National Telecommunications Agency (Anatel) has also partnered with academia to conduct studies in this regard.117

			–	The Government of the United Kingdom developed a security framework for providers of public electronic communications networks or services through the Communications Act 2003, as amended by the Telecommunications (Security) Act 2021 (the TSA). This framework applies to 5G and all other networks: while the United Kingdom is transitioning to a 5G and full-optical fibre future for all networks, many network providers incorporate older technologies within their infrastructure. The TSA sets out new security duties for all public telecommunications providers118 and endows the Secretary of State with new powers to make regulations and issue codes of practice, which have since been developed and informed by public consultation.119 The TSA also includes provisions strengthening Ofcom regulatory powers to monitor and enforce how providers comply with their new duties. 

			–	The 5G cybersecurity regulations and policies of the Republic of Korea are recognized as being among the most stringent globally, reflecting the nation's leading position in the adoption of 5G technology. The national Government, through the Ministry of Science and ICT (MSIT) and the Korea Internet & Security Agency (KISA), has implemented a comprehensive framework to safeguard 5G networks. The framework includes stringent cybersecurity requirements for telecommunications operators to secure network infrastructure, protect user data, and mitigate cybersecurity risks. The regulations emphasize the need for secure supply chains, advanced encryption standards, and the deployment of security-by-design principles in network architecture. Additionally, the Republic of Korea collaborates with international partners and standards organizations to ensure that its 5G security measures align with global good practices. 

			–	The legal and technical framework set up to strengthen 5G cybersecurity in India includes:

			•	National security directives on the telecom sector, which provides assurance of addressing concerns and vulnerabilities in telecom supply chains and sources;

			•	Mandatory testing and certification of telecom equipment, which ensures compliance with essential security requirements for each 5G network function; and 

			•	Licensing conditions for telecommunication service providers that include periodic public audits of telecommunication infrastructure security.

			

				To support the above, a variety of institutional mechanisms have been put in place: a National Centre for Communication Security (NCCS), mandated to prepare telecom security requirements/standards (Indian Telecom Security Assurance Requirements, ITSARs), with associated security testing and certification labs; the creation of Telecom-CSIRT, a CSIRT for the national telecommunication sector; and a number of citizen-centric measures for fraud management, consumer protection, etc. With regard to security protocols and standards such as 3GPP, India considered specifications proposed by the industry standards for compliance monitoring, and further telecommunication licence conditions that include regular security audits on service providers' networks.

			–	In the United Arab Emirates, securing 5G networks is approached through a multi-pronged strategy that includes rigorous national cyberdrills and training, the establishment of a National Security Operations Centre (SOC) for real-time threat visibility and response, and the Cyber Pulse initiative, which raises awareness and trains personnel in key defence strategies. The emphasis is on collaboration and information sharing with international partners, vendors, academia, and other stakeholders to strengthen cybersecurity measures. Additionally, a resilient cybersecurity framework in line with international standards, such as those issued by ISO and NIST, has been set up to ensure compliance across the telecommunications sector. To build consumer and business confidence in 5G security the country has put in place governance policies, procedures, and laws that promote secure-by-design principles and responsible security practices among vendors. Finally, the country has adopted a people-centric approach to cybersecurity, focusing on training, awareness, and support to empower individuals and organizations in the fight against cyberthreats, thereby cementing a robust defence against potential threats to the 5G network.

			–	Zimbabwe is tackling 5G cybersecurity, focusing on the emerging importance of edge computing and exploring the adoption of open RAN technology for vendor flexibility. While there is no specific 5G security law in Zimbabwe, existing data protection legislation and an in-progress AI governance document underpin the country's approach. Zimbabwe will align its security practices with international standards such as ISO/IEC 27001 and NIST standards, ensuring that new 5G radio interfaces comply with established security protocols. The Postal and Telecommunications Regulatory Authority of Zimbabwe enforces security guidelines and raises industry awareness to maintain the integrity of the national telecom infrastructure.

			–	Kenya adopted its roadmap and strategy for 5G in mobile communications in April 2022. The strategy recognizes that security is an important aspect of 5G network architecture. The evolving nature of connected services and the expected significant increase in the number and types of devices connected, lend even greater importance to data privacy, data protection, and cybersecurity in Kenya; that includes threat detection, user authentication, and good operational practices. 5G provides better security by design, incorporating enhanced security requirements on the basis of network evolution, and adapting what has been learned from earlier technologies. The Communications Authority of Kenya has adopted an approved international standard developed by ITU and 3GPP to ensure interoperability and security of mobile systems. The Authority plans to leverage the expertise of various stakeholders and international good practices in cybersecurity to develop technical codes and implement a standardized minimum security assessment checklist so as to ensure that 5G networks meet the latest technical standards and are in line with global norms in relation to 5G security.

			–	Following a wide review of the cybersecurity risks to 5G networks, the European Union developed a toolbox of risk mitigating measures120 with the aim of identifying a common set of measures to mitigate the main 5G cybersecurity risks and help prioritize mitigation measures in European Union-level and national-level plans. The Cybersecurity Strategy for the Digital Decade highlights the importance of safeguarding the next generation of broadband mobile network, and has a specific appendix on next steps for the cybersecurity of 5G networks.121 The European Union Certification Framework includes the on-going development of a cybersecurity certification scheme for 5G.122 

			5.6	Implementation and compliance challenges 

			Policy development is essential, as is a focus on effective implementation. Reporting mechanisms, compliance with relevant standards, and practical policy and regulatory enforcement measures are necessary to ensure robust 5G network cybersecurity. New frameworks introducing changes for the security of the telecommunications networks will necessitate an ongoing compliance journey for telecommunication service providers and therefore close engagement with industry. In the United Kingdom, Ofcom uses a supervisory model under its telecommunications security policy and engages with the telecommunications providers' regulatory and technical teams. The regulator considers that implementation is not only about technical measures, it also demands a cultural shift in how telecommunications providers think about cybersecurity, requiring them to identify and be accountable for those parts of their networks and services they have outsourced. Engaging at the senior level and getting senior commitment and sponsorship across Government, regulators and industry is a prerequisite for success.123

			In Malaysia, the Government has approved a new cybersecurity bill which provides that a single agency will manage all critical infrastructures. Telecommunications networks, including 5G networks, fall within the scope of this new cybersecurity bill. The regulator124 is in the process of developing a set of requirements for operators to report on security compliance. As part of Q3/2 interim deliverable on 5G cybersecurity,125 one of the country's operators highlighted that the implementation of the new policy can be challenging as it involves communicating risk and articulating minimum security requirements, which requires time-, cost- and work-intensive concertation, often impinging on shareholder considerations. For operators with shareholders, the structures, policies and regulations in respect of security are sometimes not congruent, which can pose a challenge for security teams. Accordingly, there is a need to engage all teams, including C-level officials when considering new security frameworks.

			5.7	Need to prioritise investment in educating and training the workforce 

			According to Allied Market Research,126 the global 5G security market is projected to reach USD 37.8 billion by 2031, with soaring demand for cybersecurity professionals, particularly those with specialized skills for protecting 5G networks. Countries, organizations, and institutions should prioritize workforce training and recruitment to ensure the advancement of 5G cybersecurity. The necessary specialized skills are currently difficult to find in the workforce; furthermore, achieving gender balance in hiring is a challenge. If the workforce is not ready, this will slow and complicate the transition to 5G. While countries should prioritize training and education through national programmes, the private sector can also explore training and upskilling programmes, as participation from the wider industry is required to ensure needs are met. 

			One example of a country that is finding solutions to the workforce challenges is Türkiye, with increased investment in educating and training a workforce capable of managing the complexities of 5G security. As part of this commitment, a 5G Valley open test site has been established by key institutions, including the Information and Communication Technologies Authority, Middle East Technical University, İhsan Doğramacı Bilkent University, Hacettepe University, and telecommunications operators Türk Telekomünikasyon A.Ş., Turkcell İletişim Hizmetleri A.Ş., and Vodafone Telekomünikasyon A.Ş. This site serves as a vital platform for the research, development, and testing of 5G technologies and beyond, providing opportunities for academic and industry collaboration. The 5G Valley executive board, comprising representatives from the aforementioned institutions, ensures the effective implementation of this initiative. By providing a platform where academics, researchers, doctoral students, and start-ups can engage in work related to 5G and beyond, the 5G Valley open test site not only fosters innovation but also contributes to the development of a highly skilled workforce. This initiative is integral to Türkiye's strategy to prioritize and enhance the security of 5G networks through continuous investment in education, training and research.127

			5.8	Beyond 5G: setting the direction for 6G cybersecurity 

			Although 5G is still at the planning and deployment stage in many countries and regions, attention in research and development, as well as in the standardization processes, is already moving beyond 5G networks. Thus, at the end of 2023, the ITU Radiocommunication Sector (ITU-R) approved the framework and overall objectives of the future development of IMT for 2030 and beyond,128 commercially known as 6G. 

			
				Box 3: IMT-2030

				The framework highlights that IMT-2030 is expected to be an important enabler for achieving enhanced security and resiliency. It is expected to be secure by design, and to have the ability to continue operating during, and quickly recover from, a disruptive event, whether natural or man-made. The document also reaffirms that the security and resilience of IMT-2030 systems are fundamental to achieving broader societal and economic goals.

				In the context of IMT-2030, security is defined by the framework as the “preservation of confidentiality, integrity, and availability of information, such as user data and signalling, and protection of networks, devices and systems against cyberattacks such as hacking, distributed denial of service, man in the middle attacks, etc.”. Resilience is defined as the “capabilities of the networks and systems to continue operating correctly during and after a natural or man-made disturbance, such as the loss of primary source of power, etc.”.

			

			

			Figure 2: Capabilities of IMT-2030

			[image: Circular diagram illustrating the new and enhanced capabilities of International Mobile Telecommunications 2030, divided into various parameters such as security, latency, mobility, and more, with corresponding metrics and values displayed.]

			Source: ITU

			It has become clear that 6G is being envisioned, and the start of its standardization processes is being conceived, with a robust level of concern related to security and resilience, which is in contrast to the early design stages of the 5G technology, including from a standardization point of view. A comparison with the vision for IMT-2020 (commercially known as 5G) approved in 2015,129 compellingly illustrates the shift in thinking, with the recognition of the need to properly address cybersecurity and cyber-resilience as an enabling pillar of the digital transformation and digital economy.
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			Chapter 6 – Challenges and approaches to addressing smishing

			Short message service (SMS) is used by malicious actors as an attack vector. Globally, there has been a significant increase of the use of SMS for spam130 and text message scams. The latter rely on tactics to deceive users into providing their personal data, including financial data, and in downloading malware to their devices. SMS scams not only reduce user confidence in telecommunications messaging services as well as their satisfaction levels, but are also a waste of network resources. 

			Data form the United Stated Federal Trade Commission indicate reported losses of USD 330 million to text message scams in 2022, more than doubling that reported in 2021.131 For the same period, in Australia, the Scamwatch programme from the National Anti-Scam Centre has received almost 80 thousand reports of text message scams that accounted for more than AUD 28 million.132

			Although the use of SMS services varies across countries, and innovation in the telecommunications/ICT sector has delivered new ways of communicating, including through the worldwide spread of mobile messaging applications, the SMS service remains valuable to users given its simplicity and its availability on all mobile phones.

			In this context, this chapter considers 'smishing', which is one of the most prevalent types of SMS incident, standards recommendations to combat smishing, and some national experiences and approaches to facing such challenges.133

			6.1	Smishing

			The term 'phishing' applies to the use of emails, messages, voice calls, or social media messages that appear legitimate but aim to deceive the recipient, usually through impersonating a trustworthy person, or entity such as a bank, government agency, employer or family member. The user is often directed to a website where they will input personal details resulting in identity theft, or the user may be induced to provide personal information such as bank or credit card information, or to make a payment to a fake account. 

			In the cybersecurity domain, one of the most increasingly common types of scam is 'smishing', a term that combines the words 'phishing' and 'SMS' and refers to the phishing messages delivered to mobile phones through SMS texts. According to Supplement 29 to Recommendation ITU-T X.1242,134 smishing is “an attack in which the user is tricked into downloading a Trojan horse, virus or other malware onto his cellular phone or other mobile device” and phishing is defined as an “attack to acquire sensitive information such as usernames, passwords, and credit card details for malicious reasons, by masquerading as a trustworthy entity in an electronic communication”.

			Smishing attacks have become a growing threat over recent years, and the use of artificial intelligence (AI) tools have intensified their prevalence, highlighting both the scale and increasingly sophisticated nature of this new type of cyber-attack. In 2022, more than half of personal mobile devices, and a quarter of mobile enterprise devices had encountered at least one phishing attack every quarter, with smishing, a non-email-based phishing attack, increasing by more than sevenfold in the second quarter of 2022.135

			Sometimes it is hard for the users of communication services to identify this type of attack. By leveraging social engineering techniques, malicious actors send fake messages to mobile devices, tricking the recipients into clicking on URL links contained in these messages. Cybercriminals may use URL shortening services to hide fake login links, making it more difficult to determine whether the message is from a scammer. There are a few key signs that a message is fraudulent, such as the message having nothing to do with the recipient; the message is often imbued with a sense of urgency; the message is sent from an unfamiliar phone number; the message contains spelling and grammatical errors; and the message contains a suspicious link.

			Users need to be aware of the risk and of the steps they can take to avoid becoming a victim of a smishing attack. There are also important roles for service providers to play, as well as for the public sector, that not only can work with the telecommunications sector to ensure that standards and good practices are being followed, but can also promote awareness about smishing within the population. 

			

			6.2	Approaches taken to combat smishing

			6.2.1	Countries' approaches to combat smishing

			During the study cycle, ITU Member States focused on developing regulation, raising awareness, collaborating with private sectors, and engaging in international cooperation to combat smishing. While there are many ongoing efforts to address the challenges posed by smishing, it is clear that there is not a one-size-fits-all solution to this problem, and that there is a need for a multifaced approach including considering these attacks as criminal offences.

			This latter approach has been adopted by the Russian Federation136 that qualifies the actions of telephone scammers, including smishing scammers, as a criminal offence under art. 159 of the Criminal Code of the Russian Federation. In addition, the Russian Federation administration has adopted measures to ban the renting out of virtual mobile numbers, and these measures entered into force in September 2024. The renting of virtual mobile numbers was recognized as a security threat, as malicious actors use temporary numbers to create accounts in social networks and message applications, to spread threats. Another measure adopted by Russian Federation administration was the launch of an antifraud platform to provide telephone call verification. With the help of the platform, connected telecommunication service providers verify numbers and check their authenticity, blocking suspect calls and SMS, before the can reach the recipient. Connecting to the system, which is obligatory for all telecommunication services approved to provide voice communication services is free of charge, but non-connection will lead to a fine of between RUB 600 000 and RUB 1 million. These initiatives have also been complemented by awareness campaigns to empower users.

			A comprehensive approach has also been adopted by the Government of Australia encompassing industry and government initiatives together with awareness-raising efforts. Combatting SMS scams has been a compliance priority in recent years for the Australian Communications and Media Authority (ACMA) which unveiled a series of new rules. These rules included: requiring telecommunications providers to identify, trace and block scam calls and scam texts; mandating stronger identity verification processes before mobile numbers can be transferred between providers; and mandating stronger identity verification processes for high-risk transactions including SIM swap and account change requests, etc. The authority audits telecommunication service providers who send bulk text messages, and these enforcement actions have revealed that malicious actors have exploited vulnerabilities created by non-compliance, to send high-profile SMS scams to Australians.137

			Other enforcement activities undertaken by the ACMA to combat telecommunications scams include: issuing consumer alerts about government agency impersonation and remote access scams; working behind the scenes with telecommunication service providers, government agencies, and well-known brands to disrupt phone scams; and undertaking international cooperation with other nations and international regulators to strengthen strategic engagement in the global fight against scams, unsolicited telemarketing, and spam.

			Additionally, the Government of Australia embarked on the phased roll out of specific anti-fraud measures in 2023, including the establishment of a National Anti-Scam Centre (NASC), the development of a webpage takedown function to remove pages established for investment scams, and the introduction of a SMS sender ID registry. 

			Cooperation and the partnership between the involved actors has been a consistent approach employed by a number of countries and is the cornerstone of initiatives undertaken in the Republic of Korea. The country has facilitated the sharing of threat intelligence on smishing tactics to allow faster identification and mitigation of new attack vectors, as well as automated reporting systems to be used by users and shared with telecommunication service providers for blocking purposes.

			AI tools can also help combat smishing, as is the case for example in the Republic of Korea where the Ministry of Science and ICT (MSIT) and the Korea Internet & Security Agency (KISA) implement a range of measures designed specifically to address smishing, including: 

			–	real-time monitoring and blocking of smishing messages through an AI-based detection and filtering system that analyses SMS patterns, 

			–	flagging of suspicious messages for blocking, and detection of malicious URLs within SMS content; 

			–	creation of a database of malicious numbers maintained by, and shared with telecommunication service providers; 

			–	implementation of AI-powered filtering systems; and 

			–	creation of a national reporting hotline (118) and online portals operated by KISA.138

			These activities exemplify the importance of tackling several dimensions of the phenomena, with the need to engage the telecommunication service providers; to embrace new and emerging technologies to assist in analysis, filtering, and blocking; to implement necessary procedures and processes; to develop and maintain a reporting system; to make use of the reporting data; and also, to work intensively on the awareness of the population. The relevance of raising awareness of the users cannot be underestimated. Malicious actors frequently change, refine, and reinvent their methods and a well-informed, empowered, and aware user has a far higher chance of not becoming a victim.

			6.2.2	Industry approaches to combat smishing

			The telecommunication industry has taken positive steps to combat and mitigate the impacts of smishing, and of scams in general. In terms of technical methods, providers have introduced measures such as reporting mechanisms, SMS firewalls, blocking of known phishing site URLs, and SMS sender ID protection registries. SMS firewalls can stop large amounts of unwanted messages from reaching users, and SMS sender ID registries allow organizations to register and protect the message headers used when sending SMS to their customers, limiting the impact of smishing and spoofing. Scam reporting, when carried out in a coordinated way across multiple mobile operators, is an effective way of identifying and removing scams. The 7726 reporting service implemented in the United Kingdom and Canada allows reporting of suspicious messages for investigation.139 The four main mobile operators in the United Kingdom in 2014, working with the United Kingdom Information Commissioner's Office, voluntarily implemented the 7726 reporting service for people to forward suspicious texts, as well as spam, free of charge. As of March 2025, 26 000 scam numbers have been removed.140

			Authorised push payment (APP) fraud is another issue which results in significant financial loss to consumers due to criminals contacting victims through SMS or phone calls pretending to be from a legitimate organization, such as a bank, and then extracting a payment transfer. GSMA and UK Finance convened the United Kingdom mobile operators and banks to deliver 'Scam Signal', a solution that uses an application programmable interface (API) to enable banks to better identify and stop fraudulent transfers.141 

			In many Sub-Sahara African countries where mobile money services are very popular, enhancing security on these platforms is a critical focus. 'M-Pesa' in Kenya, and similar services in other countries, have integrated biometric authentication, improved encryption, and enhanced fraud detection systems to protect users from impersonation and phishing attacks.142 Globally, operators across all regions are deploying various APIs such as 'Number Verify' which removes the need to use another authentication method such as one time pin (OTP) and password, and instead checks that the user is interacting with a service from a device with the pre-registered/paired mobile phone number. 'Know your customer' (KYC) processes are increasingly used to provide a safer onboarding process, including for mobile money services, by validating user contact information and mitigating identity theft.

			Telstra, the biggest telecommunication operator in Australia, operates an SMS scam filter to scan the content of messages, looking for suspicious patterns and characteristics, and then identifies and blocks any malicious messages containing suspicious links or phone numbers.143 Telecommunication providers also partner with the banking sector to address phone scams. For example, Australia's second largest telecommunication provider, Optus, launched a 'Call Stop' initiative jointly with the Australian Financial Crimes Exchange, and banking members including the major banks.144 Targeting call back scams, the programme prevents Optus customers from dialling the identified scam number, then instead forwards the call to an automated message to warn them against scam risk. Informing the users of preventive methods is also carried out by banks and telecommunication operators to consolidate efforts to combat smishing and telecommunication fraud. 

			The GSMA facilitates collaboration and intelligence sharing through the Fraud and Security Working Group (FASG)145 and the Telecommunication Information Sharing and Analysis Center (T-ISAC).146 Both are secure platforms to help facilitate real-time information sharing on a global scale.

			Efforts to combat smishing and telecommunication scams require strong partnerships among all stakeholders. Government alone cannot disrupt scam activities. Following ACMA registration and enforcement of rules to identify and block scam calls in December 2020, and scam text messages in July 2022, telecommunication providers have reported blocking of over 1.4 billion scam calls and over 257 million scam messages to the end of June 2023.147 

			Moreover, public information campaigns about scam reporting should be considered to increase the numbers of reports. In the United Kingdom, some organizations, such as the National Cyber Security Centre and some local police forces have publicised the existence of the 7726 reporting service, and Ofcom, the communications regulator, has set out simple instructions in a step-by-step video format, explaining how to report both texts and calls to 7726 on most major smartphone models. Recently, the incorporation of a spam reporting button on the vast majority of smartphones in the United Kingdom market has hugely increased the rate of reported scam messages. This new functionality acts in the same way as reporting to the 7726 service, with the information being shared with mobile operators through the shared third-party database. This change has resulted in an increase in reports by about 800 per cent over one year.148

			As measures taken to date have generated positive results, a holistic approach that spans different stakeholders including government authorities, banks and telecommunication operators, plus users, should be considered.
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			Conclusions

			The use of telecommunications/ICTs has been invaluable in fostering development and social and economic growth globally. Securing information and communication networks and developing a culture of cybersecurity are key in today's world, especially as the adoption and use of telecommunications/ICTs continues to rise. During this study period, Question 3/2 considered numerous aspects of cybersecurity, examining contributions from the ITU membership, and holding two workshops that have informed this report and its conclusions.

			Chapter 1 revealed that cybersecurity awareness initiatives have ranged from wide-encompassing programmes targeting various parts of the population, to specific interventions focused on themes such as cybersecurity hygiene, and scams awareness. Similarly, Member States' cybersecurity education and training policies have revealed different levels of maturity. Some countries have implemented fully-fledged strategies aimed at mitigating the shortage of cybersecurity professionals, while others have opted for more specific training solutions targeting components of the workforce. Member States have rightly emphasized child online protection initiatives, implementing of robust legal frameworks, and developing of pragmatic tools and programmes to make the Internet safer for children. 

			Chapter 2 explored a wide range of cybersecurity assurance practices which have emerged as a critical element in protecting networks, systems and data from malicious activities. Although they do not directly prevent cyberattacks, their goal, if correctly implemented, is to minimize the risk of such attacks. While there is no one single approach to be recommended, the sample of initiatives have shown a sustainable shift towards the adoption of these practices worldwide, with national authorities often using different and a mix of approaches, ranging from self-assessments and voluntary guidelines, to labelling schemes and strict compliance checks.

			Chapter 3 highlighted how CIRTs serve an essential role in increasing the cyber resiliency of a country. Their establishment and functioning should be further prioritized in developing countries. ITU can offer CIRT assessments and CIRT development for countries aiming to increase their CIRTs capacity for CI resilience.

			Chapter 4 discussed approaches and experiences in national roadmaps that can guide the enhancement of national cybersecurity frameworks. It emphasizes that while the cyber threat landscape is continuously evolving, the foundational principles of comprehensive planning, inclusive stakeholder involvement, and proactive adaptability remain central to successful cybersecurity strategy implementation. Moving forward, it is these principles that will continue to shape the resilient cybersecurity defences necessary to safeguard national interests in an interconnected world.

			Chapter 5 focused on cybersecurity measures to secure 5G networks. Standards and specifications have been developed across SDOs and industry groups, and their implementation should be complemented with proactive cybersecurity measures from vendors and operators as well as national policies and regulations. These can take various forms depending on national contexts including vendor assessment, testing, certification, and the establishment of guidelines or requirements. 

			Finally, Chapter 6 considered efforts to combat telecommunication scams, with a focus on smishing, and stressed the need for strong partnerships among public and private sectors. The chapter highlighted successful examples of government and industry initiatives in tackling the rise of smishing. User awareness and education is also critical, especially as these attacks become more sophisticated and harder to detect. 

			As for the future of Question 3/2, as long as the global cybersecurity landscape continues to evolve, the need to share information and approaches about cybersecurity will remain vital. There are merits in retaining this topic in the next study cycle, albeit with a review of terms of reference that lend greater focus to specific cybersecurity issues reflective of the mandate and audience of the ITU-D study group.

		

	
		
			

			Annexes

			Annex 1: List of contributions and liaison statements received on Question 3/2

			Contributions for Question 3/2

			
				
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
					

				
				
					
							
							2/408

						
							
							2025-04-29

						
							
							RIFEN

						
							
							Securing contractualization and deed production during the real estate sales process via blockchain technology and machine learning: practices and use cases

						
					

					
							
							Describes the integration of blockchain technology and machine learning solutions for securing real estate transactions. Together, these technologies strengthen stakeholder confidence, while improving the efficiency of real estate transactions. This contribution takes into account existing work and provides an overview of the system we have implemented in Cameroon for the sale of real estate.

						
					

					
							
							2/405

						
							
							2025-04-28

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
					

					
							
							This contribution provides an update on the activities currently being undertaken by BDT to enhance cybersecurity in ITU Member States. It also highlights future actions envisaged and new initiatives being formulated.

						
					

					
							
							2/393

						
							
							2025-04-23

						
							
							United Kingdom

						
							
							Scam reporting within the UK

						
					

					
							
							Summarises how the largest mobile operators in the United Kingdom voluntarily provide the 7726 reporting service, as a way of identifying, removing, and preventing scams calls and messages.

						
					

					
							
							2/392

						
							
							2025-04-2025

						
							
							RIFEN

						
							
							Developing countries: strengthening cybersecurity

						
					

					
							
							Describes how developing countries face multiple and complex cybersecurity challenges, but with limited means to address the question of how they can ensure that disparities in technical capabilities and funding do not hamper their efforts to enhance cybersecurity. 

						
					

					
							
							2/370

						
							
							2025-04-14

						
							
							China

						
							
							Jointly building cybersecurity: typical practices of safeguarding cyberspace security

						
					

					
							
							Provides an overview of the laws and regulations enacted by China to safeguard cyberspace security, the national campaigns launched to raise people's awareness of cybersecurity, as well as the international initiatives proposed by China on cybersecurity, with the aim of providing reference practices and paths for the world to build secure cyberspaces together.

						
					

					
							
							2/350

						
							
							2025-02-27

						
							
							RIFEN

						
							
							Artificial intelligence for the detection and reporting of online cyberbullying

						
					

					
							
							Presents the challenge to combat online harassment and the opportunity to integrating artificial intelligence, particularly deep learning techniques, as a promising avenue for improving the protection of sensitive data. The contribution highlights the advantages of designing an intelligent system capable of proactively and automatically identifying threats by combining advanced analysis techniques with proactive cybersecurity strategies.

						
					

					
							
							2/346

						
							
							2025-02-04

						
							
							Tanzania

						
							
							Best practices for coordinating efforts and developing cybersecurity culture

						
					

					
							
							Highlights good practices for coordinating efforts to promote a culture of cybersecurity in Tanzania. It outlines how various legal, technical, organizational, and capacity development measures, along with cooperation, have been vital in enabling Tanzania to achieve a "Tier 1" ranking and be recognized as a "role model" in the Global Cybersecurity Index (GCI) published by the International Telecommunication Union (ITU). It also identifies areas for continuous improvement, especially in technical and capacity development measures.

						
					

					
							
							2/TD/10
+Ann.1

						
							
							2024-11-12

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
					

					
							
							Reports on the recently conducted CIRT Maturity Assessments in Azerbaijan, Bhutan, Sierra Leone, and Tanzania, the cyberdrills carried out in 2024 to enhance incident response readiness across different regions, the launch of the 5th edition of the Global Cybersecurity Index, BDT assistance in countries and territories in the assessment of their cybersecurity strategies, the Women in Cyber Mentorship Programme and the Her CyberTracks programme, the launch of new online safety tools for children and ongoing capacity building efforts, and other initiatives.

						
					

					
							
							2/339

						
							
							2024-11-07

						
							
							Republic of the Congo

						
							
							Online communication and transactions via new and emerging telecommunications/ICTs, such as the Internet of Things (IoT)

						
					

					
							
							

							Outlines challenges in consumer protection with the rise of IoT technology. It highlights issues with data protection, privacy, fair business practices, and device security. Various international responses include legislation, certification, monitoring, and technical standards to safeguard consumer rights and ensure device security.

						
					

					
							
							2/329

						
							
							2024-10-29

						
							
							Egypt

						
							
							Egypt capacity building centre for African countries (EG-ATRC)

						
					

					
							
							Details Egypt's dedication to enhancing African nations' communication and information technology skills via the Egyptian African Telecom Regulatory Training Centre (EG-ATRC), providing ITU-accredited training and hosting 381 participants from 30+ countries.

						
					

					
							
							2/322

						
							
							2024-10-29

						
							
							NRD Cyber 
Security

						
							
							Strengthening cyber resilience: the role of Lithuania's national CIRT in critical infrastructure protection

						
					

					
							
							Presents a case study on Lithuania's National Computer Incident Response Team within the National Cyber Security Centre, highlighting its functions in critical infrastructure protection through monitoring, incident handling, threat analysis, and collaboration efforts, including European Union initiatives.

						
					

					
							
							2/320

						
							
							2024-10-29

						
							
							Australia

						
							
							Mandating a minimum standard for consumer-grade smart devices

						
					

					
							
							Describes Australia's transition to mandatory smart device security standards from voluntary security standards, prompted by poor guideline adoption. A Bill proposes enforceable Internet of Things standards, requiring compliance statements from manufacturers and suppliers, and introduces a regulatory model with update flexibility.

						
					

					
							
							2/312

						
							
							2024-10-28

						
							
							Republic of Korea 

						
							
							Challenges and approaches to addressing smishing and SMS incidents in South Korea

						
					

					
							
							Examines smishing threats in the Republic of Korea, detailing the Ministry of Science and ICT and Korea Internet & Security Agency countermeasures, challenges, and government strategies such as AI detection, awareness campaigns, and international cooperation, with recommendations for improvement.

						
					

					
							
							2/309

						
							
							2024-10-25

						
							
							Albania

						
							
							Creation of a safer cyber ecosystem in a country: the case of Albania

						
					

					
							
							Summarizes Albania's post-cyberattack cybersecurity reforms, including legal and strategic updates, new operations centres, human capital investment, and enhanced international cooperation with entities like the UN and NATO, leading to stronger legal frameworks and preparedness.

						
					

					
							
							2/301

						
							
							2024-10-22

						
							
							China

						
							
							Mobile anonymous subscription service based on data security protection

						
					

					
							
							Proposes a service for user privacy protection by using temporary numbers and anonymous IDs, with a focus on balancing privacy and digital economy growth, detailing a system architecture that ensures availability, scalability, reliability, usability, observability, and audit logs.

						
					

					
							
							2/300

						
							
							2024-10-22

						
							
							China

						
							
							Based on anonymous data exchange network, release the value of telecommunications data

						
					

					
							
							Examines the importance of telecommunications data in the digital economy and the challenges of using it, such as privacy issues and integration with Internet data. It details the China Academy of Information and Communications Technology creation of an anonymous data network, enhancing financial risk management and advertising, and supporting sustainable growth and employment in line with the United Nations Sustainable Development Goals.

						
					

					
							
							2/299

						
							
							2024-10-22

						
							
							China Telecommunications Corporation

						
							
							Building security capabilities to alert phishing websites

						
					

					
							
							Outlines the difficulties the elderly encounter with digital threats such as phishing, and details the China Telecom security tool, which shields them through gateway plug-ins, cloud engines, and a security database, serving over 10 million users in 31 provinces.

						
					

					
							
							2/276

						
							
							2024-09-30

						
							
							Côte d'Ivoire

						
							
							Cybersecurity in action: strategies and challenges in a connected world - experience of Cote d'Ivoire

						
					

					
							
							Presents the "O'KOHI" web series by a Platform for the Fight against Cybersecurity (PLCC), designed to educate on cybersecurity via videos. Funded by ARTCI and the Ministère de l'Economie Numérique, des Télécommunications et de l'Innovation, it addresses hacking, data protection, and cyberattacks, ensuring content accuracy through expert collaboration.

						
					

					
							
							2/273

						
							
							2024-09-29

						
							
							RIFEN

						
							
							Machine learning-based CVE and CWE analysis

						
					

					
							
							Highlights the need for machine learning to automate Common Vulnerabilities and Exposures (CVE) and Common Weakness Enumeration (CWE) analysis, improve identification and prioritization of software vulnerabilities, and overcome challenges such as data quality and model complexity through solutions including data validation and continuous learning. It advocates for collaboration to enhance cybersecurity.

						
					

					
							
							

							2/271

						
							
							2024-09-29

						
							
							RIFEN

						
							
							Cybersecurity and cyberspace protection in developing countries

						
					

					
							
							Examines the Internet and information and communication technology impact on Africa's socio-economic progress, addressing cyberattack risks and the necessity for collaborative security efforts. It discusses Africa-specific challenges, infrastructure vulnerabilities, and advocates for a multi-stakeholder strategy to safeguard essential Internet resources.

						
					

					
							
							2/268

						
							
							2024-09-24

						
							
							RIFEN

						
							
							Cybersecurity awareness for rural youth through online training organized by RIFEN-SADA

						
					

					
							
							Outlines the RIFEN-SADA (Smart Africa Digital Academy) cybersecurity training, which enhanced awareness and skills in cybersecurity among young Africans through fourteen modules. It fostered a security-conscious culture, practical protection knowledge, and guided talent development, leading to certifications and improved job prospects.

						
					

					
							
							2/254

						
							
							2024-09-19

						
							
							Co-Rapporteur for Question 6/1; Co-Rapporteur for Question 3/2

						
							
							Report of the workshop on Increasing Consumer Awareness Mechanisms to Promote Informed Consumer Decision: A joint workshop for Question 6/1 and Question 3/2 held in Brasilia from 18-20 June 2024

						
					

					
							
							Presents the workshop on consumer protection in the digital age, discussing infrastructure in underserved regions, security, digital literacy, and data privacy. It stressed digital inclusion, consumer behaviour, and skill gaps, concluding with good practices for ITU deliverables.

						
					

					
							
							2/246

						
							
							2024-09-16

						
							
							RIFEN

						
							
							Securing the contracting procedure and the production of deeds of purchase in the real estate sale process using blockchain technology and machine learning

						
					

					
							
							Discusses how blockchain technology and machine learning are revolutionizing the real estate industry by enhancing security, efficiency, and decision-making in the sales process. It highlights the benefits of smart contracts and improved market analysis, while acknowledging the challenges of adoption and regulation.

						
					

					
							
							2/242

						
							
							2024-09-12

						
							
							Central African Republic

						
							
							Operationalization of CSIRT/SOC/PKI platforms and training

						
					

					
							
							Outlines the Central African Republic's cybersecurity measures post-broadband expansion, including the deployment of a Security Operations Centre - Computer Security Incident Response Team (SOC-CSIRT) and public key infrastructure (PKI) systems, and requests Union support for network security.

						
					

					
							
							RGQ2/218

						
							
							2024-04-29

						
							
							Australia

						
							
							National Office of Cyber Security and the Cyber Security Response Coordination Unit

						
					

					
							
							Presents the Cyber Security Response Coordination Unit, the National Office of Cyber Security and the National Cyber Security Coordinator, entities established by the Government of Australia within the Department of Home Affairs for central coordination, following the Optus and Medibank data breaches of 2022.

						
					

					
							
							RGQ2/214

						
							
							2024-04-19

						
							
							Australia

						
							
							Critical Infrastructure Uplift Program (CI-UP)

						
					

					
							
							Outlines the Critical Infrastructure Uplift Programme (CI-UP) in Australia, designed to enhance cyber security and resilience of critical infrastructure against cyber-attacks. It details CI-UP activities and emphasizes the voluntary and collaborative nature with industry partners.

						
					

					
							
							RGQ2/212

						
							
							2024-04-18

						
							
							China Mobile Communications Co. Ltd.

						
							
							China's initiatives to protect the cyber-security rights and interests of minors

						
					

					
							
							Presents the critical nature of cybersecurity for Chinese minors, addressing their high online presence, urban-rural digital divide, and exposure to risks such as addiction and privacy violations. It underscores China's advancements in safeguarding minors' Internet use and the collective role of government, industry, and society in bolstering cyber-security education and safety.

						
					

					
							
							RGQ2/201

						
							
							2024-04-16

						
							
							Saudi Arabia 

						
							
							Cost estimation tool for cybersecurity controls

						
					

					
							
							Outlines the National Cybersecurity Authority (NCA) development of the "ECC Cost Estimation Tool" to aid Saudi organizations in budgeting for cybersecurity compliance. It details the creation process, including research, implementation and testing phases.

						
					

					
							
							RGQ2/191

						
							
							2024-04-16

						
							
							United Kingdom

						
							
							Considerations in implementing a new and significant regulatory security framework for the telecoms sector: an example from the UK's Telecoms Security Act (TSA)

						
					

					
							
							Outlines the United Kingdom new telecoms security framework under the Telecommunications Security Act 2021, detailing enhanced security duties for providers, a tiered approach based on turnover, and the Ofcom role in ensuring compliance and fostering a collaborative security culture.

						
					

					
							
							RGQ2/184

						
							
							2024-04-15

						
							
							Brazil

						
							
							Creating cybersecurity capabilities: Hackers do Bem

						
					

					
							
							

							Describes Brazil's "Hackers do Bem" ("White Hat Hackers") initiative, aiming to train 30 000 students in cybersecurity through a five-level curriculum, with government support, to build a national hub, boost employability, and strengthen the cybersecurity ecosystem.

						
					

					
							
							RGQ2/183

						
							
							2024-04-15

						
							
							Brazil

						
							
							Cybersecurity in Brazilian National Research and Education Network: CAIS

						
					

					
							
							Outlines the work of the Brazilian National Research and Education Network (RNP), which created the first network security centre in Brazil in 1995 (CAIS). CAIS serves as CSIRT for the Brazilian academic network, being the focal point for security incident notifications and providing coordination and support for the incident handling.

						
					

					
							
							RGQ2/182

						
							
							2024-04-15

						
							
							Brazil

						
							
							Brazilian Federal Cyber Incident Management Network

						
					

					
							
							Presents the Brazilian Federal Cyber Incident Management Network (ReGIC), presenting the two CSIRTs with national responsibilities, such as the Brazilian National Computer Emergency Response Team (CERT.br) and the Centre for Prevention, Treatment and Response to Government Cyber Incidents (CTIR Gov), as well the CSIRT ecosystem in Brazil.

						
					

					
							
							RGQ2/181

						
							
							2024-04-15

						
							
							Brazil

						
							
							Brazilian National Cybersecurity Policy

						
					

					
							
							Summarizes Brazil's National Cybersecurity Policy and the formation of the National Cybersecurity Committee, detailing its principles, goals, and tasks like promoting cybersecurity, resilience, education, and global collaboration, with diverse members overseeing policy execution.

						
					

					
							
							RGQ2/170

						
							
							2024-04-04

						
							
							Russian Federation

						
							
							Implementation of the educational project "Digital Literacy Campaign" in the Russian Federation

						
					

					
							
							Outlines the Russian Federation's "Digital Economy" programme for human capital and economic growth by 2024, including "Digital Literacy Campaign" with partners like Kaspersky Lab to educate children on digital safety through animated videos.

						
					

					
							
							RGQ2/165

						
							
							2024-04-02

						
							
							Brazil 

						
							
							Meaningful connectivity

						
					

					
							
							Summarizes the Anatel 2023 Strategic Planning, highlighting digital transformation and meaningful connectivity, which encompasses a cyber safety perspective. It details cyber hygiene initiatives, including the launch of a dedicated page to combat digital scams and frauds.

						
					

					
							
							RGQ2/164

						
							
							2024-03-29

						
							
							United States

						
							
							U.S. Pre-Ransomware Notification capability

						
					

					
							
							Details the CISA Pre-Ransomware Notification programme to pre-empt ransomware attacks. It emphasizes early warnings, international cooperation, and the success of the #StopRansomware campaign in averting threats in 2023.

						
					

					
							
							RGQ2/163

						
							
							2024-03-26

						
							
							Syrian Arab 
Republic

						
							
							A paper on digital development in Syria and the current reality

						
					

					
							
							Summarizes the Syrian Arab Republic digital transformation strategy for government services, detailing a phased approach from 2021 to 2030, encompassing e-government services, citizen centres, and cybersecurity. It includes strategic axes, programmes, and annexes on Internet capacity and security.

						
					

					
							
							RGQ2/160

						
							
							2024-03-26

						
							
							RIFEN

						
							
							Initiatives to strengthen digital trust in Côte d'Ivoire

						
					

					
							
							Highlights Côte d'Ivoire's National Digital Development Strategy 2021-2025, aiming to transform the nation into West Africa's digital hub by improving digital skills, cybersecurity, and women's tech inclusion, and by creating a national data centre.

						
					

					
							
							RGQ2/155

						
							
							2024-03-26

						
							
							RIFEN

						
							
							Building a resilient security culture: a comprehensive approach to cybersecurity enhancement

						
					

					
							
							Highlights the need for a robust cybersecurity culture in organizations, advocating for comprehensive strategies such as employee training, simulations, incident response teams, access control, encryption, and continuous monitoring to combat cyber threats.

						
					

					
							
							RGQ2/149

						
							
							2024-03-15

						
							
							Democratic 
Republic of the Congo

						
							
							Development of cybersecurity in the Democratic Republic of Congo: issues and strategies for the protection of ICT infrastructures and digital actors

						
					

					
							
							Outlines the Democratic Republic of the Congo's cybersecurity challenges, including its vulnerability to cyberattacks and the lack of a national strategy, legal framework, and incident reporting. It mentions a workshop for creating a national CIRT and ITU strategy support.

						
					

					
							
							RGQ2/140

						
							
							2024-03-11

						
							
							RIFEN

						
							
							Internet and ICT: development levers and cybersecurity challenges in developing countries

						
					

					
							
							Highlights the importance of Internet and ICTs for development, stressing security against cyberthreats. It combines research with expert opinions, identifies vulnerabilities, and addresses Africa's connectivity issues, advocating for information sharing, legislation, and collaboration to protect digital infrastructure.

						
					

					
							
							

							RGQ2/134

						
							
							2024-03-05

						
							
							Burundi

						
							
							Implementation of a national cybersecurity strategy

						
					

					
							
							Outlines the significance of information management and ICTs for a country's progress, emphasizing the necessity of cybersecurity measures in light of rising cybercrime. It details Burundi's efforts, supported by ITU, to create a national cybersecurity strategy by 2040, concentrating on legal structures, infrastructure security, and skill development.

						
					

					
							
							RGQ2/130

						
							
							2024-02-29

						
							
							RIFEN

						
							
							Côte d'Ivoire's cybersecurity initiatives

						
					

					
							
							Outlines Côte d'Ivoire's cybersecurity strategies, including the Platform for Combating Cybercrime and CI-CERT, stressing public awareness and education to foster a cybersecurity culture and safeguard the online space, particularly during events like the African Cup of Nations.

						
					

					
							
							RGQ2/128
+Ann.1

						
							
							2024-02-29

						
							
							Syrian Arab 
Republic

						
							
							Cybersecurity strategy in Syria

						
					

					
							
							Summarizes the Syrian Arab Republic cybersecurity strategy, focusing on creating a strong infrastructure, handling threats, legal development, capability enhancement, research, governance, and international collaboration via six programs, while stressing the importance of multi-layered protection.

						
					

					
							
							RGQ2/121

						
							
							2024-02-29

						
							
							Haiti

						
							
							Taking control of cybersecurity in Haiti

						
					

					
							
							Outlines Haiti's Haitian Institute for Statistics and Information and the CONATEL partnership to create a national cybersecurity strategy, aided by the World Bank and Inter-American Development Bank, including forming a working group, evaluating cybersecurity maturity, and establishing a CERT to enhance digital security.

						
					

					
							
							RGQ2/117
+Ann.1

						
							
							2024-02-28

						
							
							Dominican 
Republic

						
							
							Cyberskills Center for Latin America and the Caribbean LAC4: Knowledge exchange, training and training in best practices at LAC4

						
					

					
							
							Describes how the Latin America and Caribbean Cyber Competence Centre has enhanced cybersecurity in over 25 Latin American and Caribbean countries through workshops, legal framework support, and promoting regional cooperation, including empowering women and raising cyber awareness.

						
					

					
							
							RGQ2/114
+Ann.1

						
							
							2024-02-27

						
							
							Zambia

						
							
							The role of the Authority in Child Online Protection in Zambia: A Zambia case study on the implementation of the National COP Strategy - Lessons learnt

						
					

					
							
							Summarizes Zambia's dedication to child online safety by adopting ITU Resolution 179 and executing a national child online protection strategy, focusing on legal frameworks, education, combating exploitation, stakeholder cooperation, and ensuring effective oversight.

						
					

					
							
							RGQ2/104

						
							
							2024-01-24

						
							
							Democratic 
Republic of the Congo

						
							
							Making Congolese cybersecurity a lever for integration and socio-economic growth

						
					

					
							
							Describes the Democratic Republic of the Congo's strategy for using cybersecurity to enhance integration, governance, and growth, focusing on infrastructure, cybercrime, and digital services. It advocates for expert capacity building and ITU partnership for a secure digital transformation.

						
					

					
							
							2/212

						
							
							2023-10-31

						
							
							Republic of Korea 

						
							
							Misuse of Personally Identifiable Information

						
					

					
							
							Presents the Republic of Korea’s data protection mechanism that has been updated to address concerns related to the misuse and abuse of personal identifiable information (PII). The Personal Information Protection Act (PIPA) amended the existing PII Anonymization Guidelines on 28 April 2022, which aim to offer six step-by-step guidelines for the treatment (de-identification) of personal information. The Republic of Korea highlighted the challenge of crafting guidelines that guard against the abuse and misuse of PII without jeopardizing the benefits of new technologies.

						
					

					
							
							2/201

						
							
							2023-10-17

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
					

					
							
							Discusses ongoing efforts to improve cybersecurity in ITU Member States, including future plans and new initiatives as well as how the Global Cybersecurity Agenda, launched in 2007, promotes international cooperation, and how BDT works with Member States and global organizations to establish national and regional CIRTs, measures cybersecurity commitments, supports strategy development, encourages diversity, and works to protect children online through the child online protection initiative.

						
					

					
							
							2/199

						
							
							2023-10-17

						
							
							United Kingdom

						
							
							Building local capacity to adopt secure connected place technology: the UK's Secure Connected Places Playbook

						
					

					
							
							

							Recognizes the benefits that connected places ("smart cities") technology can bring societies and local areas. However, it also recognizes that this interconnectivity creates cyber vulnerabilities and the potential for cyberattacks. Through its National Cyber Strategy 2022, the United Kingdom has been developing a 'Secure Connected Places Playbook'. This product, currently in alpha phase, has been developed in partnership with a diverse set of local government authorities and an industry consortium. The Playbook provides guidance on: i) governance; ii) procurement and supply chain management; and iii) risk and threat analysis. The United Kingdom has identified several good practices, including: i) working hand-in-hand with intended beneficiaries; ii) using a “test and iterate” approach; and iii) co-developing and testing with local government authorities. The United Kingdom has now begun beta testing, working with 13 local authorities.

						
					

					
							
							2/196

						
							
							2023-10-17

						
							
							United States

						
							
							U.S. proposed Cyber Trust Mark Program: certifying that IoT products meet U.S. cyber standards

						
					

					
							
							Presents the proposed Cyber Trust Mark program, by the United States Federal Communications Commission (FCC), a voluntary cybersecurity labelling initiative for IoT products. The programme aims to help consumers make informed decisions, differentiate trustworthy products, and encourage manufacturers to meet higher cybersecurity standards. The FCC seeks input on various aspects of the programme, including eligible devices, oversight, security standards, and consumer education. Certified products could be available for purchase by the end of 2024.

						
					

					
							
							2/187

						
							
							2023-10-16

						
							
							Republic of Korea 

						
							
							Privacy by Design certification in South Korea

						
					

					
							
							Shares its contribution on Privacy by Design (PbD), a proactive approach to embedding privacy into the design and operation of information technologies and systems. The Personal Information Protection Committee (PIPC) of the Republic of Korea is piloting a PbD certification system to strengthen the safety of personal information collection devices. The certification helps organizations demonstrate their commitment to user privacy, increasing consumer trust and reducing the risk of privacy breaches.

						
					

					
							
							2/167

						
							
							2023-10-11

						
							
							Australia

						
							
							eSafety Youth Council

						
					

					
							
							Presents the eSafety Youth Council, established in April 2022, that consists of 24 members aged 13-24 from diverse backgrounds in Australia. It aims to involve young people in decision-making processes for policies and programmes impacting them. The Council is informed by the Western Sydney University Youth Engagement Report and follows six good practice principles. Members engage in various activities, including conferences, resource launches, and discussions with technology companies. The Council priorities include collaboration, improved reporting processes, age-appropriate content access, and increased engagement on online safety.

						
					

					
							
							2/158

						
							
							2023-10-09

						
							
							Russian Federation

						
							
							Challenges and approaches to addressing smishing and SMS incidents. Combating illegal use of virtual mobile numbers

						
					

					
							
							Contextualize smishing as a type of phishing attack that uses SMS messages to trick users into downloading malware or revealing personal information. The rise of mobile services and the pandemic have increased its popularity. To combat smishing, users should be cautious of unexpected messages, use anti-spam settings, and report suspicious messages. Governments, banks, and telecommunication operators are also working together to fight smishing through regulations, public awareness campaigns, and technological solutions.

						
					

					
							
							2/154

						
							
							2023-10-05

						
							
							Australia

						
							
							Combating telecommunications scams

						
					

					
							
							Presents the Australian Communications and Media Authority (ACMA) work to combats scams through regulatory powers, new rules, and international cooperation. Initiatives include varying the telecommunications numbering plan, registering the Reducing Scam Calls and Scam SMS Code, and mandating stronger identity verification processes. ACMA also collaborates with other nations and industries to fight scams. Despite progress, SMS scams remain a significant issue. A holistic approach involving industry, government, and consumer awareness is needed.

						
					

					
							
							2/150
+Ann.1

						
							
							2023-09-29

						
							
							Argentina

						
							
							Promoting cybersecurity in Argentina: challenges, strategies and advances in the digital era

						
					

					
							
							Presents the growing reliance on ICT for essential services highlighting the need for governments to prioritize cybersecurity. Challenges include fostering a cybersecurity culture and promoting safe cyberspace usage. Efforts include a National Cybersecurity Awareness Campaign, a joint publication on cybersecurity issues, training programmes for civil servants, strengthening legal frameworks, and addressing the gender gap in ICT access and use through national and international initiatives.

						
					

					
							
							2/141

						
							
							2023-09-28

						
							
							Central African Republic

						
							
							Criminal aspects of physical protection of information and communication network infrastructures

						
					

					
							
							Central African Republic shares the implementation of legislative reforms and creation of agencies to control and secure information systems. However, the country faces vandalism and theft on its new fibre optic network. Proposed solutions include adopting laws against theft, fraud, and vandalism in public information networks and establishing a national CIRT team to coordinate incident management.

						
					

					
							
							2/137

						
							
							2023-09-14

						
							
							Côte d'Ivoire

						
							
							Cybercrime: Continuing campaign on child online protection

						
					

					
							
							

							Discusses the digital knowledge challenge facing Côte d'Ivoire, that is hindering its development in the digital world. To address this, public and private sectors, along with international organizations, have launched an awareness campaign for middle and high school students. The campaign aims to educate and raise awareness about online risks, promote responsible digital behaviour, and provide support for reporting abuse. Over 1 000 students participated in the campaign, which emphasizes the importance of a safer digital environment for all citizens.

						
					

					
							
							2/120

						
							
							2023-09-07

						
							
							Timor-Leste

						
							
							Advancing cybersecurity for Timor-Leste's digital transformation

						
					

					
							
							Presents Timor-Leste digital transformation journey, focusing on improving government services, inclusivity, and crucial sectors such as healthcare, education, and agriculture. However, as a least developed country (LDC), it faces significant cybersecurity challenges, including weak frameworks, limited awareness, and inadequate resources. To enhance digital resilience, Timor-Leste must invest in infrastructure, capacity building, legal frameworks, public-private partnerships, awareness, incident response, and international cooperation. Addressing these challenges is crucial for sustainable development and economic growth in the digital era.

						
					

					
							
							2/119

						
							
							2023-09-06

						
							
							Kenya

						
							
							The Authority's Child Online Protection and Safety Programme in Kenya: A case study on the implementation of the ITU's Guidelines on Child Online Protection

						
					

					
							
							Shares the implementation of child online protection initiatives since 2011, by the Communications Authority of Kenya (CA), focusing on raising awareness and promoting responsible Internet usage. The CA has launched two campaigns, "Be The COP" and "Huwezi Tucheza, Tuko Cyber Smart," targeting parents, guardians, teachers, and children. The authority collaborates with various stakeholders, including government agencies, industry players, and NGOs, to implement the ITU Guidelines on Child Online Protection. Initiatives include legal and regulatory frameworks, reporting mechanisms, research and surveys, national strategies, industry initiatives, educational resources, capacity building, and national awareness campaigns.

						
					

					
							
							2/115

						
							
							2023-09-04

						
							
							Democratic 
Republic of the Congo

						
							
							Digitalization of public services in the Democratic Republic of the Congo: key challenges and requirements for information security and cyberdefence

						
					

					
							
							Presents the implementation of cybersecurity measures, including the enactment of Law No. 20/017 in 2020, and the adoption of a digital code in 2023. The country is working on creating a computer incident response team (CIRT) and improving its broadband infrastructure with a planned 50 000 km of optical fibre network. Cooperation and public awareness-raising are also essential components of their cybersecurity strategy.

						
					

					
							
							2/112

						
							
							2023-08-21

						
							
							Kenya

						
							
							CSIRT/CIRT approaches and experiences towards the resilience of critical infrastructure in Kenya

						
					

					
							
							Introduces the establishment of the National Computer Incidents Response Team (KE-CIRT) by the Communications Authority of Kenya to mitigate cyber threats and ensure a safer cyberspace. The country has a legal framework defining critical infrastructure and has adopted a cybersecurity framework supported by policy and operational frameworks. Challenges faced include a rapidly evolving threat landscape, lack of international cooperation, insufficient expertise, limited resources, balancing privacy and security, coordination and information sharing, technological advancements, insider threats, public-private collaboration, and public awareness and education.

						
					

					
							
							2/98

						
							
							2023-07-25

						
							
							Australia

						
							
							Australia's national online safety awareness campaign

						
					

					
							
							Introduces the Online Safety Act 2021, to keep pace with new technology and emerging online threats. The Online Safety campaign aimed to raise public awareness of the Online Safety Act and the strengthened laws for online safety. The campaign targeted various audience groups and successfully drove traffic to the eSafety Commissioner website.

						
					

					
							
							RGQ2/85

						
							
							2023-05-18

						
							
							Beihang University 

						
							
							Development of policies and legislation to protect consumer rights and interests in China in the digital era

						
					

					
							
							China attaches great importance to the protection of consumer rights and interests. Firstly, in terms of policy guidance, the goal is to improve the consumer environment, strengthen consumer rights protection, and achieve social fairness and justice, adhering to the equal emphasis on development and regulation; Secondly, in terms of the legal system, China has steadily promoted the formulation and implementation of laws, regulations, and standards related to consumer rights protection. It has continuously strengthened the protection of consumers' digital rights and focused on the special protection of vulnerable consumers, gradually forming a comprehensive and three-dimensional legal system for consumer rights protection to adapt to the new development and needs of consumer rights protection. The content of this paper is based on the policy and legislative protection of consumer rights in China's new development pattern, so as to provide assistance for the international consumer rights protection cause. 

						
					

					
							
							RGQ2/80

						
							
							2023-05-10

						
							
							Russian Federation

						
							
							Information sharing practices to protect children from disruptive online content - Award "For a Safe Digital Childhood"

						
					

					
							
							Presents its contribution which contained information on some practices on the exchange of information between two Russian Federation federal executive bodies to protect children from destructive online content, as well as information about the award "For a Safe Digital Childhood" by Alliance for the Protection of Children in the Digital Environment, aimed at supporting projects to develop a safe digital environment throughout the Russian Federation.

						
					

					
							
							

							RGQ2/79

						
							
							2023-05-10

						
							
							Russian Federation

						
							
							National computer incident response and coordination centre - information security leaders

						
					

					
							
							Presents a contribution on the operation of its National Computer Incident Response & Coordination Centre (NCIRCC) to ensure a stable critical infrastructure, as well as approaches regarding the appointment of leaders in the field of information security. In response to questions received during the meeting, the Russian Federation clarified that NCIRCC is not the only such centre, and the main criteria for leaders in the field of information security is not only their professional degree, but also wide-ranging experience and relevant professional skills.

						
					

					
							
							RGQ2/74

						
							
							2023-05-09

						
							
							United Kingdom

						
							
							TBEST: an example of outcome-based pen-testing for communications providers to help improve their network security posture

						
					

					
							
							Contribution on the TBEST scheme, an example of cybersecurity assurance practice that Ofcom, the United Kingdom regulator, runs voluntarily with communications providers. TBEST is a penetration testing that aims to stimulate a cyber-attack in telecommunications networks in order to identify security vulnerabilities which can then be, through a process of remediation, addressed to improve the operators' network security posture. The contribution provides an overview of the process, and the various stakeholders involved. More broadly, this scheme is an example of supervisory policy approach that Ofcom is taking, which stresses the importance of building collaborative relationships with the industry that Ofcom regulates. To date, all communications providers in the United Kingdom have already or are undergoing the TBEST scheme voluntarily and have implemented changes as a result. TBEST is not a "standard" nor a certification process. The goal is to enable communications providers to gain awareness of cyber threats and implement appropriate changes in a timely manner to improve their cyber defence capabilities. By being aware of, and addressing such vulnerabilities and weaknesses, the operator is in a much stronger position to protect their networks.

						
					

					
							
							RGQ2/66

						
							
							2023-05-10

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
					

					
							
							Provides an update on the activities currently being undertaken to enhance cybersecurity in ITU Member States. It also highlights future actions envisaged and new initiatives being formulated. The presentation addressed the ITU cybersecurity mandate, and through BDT, work on the national CIRT programme, regional and national cyberDrills, the Global Cybersecurity Index (GCI), national cybersecurity strategy (NCS) assistance, Women in Cyber, Her CyberTracks, child online protection, partnerships and collaboration, and Cyber for Good. The document emphasizes the importance of collaboration, partnerships, and resource mobilization to allow ITU to fulfil its mandate, considering the extensive list of tasks that membership have requested BDT to undertake. BDT also presented information about the 5th edition of the Global Cybersecurity Index.

						
					

					
							
							RGQ2/58

						
							
							2023-04-27

						
							
							Brazil

						
							
							Cybersecurity assurance practices - Brazil experience

						
					

					
							
							Introduces the contribution referring to the efforts of the Brazilian National Telecommunications Agency (ANATEL) regarding the establishment of cybersecurity minimum requirements for telecommunication equipment. ANATEL initially adopted a non-mandatory approach (Act 77/2021), which evolved into a cybersecurity compulsory certification requirement for a specific set of equipment (Act 2436/2023). This evolution was only possible with a comprehensive debate within the sector.

						
					

					
							
							RGQ2/57

						
							
							2023-07-27

						
							
							Brazil

						
							
							Brazilian cybersecurity-related policies and regulations

						
					

					
							
							Presents an overview on the cybersecurity-related policies and regulations that have been developed in Brazil in recent years, including the National Information Security Policy, the National Cybersecurity Strategy, the Cybersecurity Regulation for the Telecommunication Sector, the Federal Cyber Incident Management Network, and the 5G Spectrum Auction Notice. There were questions about the modular approach adopted by the National Information Security Policy, and the Brazilian delegation explained that in Brazil cybersecurity is one of the elements of Information Security.

						
					

					
							
							RGQ2/53

						
							
							2023-04-25

						
							
							Mexico

						
							
							Privacy reports on user information in the use of digital platforms

						
					

					
							
							Presents the Privacy Reports, which purpose is to make available in a clear, simple and transparent manner the privacy policies of operating systems, terminal equipment, social networks, and digital platforms that enable the provision of services such as: online commerce, transport and entertainment. These reports published by the Federal Telecommunications Institute help users to learn about the information that is collected by the platforms, and how this information is treated, and helps users make responsible use of such platforms. The Reports also empower users by providing transparent information about privacy policies.

						
					

					
							
							RGQ2/51

						
							
							2023-04-25

						
							
							Mexico

						
							
							Internet of Things Devices Catalog

						
					

					
							
							The Internet of Things Devices Catalogue is an electronic tool that allows users of telecommunication services to know the main characteristics of IoT devices, as well as the privacy policies defined by the manufacturers. The IoT devices published are those that are marketed in Mexico and have been certified by the Federal Telecommunications Institute. The tool allows users to be empowered with transparent information about privacy policies and the characteristics of terminal equipment that comply with technical regulations, for informed decision-making and for the proper use of IoT equipment.

						
					

					
							
							RGQ2/48

						
							
							2023-04-25

						
							
							Access Partnership Limited

						
							
							Cybersecurity assurance practices - international standards and satellite communications

						
					

					
							
							

							Contains information related to developing cybersecurity assurance practices for commercial satellite operators, as well as highlighting some of the existing general cybersecurity assurance practices which may be adopted by any commercial satellite operator, including ISO 27001. The contribution noted some of the unique cybersecurity threats which need to be overcome in satellite operations, including the cross-jurisdictional nature of satellite operations, and the vulnerabilities of ground stations. The contribution explained specific technical standards including the ETSI technical standard 103 732 and its measures to protect consumer mobile devices, as an example of standards towards specific technology which could inform the further development of standards for commercial satellite operators.

						
					

					
							
							RGQ2/44

						
							
							2023-04-24

						
							
							South Africa

						
							
							The domain name cybersecurity culture

						
					

					
							
							Provides a contribution concerning the security of the country code top-level domain name (.za). The South African Domain Name Authority (ZADNA) manages the .za domain namespace under the mandate of the Electronic Communications and Transactions Act (ECTA). Its policy framework was designed to ensure a secure, resilient, and efficiently managed domain namespace, promoting stakeholder engagement, growth of the namespace, policy compliance, and entrance of new Internet service providers. ZADNA also addresses cybersecurity threats through education and awareness programmes, alternative dispute resolution (ADR) workshops and regulations, and DNS training courses. Additionally, it adheres to international standards for dispute resolution, working in line with the World Intellectual Property Organization (WIPO) and organizations such as the South African Institute of Intellectual Property Law (SAIIPL) and the Arbitration Foundation of Southern Africa.

						
					

					
							
							RGQ2/38

						
							
							2023-04-13

						
							
							Australia

						
							
							Sharing advice from Australia on securing smart places

						
					

					
							
							Shares information on the lessons learned by the Australian Cyber Security Centre in response to risks identified for smart places. The contribution defined smart places as those designed to provide enhanced services through the use of smart information and ICT enabled systems and devices. The contribution noted that the highly connected nature of smart places makes them vulnerable to intrusions. This is exacerbated when the system scales. The contribution gave examples of Australian policies used to protect the various aspects of smart cities including IoT, supply chains, operational technology and cloud computing. The contribution also raised several examples of strategies which may be employed to mitigate security risks as well as ensuring operational redundancy.

						
					

					
							
							RGQ2/34

						
							
							2023-04-06

						
							
							Republic of Korea 

						
							
							Cloud Security Assurance Program (CSAP) in South Korea

						
					

					
							
							Introduces the Cloud Security Assurance Programme (CSAP), a security certification for cloud computing services that meet security certification standards to improve and guarantee information protection levels. The purpose of the CSAP is to provide private cloud services with proven safety and reliability to national and public institutions. Also, it aims to implement an objective and fair security certification system for cloud services to address user security concerns and secure competitiveness of cloud services. The CSAP provides a number of benefits. By certifying the security level of a cloud system, CSAP helps to improve the cyber resilience of national and public institutions. This can also help to ensure that sensitive information is protected and that cloud services are reliable.

						
					

					
							
							RGQ2/29

						
							
							2023-03-30

						
							
							Côte d'Ivoire

						
							
							Policy and strategy of Côte d'Ivoire for building a trusted digital space

						
					

					
							
							Shares the initiatives taken by Côte d’Ivoire in its efforts to build digital trust, which concerns all economic sectors that use ICTs, such as media and communication, transport, health, industry, telecommunications and computing, distribution of goods and consumption, construction, finance and insurance, tourism, agriculture and e-commerce. To consolidate the freedom of online public communication and ensure interactions are secure, Côte d’Ivoire has enhanced the means for combating cybercrime and protecting personal data in order to build trust in cyberspace. Cybersecurity has become an issue of privacy, competitiveness and national sovereignty. A capacity to anticipate, build trust and protect personal data is essential. In this sense, the country has updated its legal and institutional framework, setting a visionary policy to enhance digital trust by 2025. The country has established a Consultative Committee for Digital Trust (CCCN) and a Consultative Committee for the Protection of Personal Data (CCDCP).

						
					

					
							
							RGQ2/20

						
							
							2023-03-22

						
							
							Nigeria

						
							
							Child Online Protection practices in Nigeria

						
					

					
							
							Presents its efforts in regard to child online protection through the Nigerian Communications Commission (NCC), the independent national regulatory authority for the telecommunication industry, in collaboration with the Office of the National Security Adviser in Nigeria who works with other stakeholders to ensure child protection in Nigeria’s cyber space. It was decided by the meeting to liaise with the Council Working Group on Child Online Protection (CWG-COP) to share the relevant experiences shared by Nigeria.

						
					

					
							
							2/80

						
							
							2022-11-24

						
							
							BDT Focal Point for Question 3/2

						
							
							An update on cybersecurity initiatives for Member States

						
					

					
							
							Provides an update on the activities currently being undertaken by BDT and new initiatives to enhance cybersecurity in ITU Member States: CIRT programme, regional and national cyberdrills, national cybersecurity strategy (NCS) , work related to Bridge the Cybersecurity Divide: Cyber for Good project, work on promoting a diverse and inclusive cybersecurity community through the Women in Cyber Mentorship Programme and Youth4Cyber initiative, child online protection, and partnerships and collaboration initiatives. 

						
					

					
							
							2/77

						
							
							2022-11-22

						
							
							United Kingdom

						
							
							Sharing experience from the UK on promoting and developing cybersecurity skills

						
					

					
							
							

							Outlines the country's policy approach to address the cyber skills gap which, in addition to the final report of the study cycle, can also be included in a future repository of good practices as agreed through Resolution 130 (Rev. Bucharest, 2022) of the Plenipotentiary Conference. The United Kingdom's initiatives are focused in three areas: (1) cyber skills for young people, (2) cyber skills for adults, and (3) developing the cyber profession.

						
					

					
							
							2/74

						
							
							2022-11-18

						
							
							World Bank

						
							
							World Bank Study Group 2 Submission: Digital transformation

						
					

					
							
							Highlights their readiness to support the least developed client countries with a special emphasis on fragility, conflict and violence (FCV) and small island developing states (SIDS). Through the analytical work programme and strategic partnerships, the World Bank is working closely with client countries on issues related to the SG2 Questions' scopes. Relevant examples from the World Bank around using ICT services and applications for the promotion of transformative and sustainable development are provided in the contribution. For instance, one relating to cybersecurity is the Cybersecurity Multi-Donor Trust Fund, being a part of the broader Digital Development Partnership umbrella programme, aims at systematically incorporating cybersecurity in the development agenda as well as in World Bank operational programmes. Work includes building global knowledge to better define the cybersecurity development agenda, and country-specific technical assistance.

						
					

					
							
							2/71
(Rev.1)

						
							
							2022-11-18

						
							
							Russian Federation

						
							
							New practices of the Russian Federation in the field of creating a culture of cybersecurity

						
					

					
							
							Presents the Russian Federation Cyber Hygiene Program, launched in August 2022. The programme is planned for a three year period and includes various activities aimed at attracting the attention of citizens of the Russian Federation to the issues of cybersecurity and the training in skills on safe behaviour on the Internet. Large-scale information campaigns are one part of the programme. Citizens were segmented into age groups, and their online behaviour and the type of digital content consumed were taken into account. Based on this segmenting approach, more specifically targeted means of information dissemination could be applied for the 3 segmented groups of population (12-18 / 18-45 / 45+ years old). The contribution also covers the means of improving the information security literacy of civil servants, as well as the results of an all-Russian Federation study of the citizens' information security literacy.

						
					

					
							
							2/35

						
							
							2022-10-12

						
							
							Rwanda

						
							
							National cybersecurity initiatives: current status

						
					

					
							
							Highlights the programmes and initiatives put in place to guarantee the security and resilience of Rwanda's cyberspace. To support national economic growth and social mobility, the Government of Rwanda (GoR) is actively deploying various information technologies and has made major investments in ICT infrastructure and applications. GoR established the National Cybersecurity Authority (NCSA) as the authority to spearhead the implementation of National Cyber Security policies and strategies. Additionally, GoR established a law relating to protecting personal data and privacy and passed the prevention and punishment of cybercrimes law. NCSA roles include: coordinating national cybersecurity functions across the private and public sectors; promoting national education programmes and fostering awareness of cybersecurity good practices amongst the Rwandan population; operating the Rwanda Computer Security Incident Response Team (Rw-CSIRT); and overseeing the implementation of the Protection of Personal Data and Privacy Law. Furthermore, the Rwanda Utilities Regulatory Authority (RURA), Regulation No. 010/R/CR-CSI/RURA/020 OF 29/05/2020), Rwanda Information Society Authority (RISA), and capacity building collaborations and initiatives have been put in place to ensure preparation in preventing and responding to evolving cyber threats.

						
					

					
							
							2/34

						
							
							2022-10-12

						
							
							Côte d'Ivoire

						
							
							Initiatives to support children and young people, national strategy for the protection and empowerment of children and young people online: the experience of Côte d'Ivoire

						
					

					
							
							Presents an initiative undertaken by Côte d'Ivoire to protect children against the dangers and threats of using ICTs. The initiative, www.jemeprotegeenligne.ci is a website targeted at children between 5 and 19 years old as well as teachers and parents with the goal of educating children and young people and raising awareness.

						
					

					
							
							2/30

						
							
							2022-10-11

						
							
							Côte d'Ivoire 

						
							
							Proposal for State actions and initiatives to foster a culture of cybersecurity and ensure that information and communication networks are secure: the case of Côte d'Ivoire

						
					

					
							
							Contextualizes cyberattacks and threats as a major concern for governments in this increasingly connected world, particularly in developing countries. Cybersecurity is now the priority issue for many States. This contribution gives an overview of the cybersecurity situation in developing countries, notably Côte d’Ivoire, and highlights strategies for raising user awareness and experience-sharing among Member States.

						
					

				
			

			

			Incoming liaison statements for Question 3/2

			
				
					
					
					
					
				
				
					
							
							Web

						
							
							Received

						
							
							Source

						
							
							Title

						
					

				
				
					
							
							2/410
+Ann.1

						
							
							2025-04-30

						
							
							ITU-T Study Group 17

						
							
							Liaison statement form ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 LS on update on the work of the Correspondence Group on Child online protection (CG-COP)

						
					

					
							
							2/409

						
							
							2025-04-30

						
							
							ITU-T Study Group 17

						
							
							Liaison statement form ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on request to update security contacts and to provide information on security-related Recommendations or other texts under development

						
					

					
							
							2/241

						
							
							2024-09-11

						
							
							ITU-T Study Group 17

						
							
							Liaison statement from ITU-T Study Group 17 to ITU-D Study Groups 1 and 2 on SG17 update on the work of the Correspondence Group on Child online protection (CG-COP)

						
					

					
							
							RGQ2/151

						
							
							2024-03-18

						
							
							ITU-T Study Group 17

						
							
							Liaison statement from ITU-T Study Group 17 to ITU-D Study Group 1 Question 6/1 and ITU-D Study Group 2 Question 3/2 on Establishment of the Correspondence Group on Child online protection (CG-COP)

						
					

					
							
							RGQ2/107

						
							
							2024-02-12

						
							
							Chairman, ITU Council Working Group on COP

						
							
							Liaison statement from ITU Council Working Group on COP to ITU-D Study Group 2 Question 3/2 on child online protection

						
					

					
							
							RGQ2/83

						
							
							2023-03-08

						
							
							ITU-T Study Group 17

						
							
							Liaison statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on status of security studies in ITU-T SG17

						
					

					
							
							2/20

						
							
							2022-06-16

						
							
							ITU-T Study Group 17

						
							
							Liaison statement from ITU-T Study Group 17 to ITU-D Study Group 2 Question 3/2 on request to update security contacts and to provide information on security-related Recommendations or other texts under development

						
					

				
			

			

			Annex 2: List and summary of BDT on-going cybersecurity activities

			
				
					
					
					
					
					
				
				
					
							
							Activity type

						
							
							Activity

						
							
							Targeted / invited countries

						
							
							Partners

						
							
							Outputs

						
					

				
				
					
							
							Data

						
							
							Global Cybersecurity Index v5

						
							
							ITU Member States

						
							
							GCI Expert Group

						
							
							Global Cybersecurity Index report and country reports. Link

						
					

					
							
							Governance

						
							
							Capacity-building sessions for the cybersecurity ecosystem in Guinea-Bissau

						
							
							Guinea-Bissau

						
							
							Government of Guinea-Bissau

						
							
							Capacity-building sessions for the cybersecurity ecosystem in Guinea-Bissau with the aim to empower Guinea-Bissau's cybersecurity ecosystem by guiding key national stakeholders in developing strategic approaches to CIRT implementation and enhancing cybersecurity in Guinea-Bissau

						
					

					
							
							Governance

						
							
							Mauritania's Cybersecurity Governance Development

						
							
							Mauritania

						
							
							Government of Mauritania

						
							
							Sessions to enhance of a national cybersecurity governance framework to enable Mauritania to strengthen the protection of the critical information systems of official institutions and vital operators, the fight against cybercrime, awareness raising, training, confidence-building in digital, more effective regional and international integration through cooperation.

						
					

					
							
							Governance

						
							
							National cyber risk assessment

						
							
							Lesotho

						
							
							Ministry of Communications Science and Technology

						
							
							Workshop to enhance strategic thinking on cybersecurity governance among key national stakeholders, thereby advancing the objectives of Lesotho's National Cybersecurity Strategy. 

						
					

					
							
							Governance

						
							
							Strengthening Critical Information Infrastructure Resilience

						
							
							Cambodia

						
							
							Ministry of Post and Telecommunications Cambodia (MPTC, Japan International Cooperation Agency (JICA)

						
							
							Workshops on technical incident response, national cybersecurity strategy, and crisis management for critical information infrastructure stakeholders

						
					

					
							
							Governance

						
							
							Tabletop Exercise and a Cybersecurity Incident Simulation Exercise

						
							
							ITU Arab States region Member States

						
							
							CSC UAE

						
							
							Tabletop exercise centred around cyber-attack directed at a financial institution. 

						
					

					
							
							Incident Response

						
							
							13th Event of Cyber Capacity Building in America - Andino

						
							
							ITU Americas region Member States

						
							
							Ministry of Popular Power for Science and Technology of Venezuela, National Commission of Information Technologies (CONATI), Superintendency of Electronic Certification Services (SUSCERTE)

						
							
							Incident response trainings, discussions, and information sharing for cybersecurity professionals. Link

						
					

					
							
							Incident Response

						
							
							Americas Regional CyberDrill

						
							
							ITU Americas region Member States

						
							
							INICTEL-UNI, Peruvian Ministry of Transportation and Communications, General Secretariat of the Andean Community

						
							
							Incident response trainings, discussions, and information sharing for cybersecurity professionals. Link

						
					

					
							
							Incident Response

						
							
							CIRT Establishment in Bahamas

						
							
							Bahamas

						
							
							Government of Bahamas

						
							
							Building and deploying the technical capabilities and related training necessary to develop Bahamas national cybersecurity strategy and to establish its National Cybersecurity Incident Response Team (CIRT). Link

						
					

					
							
							Incident Response

						
							
							CIRT Maturity Assessment

						
							
							Timor-Leste

						
							
							ANC

						
							
							Conducted Maturity Assessment of country CIRT through series of workshops, discussions, and inventories, providing recommendations for the Timor-Leste computer security incident response team (TLCSIRT) in collaboration with the Autoridade Nacional de Comunicações (ANC) to ensure TLCSIRT can enhance its cybersecurity maturity level. Link

						
					

					
							
							Incident Response

						
							
							Cyber 100x Global CyberDrill 2024

						
							
							ITU Member States
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