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https://www.aepd.es/sites/default/files/2019-12/guia-privacidad-desde-diseno_en.pdf
https://www.aepd.es/sites/default/files/2019-12/guia-privacidad-desde-diseno_en.pdf
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Annexes

Annex 1: List of contributions and liaison statements received on Question 3/2

Contributions on Question 3/2

| web | Received _Jsource ______fmite

2/407 2021-03-03 BDT Focal Point for Ques- An update on cybersecurity initiatives for Member
tion 3/2 States
2/400 2021-03-01 United States Update on Cyber Awareness Campaigns
2/385 2021-01-28 Bhutan Survey findings on National Child Online Safety and
Protection

RGQ2/278 2020-09-22 BDT Focal Point for Ques- An update on cybersecurity initiatives for Member

tion 3/2 States
RGQ2/272 2020-09-22 United Kingdom UK case study: Cyber resilience best practice for SMEs
RGQ2/268 2020-09-22 Republic of Korea Protecting personal data in responding COVID-19

pandemic (Korea's experience)

RGQ2/261 2020-08-19 Togo Draft text for Chapter 1 of the Final Report for Ques-
tion 3/2- Update on the status of spam and malware,
including mitigation responses

RGQ2/241 2020-08-26 United Kingdom Updated case study on securing consumer Internet of
Things (loT) devices in UK

RGQ2/235 2020-08-20 United Kingdom UK Government Digital Service (GDS) Global Digital
Marketplace Programme

RGQ2/234 2020-08-20 United Kingdom UK case study- reporting service for phishing emails

RGQ2/216 2020-07-27 Brazil Brazilian National Cybersecurity Strategy (E-Ciber)

RGQ2/215 2020-07-27 Brazil #SafeConnection  (#ConexaoSegura)  Awareness
Campaigns

RGQ2/214 2020-07-27 Brazil Brazilian National Cyberdrill- Cyber Guardian Exercise

2/344 2020-02-11 BDT Focal Point for Ques- An update on cybersecurity initiatives for Member

tion 3/2 States
2/342 2020-02-11 Republic of Korea Korea's major amendment to data protection law and

its implication

2/341 2020-02-11 Republic of Korea Implementation plan for strengthening national
cybersecurity of Korea

2/338 2020-02-11 Co-Rapporteur for Ques- Draft table of contents (V1) for the Final Report of
tion 3/2 Q3/2
2/336 2020-02-11 United Kingdom Case study of best practices for securing customer

Internet of Things in the UK

2/331 2020-02-11 Keio University (Japan) Proposed text for consideration of security issues for
ICT accessibility

2/328 2020-02-08 Deloitte (United States) People with disabilities and the Internet of Things
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https://www.itu.int/md/D18-SG02-C-0407/
https://www.itu.int/md/D18-SG02-C-0400/
https://www.itu.int/md/D18-SG02-C-0385/
http://www.itu.int/md/D18-SG02.RGQ-C-0278/
http://www.itu.int/md/D18-SG02.RGQ-C-0272/
http://www.itu.int/md/D18-SG02.RGQ-C-0268/
http://www.itu.int/md/D18-SG02.RGQ-C-0261/
http://www.itu.int/md/D18-SG02.RGQ-C-0241/
http://www.itu.int/md/D18-SG02.RGQ-C-0235/
http://www.itu.int/md/D18-SG02.RGQ-C-0234/
http://www.itu.int/md/D18-SG02.RGQ-C-0216/
http://www.itu.int/md/D18-SG02.RGQ-C-0215/
http://www.itu.int/md/D18-SG02.RGQ-C-0214/
https://www.itu.int/md/D18-SG02-C-0344/
https://www.itu.int/md/D18-SG02-C-0342/
https://www.itu.int/md/D18-SG02-C-0341/
ttps://www.itu.int/md/D18-SG02-C-0338/
https://www.itu.int/md/D18-SG02-C-0336/
https://www.itu.int/md/D18-SG02-C-0331/
https://www.itu.int/md/D18-SG02-C-0328/
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| web____|Received _fsource ______JTite |

2/325

RGQ2/TD/13
+Ann.1
(Rev.1)

RGQ2/196

RGQ2/179

RGQ2/175

RGQ2/156

+Ann.1-3

RGQ2/155

RGQ2/153
+Ann.1-2

RGQ2/151

RGQ2/146

RGQ2/143

RGQ2/135

2020-02-08

2020-02-07

2020-01-08

2020-01-15

2020-01-07

2020-01-07

2020-01-02

2019-12-27

2019-10-08

2019-09-24

2019-09-23

2019-09-19

2019-09-04

2019-08-23

2019-08-22

2019-08-22

2019-08-21

2019-08-23

2019-07-30

Democratic Republic of
the Congo

Welchman Keen
(Singapore)

Sudan

Mexico

China

China

Niger

Russian Federation

Forum of Incident
Response and Security
Teams (FIRST)

Silensec Africa Limited
(Kenya)

China

United Kingdom

BDT Focal Point for Ques-
tion 3/2

United Kingdom

United States

United States

Senegal

Brazil

Bhutan

@ 3ol dpess gliad) 3/2 Wluol) Sloill 5053

La sécurité numérique en République Démocratique
du Congo

Enhancing capacity and capability for critical national
infrastructure in the Pacific Island Nations

WSIS project for consideration by Question 3/2

Perception on security and trust from Mexican users
on fixed and/or mobile Internet

Forum on network security technology development
and international cooperation

National Network Security Publicity Week and net-
work security industrial park

Cybersecurity best practices: case study and
recommendation

Protecting children from information harmful to their
health and development. Experience of the Russian

Federation

Introduction to incident response for policy makers

Using cloud-based cyber ranges and competence
frameworks for the delivery of cyber drills

China's practice in protecting children's personal
information

Follow up to "case study for the use of Active Cyber
Defence on UK Government networks"

An update on cybersecurity initiatives for Member
States

Case study of best practices for ransomware risk mit-
igation in the UK

Enhancing the resilience of the Internet and com-
munications ecosystem against botnets and other

automated, distributed threats

NIST Framework for Improving Critical Infrastructure
Cybersecurity V1.1

Overview of the National Cybersecurity School with
a regional focus

The adoption of the Brazilian General Data Protection
Law

Cybersecurity initiatives in Bhutan


https://www.itu.int/md/D18-SG02-C-0325/
https://www.itu.int/md/D18-SG02-C-0322/
https://www.itu.int/md/D18-SG02-C-0321/
https://www.itu.int/md/D18-SG02-C-0305/
https://www.itu.int/md/D18-SG02-C-0287/
https://www.itu.int/md/D18-SG02-C-0286/
https://www.itu.int/md/D18-SG02-C-0272
https://www.itu.int/md/D18-SG02-C-0264/
https://www.itu.int/md/D18-SG02.RGQ-191007-TD-0013/
http://www.itu.int/md/D18-SG02.RGQ-C-0196/
http://www.itu.int/md/D18-SG02.RGQ-C-0179/
http://www.itu.int/md/D18-SG02.RGQ-C-0175/
http://www.itu.int/md/D18-SG02.RGQ-C-0156/
http://www.itu.int/md/D18-SG02.RGQ-C-0155/
http://www.itu.int/md/D18-SG02.RGQ-C-0153/
http://www.itu.int/md/D18-SG02.RGQ-C-0151/
http://www.itu.int/md/D18-SG02.RGQ-C-0146/
http://www.itu.int/md/D18-SG02.RGQ-C-0143/
http://www.itu.int/md/D18-SG02.RGQ-C-0135/
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| web____|Received _fsource ______JTte |

RGQ2/134

RGQ2/118

2/199
(Rev.1)

2/174

2/173

RGQ2/TD/1

RGQ2/79

RGQ2/75

2019-07-29

2019-06-21

2019-03-08

2019-03-06

2019-02-07

2019-02-07

2019-02-07

2019-02-07

2019-02-07

2019-02-06

2019-02-05

2019-02-05

2019-02-05

2019-02-01

2019-01-15

2019-01-15

2019-01-15

2018-09-24

2018-09-18

2018-09-18

State of Palestine, which
participates in ITU under
Resolution 99  (Rew.
Dubai, 2018)

Democratic Republic of
the Congo

Cote d'Ivoire

BDT Focal Point for Ques-
tion 3/2

Cote d'lvoire

Cote d'lvoire

NRD  Cyber
(Lithuania)

Security

Republic of Korea
Symantec  Corporation
(United States)

Mexico

China

China

China

Benin

Chad
Chad
Chad

BDT Focal Point for Ques-
tion 3/2

Bhutan

Namibia

8Ll des glad) 3/2 Wlual) Sleill sl

Government Data Exchange

Securing information and communication net-
works: Best practices for developing a culture of
cybersecurity

Survey of online activities and Internet use by chil-
dren in Cote d'Ivoire

An update on cybersecurity initiatives for Member
States

Mapping of cybercrime threats in Cote d'Ivoire

Presentation of Platform for Combatting Cybercrime
(PLCC)

National and sectorial CSIRT developments as means
to strengthen cybersecurity environments, 2019

update

2019 Comprehensive Cybersecurity Plan for the pri-
vate sector

The importance of cyber threat intelligence in the
definition of national cybersecurity strategies

Fixed and/or mobile Internet users' perception of
cybersecurity

Work experiences in personal information protection

Design of evaluation index for network security
capability

Experience of Internet governance with the coordi-
nated participation of the whole of society

Cybersecurity in the era of the digital economy in
Benin

Digital dividend
Vulnerability of connected TVs

Status of cybersecurity in the Republic of Chad

An update on cybersecurity initiatives for ITU
members
Challenges, issues and recommendations from

Bhutan: developing country perspective

Enforcement of cyber security challenged by cloud
services


http://www.itu.int/md/D18-SG02.RGQ-C-0134/
http://www.itu.int/md/D18-SG02.RGQ-C-0118/
https://www.itu.int/md/D18-SG02-C-0201/
https://www.itu.int/md/D18-SG02-C-0199/
https://www.itu.int/md/D18-SG02-C-0174/
https://www.itu.int/md/D18-SG02-C-0173/
https://www.itu.int/md/D18-SG02-C-0172/
https://www.itu.int/md/D18-SG02-C-0168/
https://www.itu.int/md/D18-SG02-C-0167/
https://www.itu.int/md/D18-SG02-C-0165/
https://www.itu.int/md/D18-SG02-C-0156/
https://www.itu.int/md/D18-SG02-C-0155/
https://www.itu.int/md/D18-SG02-C-0154/
https://www.itu.int/md/D18-SG02-C-0152/
https://www.itu.int/md/D18-SG02-C-0141/
https://www.itu.int/md/D18-SG02-C-0140/
https://www.itu.int/md/D18-SG02-C-0136/
https://www.itu.int/md/D18-SG02.RGQ-181001-TD-0001/
http://www.itu.int/md/D18-SG02.RGQ-C-0079
http://www.itu.int/md/D18-SG02.RGQ-C-0075
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| web____|Received _fsource _____JTte |

RGQ2/55

RGQ2/47

RGQ2/39

+Ann.1

RGQ2/32

RGQ2/30
RGQ2/26

2/66

2/49

2018-09-10

2018-08-31

2018-08-20

2018-08-16

2018-08-15

2018-08-14

2018-08-14

2018-04-24

2018-04-23

2018-04-23

2018-04-14

2018-04-13

2018-04-11

2018-04-08

2018-03-15

2018-02-28

United Kingdom

BDT Focal Point for Ques-
tion 3/2

High-Tech  Bridge SA
(Switzerland)

Guardtime AS (Estonia)

Brazil

NRD  Cyber  Security
(Lithuania)

Proge-Software (ltaly)

BDT Focal Point for Ques-
tion 3/2

Japan

Iran University of Science
and Technology (Islamic
Republic of Iran)

AS. Popov  Odessa
National Academy of
Telecommunications

(Ukraine)

Korea Telecom (Republic
of Korea)

G3ict
Algérie  Télécom  SPA
(Algeria)

Burundi

Burundi

@ 3ol dpess gliad) 3/2 Wluol) Sloill 5053

Case study for the use of Active Cyber Defence on UK
government networks

Information on two publications issued in 2017:
regional review of national activities on child online
protection in Europe; and mobile identification:
implementation, challenges, and opportunities

Cybersecurity awareness and other educative activi-
ties to members

Towards cyber resilience- the role of national cyber
exercises

Survey proposal

National and sectoral CSIRT developments as means
of strengthen cybersecurity environments

Data Privacy and Cloud.be compliant

An update on cybersecurity initiatives for Member
States

Proposal for workshops in 2018-2021 study period
KOVA Project: A best practice for COP implemented

inlran

ITU Regional Workshop for Europe and CIS on Cyber-
security and Child Online Protection. Conclusions and
Recommendations

Study topics for Question 3/2 in the current study
period

Spammers and phishers who target persons with
disabilities
Proposals on the content of the (Question 3/2) final

report

Current situation with regard to the Burundian Penal
Code in relation to efforts to combat cybercrime

Cybersecurity, Internet Exchange point and e-com-
merce in Burundi


http://www.itu.int/md/D18-SG02.RGQ-C-0055
http://www.itu.int/md/D18-SG02.RGQ-C-0047/
http://www.itu.int/md/D18-SG02.RGQ-C-0039/
http://www.itu.int/md/D18-SG02.RGQ-C-0032/
http://www.itu.int/md/D18-SG02.RGQ-C-0030/
http://www.itu.int/md/D18-SG02.RGQ-C-0026/
http://www.itu.int/md/D18-SG02.RGQ-C-0025/
https://www.itu.int/md/D18-SG02-C-0091
https://www.itu.int/md/D18-SG02-C-0084
https://www.itu.int/md/D18-SG02-C-0082
https://www.itu.int/md/D18-SG02-C-0075
https://www.itu.int/md/D18-SG02-C-0074
https://www.itu.int/md/D18-SG02-C-0071
https://www.itu.int/md/D18-SG02-C-0066
https://www.itu.int/md/D18-SG02-C-0049
https://www.itu.int/md/D18-SG02-C-0041
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Incoming liaison statements for Question 3/2

| web__[Received _|source _______frite

RGQ2/242 2020-08-31 Council Working Group on Liaison statement from the Council Working Group
Child Online Protection on Child Online Protection (CWG-COP) to ITU-D SG2
on the outcome of the 15th and 16th Meetings of

CWG-COP

RGQ2/174 2019-09-18 ITU-T Study Group 17 Liaison statement from ITU-T SG17 to ITU-D SG2 Q3/2
on vulnerability of TVs

2/182 2019-02-11 ITU-T Study Group 17 Liaison statement from ITU-T SG17 to ITU-D Study

+Ann.1 Group 2 Question 3/2 on Cybersecurity in Africa
(overview and outlook), from Democratic Republic of
Congo

RGQ2/62 2018-09-14 ITU-T Study Group 17 Liaison statement from ITU-T SG17 to ITU-D SG2

Q3/2 on collaboration and liaison representative with
ITU-D Question 3/2

RGQ2/43 2018-08-27 ITU-T Study Group 13 Liaison statement from ITU-T SG13 to ITU-D SG1 Q3/1
and ITU-D SG2 Q3/2 on inter-sector coordination

RGQ2/3 2018-05-11 ITU-T JCA-IMT2020 Liaison Statement from JCA-IMT2020 to ITU-D Study
Groups 1 and 2 on invitation to update the informa-
tion in the IMT2020 roadmap

2/73 2018-04-13 ITU-T JCA-AHF Liaison Statement from ITU-T JCA-AHF to ITU-D Study
Group 1 Q7/1 and Study Group 2 Q3/2 on JCA-AHF
recent meeting reports

2/69 2018-04-09 ITU-T Study Group 17 Liaison Statement from ITU-T SG17 to ITU-D SG2
Q3/2 on collaboration and liaison relationship with
ITU-D Study Group 2 Question 3/2

2/68 2018-04-09 ITU-T Study Group 17 Liaison Statement from ITU-T SG17 to ITU-D SG2
Q3/2 on best practices in Benin and Senegal

2/67 2018-04-09 ITU-T Study Group 17 Liaison Statement from ITU-T SG17 to ITU-D SG2

(Rev.1) Q3/2 on new work item X.framcdc "Framework of the

creation and operation for a Cyber Defense Center"

2/62 2018-04-03 ITU-T Study Group 17 Liaison Statement from ITU-T SG17 to ITU-D SG2
Question 3/2 on new work item X.framcdc "Frame-
work of the creation and operation for a Cyber
Defense Center"

2/46 2018-03-05 ITU-T JCA-IMT2020 Liaison Statement from ITU-T JCA-IMT2020 to ITU-D
study groups on invitation to update the information
in the IMT2020 roadmap

2/23 2017-11-24 ITU-T Study Group 17 Liaison Statement from ITU-T SG17 to ITU-D SG2
Question 3/2 on an ongoing work item on technical
framework for countering telephone service scam

2/10 2017-11-22 ITU-T Study Group 20 Liaison Statement from ITU-T SG20 to ITU-D study

groups on work on the combat of counterfeit ICT
devices and mobile device theft
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http://www.itu.int/md/D18-SG02.RGQ-C-0242/
http://www.itu.int/md/D18-SG02.RGQ-C-0174/
https://www.itu.int/md/D18-SG02-C-0182/
http://www.itu.int/md/D18-SG02.RGQ-C-0063/
http://www.itu.int/md/D18-SG02.RGQ-C-0043/
http://www.itu.int/md/D18-SG02.RGQ-C-0003/
https://www.itu.int/md/D18-SG02-C-0073
https://www.itu.int/md/D18-SG02-C-0069
https://www.itu.int/md/D18-SG02-C-0068
https://www.itu.int/md/D18-SG02-C-0067
https://www.itu.int/md/D18-SG02-C-0062
https://www.itu.int/md/D18-SG02-C-0046
https://www.itu.int/md/D18-SG02-C-0023
https://www.itu.int/md/D18-SG02-C-0010
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Annex 2: List of lessons learned received on Question 3/2

web____[Received __fsource e

SG2RGQ/272 2020-09-22 United Kingdom UK case study: Cyber resilience best practice
for SMEs

The UK Government provides targeted support to small and medium-sized enterprises (SMEs) to help them nav-
igate complicated standards to better understand how to mitigate cyberrisk. This support is designed specifically
for organizations who are not aware of the cyberthreat and have limited resources, both financially and in terms
of technical capability. Lessons learned include the following:

— Clearand consistent cyberrisk management messaging is crucial. Critically, awareness campaigns should
not just explain what businesses need to do and how they can actually carry out the action by pointing
to government advice, guidance and support, but should draw attention to why they should do it.

— Advice and guidance is most effective when it is non-technical, size-specific and easy to access. Gov-
ernment and law enforcement should use national, regional and local networks, and work in partnership
with key industry bodies, to identify levers and business touchpoints that can be used to amplify messag-
ing, and ensure advice and guidance reaching SMEs.

— The creation of a government-backed certification scheme can be an effective intervention to support
SMEs to improve their cybersecurity. The certification scheme can:

e be quickly and effectively delivered by a single supplier if the government can outline the technical
controls and/or minimum standards that should be covered;

e evolve to continue to meet the needs of SMEs and address the changing threat landscape;

e Dbetter ensure organizations remain compliant through having a certification expiry date and requir-
ing annual recertification.
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https://www.itu.int/md/D18-SG02.RGQ-C-0272/
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web____[Received __fsource e

SG2RGQ/235 2020-08-20 United Kingdom UK Government Digital Service (GDS) Global
Digital Marketplace Programme

Challenges

A range of interconnected challenges face governments in relation to traditional approaches to public procure-
ment of ICTs, which is typically:

— neither understanding nor meeting the needs of users
— task oriented, risk averse and inflexible
— isolated from what happens:
« ‘before’ (strategic planning, investment appraisals, early market engagement)
« ‘after’ (service delivery, monitoring and evaluation, supplier relationship management)

— hidden from public scrutiny due to the poor quality, inconsistency, incompleteness and poor availability
of data.

User-centred design approaches

Since GDS was established in 2011, it has incubated, embedded and mainstreamed new standards-based

approaches to government transformation.

These approaches were first conceptualized by the Government Design Principles,'®® published in April 2012.

Since then, GDS and the government and UK public sector more broadly have been incrementally applying these
principles to redesign and improve services, organizational structures, governance approaches, etc. This includes
public procurement.

Social Purpose Digital Commissioning
Focus on culture, mindset, collaboration and capability, by:
- understanding users’ needs

- being clear about the problems you are trying to overcome (e.g. legacy ICT, system vulnerabilities, capa-
bility and capacity, governance and accountability, etc.) to meet users’ needs

- being outcome-oriented (rather than solution-oriented), experimental and flexible, making small incre-
mental investments to try out different approaches to address users’ problems, learning quickly and
iteratively

- being multidisciplinary and collaborative coalition builders, advocating for systemic change through com-
munities of practice

- engaging throughout the end-to-end lifecycle of delivery- the ‘before’ and ‘after’ of procurement

- being open to public scrutiny through deliberative participation of civil society, enabled by structured,
quality, consistent, complete and published open data.

N L e

SG2RGQ/215 2020-07-27 Brazil #ConexdoSegura (#SafeConnection) Aware-
ness Campaigns

The campaign around personal data protection on the Internet reinforced the importance of telling consumers
how to protect themselves in the digital environment. The interactions of consumers on digital media and on
the website revealed that many of them have a number of doubts about what is fraud or scam- especially when
it involves cash prizes, in addition to not knowing what to do when they are victims of these situations. It is also
important to advise people not to post or publish personal data (surprisingly many people do not know what can
happen). In the next initiative, it would be interesting to expand the dissemination of materials further in order to
reach a wider audience.

163 UK Government. Guidance. Government Design Principles. April 2012.
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https://www.itu.int/md/D18-SG02.RGQ-C-0235/
https://www.itu.int/md/D18-SG02.RGQ-C-0215/
https://www.gov.uk/guidance/government-design-principles
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web____[Received __fsource e

SG2RGQ/214 2020-07-27 Brazil Brazilian National Cyberdrill- Cyber Guardian
Exercise

The exercise started with two national critical infrastructure (NCI) sectors and evolved in its second edition to a
broader and more complex exercise process. The exercise continues to evolve, and for its third edition (cancelled
due to the COVID-19 pandemic) it was planned to include six NCl sectors and to add an international cooperation
component to the exercise.

web_____[Received __Jsource Tt |

2/325 2020-02-08 Democratic Republic of La sécurité numérique en République
the Congo Démocratique du Congo

Turn cybersecurity in the Democratic Republic of the Congo into a lever for integration, protection, good gover-
nance, economic growth and social progress.

This vision will make a significant contribution to building the country’s capacity in its digital transformation
(circulation of information, data economy, growth economy, transparency and traceability, interoperability of
information systems, etc.). It will allow digitalization to become a key driver for modernizing the State, promoting
economic growth and fostering social progress.

web_____[Received __Jsource _______Jrite |

2/336 2020-02-11 United Kingdom Case study of best practices for securing cus-
tomer Internet of Things in the UK

A significant proportion of loT devices do not have basic cybersecurity features built into them. Following 18
months of collaboration with industry and experts at the UK’s National Cyber Security Centre (NCSC), the Depart-
ment for Digital, Culture, Media and Sport (DCMS) published the Code of Practice (CoP) for Consumer loT Security
in October 2018. The 13 voluntary guidelines, as outlined in the 2018 CoP, provide a much-needed baseline for IoT
devices that manufacturers should embed into their products to make them ‘secure by design’.

These include:

- No default passwords

- Implement a vulnerability disclosure policy

- Keep software updated

- Securely store credentials and security-sensitive data
- Communicate securely

- Minimize exposed attack surfaces

- Ensure software integrity

- Ensure personal data are protected

- Make systems resilient to outages

- Monitor system telemetry data

- Make it easy for consumers to delete personal data
- Make installation and maintenance of devices easy
- Validate input data.

These guidelines are outcome-focused as opposed to being prescriptive, which gives companies the space to come
up with innovative solutions and appropriate ways to secure their products. Some devices might require enhanced
security that is not included on this list and, as such, retailers and manufacturers are encouraged to secure their
devices accordingly and seek solutions beyond the 13 guidelines. Action on the first three guidelines will bring
largest security benefits in the short term.
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2/331 2020-02-11 Keio University (Japan) Proposed text for consideration of security
issues for ICT accessibility

This document describes the consideration and implementation of cybersecurity measures for persons with dis-
abilities, especially those with hearing difficulties, such as telecommunication relay service and remote captioning,
to enhance accessibility to information and communication services.

N L N e

SG2RGQ/134 2019-07-29 State of Palestine Government Data Exchange

The central server issues certificates to security servers and provides a list of authenticated certificates to the sys-
tems connected to the Government Data Exchange. In addition, the central security server maintains encrypted
activity data (hash logs) from the security servers to enable a series of e-service uses to be built subsequently, if
necessary. If one of the parties to the service denies sending or receiving certain information, the service provider
and user logs are compared with the encrypted copy in the central server. This method allows the integrity of
security server logs to be checked, as it is impossible to change the log without it subsequently being detected.

The terms of the data-sharing process are defined by a memorandum of understanding signed by the two par-
ties sharing the data and the Ministry of Telecommunications and Information Technology (MTIT), as third-party
system operator. The memorandum includes an annex on the obligations of the parties, an annex on controls,
standards and the duties and rights of each party, and an annex on the data which the two parties agree to share.

The system allows a connected ministry to determine which other connected institutions may access and read its
data and the level of data that may be accessed. This is done by means of a control window on the ministry’s own
security server, enabling it to grant access rights to any of its services to the institutions it wishes.

Encrypted data are shared directly through secure servers from one information system to another. They do not
pass through the central system and cannot be displayed there. The central system only has statistical information
on the data shared.

Using this approach, the system facilitates the secure sharing of data between institutions, enabling them to share
data between one another. It has also made it easier for the public to access services currently available G2G, by
only going to one institution where the service involves more than one. MTIT is currently working to develop this
mechanism and to provide services to the public directly via applications being developed.

| web | Received __fsource ______Jrte |

SG2RGQ/146 2019-08-21 Senegal Overview of the National Cybersecurity School
with a regional focus

— Enhancing international cooperation, particularly between developed and developing countries.

— The school’s regional nature helps to enhance cooperation among African countries.

— Covering all aspects of cybersecurity in both initial and continuing training.

— As cybersecurity is a prerequisite for the Digital Senegal 2025 Strategy (SN2025), classes have begun at
the offices of the National School of Administration (ENA) while construction of the school’s own prem-
ises is being completed at Diamniadio, 20 km from Dakar.

— The school will be the final element in the system for information system security and cybersecurity
already in place.

— Boosting the fight against cybercrime in Africa.
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SG2RGQ/151 2019-08-22 United States NIST Framework for Improving Critical Infra-
structure Cybersecurity V1.1

The recent update process to develop Version 1.1 of the Framework demonstrates an example of a good process
for stakeholder engagement to ensure the Framework remains a useful tool for managing cybersecurity risk.

N L R e

SG2RGQ/155 2019-08-23 United Kingdom Case study of best practices for ransomware
risk mitigation in the UK

A recent advisory on ransomware from the National Cyber Security Centre (NCSC) recommends the following
risk-mitigation techniques:

- Keep devices and networks up to date (e.g. prompt updating and patching, and regular scans)

- Prevent and detect lateral movement in your enterprise network

- Segment networks

- Set up a security monitoring capability

- Whitelist applications

- Use antivirus

- Back up files.

The full advisory and detailed list of recommendations can be found at: https://www.ncsc.gov.uk/news/ongoing
-threat-organisations-ransomware

Protecting your organization from ransomware: https://www.ncsc.gov.uk/guidance/protecting-your-organisation
-ransomware

Mitigating malware: https://www.ncsc.gov.uk/guidance/mitigating-malware

Unfortunately, it is not a question of ‘if’ but ‘when’” a cyberattack will occur. In the event an attack does take place,
cooperation between the public and private sectors is key to understanding the threat and coordinating a quick
and effective response to mitigate the impact of an attack. In the event of an attack, organizations are advised to
contact the National Crime Agency, NCSC’s Cyber Incident Response, or Cyber Security Information Sharing Part-
nership (CiSP). NCSC led the UK’s response to the WannaCry attack and worked in collaboration with the National
Crime Agency (NCA). Over the course of an incident, NCSC publishes statements and guidance for large organi-
zations as well as home users and small businesses. Up-to-date information is announced via the NCSC Twitter
account (@NCSC).

web_____[Received __fsource ______rte

SG2RGQ/196 2019-09-24 Silensec  Africa Limited Using cloud-based cyber ranges and compe-
(Kenya) tence frameworks for the delivery of cyber
drills

This contribution recommends the use of cyberrange technology (cloud-based — public or private cloud) and com-
petency frameworks in the development and delivery of new generation cyberdrills.

web______[Received __Jsource _______JTite |

2/201 2019-03-08 Cote d'lvoire Survey of online activities and Internet use by
children in Cote d’lvoire
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De-dramatize prevention by banishing the anxiety-provoking approach. Internet prevention can be part
of a fear culture. However, this increases the anxiety of parents who are already worried about a tech-
nology they do not understand well, thereby undermining the extraordinary learning tool that is the
Internet.

- Encourage educational programmes aimed at developing best practices in content management and
raising children's awareness of responsible use of the Internet.

- Put an Internet portal online in order to provide children, adolescents, parents and teachers with an
educational base.

- Involve all stakeholders in community-awareness activities: government agencies, the private Internet
sector, NGOs, community groups and the general public.

web_____[Received __JSource _______Jritle |

2/174 2019-02-07 Cote d'lvoire Mapping of cybercrime threats in Céte d'lvoire

Statistics should be collected on complaints and damages (financial, moral).

web____Received _Jsource _____JTte

2/173 2019-02-07 Cote d'lvoire Presentation of Platform for Combating Cyber-
crime (PLCC)

— Development of partnerships between bodies responsible for combating cybercrime and the police in
developing countries

— Awareness-raising in schools

— Collaboration with equivalent organizations in other countries.

web____[Received __fsource e

SG2RGQ/26 2018-08-14 NRD  Cyber  Security National and sectoral CSIRT developments as
2/172 2019-02-07 (Lithuania) means to strengthen cybersecurity environ-
T ments (2018 +2019 update)

For national digital security success, CSIRTs should focus substantial energy on broad facilitation for developing

additional independent capabilities —in industries, professional communities, education centres, research, events,
meet-ups and conferences, private and internal CSIRTs.

web_____[Received __Jsource ________Jrite |

2/167 2019-02-07 Symantec Corporation The importance of cyber threat intelligence
(United States) in the definition of national cybersecurity
strategies

- Establish and adopt situation awareness and threat intelligence policies.
- Develop incident analysis and response capabilities- establish CERTs.

- Develop collaboration with the private sector and information-sharing policies (public-private
partnerships).
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2/152 2019-02-01 Benin Cybersecurity in the era of the digital economy
in Benin

Benin calls on ITU-D Study Group 2 to support:

- the establishment of a national CERT in Benin to enhance the level of trust in cyberspace;

- the building up of a common African security and defence policy;

- the creation of a panel of eminent personalities to reflect on Africa's role in regard to security;

- the establishment of a CERT-AFR (for Africa) along the lines of CERT-EU (for the European Union);

- acoordinated effort to avoid disparities between the strategies adopted and means deployed by Member
States in terms of military cyberdefence capabilities;

- regulators and ICT authorities as they seek to:
- adopt measures designed to enhance the security of information systems and networks;
- create reliable digital identities;
- protect minors and vulnerable groups; and

- foster transparency.

web_____[Received __fsource e

SG2RGQ/25 2018-08-14 Proge-Software Data Privacy and Cloud- be compliant
[SME pilot] (Italy)

General Data Protection Regulation (GDPR)

General Data Protection Regulation (GDPR) (EU) 2016/679 governs data protection and privacy for all individuals
within the European Union (EU) and the European Economic Area (EEA). It also addresses the export of personal
data outside the EU and EEA. The GDPR aims primarily to give control to citizens and residents over their personal
data and to simplify the regulatory environment for international business by unifying regulation within the EU.
Superseding Data Protection Directive 95/46/EC, the regulation contains provisions and requirements pertaining
to the processing of personally identifiable information (personal data) of individuals (formally called data subjects
in the GDPR) inside the European Union, and applies to an enterprise that is established in the EU or — regardless
of its location and the data subjects’ citizenship — that is processing the personal data of people inside the EU.
Controllers of personal data must put in place appropriate technical and organizational measures to implement
the data-protection principles. Severe penalties are applied to violators.

Cloud computing

In computer science, cloud computing describes a type of outsourcing of computer services, similar to the way in
which electricity supply is outsourced. Users can simply use it. They do not need to worry where the electricity is
from, how it is made, or how it is transported. Periodically they pay for what they have consumed. The idea behind
cloud computing is similar: The user can simply use storage, computing power or specially crafted development
environments without having to worry how these work internally. Cloud computing is usually Internet-based com-
puting. According to a paper published by IEEE Internet Computing in 2008, “Cloud computing is a paradigm in
which information is permanently stored in servers on the Internet and cached temporarily on clients that include
computers, laptops, handhelds, sensors, etc.”.
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SG2RGQ/32 2018-08-16 Guardtime AS Towards cyber resilience — the role of national
[SME pilot] (Estonia) cyber exercises

Cyberexercises are essential to achieving sustainable cyberresilience. Cyberexercises are different from training,
and must be customized, realistic and engaging. Governments should consider developing a programme to govern
cyberresilience, covering education, training and cyberexercises ranging from localized events to customized
national-scale exercises conducted on a regular basis.

web_____[Received __Jsource Tt |

2/71 2018-04-11 G3ict Spammers and phishers who target persons
with disabilities

1. Contact the service provider to inform it of the highjacking of your e-mail address.

2. Try to give information on the spammer’s/hacker’s contact details with an example e-mail, e.g. by for-
warding the suspect e-mail to its fraud section.

3. Ask to have your violated e-mail blocked.

4. Change your e-mail address.

5. Let your friends and contacts know you have been hacked and give them the new address.

6. Do not click on any web addresses unless you have verified it is in fact from a known source.

web____|Received __Jsource _______JTte

2/41 2018-02-28 Burundi Cybersecurity, Internet exchange point and
e-commerce in Burundi

Security of IT data and of communication networks in order to ensure high-quality services is the pillar of ICT-sector
development. A legal and regulatory framework for cybersecurity in our country is an essential tool for implement-
ing all aspects of data security. The introduction of an Internet exchange point facilitates local communications
and reduces latency times and associated costs. Lastly, domain name management provides facilities for investors.
Data security will thus enable us to ensure reliable e-transactions and retain our customers.
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