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This intersection lacks a
relationship. This indicates that This intersection indicates that
the work of the R & D that the work of the Human
department has no apparent Resources departmentis a
connection to achieving the primary factor in achieving the
“manage compliance” CSF. “develop human resources”CSF.
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Critical Success Factofs
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Enterprise Departments &3 =2 & Sg| 2| =
Human Resources : X x i

Legal X X X

Controller's X X X

Internal Auditing x X X

Government Affairs X X X

Research & Development X X X

Information Technology X X X

Public Affairs X X

Marketing X X

These intersections indicate
that all departments play an
important part in meeting the
“maximize teamwork” CSF.
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Annex A: Best practices for Cybersecurity — Planning and Establishing a
National CIRT

Abstract

As nations recognize that their critical infrastructures have integrated sophisticated information and
communications technologies (ICT) to provide greater efficiency and reliability, they quickly acknowledge
the need to effectively manage risk arising from the use of these technologies. Establishing a national
computer security incident management capability can be an important step in managing that risk. In this
document, this capability is referred to as a National Computer Security Incident Response Team
(National CIRT), although the specific organizational form may vary among nations. The challenge that
nations face when working to strengthen incident management is the lack of information that provides
guidance for establishing a national capability, understanding how that capability may support national
cybersecurity and national incident management. This report provides insight that interested
organizations and governments can use to begin to develop a national incident management capability.
The document explains the need for national incident management and provides strategic goals, enabling
goals, and additional resources pertaining to the establishment of National CIRTs and organizations like
them.
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Executive Summary

This draft report is relevant to Item 2 b) (iii) (“with respect to creating a national cyber incident
management capability, to elaborate on the development of watch, warning and response and recovery
mechanisms, and the establishment of national computer security incident response teams”) (see
Document WTDC-10/162 Rev.1)

Managing cybersecurity through a national strategy is a necessity common to all national governments in
the 21st century. Critical infrastructure in most nations, from transportation and power generation to
food supply and hospitals, depends on Information and Communications Technology (ICT). The reliance
on complex and constantly evolving technology is across all sectors of critical infrastructure, making it
very difficult for national governments to understand and mitigate risks related to this technology. In fact,
these risks are a shared responsibility that extends outward to include international perspectives. The
shared responsibility within the nation includes private industry (which owns and operates much critical
infrastructures), academia, and citizens.

Establishing and maintaining a computer security incident management capability can be a very valuable
component to help manage this interdependence. This capability is referred to in this document as a
National Computer Security Incident Response Team (National CIRT), but it can be implemented in a
variety of different organizational forms. Beyond responding to discrete computer security incidents, a
robust incident management capability enhances the ability of the national government to understand
and respond to cyber threats. Operating a National CIRT — or an organization like it - is a core component
of a nation’s overall strategy to secure and maintain technologies vital to national security and economic
vitality.

This handbook is designed to be an introductory curriculum for capacity development within nations. The
intended audience includes leaders and managers in the nation who are seeking to learn more about the
value proposition of National CIRTs and an incident management capability generally. It is not intended to
be a guide on the daily operation of a National CIRT, but as informative materials on how National CIRTs
support a national cybersecurity strategy and the first steps towards building this capacity.

This handbook provides principles and strategic goals to help nations develop a robust management
capacity that is appropriate for the nation. It attempts to lessen the challenge many nations have in
developing an incident management capability without much published guidance. Many nations
attempting to develop National CIRTs have started by attempting to copy successful CIRT organizations
that already exist. This approach can be problematic because not every nation has the same needs and
resources. The operating principles and strategic goals discussed in this document enhance the ability of
governments to manage cybersecurity risks and focus their efforts.

Strategic goals are essential design requirements and imperatives. They serve as fundamental elements of
an incident management capability and are meant to provide clarity and direction. This document
proposes four strategic goals as they relate to a national computer security incident management
capability. They are:

1. Plan and establish a centralized computer security incident management capability (National
CIRT)

2. Establish shared situational awareness

3. Manage cyber incidents

4, Support the national cybersecurity strategy

There is a common need to resist, reduce, and fight cyber threats and respond to attacks. National CIRTs
provide a domestically-focused, internationally-amplified operational response to those cyber incidents
that destabilize the interdependent nature of global telecommunications, data services, supply chains,
and critical infrastructure. We hope sponsors of a National CIRT or similar capability will see these
benefits and encourage the government and organizational leaders in their nation to participate in a
global culture of security.
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1 Introduction

Nations are increasingly dependent on complex systems and information technology. In many cases,
Information and Communication Technologies (ICT) that are vital to national and economic security are
subject to disruption from a number of causes, either originating from within the nation or outside its
borders. The leaders of government and private industry organizations are increasingly confronted with
uncertainty about cyber risk and vulnerabilities. This uncertainty stems from the complexity and
interconnectivity of evolving technology used to support critical systems. Ensuring security and economic
vitality increasingly means that nations must manage cybersecurity in accordance with their own
economic, social, and political considerations.

Implicit in a strategy for cybersecurity is establishing a national computer security incident management
capability. Often this capability may take the form of one or more National Computer Security Incident
Response Teams (National CIRTs). National CIRTs are typically hosted by one or more sponsoring
organizations, which build and manage cyber incident management assets. Organizations such as the
National CIRT provide value in several ways. A National CIRT coordinates incident management and
facilitates an understanding of cybersecurity issues for the national community. A National CIRT provides
the specific technical competence to respond to cyber incidents that are of national interest. In this
primary role the National CIRT fills a planned response function, providing solutions to urgent cyber
problems. The ability of National CIRTs and similar organizations to identify cybersecurity problems and
threats, and disseminate this information, also helps industry and government secure current and future
systems.

Beyond the capacity to react to specific incidents and disseminate information, National CIRTs can
enhance the ability of national government departments to fulfill their unique roles. Most government
functional areas are touched by information technology in some way. Law enforcement and the judiciary
are increasingly concerned by the global movement of criminals to the virtual world to commit crimes
ranging from child exploitation to financial fraud. The world’s defense services rely on advanced
information technology-based systems for their capabilities. And other critical infrastructure, such as
food, water, and electricity supply chains depend on reliable technology. A National CIRT can enhance the
government’s ability to meet core responsibilities while respecting their citizens’ privacy and human
rights, and upholding national values of openness and pluralism.

National CIRTs can also act as a focal point for a national discussion on cybersecurity. For a variety of
reasons, cybersecurity poses new and unique social, legal, and organizational challenges. The global
interconnectedness of computer networks, the anonymity of online actors, and the rapid exploitation of
vulnerabilities mean that the actions of individuals — often located outside national borders — can have
serious and magnified effects on vital national systems. Meanwhile governments are limited by the
jurisdictional reach of their laws and the physical limits of their borders. The National CIRT can catalyze a
thoughtful discussion on these issues, engaging authorities in the fields of education, law, and governance
— among others — to help create solutions that are in keeping with national character and traditions.

Finally, building a national computer security incident management capability can help foster
international cooperation on cybersecurity. National CIRTs provide a domestically-focused, operational
response to those cyber incidents that destabilize modern telecommunications, data services, supply
chains, critical infrastructure, banking, and financial services. Collaboration with peer organizations both
regionally and globally can enhance this capability and help leaders better understand the current state of
the global cyber threat. There is a common global interest in securing information and information
systems, and in mitigating risk. To the extent that they cooperate on cybersecurity issues, national
governments help make the world more secure and prosperous for their citizens.

The challenge for nations wanting to develop an incident management capability is that there is little
published guidance available in this area. Typically nations model nascent capabilities on the National
CIRTs or other CIRTs which have already been operating in other nations. The problem with this approach
is that the organizations that already exist are in some measure products of the historical, political, or
other circumstances in those countries. One nation’s solution to cybersecurity management may not be
appropriate for another nation. To date, the published guidance on how to systematically build a
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cybersecurity and incident management capability has been in its infancy. This handbook begins to
remedy this.

1.1 Intended Audience

The primary audience for this document consists of those sponsoring the development of a national
computer security incident management capability — usually referred to as a National CIRT. This document
will discuss the considerations and goals inherent in standing up a National CIRT. While this document
focuses on a single National CIRT, there may be other organizational forms that are suitable for an
incident management capability. Alternatively, some nations may find it advantageous to house this
capability across several organizations. It is hoped that the principles and recommendations in this
document are useful even to nations that do not choose the specific National CIRT organizational form.

1.2 How to Read This Handbook

This document is structured to serve as a strategic education on the building of a computer security
incident management capability. Because of the breadth of this topic, the focus here is on the creation of
a National CIRT. The material is intended to outline the stakeholders, constraints, and goals for National
CIRTs, to raise awareness of the need for this type of capability, and to frame this capability in the
national strategy. While the focus is on National CIRTs specifically, the guidelines herein are meant to help
national leaders generally, regardless of the specific organizational form chosen to handle incident
management.

The next section, Setting the Context: National Cybersecurity, includes information about National CIRTs
as part of a larger national approach to cybersecurity. The section specifically discusses the importance of
a national strategy, the context of a national cybersecurity policy framework, and an overview of key
stakeholders in national cybersecurity as they relate to National CIRTs. The unique role of National CIRTs
is also discussed.

The third section, Strategic Goals and Enabling Goals for Incident Management Capability, introduces a
hierarchy of goals for ensuring alignment between the National CIRT and national cybersecurity strategy.
Strategic goals outline the long term imperatives for a national computer security incident management
capability, while the Enabling Goals highlight the necessary steps to building an operational National CIRT
capacity.

2 Setting the Context: National Cybersecurity

Ensuring national security and economic vitality requires recognizing that not all risk is owned and
mitigated by a nation’s government. The national and local government and its various branches, critical
infrastructure owners and operators, academia, and citizens all share this responsibility. New and
emerging risks must be effectively identified, analyzed, and mitigated to ensure the safety and security of
daily life for citizens. These risk management activities may involve ensuring continuity of government,
safeguarding the generation of electricity, emergency response services, or ensuring a reliable supply
chain, among others. Each of these relies heavily on information technology in a modern economy.
National leaders increasingly realize that the security of information and information technology is a
national security interest and should be codified in laws and national strategy. Chief among the strategies
for enhancing this security are specific operational capabilities, such as the incident management
activities typically performed by a National CIRT.

2.1 The Importance of a National Strategy for Cybersecurity

Building a national strategy for cybersecurity is ideally the first step in establishing a national
cybersecurity program. A national policy framework should explain the importance of cybersecurity, help
stakeholders understand their role, and set the goals and priorities. The national strategy should integrate
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security fundamentals (such as raising awareness), and emphasize cooperative relationships among
national stakeholders.The national strategy may also serve as a backdrop for the creation of laws that
relate to cybersecurity; for instance in the areas of computer crime, the protection of intellectual
property, and privacy. Finally the national strategy should reconcile the need for security with the need to
honor citizens’ rights and the nation’s cultural values and norms.

The strategy should also articulate the need for specific operational capabilities, and the National CIRT
should be deliberately aligned with those national cybersecurity strategic goals to ensure that its work
contributes to achieving them. While establishing a national strategy is ideally the first step, in many cases
this may not always be feasible. This might be the case because of the difficulty in getting a large number
of stakeholders to agree on a strategy. Alternatively, national leaders may judge that establishing an
incident management capability is a more pressing need than creating a fully integrated strategy. In such
cases creating an effective strategy may occur concomitantly with building incident management
capability. In any case, the sponsor or proponent of the National CIRT should work with the government
to ensure that national needs and priorities are considered throughout the process of building and
managing a National CIRT.

2.2 Key Stakeholders of National Cybersecurity

Cybersecurity involves many stakeholders. This section broadly describes the roles and responsibilities of
typical national stakeholders, and how they might contribute to a national program for managing
cybersecurity. These roles are not unique to National CIRT operations, but many of the stakeholders
discussed here may directly interact with the National CIRT. Moreover, the National CIRT can enhance its
role and help advance a culture of security by proactively interacting with these stakeholders.

The government has a multitude of roles and responsibilities to strengthen national cybersecurity. The
primary role is to define the national strategy and provide the policy frameworkwhich describes the
architecture by which the national efforts are built and operated. Following that, the government has a
responsibility to participate with all stakeholders in efforts to identify, analyze, and mitigate risk. The
government also has a key role to play in the arena of international relations and cybersecurity,
particularly in the areas of treaties relating to cybersecurity and the harmonization of national laws
relating to cybercrime.

2.2.1 Executive Branch of the Government

In most nations the executive branch of the government is typically responsible for enforcing laws and
ensuring security. It may also include the military. The executive branch is often the sponsor of the
national cybersecurity program. The executive area of government must ensure that the cybersecurity
program remains viable and has appropriate resources (e.g., is authorized, staffed, funded, etc).

2.2.2 Legislative Branch of the Government

The legislative arm of government works to provide effective laws that promote a culture of
cybersecurity. Whether through appropriations of resources or funding, legislation that mandates
execution of the national strategy, privacy or tort laws, or laws that establish criminal behaviors, the
legislature must ensure that the national cybersecurity program has the foundation it needs to be
successful.

2.2.3 The Judiciary

The nation’s judiciary and legal institutions have an important role to play in a national cybersecurity
strategy. This role relates specifically to providing clarity and consistency in areas of law that may affect
cybersecurity. Privacy law is an example. By working with their global counterparts, the legal community
can also help to limit the ability of criminals and other malicious actors to take advantage of differences in
legal jurisdictions.
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2.2.4 Law Enforcement

Law enforcement ensures that legislation related to cybersecurity is enforced. Additionally, law
enforcement can serve as an important source of intelligence about malicious activity, exploited
vulnerabilities, and methods of attack. Sharing this information allows critical infrastructure owners and
operators to learn from the experiences of others to improve cybersecurity practices and management.
Finally, law enforcement can enhance cybersecurity by cooperating with their counterparts in other
nations on the pursuit and apprehension of criminal actors who affect systems regardless of geographic
borders.

2.2.5 Intelligence Community

The intelligence community plays an important watch and warning role for technical infrastructure.
Intelligence organizations usually monitor various sources for information about threats and
vulnerabilities to a nation’s infrastructure. This information should be distilled and provided to the
National CIRT and, where appropriate, to infrastructure owners. This helps to ensure that attacks are
efficiently anticipated, recognized, and resolved.

2.2.6 Critical Infrastructure Owners and Operators
A general definition for critical infrastructure is:

Systems and assets, whether physical or virtual, so vital to the nation that the incapacity or
destruction of such systems and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any combination of those matters.

Critical infrastructure owners and operators are a very important stakeholder in the nation’s overall
cybersecurity strategy. Infrastructure operators typically have an understanding of how security threats
and vulnerabilities affect their sector. Infrastructure operators also have the daily task of implementing
the security recommendations or mandates created by the national government and other authorities.
They must reconcile the need for security with the sometimes contradictory goals of efficiency and
profitability.

Because of their unique position, infrastructure owners and operators frequently have very valuable
information, ranging from the actual software problems and cyber attacks they may experience, to the
efficacy of countermeasures or risk mitigation strategies. They are also a primary consumer of information
about security vulnerabilities. Finally, because of their practical experience implementing security
standards and complying with the law, owners and operators may have valuable input into the
development of effective, realistic rulemaking and legislation.

2.2.7 Vendors

Vendors of information technologies and services contribute to national cybersecurity through
development practices and ongoing vulnerability reduction efforts. Vendors can often be the source of
vulnerability information; they ensure that users have up-to-date information and technical solutions to
mitigate known vulnerabilities. Ideally, vendors will participate with National CIRTs and help extend the
analytical and problem solving capabilities the National CIRT needs to conduct incident response.
Information sharing among vendors, their major customers, and the National CIRT can create a partner
relationship that continuously improves security for technologies and services.

2.2.8 Academia

Educational institutions play a key role in developing the human capital and technical skills needed to
solve complex problems, such as aspects of cybersecurity. Academicians conduct research that enhances
the technical, legal, and policy aspects of cybersecurity. Finally, in many countries educational institutions
have championed and hosted National CIRTs.
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2.2.9 Foreign Governments

Nation-states must take an interest in helping to prevent any cybersecurity attacks against their
neighboring nations and allies. For a number of reasons, including economic, political, and infrastructure
concerns, partnerships should be established to discuss global risk and interdependence. Allies and
neighboring nations can also provide a valuable source of intelligence and promote regional cyber
prevention and preparedness.

2.2.10 Citizens

Citizens rely on all stakeholders to create national security and critical infrastructure stability. The citizens
of a nation have a stake in the reliable performance of a nation’s strategy for cybersecurity, and are an
inherent part of that strategy.

2.3 The Special Role of the National CIRT

National CIRTs and organizations like them ideally act as critical components of the national cybersecurity
strategy. National CIRTs first provide the capability to react to computer security incidents that are
deemed to be of national importancel. Because they collect and analyze information about computer
security incidents on a daily basis, National CIRTs are an excellent source of lessons learned and other
information that can help stakeholders mitigate risk. National CIRTs can also help catalyze a meaningful
national discussion about cybersecurity and awareness by interacting with private and governmental
stakeholders. The following is a discussion of the role of a National CIRT, though not every organization
will perform these functions or do all of these tasks. However, these roles represent how a National CIRT
typically supports national cybersecurity.

2.3.1 Analyzing Computer Security Incidents to Identify Intrusion Sets

An intrusion set is defined as groups of computer security incidents that share similar actors or methods.
Determining that similar actors are involved may involve a variety of analytical techniques, and is closely
tied to the question of method. Determining that different attacks use the same method may involve
questions of attack vector (email, spoofed web pages, etc.), similarities across samples of malware, or the
routing of stolen information (through specific proxy IP addresses, for instance).

Identifying intrusion sets is essentially a refined version of the correlation analysis that many computer
security incident handlers are familiar with. Generally, incident activity is grouped into different
categories, such as

- criminal activity
- activity conducted by other nations
- undetermined.

This information and analysis can then be submitted to other national authorities for action depending on
the nation’s security concerns and objectives.

2.3.2 Use of Sensitive Law Enforcement or Intelligence Information

Because of their national mission, their often close relationship with the national government, and their
daily work safeguarding sensitive information, National CIRTs may be involved in using sensitive
information from national intelligence or law enforcement organizations in their analysis. The use of this
type of information can amplify the National CIRT’s work, but requires strong trust relationships between
the National CIRT and the government, as well as robust information security measures.

' The question of which incidents rise to the level of national importance is covered more fully in section 3.3.1.
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2.3.3 Resource to the National Government on Cybersecurity Issues

A National CIRT can be a valuable resource to the national government on technical, policy, and legal
issues relating to cybersecurity. It may be able to advise the government on the suitability or security of
systems the government is planning to install or implement. In addition, the National CIRT can help
government organizations with technical alerts and bulletins, best practices, and other advisories.

2.3.4 Assessing National Cyber Readiness and Crisis Management

The National CIRT can help national leaders and key stakeholders test and measure the nation’s level of
resilience to cyber attacks and crises. This assistance may take the form of providing the technical support
and analytical methods to plan and stage exercises, or advising on the state of current cyber threats or
the realism of exercises.

2.3.5 National Alert and Warning

Most of the existing National CIRTs fulfill a national alert and warning function. This function involves
alerting key national communities about problems ranging from specific software and system
vulnerabilities, to evolving criminal methods, to malware threats.

2.3.6 Organizational CIRT Capacity Building

National CIRTs have a key role to play in the building of cybersecurity capacity. Specifically, National CIRTs
can help organizational CIRTs in the nation in a variety of ways including advice, training, best practices, or
in some cases staffing.

2.3.7 Trusted Point of Contact and National Coordinator

National CIRTs frequently act as a trusted point of contact for the nation on cybersecurity issues. For
example, national teams often handle requests from other nations or foreign organizations concerning
malicious activity emanating from computers or systems within the nation. In a similar fashion, National
CIRTs frequently act as coordinators for domestic organizations attempting to resolve cybersecurity
incidents. In this role, the National CIRT does not typically analyze or resolve incidents itself, but rather it
helps to direct organizations experiencing security incidents to information, services, or other entities that
can help them.

2.3.8 Building a Cybersecurity Culture

The National CIRT can help to build a cybersecurity culture within the nation. Building a cybersecurity
culture consists of many activities including awareness and education of private citizens on online risks,
educating national stakeholders on the impact of virtual activities to their organizations, and the
implications of their activities for cyber and information security.

3 Strategic Goals and Enabling Goals for Incident Management Capability

This section provides the strategic goals and enabling goals that should be considered when establishing a
National CIRT. The information provides an overview of the considerations and goals that are needed to
ensure support for the national cybersecurity strategy and to align the National CIRT with the national
strategy. The enabling goals are specific steps to meeting strategic goals. Four strategic goals for a
National CIRT are:

- Plan and establish a centralized computer security incident management capability (National
CIRT)

- Establish shared situational awareness
- Manage cyber incidents

- Support the national cybersecurity strategy.
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Each of these strategic goals explains the fundamental elements of the National CIRT and must be
weighed carefully by the National CIRT sponsor. Strategic goals are essential, long term requirements that
help build the capacity to react to cyber incidents and enhance information and cybersecurity on a
national level. Following each strategic goal are Enabling Goals. Enabling Goals help the sponsor build the
capacity. They explain the more detailed considerations and activities needed to implement the strategic
goals. The guidance available for each goal varies based on the maturity of the topic. Some subjects, like
incident handling, have a robust history. Others, such as implementing national cybersecurity strategy
through National CIRTs, are still emerging disciplines.

This document is not meant to provide specific ‘how-to’ instructions. Instead, it highlights the unique
requirements for building capacity in cyber incident management. Finally, each strategic goal section
concludes with a listing of additional references and training resources. These sources are not exhaustive,
but provide the reader with a ‘next step’ to both training and informational resources.

3.1. Strategic Goal: Plan and Establish a Centralized Computer Security Incident
Management Capability (National CIRT)

Before the first cybersecurity incident can be managed, the capability must itself be established in an
organizational form such as a National CIRT. Having a sole source or point of contact for computer
security incidents and cybersecurity issues provides a number of benefits. A single organization provides
stakeholders with a known source of information. A National CIRT can also provide the government with a
conduit for coherent, consistent messaging on cybersecurity issues. With a single National CIRT,
government departments have a source for technical information to support their individual functional
areas. Finally, the National CIRT can encourage the discussion about cybersecurity and facilitate
international cooperation on this issue. In some nations, unique considerations may dictate that there are
multiple National CIRTs, or even an incident management capability that is spread across several
organizations. This can be entirely appropriate. This document provides guidance regardless of the exact
organizational form.

A National CIRT capability should be established and operated according to certain core principles. These
principles help leaders make decisions in the face of limited resources and frequently complex problems.
The core principles for the national management capability are:

- Technical excellence. The National CIRT’s capability should be the best that it is possible to
develop given the resources available. This is important because the National CIRT strives to be
a trusted leader in the nation on computer security issues. While striving for excellence may
seem an obvious point, it has certain implications for building a capacity subject to resource
constraints. It implies, for instance, a preference for building one or two outstanding capabilities
versus attempting to establish a range of capabilities without proper staffing or funding. The
emphasis should be on technical competency.

- Trust. Almost by definition, a National CIRT will handle information that is sensitive or potentially
embarrassing to stakeholders. Trust must be earned and maintained. Properly handling and
protecting confidential information is an important component to building and managing this
trust.

- Resource Efficiency. Resource efficiency means using the resources that are available effectively.
This consideration will be covered in more detail below, but it implies an ongoing evaluation of
which threats and incidents are truly of interest to the National CIRT’s overall strategy as well as
to the community it serves.

- Cooperation. The National CIRT should cooperate as fully as possible with both national
stakeholders and other National CIRTs to exchange information and coordinate the solving of
problems that are frequently very complex.

Chief to the National CIRT’s success is adequate sponsorship and resourcing. The Enabling Goals listed
here are intended to help the sponsor of a national incident management capability build this capability in
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the most robust way possible. Consider the following enabling goals in planning and creating the national
incident management capability.

3.1.1 Enabling Goal: Identify Sponsors and Hosts

The sponsor of the National CIRT should identify other sponsors and likely hosts for the National CIRT.
Other sponsors may be able to bring additional funding and support to the National CIRT project. Of
course, a physical location — or host — for the National CIRT must also be identified. In some countries the
host has been an academic institution. Universities traditionally have been a venue for National CIRTs
because aspects of their core mission — to serve the community and conduct research and analysis of
difficult problems — aligns well with the mission of a National CIRT. However if it is hosted by a university,
the National CIRT may not have adequate resources or the authority to enforce or take action; rather it
achieves its success by influencing others through its good work.

There may be a variety of institutions and government departments interested in supporting or hosting a
National CIRT. While any assistance is welcome, there may be pitfalls to receiving support from certain
stakeholders. The National CIRT should be dedicated to serving its entire community in an unbiased
fashion, without favor to a particular stakeholder. Receiving sponsorship from an entity that is closely tied
to a particular stakeholder or industry may limit the National CIRT’s perceived ability to service the entire
community. This possibility should be examined, for example, if a specific for-profit enterprise operated a
National CIRT. In other cases, the involvement of certain sponsoring organizations may impede the
willingness of key constituents to share information. Certain constituents, for instance, might be reluctant
to share information if a law enforcement organization was the National CIRT’s primary sponsor. In
addition, the National CIRT host should be sufficiently financed to ensure fiscal stability for continuity of
operation.

3.1.2 Enabling Goal: Determine Constraints

The sponsor should determine what constraints may act to limit building and operating a National CIRT.
Typical constraints are budget, the availability of skilled staff, and the physical infrastructure available to
support National CIRT operations. The question of constraints bears heavily on the ability of a national
government to build incident management capacity, and is usually a key driver behind decisions about
which specific services to offer to the community. For instance, it may not be practical or desirable to
build a malware analysis or deep packet inspection capacity in the National CIRT. Limited constraints may
dictate that a more realistic approach is to build relationships with other domestic or overseas
organizations that do have this capability.

Constraints relate strongly to three of the core operating principles identified above; technical excellence,
trust, and resource efficiency. Technical excellence requires a clear understanding of the staffing and
budget available to support certain CIRT activities. It may dictate an emphasis on a few core services
performed well, rather than attempting to provide a broad array of services. Limited constraints can also
make the ability to coordinate incident management very important, rather than attempting to complete
every incident management task in-house. Earning the trust of key constituents requires operational and
staffing stability, as well as the ability to safeguard sensitive information — all directly impacted by
resource limitations. Finally, resource efficiency requires understanding what resources are available.

3.1.3 Enabling Goal: Determine the National CIRT Structure

Based on its function in national cybersecurity, a National CIRT can operate under a range of modes
including: an independent agency with limited operating partnerships, a joint operation with national
telecommunications providers, or an integral part of the national military defense strategy. A number of
factors must be considered to ensure detection and incident coordination and response are appropriately
structured. The following list of structural considerations is meant to be exploratory and not
comprehensive:

- What level of government directs the National CIRT?

- Who funds the National CIRT and who approves the budget?
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- Is there an independent body that oversees the National CIRT?
- What set of roles and responsibilities have been identified for National CIRT operating partners?

There are several considerations that may be helpful in resolving the question of organizational form, in
addition to the core principles:

- What structure would best allow the National CIRT to alleviate potential stakeholder concerns
with regard to sharing information? Are there any possible organizational structures that may
limit the National CIRT’s perceived ability to serve its community in an unbiased fashion?

- Are the nation’s systems and infrastructure already structured in ways that would make multiple
National CIRTs beneficial in terms of information sharing or reporting relationships?

- If multiple National CIRTs are instituted, how should they share information? Is there a risk that
multiple National CIRTs may not be able to effectively share information across infrastructure
sectors? What are the transaction costs associated with having multiple organizations? How to
they compare to the benefits of scale of a single National CIRT??

- Do the various possible organizational forms have any implications for staffing and managing
human capital?

3.1.4 Enabling Goal: Determine the Authority of the National CIRT

The National CIRT proponent or sponsor should determine if the National CIRT will have the authority to
proscribe or mandate certain actions or security measures. The authority of a National CIRT could involve
mandating the reporting of security incidents, or the adoption of certain security measures, or both. In
addition, the authority of a National CIRT may differ based on whether it is addressing private citizens and
industry, or government departments. It may be entirely appropriate for the National CIRT or the
sponsoring organization to maintain authority over various government departments, but to have no
authority over private citizens.

These decisions will be made consistently with the nation’s law and culture. However, it is frequently the
case that National CIRTs are more effective when they act in an advisory role only. Major national
stakeholders are often more willing and — depending on the legal environment — more able to fully share
information and discuss security vulnerabilities in a collaborative venue where the National CIRT is not a
regulatory or proscriptive body.

3.1.5 Enabling Goal: Determine the Services of the National CIRT

The minimal essential function of a National CIRT is the ability to respond to cybersecurity threats and
incidents that are important to national stakeholders. The various National CIRTs currently in existence
execute a variety of functions including:

A Note about Regional Collaboration: The sponsor of a National CIRT may consider sharing resources and costs with
neighboring nations to form a regional computer security incident management capability, essentially a “Regional
CIRT.” This may be an effective way to address the inherent problem of fulfilling many requirements with limited
resources. A full examination of such an arrangement is beyond the scope of this report; however there are
compromises inherent in this solution.

Because one of the functions of a National CIRT is to reconcile the need to respond to global challenges with the
nation’s embedded law, culture, and national structure, the ability of a regionally-based CIRT to provide value to
multiple nations may become diluted. Secondly, because cybersecurity is part of a nation’s overall security strategy,
regional CIRTs may often possess information that has important national security implications. A regional CIRT may be
limited in its ability to solicit this information from certain national stakeholders because of concerns about sharing
this information in a multi-national venue. In any event, it would require a high degree of comfort and familiarity
between nations - or an effective multi-national governance structure - for a regional CIRT to be successful.
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Incident Handling Services Vulnerability Assessments
Incident Analysis Research Services

Forensic Services Training/Education/Awareness
Network Monitoring Services Coordinating Response
Malicious Code Analysis

At the individual nation level these functions are limited by the constraints identified in Enabling Goal
3.1.2 (e.g., funding, staffing, physical resources). The National CIRT sponsor organization must determine
which of these activities are realistic given the constraints involved. Typically the most significant
constraint is human capital (i.e., staffing). Since the National CIRT serves as the national leader in
cybersecurity incident management and analysis, the guiding principle for choosing particular functions
should be excellence. It may be that the best way for a particular National CIRT to fulfill its role is through
close coordination with other National CIRTs that have a greater technical capability, or who may already
have trusted communication channels.

3.1.6 Enabling Goal: Identify Additional Stakeholders

The sponsor of the national incident management capability should evaluate which other institutions may
have input or interest in the establishment of a National CIRT. A detailed list of the typical stakeholders in
national cybersecurity policy appears in section two of this document. Additionally, some stakeholders
may be interested in taking a more active role in the formation and operation of a National CIRT. Typically
these include;

- law enforcement

- technology vendors

- government users (government agencies and ministries, etc)

- research communities

- governance bodies.

The National CIRT should understand how the identified stakeholders complement and integrate into
National CIRT operations, and develop a plan to ensure that bi-directional communication is designed into
its operations.

3.1.7 Additional Resources: For Planning and Establishing a National CIRT

The following is a list of publicly available resources for sponsors and champions considering the
establishment of a National CIRT.

Reference materials

- CERT’s Resource for National CIRTs: http://www.cert.org/CIRTs/national/

- CERT listing of National CIRTs: http://www.cert.org/CIRTs/national/contact.html

- Staffing Your Computer Security Incident Response Team — What Basic Skills Are Needed?:
http://www.cert.org/CIRTs/CIRT-staffing.html

- Resources for Computer Security Incident Response Teams (CIRTs):
http://www.cert.org/CIRTs/resources.html

- Forum of International Response and Security Teams: http://www.first.org

- Forums of |Incident Response and Security Teams (FIRST) Best Practice Guide:
http://www.first.org/resources/guides/#bp21
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- ENISA: Support for CERTs / CIRTs: http://www.enisa.europa.eu/act/cert/support

- ENISA: Baseline capabilities for National CIRTs: http://www.enisa.europa.eu/act/cert/support/
baseline-capabilities

Training resources

- CERT Overview of Creating and Managing CIRTs: http://www.sei.cmu.edu/training/p68.cfm

- CERT Creating a Computer Security Incident Response Team (CIRT): http://www.sei.cmu.edu/
training/p25.cfm

3.2 Strategic Goal: Establish Shared Situational Awareness

The essential function of a National CIRT is the ability to manage cybersecurity threats and incidents that
are of importance to national stakeholders. Excellence in incident management helps the National CIRT
to build relationships with stakeholders and achieve other strategic objectives, such as supporting the
national cybersecurity strategy. The first step in managing incidents is establishing an understanding or
awareness of who the National CIRT’s major constituents are, what types of systems they employ
(Information and Communications Technology), and what types of incidents they are experiencing. This
general understanding of the environment is typically referred to as shared situational awareness.

The most able staff and the best technical infrastructure are wasted if the community is unwilling to
inform the National CIRT about incidents. Therefore, the first enabling goal focuses on this issue.

3.2.1 Enabling Goal: Establish and Maintain Trust Relationships

National CIRTs collect sensitive information about national constituents’ problems, concerns, and
vulnerabilities. They frequently use this information to derive lessons learned and publish informational
reports, a process which carries the risk of revealing too much information if performed carelessly.
National CIRTs also disseminate general information to stakeholders about threats, vulnerabilities, and
best practices. Building trusted relationships with stakeholders is essential to facilitating this two-way
information exchange. Without the confidence of knowing that sensitive information will be adequately
protected and compartmentalized, stakeholders will be unwilling to share their sensitive information,
crucial to the National CIRT. Stated plainly, it is difficult to manage security incidents when the victims are
unwilling to tell the National CIRT about them.

By establishing relationships and partnerships with owners and operators of national critical
infrastructure and other key constituents, the National CIRT gains access to information crucial to its
operations. These relationships and partnerships are directly with the National CIRT and among
constituents. The National CIRT may act as a trusted communications channel between key constituents.

Ensuring the confidentiality of stakeholder information is an information security problem. It requires
information security risk assessments at the National CIRT level and implementation of the resulting
recommendations. Policies to strengthen information security range from properly vetting employees to
employee Non-Disclosure Agreements (NDAs) and similar legal devices, which make maintaining
confidentiality a condition of employment. Classification levels for information are another basic way to
ensure that access to information is limited to persons who need it to perform their job. Regardless of the
specific security measures and policies, the National CIRT should proactively address stakeholder concerns
in this area and be as transparent as possible about the security steps taken. A fuller discussion of policies
to facilitate information sharing and security in a National CIRT environment will appear later in this
series.

3.2.2 Enabling Goal: Coordinate Information Sharing between Domestic Constituents

One of the most important factors in establishing a national capability is to facilitate reliable and effective
information sharing. A key role for a National CIRT is to obtain incident information from the community
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and to disseminate timely and relevant response information back to the community. This type of
information generally includes the following:

- incoming information about security incidents, collected through a variety of means
- security bulletins, awareness information on cyber threats and vulnerabilities

- general, specific, and urgent cyber warnings and alerts (technical and non-technical)
- best practices to prevent cybersecurity problems, events, and incidents

- general National CIRT information (e.g., organizational chart, sponsorship, services provided by
the National CIRT, contact number/email address, etc.)

- resources and reference materials (e.g., security tools, partner organizations)

The information that the National CIRT collects can be used to reduce risk by providing support to
organizations that have been attacked. This support may take the form of direct technical support or it
may involve working with third parties to find remedies and workarounds, or raising awareness of the
general and private industry. A key part of information sharing is that sensitive information from
constituents may be shared with other constituents only after being anonymized during the analysis
process and in accordance with the National CIRT’s policies.

Anonymization requires sensitivity to specific circumstances, either involving computer security incidents
themselves or the major constituents. For instance, a publicized incident report may redact the names of
the victims or the constituent company involved. However, if it involves a notable incident discussed in
the press, it may fail at actually protecting confidences. A basic principle of protecting information is
receiving the approval of the parties involved before releasing information or publicizing reports.

A key component of information sharing is maintaining tools, techniques, and methods that enable the
National CIRT to communicate with its community. Examples of these can include the following:

- a website for communicating and disseminating information — both general (publicly accessible)
and sensitive (secure portal requiring authentication) between the CIRT and its community

- mailing lists, newsletters, trends and analysis reports

- implementation of secure information networks for CIRT operations

3.2.3 Enabling Goal: Integrate Risk Information from the Community

National CIRTs benefit from open, shared information from private industry, academia, and government.
When organizations conduct thorough risk assessments and share the results with the National CIRT,
situational awareness increases. Risk information from the community can help the National CIRT
understand the effect that security vulnerabilities and system problems might have on important assets
and infrastructure, helping the National CIRT to focus and refine its incident management process.

In its operational role of responding to incidents, a National CIRT is a key contributor to situational
awareness. By analyzing trends in the incidents being managed, the National CIRT learns about the status
of cybersecurity within the community it serves. The National CIRT uses this knowledge and its own
perspective on problems to produce a credible, realistic picture of national situational awareness. This
helps the National CIRT to identify proactive defense strategies, as well as needed improvements in
practices and behaviors within the community.

3.2.4 Enabling Goal: Collect Information about Computer Security Incidents

A National CIRT must be able to collect information about computer security incidents and events,
receiving reports about suspected or confirmed incidents that require coordination or response. National
CIRTs collect information about incidents through two primary means; the trusted relationships they build
and the technical infrastructure required to process incoming reports. While incident reporting is
frequently voluntary and facilitated by trust, in some cases it may be mandated.
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A National CIRT receives reports of computer security incidents through a variety of technical means, such
as a 24/7 hotline or web portal. Web portals may be accessible from any computer for the general public
or may be a secure web portal for the exchange of sensitive information. Capturing reports about
computer security incidents requires the community to detect, identify, and track anomalous activity,
employing both technical and non-technical methods. Anomalous activity is defined as activity that
deviates from some establish norm of system operation. In many cases, collecting computer security
incident information may first require educating communities about detecting this activity.

3.3 Strategic Goal: Manage Incidents

A National CIRT, acting as a trusted, national cybersecurity focal point, is uniquely situated to manage
incidents of national concern. To accomplish this, many National CIRTs establish certain active capabilities,
such as incident response and containment, and service reconstitution. It is important to remember that
in many cases the National CIRT will not handle all of the incident handling and analysis itself. A National
CIRT may act to facilitate and coordinate analysis and response, either because of limited resources or
because knowledge about the specific problem may reside elsewhere, for instance at another National
CIRT or at a technology vendor.

3.3.1 Enabling Goal: Define Incidents and Threats of National Interest

Resources are scarce. Defining the incidents and threats that are of interest to a National CIRT is perhaps
the most challenging task facing the National CIRT. Determining where the National CIRT should focus its
attention is an iterative, evolving process. After the initial formation of an incident management
capability, the National CIRT typically becomes inundated with questions and requests for assistance. This
places the National CIRT in the position of having to balance the scarcity of time and resources with a
desire to serve the community and build its relationships with stakeholders.

During the process of building the National CIRT capability there are several resources that will help the
sponsor define the initial focus areas for the National CIRT. These include the following:

- Information systems and incidents that affect those critical infrastructure sectors identified in
the National Cybersecurity Policy, if there is one. This should be the primary initial driver behind
the National CIRT focus areas. Providing guidance to the National CIRT is one of the principle
reasons for having a coordinated national policy.

- Incidents and threats that may affect systems in one or more sectors of critical infrastructure.

- Types of incidents or activity that may be of unique concern to national authorities because they
may directly affect national security, result in revealing sensitive information, cause
embarrassment to the nation, or because of other unique factors.

- Incidents that substantially affect a majority of computer users in the general public.
- The knowledge and experience of the National CIRT’s staff.

- Types of threats that are judged by the National CIRT’s incident analysts and the incident
response community as part of greater or evolving threats.

- The knowledge and shared wisdom from other National CIRTs.

Having an awareness of the systems currently in use by the National CIRT’s key constituents can also help
the National CIRT focus its analysis of incidents. This awareness is built over time through handling
incidents and interacting with the community.

3.3.2 Enabling Goal: Analyze Computer Security Incidents

All National CIRTs must possess the capability to respond to cyber incidents and provide the community
with analysis and support. Not all National CIRTs will have identical specific capabilities to do this work.
For instance, National CIRTs will not all have the same level of external partnership with information
technology experts, software development communities, and security researchers. Nor will all National

89



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

CIRTs have internal teams to perform code-level analysis of malware and software and to replicate attacks
and exploits. However, at a minimum National CIRTs should analyze reports of problems for shared
characteristics, to determine their importance and accurately gauge the level of threat represented by the
problem. Shared characteristics may include such things as attack vector and attack targets. In some
cases, these shared characteristics may involve identifying or attribution information that can be useful to
the nation’s security services.

3.3.3 Enabling Goal: Develop an Efficient Workflow Process

A National CIRT will inevitably receive information from multiple sources about computer security
incidents. These notifications will come via email, web form, telephone, fax, or automated process (i.e.,
event notification from automated information systems and sensors). Personal reports (i.e., those from
individuals rather than information systems) should be expected from both known and unknown sources.
Known sources include operating partners, information sharing networks, trusted members of private
industry, government stakeholders, and significant domain subject matter experts (research scientists,
etc). Unknown sources may include reports from citizens and other organizations where a relationship
does not exist. One example is the “hotline,” which is a posted phone number or instant messaging
service which allows all parties to report incidents to the National CIRT 24 hours a day and 365 days a
year. These incidents will vary in their severity and importance.

In order for the National CIRT to efficiently and fairly handle reports it should establish a clear, consistent
workflow process. Typical steps would include

- Detect incidents.

- Collect and document incident evidence.
- Analyze and triage events.

- Respond to and recover from incidents.

- Learn from incidents.

3.3.4 Enabling Goal: Warn the Community

The National CIRT warns the community it serves for a number of reasons. Timely notification of a threat
enables proactive protection of systems as well as recovery from an incident. Warnings and alerts
increase the ability of the affected constituents to prepare against and detect threats and vulnerabilities,
reducing the potential impact of risk. Warning the community about relevant problems will foster healthy
relationships, and promote practices for situational awareness. It also can provide evidence for the
“value-added” benefit of a National CIRT.

A National CIRT uses its relationships with stakeholders and with other National CIRTs, as well as its
collected incident reports and analysis of those reports, to learn about threats and vulnerabilities and
identify information that needs to be distributed to the community. A National CIRT must design warnings
to inform the community and encourage them to act to defend themselves. However the National CIRT
must balance the need to disseminate the information quickly with the sensitivity of the information and
the format of the warning. Such warnings must be sent to the community in a manner that provides for its
authenticity, integrity, and privacy where required. In addition, some warnings require confidentiality
regarding the source of the information, particularly in cases where an intelligence source supplies threat
information. Care needs to be exercised to ensure that while relevant threat information is effectively
shared, it is not shared to those without a need to know. Many National CIRTs remove information that
may indicate the source of threat and vulnerability data, limiting communications to the vulnerability
discovered or obscuring specific threat data.

Warnings from the National CIRT to stakeholders and the national community in general are typically
more effective when transmitted through trusted, confidential communications channels that have
already been established. These “channels” may take the form of specific individuals or offices in key
organizations. Working through pre-established confidential communication mechanisms has proven to
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be a very successful strategy for building trusted relationships. As a basis of the trusted relationships,
National CIRTs and their stakeholders and major constituents agree upon the communications method,
the terms of information handling, and other protections. This enabling goal is closely tied with
establishing trusted communications.

3.3.5 Enabling Goal: Publicize Cybersecurity Best Practices

A National CIRT collects information about security problems through various means and its collective
historical knowledge is an excellent source of “Lessons Learned.” The lessons extracted from incidents can
form the basis for targeted skills development and general security awareness. Moreover, these lessons
learned often improve situational awareness and contribute to overall cyber risk management. A National
CIRT may communicate best practices it has codified through the publication of general cybersecurity best
practice documents, guidance for incident response and prevention, training, recommended
organizational procedures, and published case studies of practice adoptions. For example, a National CIRT
may produce best practices about:

- How to secure specific technologies against known attacks and cybersecurity threats.
- How to develop, test, and exercise emergency response plans, procedures, and protocols.

- How to coordinate with the National CIRT on security research (e.g., vulnerability identification,
root cause analysis, and threat and attack community research).

3.3.6 Additional Resources: For Establishing Situational Awareness and Managing
Incidents

The following is a list of publicly available resources for establishing cybersecurity awareness and
managing incidents:
Reference materials

- Operationally ~ Critical Threat, Asset, and Vulnerability = Evaluation  (OCTAVE):
http://www.cert.org/octave/

- CERT Resiliency Management Model (RMM): http://www.sei.cmu.edu/library/abstracts/
reports/10tr012.cfm

- FIRST Papers & Presentations related to Computer Security: http://www.first.org/resources/
papers/index.html

- FIRST Best Practices Guides: http://www.first.org/resources/guides/index.html

- ENISA Quarterly Review: http://www.enisa.europa.eu/publications/eqr

Training resources

- CERT Assessing Information Security Risk Using the OCTAVE Approach: http://www.sei.cmu.edu/
training/p10b.cfm

- CERT OCTAVE Approach Instructor Training: http://www.sei.cmu.edu/training/p42b.cfm

- CERT Computer Security Incident Handling Certification: http://www.sei.cmu.edu/certification/

security/csih/

- FIRST Network Monitoring SIG meetings: http://www.first.org/meetings/nm-sig/

- Computer Security Incident Handling: http://www.first.org/conference/

- CERT Virtual Training Environment: https://www.vte.cert.org/vteweb/default.aspx

- FIRST Technical Colloquia & Symposia: http://www.first.org/events/colloquia/

- SANS courses: http://www.sans.org/security-training/courses.phP
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Materials on Warning the Community

- United States Department of Homeland Securty Stay Safe Online Website:
http://www.staysafeonline.org/ncsam

- The United States’ US-CERT maintains a repository of cybersecurity situational awareness
information: http://www.uscert.gov/

- US-CERT Vulnerability Notes Database: https://www.kb.cert.org/vuls/

- National Institute of Standards and Technology: National Vulnerability Database:
http://web.nvd.nist.gov/view/vuln/search

- Australia’s Stay Smart Online Alert Service: https://www.ssoalertservice.net.au/

- United Kingdom’s Warning, Advice, and Reporting Point’s newsletters:
http://www.warp.gov.uk/Index/WARPNews/indexnewsletter.htm

- International Telecommunications Union’s collection of Security Alert Providers:
http://www.itu.int/osg/spu/ni/security/links/alert.html

3.4 Strategic Goal: Support the National Cybersecurity Strategy

A National CIRT is a significant operational component of a national approach to executing cybersecurity
strategy. A National CIRT participates within a broader context for national incident management against
a host of diverse threats (i.e., man-made and natural; physical and cyber). A National CIRT can be used to
help

- determine additional national strategic requirements for cybersecurity

- identify needed technical practices, educational improvements, skills development of
cybersecurity practitioners, and research and development

- identify opportunities to improve cybersecurity policy, laws and regulations

- distribute lessons learned from cybersecurity experiences affecting the national approach to
cybersecurity itself

- improve the measurement of damages and costs associated with cyber incidents.

Perhaps most importantly for the national cybersecurity strategy, the National CIRT can help promote a
national culture of cybersecurity. By bringing together diverse stakeholders, the National CIRT can help
stakeholders better understand cybersecurity issues and the importance of this area to their various
communities.

3.4.1 Enabling Goal: Translate Experiences and Information to Improve National Cyber
Incident Management and Cyber Policy Development

While organizations of all sizes will continue to perform internal cyber incident management, a National
CIRT alone has the primary responsibility of addressing national level concerns. Translating National CIRT
experiences in a way that is useful to policymakers, stakeholders, and the community of security
practitioners generally enhances national cybersecurity. Translating experiences implies considering ways
in which the National CIRT’s work and the experiences of the community may have broader implications
for national laws and policies. This translation can produce lessons-learned and improve problem
avoidance and risk mitigation nationally, as well as influence national regulations, guidance, initiatives and
directives.

One example of such an experience may include incidents involving vulnerabilities affecting a system the
national government is considering deploying across its departments, agencies, and ministries.
Understanding the inherent risks may determine whether it will choose a technology or not. Another
example may involve some ambiguity or inconsistency in privacy law that impedes information sharing
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among private stakeholders. The sources for these lessons learned include both the National CIRT's
experiences and the experiences of stakeholders.

3.4.2 Enabling Goal: Build National Cybersecurity Capacity

A National CIRT is uniquely situated to serve as a trusted, national focal point. By taking advantage of this,
a National CIRT can coordinate with all owners and operators of ICT (private and/or public) to gain a
uniquely comprehensive perspective of the national cybersecurity landscape. This allows the National
CIRT to support the national cybersecurity strategy, manage incidents of national concern, and support
government operations most effectively. A National CIRT typically builds national cybersecurity capacity
by publishing best practices and providing services, guidance, training, education, and awareness for the
building of other organizational CIRTs.

A National CIRT may foster a national culture of cybersecurity. Publications and advisory services of the
National CIRT should be designed to build collective national capability, rather than cater to specific niche
needs. It is incumbent on a National CIRT not to act in the capacity of advocating the interests of a
particular stakeholder. The National CIRT can act as a valuable bridge between stakeholders and national
policymakers. The extent to which a National CIRT can fulfill this role may depend on legal and structural
factors.

3.4.3 Enabling Goal: Leverage Public Private Partnerships to Enhance Awareness and
Effectiveness

Protecting critical infrastructure and cyberspace is a shared responsibility that can best be accomplished
through collaboration between government and the private sector, which often owns and operates much
of the infrastructure. Successful government-industry collaboration requires three important elements:
(1) a clear value proposition; (2) clearly delineated roles and responsibilities; and (3) two-way information
sharing. The success of the partnership depends on articulating the mutual benefits to government and
industry partners. Benefits to all partners include:

- increased situational awareness through robust two-way information sharing
- access to actionable information regarding critical infrastructure threats
- increased sector stability that accompanies proactive risk management

National CIRT operational and strategic capabilities require active participation from all its partners.
Governments and industry should collaboratively adopt a risk management approach that enables
government and the private sector to identify the cyber infrastructure, analyze threats, assess
vulnerabilities, evaluate consequences, and identify mitigations plans.

3.4.4 Enabling Goal: Participate In and Encourage the Development of Information
Sharing Groups and Communities

The National CIRT’s participation in information sharing groups and communities is an important way to
enhance situational awareness and build trust relationships. Information sharing in this context should
ideally be bi-directional between the National CIRT and its community. With regard to infrastructure
operators specifically, incident and risk information should flow to the National CIRT from industry while
the National CIRT in turn disseminates threat, vulnerability, and mitigation information. Government, the
National CIRT, and industry can enhance this information flow by collaboratively developing a formal
framework for incident handling, including issues surrounding information sharing. The framework should
include policies and procedures for sharing information and reporting incidents, protecting and
disseminating sensitive (government and industry) proprietary information, and mechanisms for
communicating and disseminating information.

There are several different types of information sharing groups. Where the National CIRT identifies a need
for a particular venue in which to share information, it should take the lead in establishing such an
organization.
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Industry groups are comprised of separate firms in the same industry, for instance the several electrical
suppliers in a nation. These groups are often a valuable source of information about vulnerabilities and
incidents in a particular industry and can be fruitful venues to catalyze discussion about cybersecurity.
While industry groups are very beneficial, participants may sometimes be reluctant to share proprietary
or sensitive information in a group of their competitors.

Communities of interest are generally groups with a narrow, technology focus. These groups are integral
components of information sharing because they often have deep technical knowledge, skills, and
experience to study a problem and create solutions. Participants in these groups are often individuals
recognized for their technical skills, leading researchers in the fields of cybersecurity and computer
science, and private industry representatives from key information and communications technology
providers (i.e., infrastructure providers, software developers, etc.).

In some countries, communities of interest already share information on security threats, vulnerabilities,
and impacts. Often, these groups also provide timely alerts and warning to members to facilitate efforts
to mitigate, respond to, and recover from actual incidents impacting the critical infrastructures. Examples
of these groups include Information Sharing and Analysis Centers (ISACs) in the United States, and
Warning, Advice, and Reporting points (WARPs) in the U.K.

Government-Industry working groups can greatly facilitate information sharing. Government can be
informed by industry, soliciting comments from industry for cybersecurity policy and strategy
development, and coordinating efforts with private sector organizations through information sharing
mechanisms. Government should ensure that the private sector is engaged in the initial stages of the
development, implementation, and maintenance of initiatives and policies. Industry can benefit from
these groups by gaining the opportunity to affect policy making and learning how their sector fits in the
overall national security picture.

Finally, the National CIRT can play an important role organizing working groups among interdependent
industries. Incidents involving one infrastructure sector can have cascading effects that result in incidents
in others, creating interdependencies that are not always anticipated. For example, service disruptions in
one public utility may create high volumes of customer calls, disrupting telephone networks. By
developing an understanding of how cybersecurity affects multiple systems, the National CIRT can play an
important role in helping infrastructure owners and other organizations be sensitive to these
interdependencies. Sharing information across infrastructure firms can facilitate the response to
incidents that cut across multiple sectors.

3.4.5 Enabling Goal: Assist the National Government in Responding to Incidents in
Support of Government Operations

Where it is appropriate, based on political and organizational considerations, the National CIRT enhances
its role and effectiveness by handling incident response for government entities. Doing so helps to build
trust relationships with government departments and helps the National CIRT maintain an awareness of
the systems and technology currently in use. In cases where incident response in specific departments is
handled by an in-house CIRT, for instance a CIRT dedicated to the nation’s armed forces, the National CIRT
can provide support by disseminating threat information and information obtained through outreach with
the nation’s various organizational CIRTs.

3.4.6 Additional resources: Support the National Cybersecurity Strategy

The following is a list of publicly available resources for understanding how National CIRTs support a
national cybersecurity strategy.

Reference materials

- DHS National Infrastructure Advisory Council: Reports and Recommendations:
http://www.dhs.gov/niac
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US-CERT Government Collaboration Groups and Efforts to support government infrastructure:
http://www.uscert.gov/federal/collaboration.html

- The National Council for Public-Private Partnerships (U.S.): http://www.ncppp.org/

- Partnership for Critical Infrastructure Security, Inc: http://www.pcis.org/

- DHS National Infrastructure Protection Plan and Sector-Specific Plans: http://www.dhs.gov/nipp

- OECD Guidelines for the Security of Information Systems and Networks: Towards a Culture of
Security:
http://www.oecd.org/document/42/0,3343,en 2649 34255 15582250 1 1 1 1,00.html

- CIRTs and WARPs: Improving Security Together: http://www.warp.gov.uk/Marketing/
WARPCIRT%20handout.pdf

4 Conclusion

Instituting a national computer security incident management capability can be a valuable step towards
helping nations manage risk and secure their systems. This handbook is designed to be introductory
curricula for cybersecurity capacity development within nations. The intended audience includes potential
sponsors of National CIRTs, government policymakers, and individuals responsible for information and
communications technologies wanting to learn more about the value proposition of National CIRTs and
incident management capability generally. It is not intended to be a guide on the daily operations of a
National CIRT, but as informative materials on how a computer security incident management capability
may support a national cybersecurity strategy.

The simple truth is that there is a common need to resist, reduce, and fight cyber threats and respond to
attacks. National CIRTs and organizations like them provide a domestically-focused, internationally-
amplified operational response to those cyber incidents that can destabilize critical infrastructure.
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Annex B: Best practices for Cybersecurity — Managing a National CIRT with
Critical Success Factors

Abstract

This draft report is relevant to Item 2 b) (i) (a) (“with respect to developing a national strategy for
cybersecurity, (a) to develop models for national cybersecurity management of the ITU-D Study Group 1
Q22/1 work program) (see Document WTDC-10/162 Rev.1)

National security, economic vitality, and critical infrastructure are increasingly dependent on secure,
reliable information and communications technology (ICT). Government authorities are faced with having
to secure information and information assets from complex vulnerabilities and poorly attributable
threats. These problems are often beyond the reach of traditional governmental and legal processes.
National CIRTs are an essential element to supporting national cybersecurity and ensuring the resilience
of critical ICT.

While National CIRTs are vital to national cybersecurity, they pose significant management challenges.
This paper proposes critical success factors (CSFs) as an aid to leaders and managers in National CIRTs.
CSFs are a way to identify the essential attributes and activities that support an organization’s success,
and they have been used to identify information requirements for executives and align information
technology (IT) with business drivers in large organizations. This paper introduces the use of CSFs in the
National CIRT community, describes a process to identify them, and provides three examples of how they
can be used as part of National CIRT management.
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1 Introduction

National security and economic vitality are increasingly dependent on the storage, transmittal, and use of
information over interconnected, complex networks. Government and industry leaders are faced with
uncertainty and concerns over the confidentiality, availability, and integrity of data and systems that
support critical services in their societies. These concerns stem from many causes, including the
complexity of the systems themselves, complex supply chains where the end-user is many times removed
from the manufacturer, and the rapid exploitation of new vulnerabilities. Online anonymity implies that
individuals or groups can affect complex, important systems from behind their own political borders,
while national governments are constrained by the limits of their jurisdiction and the speed of legal and
organizational processes. As a result, government leaders face a dilemma, one in which they must protect
complex, evolving critical information and communications technology (ICT) over which they have little
control and which are subject to disruption from a number of poorly understood or non-attributable
causes. This security challenge is unique.

A computer security incident response team with national responsibility (referred to in this document as a
National CIRT) is an essential organization for helping national constituencies understand and manage
cybersecurity incidents. A National CIRT is a nation’s primary computer security incident response team,
with responsibility to one or more constituencies considered important for national security, public health
and safety, critical infrastructure, or economic vitality. National CIRTs are frequently, but not necessarily,
a formal part of the government. While many nations have a single National CIRT, it is not unusual for
there to be more than one National CIRT, each of which serves its own national constituency. A National
CIRT coordinates incident management and facilitates an understanding of cybersecurity issues. It
provides the specific technical capability to respond to cyber incidents of interest to its national
constituency. In this primary role, the National CIRT provides incident management solutions for
government authorities and national constituents.

Beyond the capacity to respond to discrete incidents, National CIRTs can enhance the ability of
government departments to fulfill their unique roles. Most government functional areas are touched by IT
or cybersecurity threats in some way. Law enforcement and the judiciary are increasingly concerned by
the global movement of criminals to the virtual world to commit crimes ranging from the exploitation of
vulnerable groups to financial fraud. National CIRTs can help authorities by tracking and analyzing
incidents involving the malware and techniques used to commit these types of crimes. The world’s
defense services, as well as critical infrastructure sectors—such as food, water, and energy—depend on
reliable ICT that may be degraded by cyber vulnerabilities of all kinds. The National CIRT can help national
governments manage these vulnerabilities by identifying them and educating its constituency on best
practices and mitigation.

Finally, National CIRTs can help foster international cooperation on cybersecurity by serving as a
communication channel for information about incidents, threats, and vulnerabilities that cross borders.
Regional and global collaboration with peer organizations, governments, and technology providers can
enhance this capability and help leaders better understand the current state of the global cyber threat.

This paper addresses the unique management challenges facing National CIRTs. These organizations
frequently operate under varying legal and political environments, are overseen by differing
organizations, are staffed by people with unique skill sets, and are funded at different levels. They
frequently have widely differing constituencies, ranging from the owners of government agency networks,
to academic networks, to critical infrastructure providers. The services that National CIRTs provide
depend strongly on the capabilities of their constituents. For instance, some National CIRTs may serve
constituents that already have a robust internal response capability. Others may serve constituents with a
limited in-house capability, requiring the National CIRT to provide direct technical assistance. National
CIRTs are very rarely “one size fits all” organizations.

Fortunately, these challenges are not unprecedented. Corporations and other industrial organizations
have long faced similar problems relating to the management of complex problems, uncertainty, and the
demands of ever-changing markets and competitors. While corporations and firms serve different roles in
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society, both types of organizations must manage operations in uncertain, complex environments to serve
constituents and customers with changing, evolving needs.

Over the last two decades, these challenges have become more acute. As IT has become critical to the
operations of most organizations, their leaders have struggled to align the use of technology with their
business environment and requirements. One useful tool has been critical success factors (CSFs).

This paper will propose and explain the use of CSFs as an aid to helping National CIRT leaders manage
their organizations more effectively. CSFs are an expression of the several activities and attributes that
are truly important to the success of the organization. Specifically, the paper will explain CSFs, describe
the general process an organization would use to derive its own set of CSFs, and provide three examples
of how CSFs can be used to help manage a National CIRT:

- using CSFs as an aid in building a national computer security incident management capability
- using CSFs to select which constituent services to provide

- using CSFs to identify priorities for measurement and metrics

How to Read this Document

This document is intended for managers and leaders involved in operating National CIRTs. It is also
intended for leaders in organizations interested in best practices for national cybersecurity. The discussion
of CSFs presented in this document might also be of interest to managers in other organizations; for
instance, those managing incidents across infrastructure sectors or extended supply chains.

This paper employs the example of a fictional National CIRT charged with the mission “Protect national
security and critical infrastructure from cybersecurity threats and vulnerabilities.” It is based in no
particular country, and is not intended to resemble any actual National CIRT. However, it shares
similarities with many incident management organizations. It has limited funding and staffing. Its
constituency has evolving and changing needs and may not know what incident management services it
really needs. Its parent organization does not really understand what it does or how to measure its
performance. The CIRT is usually not noticed until something goes wrong. The goals and CSFs that apply
to this fictional National CIRT are not intended to apply generally to actual incident management
organizations, although they may to some degree.3

The use of CSFs relies on two primary assumptions. The first is that a mission and strategic objectives are
in place for the National CIRT. The mission describes what the organization does, and why it does it. The
National CIRT mission should ordinarily flow directly from a national cybersecurity strategy, since most of
its activity centers on supporting national cybersecurity. Strategic objectives are a more specific
articulation of the mission and are designed to provide guidance for the organization itself and also for
outside observers seeking to understand the National CIRT’s role.

For example, the mission for our fictional National CIRT is “Protect national security and critical
infrastructure from cybersecurity threats and vulnerabilities.” Strategic objectives may express these in
more granular terms, such as

- Protect government networks that store and transport information relating to military
operations. Protect systems in the water and power generation infrastructure sectors from
software vulnerabilities and attack.

The second assumption, which follows closely from the first, is that the constituency for the National CIRT
is defined. This might be an explicit, documented decision made by the sponsoring or governing
organization through statutes, memoranda, or other documentation. It may also be implicit and follow

® The question of what community CSFs apply to all or any National CIRT—in other words what every National CIRT must

do well—will be the subject of a future paper.
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logically from the organizational placement of the National CIRT. For example, a National CIRT operated
by national military authorities may primarily support military networks.

Both assumptions may be more or less true in some cases. Many National CIRTs provide services to their
constituents despite the lack of a well-defined national cybersecurity strategy or mission. National CIRT
constituencies may also be ambiguous. In some situations, National CIRTs may provide services to a
variety of stakeholders on an ad hoc basis or as incidents unfold. Nevertheless, the National CIRT’s
managers must have some idea of what it hopes to accomplish and what constituency it intends to serve.
CSFs help leaders manage their organizations to ensure alignment with the mission and strategic
objectives. They provide an actionable roadmap with tangible outcomes for measuring success. They will
not provide or inform the mission itself.

2 Critical Success Factors

The use of critical success factors started with work conducted by John Rockhart of the Massachusetts
Institute for Technology (MIT) Sloan School of Management [Bullen 1981]. This work originally involved
helping organizations identify information needs® for senior executives. It has also been applied to the
question of helping senior IT managers (ClOs and CISOs, for example) plan the use of IT so that it supports
business drivers across large organizations. Rockhart advocated using CSFs as a way for senior executives
to better manage information systems.

Critical success factors themselves have been defined in different ways in the literature, including:
- key activities in which favorable results are necessary to reach goals

- key areas where things must go right for the business to flourish

- factors that are critical to the success of the organization

- a relatively small number of truly important areas.

These definitions share similarities. Critical success factors are the things that an organization must do, or
attributes the organization must have, to achieve its mission. They have been described as things that
“must be achieved in addition to the organization’s goals and objectives” [Caralli 2004]. Indeed, CSFs can
be attributes or conditions, such as “be a trusted partner,” “passion,” “shared ownership,” or “clear
authority and responsibility.” In this sense, CSFs are not simply deconstructed or more granular versions
of strategic goals. We will use the following definition:

» u

National CIRT critical success factors are the activities that must be done or conditions that
must be met in order for the National CIRT to achieve its mission and effectively serve its
constituency.

It is important to understand the relationship and differences between CSFs and strategic goals, as these
might initially seem to be interchangeable. Strategic goals are the higher-level objectives that describe
what the National CIRT must accomplish. An example might be: “Protect government networks that store
and transport information relating to military operations.” These typically general statements further
describe and explain the mission of the organization. They provide little guidance to National CIRT
managers about how to accomplish the strategic goal in the context of their unique operating
environments. CSFs, on the other hand, help the manager or executive identify and understand what
must be accomplished to achieve the strategic goals and mission. These can then be operationalized into
actionable activities.

*  Information needs consist of information executives need about the operations of their organizations. ldentifying

information needs for executives can be a difficult problem in large, complex organizations because many of the reports or
other sources of information are generated, among other reasons, to facilitate routine business functions rather than
monitor the health of the organization.
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CSFs are also different than performance goals, although they are closely related to them. Performance
goals are targets established to contribute to the organization’s success or the success of a particular
business unit or individual. For instance, the sales office of a manufacturing company may have a goal of
“Achieve a 10 percent increase in sales over the next fiscal year.” By comparison, a particular CIRT serving
a private firm may have the goal “Respond to all incidents within 24 hours.”

The usual purpose of performance goals is to provide targets to employees and business units so work can
be organized and performance rated. Performance goals are frequently very specific, express quantitative
measures of performance, and are often tied to a performance management process. While these types
of goals are necessary to operate organizations, they may not always be the best indicator of success.
Managers frequently set performance goals based on assumptions about what type of activity is
measureable. In fact, they may show a preference for goals that are easily measureable, even if the
activity does not always directly support the mission of the organization. Because performance goals
usually involve the performance management of individuals and business sub-units, managers may also
write goals that are generally attainable, for reasons relating to leadership and morale.

More fundamentally, performance goals are not really intended to help managers understand and
prioritize their organization’s internal activity. Nor are they intended to help solve management problems.
Rather, they are for consumption by those performing the work in the organization. CSFs, by contrast, fill
the void between strategic considerations and lower-level goals. The following example, derived from our
fictional National CIRT, shows how CSFs can bridge the gap between a higher-level strategic goal and
performance goals.5

Figure 1: Various roles of strategic goals, CSFs, and performance goals

Unauthorized Vendor contact
e fin lists must be
o error free and
military validated every
networks two months

must be
detected Incidents from
Agency “ABC”
Vulnerabilities must be
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Staff Must malware

training every

Coordinate or

with
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> This example includes three of the six CSFs for the National CIRT. The full list appears on page 16.

101




o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

Figure 1 illustrates a set of strategic goals, CSFs, performance goals, and the roles filled by each of these
management tools. The strategic goal “Protect Government networks that store and transport
information about military operations” provides guidance and indicates the leadership’s intent to the
entire organization. At the opposite end of the spectrum, performance goals help those in specific
functions to understand how they should be contributing to the overall mission. In this case, the training
coordinator knows that 75 percent of staff must receive refresher training on malware each year.
Moreover, this performance goal has been explicitly linked to the strategic goal through a formal CSF
process. Likewise, incident handlers understand they should respond to incidents from agency “ABC”
within two hours.

The critical success factors identified in this case fill an important niche between extremes: they help the
managers understand which activities must be accomplished to accomplish the mission. Together,
strategic goals, CSFs, and performance goals can create a seamless web wherein performance measures
and goals closely align with the mission and strategic goals. This understanding and prioritization helps
the National CIRT prioritize its efforts to foster resilience across the array of constituent technology and
information assets.

2.1 Advantages of a CSF Approach

There are several advantages to developing a formal approach to CSFs in National CIRTs, and
organizations generally. These advantages include

- Reducing ambiguity. CSFs can help managers build agreement across their staff on the purpose
and activities of the organization. The process of identifying and implementing CSFs can help to
foster communication throughout teams by involving them in the discussion, improving the
National CIRT’s confidence in the decisions made by management.

- Identifying Candidates for Measurement and Goal Setting. As noted, a key aspect of managing
any organization is measuring performance. However, measuring organizational performance
involves costs and complicated questions. Gathering and analyzing data can consume man hours
and require investment in technology. What is to be measured? How often? Many
organizations find measuring the right things difficult—or they measure only those activities that
are simple to measure [Hubbard 2009]. Sometimes this uncertainty results in no, or sub-optimal,
measurement of the organization’s activity. Evaluating CSFs can provide clarity and direction on
this question, ensuring that measurement and metrics help to produce optimal results.

- Identifying Information Requirements. When closely aligned with goal setting, CSFs can help
managers identify what types of information they really need to understand the operations and
health of their National CIRTs. Sometimes an objective, thorough evaluation of CSFs can identify
information requirements that are not obvious. For example, the success of a National CIRT
often hinges on how willing major constituents are to communicate incident and other
information to the organization. An objective, formal examination of CSFs may indicate that
whether or not the National CIRT is perceived as trustworthy or as a technology leader in its
community is a CSF. This can lead the National CIRT manager to request and watch types of
indicators and information he or she may not have considered.

- Identifying Risk Management Concerns. CSFs can help identify the vital assets and services
supporting the organization’s mission. This function can help a National CIRT identify which
systems and assets should be subject to a risk management process. This use of CSFs has
become common in many industries.

CSFs can be especially helpful for new and evolving organizations like National CIRTs. People in
organizations with many similarly-situated peers - the automobile industry for example, which serves a
mature market with a long, well studied history - have at least some gut-level understanding of what it
takes (i.e., the CSFs) to succeed in their industry. This understanding may be based on organizational
learning, talking to peers in other firms, or on historical experiences in the industry. Managers of National
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CIRTs do not typically have the same advantages, and can benefit from a formal process to identify their
essential practices.

2.2 Sources of CSFs

Much of the existing literature about CSFs centers on private industrial firms. These firms look to various
entities and sources to derive CSFs [Rockhart 1979, Caralli 2004]. These include their industry, their peers,
the general business climate, government regulation, specific problems or barriers facing the
organization, and the different hierarchies in their own organization. For a National CIRT, the sources of
CSFs are not very different. They include the following:

- The constituency. This is probably the most important source of CSFs for a National CIRT. The
needs and demands of the constituency form a primary input to the services to be provided.
Services will vary depending on the constituency. A National CIRT that supports government
agencies directly may monitor government agency networks if granted the authority to do so.
Alternatively, a National CIRT serving private infrastructure owners and operators may collect
incident information through voluntary reporting. Much of its role may relate to disseminating
best practices and fulfilling a warning function. Beyond the question of selecting services, the
constituency can provide input to operational questions for the National CIRT; for instance, how
quickly incidents must be processed or analyzed to be of service.

- Governing or oversight organizations. The organization that sponsors and overseas the National
CIRT is an important source of CSFs. This is often expressed in the parent organization’s mission
or objectives.

- Peers. The experiences of other National CIRTs can form a valuable bank of knowledge to inform
operations. For instance, where peer organizations serve similar constituencies or face similar
challenges, they may have already learned lessons that can be helpful.

- The legal or political environment. There may be constitutional or regulatory demands or
limitations placed on National CIRTs that also affect CSFs. Constitutional limitations may prevent
the National CIRT from obtaining certain information, or may place duties on the National CIRT
to safeguard particular information to a certain standard. These may include regulations having
to do with the privacy of personal information, for instance.

Organizational issues fall into this category, as well. For example, if the National CIRT is part of
an organization that also overseas or regulates the constituency, this organizational relationship
itself may create challenges that must be considered. In this particular case, the willingness of
constituents to provide information about incidents or their vulnerabilities, despite an obvious
concern that it could be used for regulatory purposes, could be identified as a CSF.

- Resource constraints. The resource constraints National CIRTs may face are a potential source of
CSFs. A basic constraint in many environments is the limited availability of skilled staff. Other
constraints might include uncertainty surrounding funding. Resource constraints may imply CSFs
that limit or constrain operations, or the resulting CSF may express the need to alleviate the
constraint and develop human capital or funding sources.

2.3 Identifying CSFs

This section is intended to serve as a primer on this topic and to describe a process for identifying CSFs in
the context of National CIRTs. The intent is to give National CIRT managers an understanding of the formal
process that drives development of CSFs. Additional detail concerning the process of identifying and
refining CSFs can be found in the works cited earlier in this report.

Activities such as workshops and working sessions are often used to derive or identify CSFs. The personnel
facilitating this work are selected by management based on various traits, such as their ability to think
objectively about the organization, their leadership ability, their understanding of the organization, and
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their communication skills. Based on the literature in this area, we propose four phases for the
identification and refinement of CSFs for National CIRTs. These are

- Defining Scope

- Collecting Data; Document Collection and Interviews
- Analyzing Data

- Deriving CSFs.

2.3.1 Defining Scope

Defining scope usually involves deciding whether the task of collecting CSFs is focused on enterprise
priorities for the organization or on operational activities. Enterprise CSFs focus on long-term, major
decisions, such as priorities for staffing, which services to offer, which technology to invest in, or whether
or not to move into a new facility. By contrast, operational CSFs involve the daily operations of
organizations. For a National CIRT, operational CSFs may involve the speed of incident handling or in what
priority different types of incidents should be handled.

Many organizations, especially large firms with many subsidiary divisions and departments, start their CSF
process at the enterprise level. They do so for the sake of simplicity. However, for smaller organizations or
organizations with a flat organizational structure (where there are few organizational layers between
managers and workers), collecting both enterprise and operational CSFs at the same time can be
effective. Many of the small teams of which National CIRTs are composed share these characteristics and
can feasibly derive CSFs in one exercise.

2.3.2 Collecting Data: Document Collection and Interviews

Collecting data to develop CSFs is done in two primary ways, document collection and interviews of key
personnel.

Document collection normally involves gathering important documents that provide information about
the essential factors affecting the National CIRT’s mission. The types of documents to be gathered usually
include

- the national cybersecurity strategy

- the mission statements for the National CIRT and the National CIRT’s parent organization
- the mission statements of the most important stakeholders or constituents

- previous audit reports concerning the National CIRT

- previous reports about incidents that have affected the constituency

- the legislation or statutes that establish and give authority to the National CIRT

- important laws or other regulations.

Of the two data collection methods, interviewing is typically the more important and fruitful method.
Interviewing managers, employees, constituents, and other stakeholders provides the opportunity to
reach agreement and understand what is truly important for the operation of the organization. In
addition, the interactive process of an interview allows for participants to help guide the process and
expose areas of concern and other nuances in a way that document review usually does not.

For CSF interviews to be productive, the right people must participate in the event, and forethought
should be put into the interview questions. For instance, while simply asking a constituent “What are your
critical success factors?” can yield useful information, probing or open-ended questions can be more
beneficial. For example

- What are your top two or three concerns about losing information?

- How could the failure of an information system jeopardize your organization?
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2.3.3
After

What are the top two or three things you need to manage cybersecurity incidents, which are

currently beyond your capability?

What would cause you not to share information about vulnerabilities or incidents with our

National CIRT?

How do we earn the trust of people in your organization?

Analyzing Data

data is collected, it must be analyzed. During the analysis phase, documents and interview
responses are examined to identify similar themes. Themes are ideas or activities that seem to recur

throughout the documents or responses.

Analyzing documents to identify themes can be relatively straightforward. As an example, Figure 1
presents objectives 3.1 through 3.3 of the United States Department of Homeland Security Strategic Plan
for 2008 to 2013. Certain sections of these objectives are underlined below. These statements and the

themes that relate to them appear in Table 1.

Figure 2: Example: Three objectives from the DHS Strategic Plan for 2008 to 2013

Objective 3.1
Protect and Strengthen the Resilience of the Nation’s Critical Infrastructure and Key Resources.

We will lead the effort to mitigate potential vulnerabilities of our Nation’s critical infrastructure
and key resources to ensure its protection and resilience. We will foster mutually beneficial
partnerships with public and private sector owners and operators to safeguard our critical
infrastructure and key resources against the most dangerous threats and critical risks. We will
strengthen resilience of critical infrastructure and key resources.

Objective 3.2
Ensure Continuity of Government Communications and Operations.

We will implement continuity of operations planning at key levels of government. We will
improve our ability to continue performance of essential functions/business and government
operations, including the protection of government personnel, facilities, national leaders, and the
Nation’s communications infrastructure across a wide range of potential emergencies.

Objective 3.3
Improve Cyber Security.

We will reduce our vulnerabilities to cyber system threats before they can be exploited to
damage the Nation’s critical infrastructures and ensure that such disruptions of cyberspace are
infrequent, of minimal duration, manageable, and cause the least damage possible.
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Table 1: Deriving themes from document review

Statement Theme

“Mitigate potential vulnerabilities.” Mitigate vulnerabilities

“Reduce our vulnerabilities to cyber system threats.” Mitigate vulnerabilities

“Foster mutually beneficial partnerships.” Build partnerships with private
industry

“Strengthen resilience of critical infrastructure.” Infrastructure resilience

“Protection of communications infrastructure.” Infrastructure resilience

“...ensure that such disruptions of cyberspace are infrequent, of | Infrastructure resilience

minimal duration, manageable, and cause the least damage

possible.”

Deriving themes from interview notes is done in a similar fashion, but can be more difficult because the
team facilitating the activity must not let their personal biases, the position of the interviewee, or other
factors skew the results of the work. A process of normalizing data is usually conducted in order to
remove bias and grade interview responses equally. Normalizing data means rewriting and presenting the
responses in such a way as to limit the effects of bias or other error.

2.3.4 Deriving CSFs

Deriving CSFs involves taking the themes identified during analysis and further refining them to develop
concise, unique CSFs describing the critical areas in which the National CIRT must perform in order to
satisfy its mission. Refinement of the themes involves grouping them together by their similar
characteristics and, as concisely as possible, expressing what the theme means to the organization. This
process is done over and over to eliminate candidate CSFs that are unclear or duplicative. The following is
a sample list of operational and enterprise CSFs for our fictional National CIRT.

- Unauthorized traffic in government networks must be detected.
- Negative publicity from security incidents must be managed.

- Staff must coordinate with vendors.

- Vulnerabilities must be mitigated rapidly.

- Strong partnerships must be built with private industry.

- Services must be provided with current in-house staff.®

Once CSFs are identified, they must be implemented to be useful. The following section gives three
examples of how CSFs can be used to support National CIRT management.

3 Using Critical Success Factors for National CIRTs

The purpose of identifying CSFs is to help National CIRT managers understand their operations and make
better decisions. National CIRTs can use CSFs in ways similar to many IT-centric organizations. For
instance, CSFs can be used to help manage security and resilience by helping managers understand what

®  The fictional National CIRT used in this example is like many National CIRTs, in that it faces resource constraints.
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services and assets are truly important and need to be secured. They can also help managers determine
the relative priority of securing various assets. Closely related to this question, CSFs can be used to help
determine the scope for risk assessments. Risk assessment can be a labor- and time-intensive process.
Consequently, having a formal process to identify important services, and their related assets, is essential
for making risk assessment fruitful. Finally, CSFs can be used to help managers identify the resilience
requirements (confidentiality, integrity, and availability) that support information assets.

This section will discuss how CSFs can help leaders who want to build or start a National CIRT. It will then
focus more narrowly on two examples involving operational management of our hypothetical National
CIRT: selecting services to be offered to the constituency and identifying measurement priorities

3.1 Building a National Computer Security Incident Management Capability

In a previous report in this series [Haller 2010], we identified four strategic goals and a set of enabling
goals for the development of a National CIRT capability. These goals are as follows:

1 Plan and establish a centralized computer security incident management capability.
¢ Identify sponsors and hosts.
e Determine constraints.
e  Determine the National CIRT structure.
e Determine the authority of the National CIRT.
e Determine the services of the National CIRT.
¢ Identify additional stakeholders.
2 Establish shared situational awareness.
e  Establish and maintain trust relationships.
e  Coordinate information sharing between domestic constituents.
¢ Integrate risk information from the community.
e  Collect information about computer security incidents.
3 Manage cyber incidents.
¢ Define incidents and threats of national interest.
e Analyze computer security incidents.
¢ Develop an efficient workflow process.
¢ Warn the community.
e Publicize cybersecurity best practices.
4 Support the national cybersecurity strategy.

¢ Translate experiences and information to improve national cyber incident management and
cyber policy development.

e  Build national cybersecurity capacity.
e Leverage public private partnerships to enhance awareness and effectiveness.

e Participate in and encourage the development of information sharing groups and
communities.

e Assist the national government in responding to incidents in support of government
operations.
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While these strategic and enabling goals outline the activities for building a National CIRT, the previous
report does not conclusively describe how to achieve them. Identifying CSFs can be an important step.
CSFs can provide clarity and answer basic questions about how these goals can be achieved. Table 2
provides some examples of typical questions that might arise when starting a National CIRT. The enabling
goals are taken from the previous paper:

Table 2: Questions to address when starting a National CIRT

Enabling Goal Questions

Determine the Services of the National | ¢ What services should be provided?

CIRT e How can a manager be confident that they are the right
services?

¢ In what priority should they be provided?
e Provided to which constituents?

Establish and Maintain Trust e Establish and maintain trust with whom?

Relationships e What types of risk information should be integrated?
Integrate Risk Information from the *  From which members of the community?

Community e In what priority?

Define Incidents and Threats of ¢ Incidents affecting which nationally important systems?
National Interest ¢ In what priority should they be handled?

Warn the Community e Which members of the community?

¢ In what priority should they be warned?
e Warned with what information?

Build National Cybersecurity Capacity e What type of capacity should be built?
¢ In what organizations?

¢ In what priority?

A complete description of how CSFs could be used for each goal is beyond the scope of this paper.
However, identifying CSFs—what is really important for success-is a discrete, one-time activity that can
inform and strengthen many types of organizational decisions.

3.2 Selecting National CIRT Services
The mission and constituency of a National CIRT will determine the services that it provides.

Some services may require large expenditures in terms of funding and staffing.” Others may merely
duplicate services that constituents can or should do themselves. To avoid wasted time and resources,
services should be closely tied to the National CIRT’s operating environment, political and other
considerations, the needs of constituents, and the activities that are truly important to the success of the
National CIRT. In short, they should be tied to CSFs.

Identifying intrusion sets, for instance, is a type of correlation analysis intended to provide law enforcement and other
government authorities with information to attribute malicious activity to the persons or entities behind it. This type of in-
depth analysis across large sets of incidents can be very labor intensive.
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This section will describe the use of affinity analysis to determine the services our fictional National CIRT
should provide. Affinity analysis is a common technique for using CSFs and is described as

...dffinity is the inherent or perceived similarity between two things. Affinity analysis is a way
of studying this similarity to understand relationships and draw conclusions about the affect
of one thing on another [Caralli 2004].

Affinity analysis is usually performed by constructing a comparison matrix that allows CSFs to be
compared and correlated with various criteria. The comparison criteria could be various facets of
organizational activity, depending on which type of analysis is to be conducted. For instance, the
comparison criteria could be the following:

- organizational processes

- information assets

- physical assets

- security requirements

- performance metrics

- operational unit goals or objectives

The purpose of constructing a comparison matrix is to identify the relationship between some criteria and
the CSFs. For instance, in the very simple example below, CSFs are compared to departments in a
hypothetical organization to determine which departments support which critical success factors.
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Figure 3: CSFs are compared to departments to determine which departments support which critical

success factors
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“maximize teamwork” CSF.

The following example involves an analysis of which services our fictional National CIRT should offer its
government and critical infrastructure constituency. After a formal process—along the lines described in
section two of this report--six CSFs were identified. These are

Unauthorized traffic in government networks must be detected.
Negative publicity from security incidents must be managed.
Staff must coordinate with vendors.

Vulnerabilities must be mitigated rapidly.

Strong partnerships must be built with private industry.

Services must be provided with current in-house staff.

110



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

The completed affinity analysis matrix appears on page 18. The matrix was completed by comparing each
CSF with each candidate service to determine if the service supported (or was compatible with) the CSF.
In this case, the completion of a comparison matrix yields lessons and information helpful to the manager
of this National CIRT.

An initial observation is that the CSF “Unauthorized traffic in government networks must be detected” is
largely unfulfilled and will be very difficult to accomplish.  While there are services that can help the
National CIRT detect unauthorized traffic, they cannot be offered while satisfying the constraint CSF
“Services must be provided with current in-house staff.” In this case, the managers of the National CIRT
should further discuss this success factor with their government sponsoring organization, either to further
refine or eliminate the requirement or to make the case for more funding so that the National CIRT can
hire more, and more highly trained staff.

Another initial observation from the matrix is that the most generally useful service the National CIRT can
provide is simply to be a trusted point of contact and coordinator.? This is because acting as a coordinator
supports a large number of CSFs.

Finally, the matrix indicates a weakness in how the National CIRT is currently staffed. “National Alert and
Warning” and “Organizational CIRT Capacity Building” are both services that support two and three CSFs,
respectively. However, the National CIRT is currently unable to offer these services because it is not
adequately staffed to do so. It cannot provide these services with current in-house staff, which is the last
CSF. This indicates a need to hire additional staff to offer these vital services.’

In this role, the National CIRT acts as a coordinator for domestic organizations attempting to resolve cybersecurity
incidents. It also performs this role for foreign entities inquiring about security incidents that may have some nexus or tie
to the National CIRT’s constituency. In this role, the National CIRT does not typically analyze or resolve incidents itself, but
rather it helps to direct organizations to information, services, or other entities that can help them.

9 Conversely, the National CIRT is staffed to provide two services, Artifact Handling and Technology Watch, that do not

significantly contribute to the first five CSFs.
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Table 3: Affinity analysis matrix for fictional National CIRT choosing services
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As is often the case with an analysis using CSFs, the formal process does not yield results that are entirely
unexpected. For example, based on historic and anecdotal information, it is often the case that acting as a
trusted coordinator is a basic service that broadly supports a variety of functions. However, a formal
analytical process helps to foster agreement among managers, stakeholders, and major constituents. In
the case of the fictional National CIRT studied here, the comparison matrix offers clear support for the
proposition that a basic coordinating service should receive the highest degree of initial support. It is a
high-value service in the context of this National CIRT. A formal process can also help managers draw
other non-obvious conclusions, such as how the staffing in this particular National CIRT is somewhat
mismatched with the services that are really needed.

3.3 Identifying Priorities for Measurement and Metrics

Another area in which CSFs can be helpful is identifying measurement priorities for National CIRT
managers. Executives in any organization are often faced with a broad variety of information in the form
of reports about activity in their organizations. However, in many cases this information is either
irrelevant or not helpful to managers trying to determine the health of their organization and whether or
not it is accomplishing its mission.

Reports may often be primarily intended for other parts of the organization or to facilitate general
business functions. In a for-profit business, these may take the form of accounts receivable reports or
sales reports about a particular item. In some organizations, there is little effort aimed at providing
leadership with timely, tailored information about the health of the organization. Sometimes it is
assumed the operational and working environment changes so rapidly that formalized reporting about
the organization’s health is not practical, or that it’s preferable for managers to determine the state of
their organization simply by talking to their staff and customers.

While leaders are usually very interested in knowing the health of their organization, there are costs to
measuring intangible aspects of organizational performance. These usually take the form of labor hours
and opportunity cost. Therefore, the information requirements for organizational leaders should be
identified carefully. CSFs provide a useful way to identify these requirements. In the following example,
the CSFs from our fictional National CIRT are presented along with some sample measures that relate to
each of them.

Table 4: Sample measurements that support the mission of a National CIRT

Critical Success Factors ’ Candidate Information Requirement
Unauthorized traffic in ¢ Number of incidents year to date involving beaconing to a compromised
government networks must be or malicious host
detected

¢ False positive rate for event detection rules

e Percentage of government access points being monitored

e Frequency of updating event detection criteria

Negative publicity from security e Number of inquiries to the designated public affairs contact person

incidents must be managed o ) o ) .
e Percentage of news stories involving security incidents in the constituency

where the National CIRT first learned about the incident from the media
itself

¢ Number of news stories involving computer security incidents among the
National CIRT’s constituency.

¢ Number of media inquiries answered by National CIRT personnel other
than the designated media point of contact
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Critical Success Factors ’ Candidate Information Requirement
Staff must coordinate with e Number of IT vendors used by the constituency vs. the number of vendors
vendors in the National CIRT’s rolodex.

Strong partnerships must be built | ¢ Number of incidents voluntarily reported by private industrial
with private industry constituents

¢ Number and trending of private industry inquiries to the National CIRT
about emerging security threats

¢ Number of training courses taught at major private industry stakeholders
every year.

Vulnerabilities must be mitigated | ® Percentage of recurring incidents with costs greater than X from known
rapidly route causes

e Cycle time between report of zero-day vulnerability and patching done
across the constituency

e Percentage of incidents reported that relate to known vulnerabilities that
are at least 45 days old.

Alternatively, National CIRT managers may have a catalogue of existing reports about their organization’s
activity from which to choose. Or, they may be faced with the task of selecting incident management
software that may offer different types of report functionality. In these cases affinity analysis using CSFs—
similar to the example in the previous section - can be used to help determine what types of reports
should be sustained or which types of reporting utilities would most benefit the organization.

4 Conclusion

CSFs are valuable tools that can help managers in complex organizations make timely decisions and
prioritize their services and assets. It is hoped that the materials in this report provide an understanding
of how the formal identification and use of CSFs can help the National CIRT manager and other personnel
tie their activities directly to the success of the organization.

Managing National CIRTs is a unique, complex leadership challenge. These organizations fill an ever more
vital role and help national constituencies understand and manage cybersecurity incidents. The
management of National CIRTs must evolve and formalize so that they fully support national
cybersecurity and integrate smoothly in their unique operating environments. National CIRTs are evolving
organizations and tools such as CSFs may help in their management.
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Annex C: Best practices for Cybersecurity — Guide for the Establishment of a
National Cybersecurity Management System

Abstract

This document contains the revised version of the contribution from Morocco contribution on a “National
Cybersecurity Management System: Framework — Maturity Model — Responsibilities and Implementation
Guide” as a National Roadmap for Global Cybersecurity for discussion in Question 22-1/1. The changes in
this document are dated July 27, 2011 and include the following:

1 Proposed changes by the U.S. delegation, recorded in the May 2011 Rapporteur’s Group
Document RGQ 22-1/1/008 and Document 1/102-E submitted to the September 2011 meeting;

2 Changes in the various models describing the proposed approach;

3 Additional paragraph defining the maturity model, taken from the COBIT (ISACA), and this in

response to remarks by the representative of FIRST "That There Is a Difference between a"
model "and a" maturity model ";

4 Explanation of the process "EM1" (NCSec observatory);
5 Introduction of a new table on "Information Criteria NCSec";
6 Improved descriptions of some of the processes of the maturity model.
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Executive Summary

This report is responsive to Question 22-1/1, work item 2 b) ii) a), namely, “to develop models for national
security management.The digital revolution has changed how business is transacted, how governments
operate. Globalization and technology advancement have made critical infrastructure vulnerable and thus
a potential terrorist target. Countries face real risks, and vulnerabilities in the critical information systems
could be exploited by adversaries. They seek to incapacitate critical infrastructure and key resources to
threaten national security, causing considerable mass casualties, weaken world economy, and damage
public morale and confidence. Cyberspace is far from secure today. In the light of this changing
environment, there is an urgent need to take action — at national as well as international levels — against
all forms of cyberthreats.

It is the role of governments to face computer security challenges. These challenges are serious in a
context where there is an absence of appropriate organizational and institutional structures to deal with
incidents. But more important than the question of which agency or agencies should be given the
responsibility for computer security is the point that some national leadership should be designated to
ensure that computer security will receive government-wide attention. Therefore, sectors and lead
agencies should assess the reliability, vulnerability, and threat environments of the infrastructures and
employ appropriate protective measures and responses to safeguard them.

Countries suffer from a lack of international standards for a State or a region to measure its current
security status. Existing standards, such as ISO 27000 family and Cobit, for example, are not adapted to
information security implementation at both national and regional levels.

Governmental Cybersecurity Policies are not enough. It becomes necessary to create and endorse a
"Generic Policy Model" of Cybersecurity, associated to "National Coordinated Strategies" against
cyberthreats, answering also the needs of ITU through its "Global Cybersecurity Agenda". This process
requires a comprehensive strategy that includes an initial broad review of the adequacy of current
national practices, and consideration of the role of all stakeholders.

Appropriate national and regional organizational structures to deal with cyberthreats are needed more
than any time.

The ITU has already proposed a whole process for developing and implementing a national Cybersecurity
plan. But this process requires a comprehensive strategy that includes an initial broad review of the
adequacy of current national practices, and consideration of the role of all stakeholders.

This contribution proposes global Governance answering the former needs expressed by the ITU. It is
intended to present «NCSecMS», the "National Cybersecurity Management System", which is a guide for
the development for effective National Cybersecurity. It ensures the implementation of a National
Roadmap of Cybersecurity Governance, through the 4 following components:

1 "NCSec Framework" proposes five domains and 34 processes for covering main issues related to
Cybersecurity at the National level, as the ISO 27002 for organizations;

2 "NCSec Maturity Model", classifies "NCSec Framework" processes depending on their level of
maturity;
3 "NCSec RACI chart" helps to define roles and responsibilities for the main stakeholders

concerned by Cybersecurity in a country or a region;

4 "NCSec Implementation Guide" is a generalization of ISO 27001 and 27003 standards at the
national level. It underlines best practices that organizations can use to measure their readiness
status.

This proposal defines a methodology to implement a Roadmap of National Cybersecurity Governance,
including a framework of Best Practices and a Maturity Model, to assess for different aspects related to
National Cybersecurity.
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1 Introduction

1.1 Cyber Challenges and Threats

We are heading toward a future of “pervasive computing” in which information technology will be
ubiquitously integrated into everyday objects. Information and Communication Technologies (ICT) is a
critical component of innovation and is responsible for nearly 40% of productivity growth worldwide. In
addition, this highly innovative sector is responsible for more than a quarter of the total industrial effort
and plays a key role in the creation of economic growth and jobs throughout a number of economies. The
availability, reliability and security of networks and information systems are increasingly central to
economies and to the fabric of society.

The information technology infrastructure is critical, but its protection is more critical, by deploying sound
security products and adopting good security practices. A number of analysts think that the Cybersecurity
threat is real, imminent, and growing in severity. Though Cybersecurity is a problem of national
importance, the risks are often underestimated. The relevance of information and communication
technologies (ICT) for the economies is undeniable.

There have been significant changes in the level of sophistication of cyberthreats since 1986 when the
first known case of a computer virus aimed at advertising a Computer Store in Lahore, Pakistan, was
reported.

Spam has also evolved to become a vehicle for delivering more dangerous malware and payloads, such as
the dissemination of viruses, worms and Trojans that are today a means for online financial fraud, identity
or trade-secret theft as well as various other forms of cyber threats. One of the emerging and rather
dangerous trends is the shift in strategy by hackers from the central command-and-control model for
controlling botnets to a peer-to-peer model with a distributed command structure capable of spreading
to computers located in different countries.

About 70% of global email volume is nothing else but spam. Spam is now used as a vehicle for spreading
viruses and spyware. After security violations, damages were experienced by: 25.4% of business end-
users; 36.2% of active Internet users. The increasing deployment of mobile devices (including 3G mobile
phones, portable video game consoles, etc.) and mobile-based network services poses new threats to
security. These threats could turn out to be more dangerous than attacks on PCs as the latter already
have a significant level of security. Governments worldwide have faced the computer securities
challenges. This challenge is serious where, there is an absence of appropriate organizational and
institutional structures to deal with incidents (such as virus and network attacks resulting in fraud, the
destruction of information and/or the dissemination of inappropriate content) is also a genuine problem
in responding to cyber attacks.

But more important than the question of which agency or agencies should be given responsibility for
computer security is the point that some national leadership should be designated to ensure that
computer security will receive government-wide attention. Therefore, sectors and lead agencies should
frequently assess the reliability, vulnerability, and threat environments of the infrastructures and employ
appropriate protective measures and responses to safeguard them.

1.2 Strategic context

Cybersecurity has been considered as a priority since a long time: indeed, ITU Membership has been
calling for a greater role to be played by ITU in matters relating to Cybersecurity through a number of
resolutions, decisions, programmes and recommendations. Moreover, the ITU Secretary-General has set
Cybersecurity as a top priority. ITU constitutes hence a unique global forum to discuss Cybersecurity.

Between 2003 and 2005, world leaders at the « World Summit on the Information Society » (WSIS)
entrusted ITU as sole facilitator for WSIS Action Line C5 — « Building Confidence and Security in the use of
ICTs ». WSIS has mandated ITU to promote a global culture of Cybersecurity.
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In 2006, ITU Plenipotentiary Conference in Turkey put Cybersecurity as a priority for the Union, in terms
of resolutions and strategic plan. The conference delegates also gave ITU a clear mandate to focus on
infrastructure and Cybersecurity.

In 2008, during ITU « World Telecommunications and Standardization Assembly » (WTSA) in South Africa,
one of the three evening side events corresponded to Cybersecurity topics. It was convened to address
the global concern of security in information and communication technologies (ICT), as well as providing a
high-level overview of the subject. This side event also provided insights on security challenges faced by
ICT community, including network operators, enterprises, governments and individuals.

In 2010, ITU World Telecommunication Development Conference (WTDC), held in India, put Cybersecurity
as a priority in ITU-D work programme.

13 ITU & WSIS

The outcomes of both phases of the « World Summit on the Information Society » (WSIS) emphasize that
building confidence and security in the use of ICTs is a necessary pillar for building a global information
society. Indeed, the « WSIS Declaration of Principles » states that « strengthening the trust framework,
including information security and network security, authentication, privacy and consumer protection, is a
prerequisite for the development of the Information Society and for building confidence among users of
ICTs ». It further states that a « ... global culture of Cybersecurity needs to be actively promoted,
developed and implemented in cooperation with all stakeholders and international expert bodies ».

In particular, the Agenda of the second phase of the WSIS describes the establishment of a mechanism for
implementation and follow-up to WSIS, and requests ITU to play a facilitator/moderator role for the WSIS
Action Line C5.

The WSIS Phase Il Agenda, proposed in Tunis, seeks to « build confidence and security in the use of ICTs
by strengthening the trust framework ». It also reaffirms « the necessity to further promote, develop and
implement in cooperation with all stakeholders a global culture of Cybersecurity, as outlined in UNGA
Resolution 57/239 and other relevant regional frameworks ».

This culture requires national action and increased international cooperation to strengthen security while
enhancing the protection of personal information, privacy and data. Access and trade will be enhanced by
continued development of the culture of Cybersecurity. It will have to take into account the level of social
and economic development of each country and to respect the development-oriented aspects of the
Information Society.

The crucial role that confidence and security play as one of the main pillars in building an inclusive, secure
and global information society was one of the main conclusions of the World Summit on the Information
Society (WSIS).

The global nature of the legal, technical and organizational challenges related to Cybersecurity can only be
properly addressed through a strategy that takes account of the role to be played by all relevant
stakeholders, existing initiatives in a framework of international cooperation.

Attempts to address these challenges at the national and regional levels are not sufficient due to the fact
that the information society has no definite geographical borders.
1.3.1 Action Line C5

WSIS Action Line C5's goal is to help building confidence and security in use of ICTs. As mentioned above,
the WSIS recognized the real and significant risks posed by cyberthreats and entrusted the ITU to facilitate
the implementation of WSIS Action Line C5: « Building confidence and security in the use of ICTs ».

We will remind the different areas covered by the Action Line C5 along with extracts from the WSIS texts
highlighting building confidence and trust in the use of ICTs:

- Critical Information Infrastructure Protection (CIIP) ;
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- Promotion of a Global Culture of Cybersecurity;

- Harmonizing National Legal Approaches, International Legal Coordination and Enforcement;
- Countering Spam;

- Developing Watch, Warning and Incident Response Capabilities;

- Information Sharing of National Approaches, Good Practices and Guidelines;

- Privacy, Data and Consumer Protection.

According to these statements, confidence and security in using ICTs are vital and fundamental in building
an inclusive, secure and global information society as acknowledged by the WSIS.

In this context, and in response to its mandate as sole Facilitator of WSIS Action Line C5, the ITU launched,
on 17 May 2007, the Global Cybersecurity Agenda as a framework for international cooperation aimed at
enhancing confidence and security in the information society.

ITU has been entrusted by the WSIS community of stakeholders to facilitate the implementation of WSIS
Action Line C5 (Building confidence and security in the use of ICTs). With its 191 Member States and more
than 700 Sector Members, ITU is uniquely placed to propose a framework for international cooperation in
Cybersecurity. Its membership includes the least developed, developing and emerging economies as well
as developed countries. ITU therefore provides a forum where these diverse views of what Cybersecurity
and cyberthreats mean to various countries can be discussed, with the goal of arriving at a common
understanding amongst countries on how these challenges can be addressed.

1.3.2 ITU's Global Cybersecurity Agenda

Figure 1: Global Cybersecurity Agenda

ITU Glokal Cybersecurity Anenda (GCA)
b T High-Llevel Experts Group [HLEG]
Cybersecurity Lo
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The Global Cybersecurity Agenda (GCA) is an ITU framework for international cooperation aimed at
proposing solutions to enhance confidence and security in the information society. It will be built on the
basis of existing national and regional initiatives in order to avoid duplication of work and encourage
collaboration with all relevant partners.

The main goal of Global Cybersecurity Agenda (GCA) is to propose solutions to address some of the
challenges faced today in Cybersecurity and cyberthreats. The ultimate objective of the Global
Cybersecurity Agenda is to make significant progress on the agreed goals within the framework of fight
against cybercrime. It will also increase the level of confidence and security in the information society. It

120



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

will be based on international cooperation, and will strive at getting the engagement of all relevant
stakeholders in a concerted and coordinated effort to make a difference and to build security and
confidence in the information society.

The GCA rests on five pillars or work areas:

1 Legal Measures: to develop advice on how criminal activities committed over ICTs could be dealt
with through legislation in an internationally compatible manner;

2 Technical and Procedural Measures: to focus on key measures for addressing vulnerabilities in
software products, including accreditation schemes, protocols and standards;

3 Organizational Structures: to consider generic frameworks and response strategies for the
prevention, detection, response to and crisis management of cyber attacks, including the
protection of countries’ critical information infrastructure systems;

4 Capacity Building: to elaborate strategies for capacity building mechanisms to raise awareness,
transfer know-how and boost Cybersecurity on the national policy agenda;

5 International Cooperation: to develop a strategy for international cooperation, dialogue and
coordination in dealing with cyberthreats.

Since its launch, GCA has attracted the support and recognition of leaders and Cybersecurity experts
around the world: H.E. Blaise Compaoré, President of Burkina Faso and H.E. Dr Oscar Arias Sanchez,
Former President of the Republic of Costa Rica and Nobel Peace Laureate, are both Patrons of the GCA.

An important new element of the GCA is the ITU’s Child Online Protection initiative which is a unique and
global initiative bringing together partners from all sectors of the community to identify key risks and
vulnerabilities in cyberspace; create awareness; develop practical tools; and share knowledge and
experience.

The GCA has benefited from the advice of an expert panel, the High-Level Experts Group, on the complex
issues surrounding cybersecurity.

1.3.3 HLEG Report

The Report of the Chairman of the High Level Expert Group (HLEG) to the Global Cybersecurity Agenda
(GCA) launched by the Secretary-General on 17 May 2007 summarizes the proposals of various experts
with respect to the seven main strategy goals embedded within this initiative, with concentration on
relevant Recommendations for the following five working areas: 1) Legal measures; 2) Technical and
procedural measures; 3) Organizational structure; 4) Capacity building; and 5) International cooperation.

1.3.4 ITU Q22/1 Report on Best Practices

In the last study cycle (2006-2009), ITU-D Question 22/1 developed a report on “Best Practices for a
National Approach to Cybersecurity: Building Blocks for Organizing National Cybersecurity Efforts.” At
WTDC-10, it was agreed that Question 22-1/1 should develop more in-depth reports on various topics in
the Report on Best Practices, including reports on models for national security management.

1.4 National Issue: Lack of standards

Cybersecurity organizational and institutional structures may not always be systematically efficient at the
national level; this situation makes it difficult, at times, to deal with cyber threats and incidents. National
Cybersecurity challenges are serious in a context where there may be a lack of standards that can help
countries identifying responsibilities for specific elements. There are numbers of different best practice
documents at the organizational level, in order to affect responsibilities, but there is not always clear
guidance for states and regions in this arena.
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Cybersecurity standards enable organizational structures to practice safe security techniques in order to
minimize the number of successful Cybersecurity attacks. Cybersecurity implementation becomes easier
with these guides, through general outlines and specific technical specifications.

Many norms and models that deal with information security do exist: We can mention, for example,
ISO/IEC 27000 family, COBIT, etc. Do these norms address Cybersecurity at the national level?

1.4.1 SO 27000 family

The basis of the standard was originally a document published by the UK government, re-published first
by BSI as BS7799, and by ISO, as ISO 17799, then 27001. The ISO 27002 standard is a code of practice for
information security. These two documents are intended to be used together, with one complimenting
the other. For the time being, the ISO 27000 series of standards have been specifically reserved by ISO for
information security matters at the organizational level, not at the national level.

These control objectives can't be used at the national level. But the methodological approach suggested
by ISO is interesting. If adapted to the National context of Cybersecurity, it would offer an appropriate
framework of cyberconfidence. This is one of the objectives of the proposed « National Cybersecurity
Framework », and more specifically the pedestal of the whole discussed process. So, as for ISO/IEC 27002,
one should first define « control objectives » at the national level.

1.4.2 Cobit

Cobit is a framework developed for IT process management with a strong focus on control, and less on
execution. It provides good practices across a domain and process framework and presents activities in a
manageable and logical structure. Cobit’s good practices represent the consensus of experts. The maturity
model associated to Cobit measures the degree of achievement of processes, and identifies the
associated responsibilities of business and IT process owners. Cobit can't be applied to the national level.

1.4.3 Community Cybersecurity Maturity Model (CCSMM)

The Community Cybersecurity Maturity Model provides a structure which communities and states can use
to determine their level of preparedness and to create a plan to improve their security posture and
enhance their chances of successfully preventing or detecting and responding to a cyber attack.

But this proposition suffers from the following lacks: The methodology is empiric, based on professional
experience rather than systematic approach; The proposed maturity model is not based on a global
framework that is already settled, which means that it will be too complex in order to be deployed; The
number of stakeholders is limited to 3, which are: Government, Critical Infrastructure, and Citizens.
Whereas in reality, one has to consider more, such as Private Sector, and Academia; The proposed level of
maturity n°5 is called: “Full Security Operational Capability”, whereas we all know that “Total Security”
doesn't exist. It is recommended in this situation to replace it with “Optimized Security” that is under
improvement.

1.4.4 Need for National Standards

This maturity model is dedicated to Critical Infrastructure, which makes it difficult to be applied under a
more general e-Government vision.

As a conclusion, we do need indicators at the national level, which link strategic national goals to IT goals,
providing metrics to measure their achievement, and to identify from a Cybersecurity viewpoint the
associated responsibilities of stakeholders and control process. After identifying critical Information
Technology processes and controls, it becomes easier to point out vulnerabilities and demonstrate them
to management. Action plans can be developed to bring these processes up to the desired target level.

We do need to follow an efficient methodology for identifying functional areas where there are
ambiguities in terms of responsibilities, at the national level, bringing the differences out and resolving
them through a cross-functional collaborative effort.

122



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

1.5 National Cybersecurity Management System

National Cybersecurity Management System, called “NCSecMS”, can be considered as a tool the goal of
which is to facilitate the achievement of National Cybersecurity, at both the national and regional levels. It
consists in 4 steps, containing the following components:

Figure 2: National Cybersecurity Management System
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Step 1: NCSecFR (Framework)

The best practice proposal for National Cybersecurity, called “NCSecFR”, is a global framework answering
the needs expressed by the ITU in its Global Cybersecurity Agenda (GCA). Fully inspired from ISO 27002
standard, it is a code of practice for Organizational Structures and Policies on Cybersecurity at the national
level, consisting in 5 domains and 34 processes, in order to help building regional and international
cooperation for watch, warning, and incident response.

Step 2: NCSecMM (Maturity Model)

As long as a global national framework for Cybersecurity is defined, the “NCSecMM” is associated to this
best practice proposal for National Cybersecurity, called “NCSecFR”. Inspired from Cobit's maturity model,
it will enforce national Cybersecurity Management System implementation, showing thus what has to be
done to improve for each process, at the national and regional levels.
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Step 3: NCSecRR (Roles & Responsibilities)

Responsibility Charting is a technique for identifying functional areas where there are process ambiguities,
bringing the differences out, and resolving them through a cross-functional collaborative effort. A
“National RACI chart”, called “NCSecRR”, is provided, and defines, among the stakeholders, who are
“Responsible”, “Accountable”, “Consulted” and “Informed” for each of the 34 NCSec processes. The “RACI
chart” defines in detail what has to be delegated and to whom, and what kind of responsibility will be
affected to one stakeholder instead of another.

Step 4: NCSeclG (Implementation Guide)

The implementation guide associated to National Cybersecurity, called “NCSeclG”, offers an efficient
process control mechanism, in order to guarantee a good comprehension of the interaction between
these processes, using ISO 27001 and ISO 27003 approaches.

1.6 Resolution approach

In order to reach the corresponding goals of ITU, which consist in the elaboration of strategies for the
creation of appropriate national and regional organizational structures and policies on Cybersecurity, and
the development of strategies for the creation of a global framework for watch, warning and incident
response, we have adopted the following resolution approach for each of the 4 steps: it takes into
account the already settled orientations and goals of the ITU instances, and is fully compatible with.

1.6.1 Building a framework for National Cybersecurity (NCSecFR)

Figure 3: NCSec Framework (Step 1)

v During this step, we focused on existing ITU documents and
ISO 27002 process based approach: we tried to adapt ISO
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We also propose a global roadmap for Cybersecurity Governance, which includes:

1.6.2

The identification of stakeholders, involved in the application of National Cybersecurity strategy
and policy;

The definition of resources, essentially the organizational structures responsible for the
implementation of National Cybersecurity processes;

The information model, consisting in proposing National Cybersecurity performance
measurement indicators: it is responsible for the monitoring of strategy implementation,
resource usage, and process performance. It is based on specific information measurement
criteria, leading to achieve goals measurable beyond conventional accounting.

National Cybersecurity Maturity Model (NCSecMM)

Figure 4: NCSec Maturity Model (Step 2)

v The “NCSec” Framework (step 1) is not enough: a maturity
model should be associated to, in order to enforce national
Cybersecurity governance implementation, showing thus
what has to be done to improve.

Maturity The proposed “NCSecMM” permits to determine what is
Model the country’s maturity, setting thus a maturity target, and
planning for maturity enhancement, unlike Cobit V4.1, the
maturity model of which is limited to organizations, or
companies, not to countries or regions.

“National Cybersecurity Maturity Model” will make it
v possible also to evaluate the security of a country or a
whole region, making thus comparisons between them, and
pointing out its forces and threats
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1.6.3 Roles and Responsibilities model (NCSecRR)

Figure 5: NCSec RACI Chart (Step 3)
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In this step, we identify functional areas where process
ambiguities do exist, bringing the differences out, and
resolving them through a cross-functional collaborative
effort. It is of a main importance to define in detail
what has to be delegated and to whom, and what kind
of responsibility will be affected to one stakeholder
instead of another.

Thus, it will aid organisations and teams identifying the
responsibility for specific elements at the national level,
at the process level of the NCSec Framework.

A specific National RACI chart will be proposed, defining
for each stakeholder who is Responsible, Accountable,
Consulted, or Informed
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1.6.4 Implementation Guide (NCSeclG)

Figure 6: NCSec Implementation Guide (Step 4)
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2 National Cybersecurity Framework

2.1 How NCSec Framework meets the needs

Cybersecurity governance is to be built essentially on a National Framework able to address and govern
cyberthreats issues at a national level. In a boundless cyberspace, it should also be able to afford the
needed cooperation in a regional and international level in order to meet its goals.

A Framework for National Cybersecurity Management System mainly may rest on:
- National Legal Foundation;

- Technical Measures;

- Organizational Structures;

- Capacity Building;

- International Cooperation.

These elements are in line with the broad goals of the Global Cybersecurity Agenda (GCA), and its five (5)
strategic pillars (or Work Areas).
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Suggested Framework should be organized so as to meet the goals of the GCA initiative, to address the
global challenges related to the five (5) Work Areas.

2.1.1 National Legal Foundation

Every country needs laws that address Cybersecurity, procedures for electronic investigations, and
assistance to other countries as cyberspace is borderless. The protection of cyberspace requires updating
laws and particularly criminal law, procedures and policy to address and respond to cybercrime.

The proposed National Cybersecurity Framework (NCSecFR) makes it possible to elaborate and maintain
strategies for the development of model Cybersecurity legislation that is globally applicable and
interoperable with existing national and regional legislative measures (Goal 1).

A certain number of sub-goals were elaborated in order to meet the identified objectives from a legal
viewpoint. The proposed solution is applicable and interoperable with existing national, transnational and
regional initiatives for the prevention of cyberthreats.

2.1.2 Technical Measures

It is important for a country to develop a strategy that enables the establishment of globally accepted
minimum security criteria and accreditation schemes for software applications and systems (Goal 3).

Without deepening in technical matters and implementation details, the proposed National Cybersecurity
Framework (NCSecFR) includes sub-goals and objectives that guarantee the establishment of globally
accepted security services and mechanisms at both the national and regional levels.

2.1.3 Organizational Structures

The protection of cyberspace and particularly the CIIP requires appropriate structures or organizations for
securing cyberspace, which includes watch, warning, response and recovery efforts and the facilitation of
collaboration between and among government entities at both the national and international levels.

In the proposed NCSec Framework, strategies have been elaborated in order to create appropriate
national organizational structures and policies on Cybersecurity (Goal 2).

It will be important to create a focal point and mechanisms to coordinate all the efforts to serve as a focal
point for coordination. The proposed NCSecFR has developed a strategy for the creation of a global
framework for watch, warning and incident response to ensure cross-border coordination between new
and existing initiatives (Goal 4).

2.1.4 Capacity Building

Despite increased awareness around the importance of Cybersecurity and the taken measures to improve
capabilities, cyber risks continue to underlie national information networks and the critical systems they
manage. Reducing that risk requires an unprecedented, active partnership among diverse components.

But raising awareness, even if it is important, is not enough. Capacity building goes far beyond awareness,
because it will solve most of the problems of Cybersecurity that are due to the human dimension of
cybersecurity. In fact, most of the time, humans are the weakest link of the security chain: in fact, human-
being is the end user of ICT services, infrastructure and security.

Enforcing capacity building at the national level will oblige each country to develop effective legal
framework, compatible at the international level. It will promote the adoption of Cybersecurity measures,
and the settlement of adequate organizational structures. Also, it will enhance cooperation at national,
regional and international levels.

The proposed National Cybersecurity Framework allows the development of a global strategy to facilitate
human and institutional capacity building to enhance knowledge and know-how across the sectors and
amongst the players, in all the above-mentioned areas.

128



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

2.1.5 International Cooperation

In order to settle a framework of international cooperation, a national strategy based on efficient national
cooperation and coordination between stakeholders is to set and determine Cybersecurity issues and
consider protection of cyberspace in general and CIIP in particular as essential to national security and a
nation’s economic well-being.

The global nature of the legal, technical and organizational challenges related to Cybersecurity can only be
properly addressed through a strategy that takes into account the role to be played by all relevant
stakeholders, within a framework of international cooperation. Countries will adopt multi stakeholders
approach, because governments alone cannot secure cyberspace. We propose an approach which is
based on dialog, partnership and empowerment, where broad participation via Public-Private-Partnership
model stands for quality and impartiality.

Cyberspace interconnects industry sectors and crosses national borders which involve:

- Coordination of a national action on the part of government authorities, the private sector, and
citizens/users. Adding to that, Academia (learned society: universities, institute, R&D, etc.)
contribution is required for the prevention of, preparation for, response to, and recovery from
incidents;

- Cooperation and coordination with regional & international partners are also needed.

2.2 NCSec Framework

NCSec supports National Cybersecurity governance by providing a framework to ensure that:
- NCSec is aligned with the national strategy;

- NCSec organizational structure protects the national cyberspace with optimal costs;
- NCSec stakeholders use the cyberspace with responsibility;

- NCSec risks are managed appropriately, requiring risk awareness by all stakeholders. It also
requires a clear understanding of compliance requirements, and embedding of risk management
responsibilities into the organisation;

- NCSec performance measurement monitors strategy implementation, resource usage, and
process performance. It is based on specific information measurement criteria, leading to
achieve goals measurable beyond conventional accounting.
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Figure 7: NCSec Framework model
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This approach is deeply inspired from both ISO 27002 and Cobit (ISACA : IT Governance Institute): it
consists in a generalization of the ISO 27002 standard at the National level, providing National
Cybersecurity Management System through some key framework components. A best practice proposal
for National Cybersecurity has already been defined (Debbagh and El Kettani 2008). It is a global
Framework answering the needs expressed by the ITU in its Global Cybersecurity Agenda (GCA).
“NCSecFR” is a code of practice for Organizational Structures and Policies on Cybersecurity at the national
level, consisting in 5 domains and 34 processes, in order to help building regional and international
cooperation for watch, warning, and incident response.

The NCSec Framework key components are:

- NCSec Governance Control Objectives / Focus Areas;

- NCSec Resources;

- NCSec Stakeholders;

- NCSec Information, based on the hierarchical threat classification.

The need for assurance about the national Cybersecurity, the management of Cybersecurity-related risks
and increased requirements for control over information at the national level are now understood as key
elements of national Cybersecurity governance. Information, Resources and Stakeholders constitute the
core of National Cybersecurity Management System.

2.3 NCSec Framework : Five Domains

2.3.1 Domain 1: Strategy and Policies (SP)

This domain covers strategy, tactics and policies, which can best contribute to the achievement of the
National Cybersecurity Governance. Furthermore, the realisation of the strategic vision needs to be
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planned, communicated and managed for different perspectives. Finally, a proper lead institution as well
as technological infrastructure risk management process should be identified.

This domain typically addresses the following questions:

- Is the National Cybersecurity Strategy defined?

- Is the government defining efficient national Cybersecurity policies?
- Did each stakeholder understand the NCSec objectives?

- How are the risk management processes understood and being integrated into the global
framework, especially for CIIP?

- Is the degree of readiness of each stakeholder at the security level appropriate for implementing
NCSec strategy?

2.3.2 Domain 2 : Implementation and Organisation (10)

To realise the National Cybersecurity strategy, organizational structures need to be identified, created and
should start working. These organizational structures should respect the global orientations of the
national strategy. They must develop or acquire, as well as implement and integrate the policies of the
national strategy. In addition, NCSec service delivery and support, management of National Cybersecurity,
changes in and maintenance of existing policies are covered by this domain to make sure the NCSec
framework continues to meet NCSec strategy.

This domain typically addresses the following management questions:

- Will the stakeholders meet properly the NCSec goals when implementing the NCSec strategy?
- Are NCSec services being delivered in line with NCSec strategy, for each sector/stakeholder?
- Are NCSec costs optimised?

- Are the stakeholders able to use the CyberSystems productively and safely?

- Are new stakeholders likely to deliver services that meet NCSec strategy?

- Are new stakeholders likely to apply NCSec policies on time and within budget?

2.3.3 Domain 3: Awareness and Communication (AC)

There is a need for understanding Cybersecurity in order to contribute in setting a “secure cyberspace”.
Government should take a leadership role in bringing this “Culture of Cybersecurity” and in involving and
supporting the efforts and contribution of all stakeholders.

This domain is concerned with the actual delivery of required NCSec services, which includes NCSec
service support for stakeholders, and the NCSec operational facilities.

This domain typically addresses the following management questions:

- Are the national leaders in the government persuaded of the need for national action to address
threats to and vulnerabilities?

- Is there any comprehensive awareness program promoted at the national level so that all
participants—businesses, the general workforce, and the general population—secure their own
parts of cyberspace?

- How are security awareness and communication programs and initiatives implemented for all
stakeholders?

- Is there any support to civil society with special attention to the needs of children and individual
users?
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2.3.4 Domain 4: Compliance and Coordination (CC)

All NCSec processes need to be coordinated between stakeholders and involved organizational structures.
They should also be assessed over time for their compliance with control requirements. This domain
addresses NCSec regulatory compliance in order to provide governance. Continuity activity plans are
covered by this domain to make sure the National Cybersecurity strategy continue to be levelled.

It typically addresses the following management questions:
- Do the organizational structures ensure that controls are effective and efficient?
- Are risk controls and compliance respected and reported?

- Are adequate confidentiality, integrity and availability in place among framework components?

2.3.5 Domain 5: Evaluation and Monitoring (EM)

All NCSec processes need to be regularly assessed over time for their quality. This domain addresses
NCSec performance, monitoring of internal control among all stakeholders.

It typically addresses the following management questions:
- Is NCSec performance measured to detect problems before it is too late?
- Can NCSec performance be linked back to the strategic goals of the global NCSec framework?

- Are risk, control, compliance and performance measured and reported?

2.4 NCSec Framework : 34 Processes

The National Cybersecurity Framework (NCSecFR) consists in 34 processes divided into 5 domains, as
follows:

2.4.1 Strategy and Policies Processes

Code Process Description

SP1 NCSec Strategy
Promulgate & endorse a National Cybersecurity Strategy

SP2 Lead Institutions

Identify a lead institutions for developing a national strategy, and 1 lead institution per
stakeholder category

SP3 NCSec Policies
Identify or define policies of the NCSec strategy

SP4 Critical Information Infrastructures Protection

Establish & integrate risk management for identifying & prioritizing protective efforts
regarding NCSec (CIIP)

SP5 Stakeholders

Identify the degree of readiness of each stakeholder regarding to the implementation of
NCSec strategy & how stakeholders pursue the NCSec strategy & policies
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2.4.2 Implementation and Organisation Processes

Code Process Description ‘
101 NCSec Council
Define National Cybersecurity Council for coordination among all stakeholders, to approve the
NCSec strategy
102 NCSec Authority

Define Specific high level Authority for coordination among Cybersecurity stakeholders

103 National CERT

Identify or establish a national CERT to prepare for, detect, respond to, and recover from national
cyber incidents

104 Privacy
Review existing privacy regime and update it to the on-line environment
105 Laws

Ensure that a lawful framework is settled and regularly levelled

106 Institutions

Identify institutions with Cybersecurity responsibilities, and procure resources that enable NCSec
implementation

107 National Experts and Policymakers
Identify the appropriate experts and policymakers within government, private sector and university

108 Training
Identify training requirements and how to achieve them

109 International Expertise

Identify international expert counterparts and foster international efforts to address Cybersecurity
issues, including information sharing and assistance efforts

1010 Government

Implement a Cybersecurity plan for government-operated systems, that takes into account changes
management, in line with NCSec strategy

1011 National Cybersecurity and Capacity
Manage National Cybersecurity and capacity at the national level, in line with NCSec strategy

1012 Continuous Service

Ensure continuous service within each stakeholder and among stakeholders, in line with NCSec
strategy

2.4.3 Awareness and Communication Processes

Code Process Description

AC1 Leaders in the Government

Persuade national leaders in the government of the need for national action to address threats to
and vulnerabilities of the NCSec through policy-level discussions

AC2 National Awareness & Communication

Promote a comprehensive national awareness program so that all participants—businesses, the
general workforce, and the general population—secure their own parts of cyberspace. And ensure
National Cybersecurity Communication
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Code Process Description

AC3 Awareness Programs

Implement security awareness programs and initiatives for users of systems and networks

AC4 Citizen and Child Protection

Support outreach to civil society with special attention to the needs of children individual users and
persons with disabilities

AC5 NCSec Culture for Business

Encourage the development of a culture of security in business enterprises
AC6 Available Solutions

Develop awareness of cyber risks and available solutions

2.4.4 Compliance and Coordination Processes

Code Process Description

cc1 International Compliance & Cooperation

Consider regional and international recommendations in developing national regulations. Regional
and international recommendations are voluntary. Whether or not to incorporate them into
national regulations is a national matter. A regulator should be aware of relevant regional and
international recommendations, but regulatory compliance with them is not required

cc2 National Cooperation

Identify and establish mechanisms and arrangements for cooperation among government, private
sector entities, university and ONGs at the national level, so that organizational structures ensure
that controls are effective and efficient

Ccc3 Private sector Cooperation

Encourage cooperation among groups from interdependent industries (through the identification of
common threats)

Encourage development of private sector groups from different critical infrastructure industries to
address common security interest collaboratively with government (through the identification of
problems and allocation_of costs)

cca Research and Development

Enhance Research and Development (R&D) activities (through the identification of opportunities and
allocation of funds)

CC5 Incidents Handling & Risk Controls

Manage incidents through national CERT to detect, respond to, and recover from national cyber
incidents, through cooperative arrangement (especially between government and private sector),
and respect, report risk controls

CcCe Points of Contact

Establish points of contact (or CIRT) within government, industry and university to facilitate
consultation, cooperation and information exchange with national CERT, in order to monitor and
evaluate NCSec performance in each sector
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2.4.5 Evaluation and Monitoring Processes

Code Process Description

EM1 NCSec Observatory

Set up the National Observatory: It starts with the objective of systematically describing in detail the
level of cybersecurity in the Information Society and generating specialised knowledge on the
subject. It also makes recommendations and proposals defining valid trends for taking future
decisions by stakeholders, especially the public powers. Within this plan of action are tasks of
collecting information related to National Cybersecurity issue, that will measure and report national
risk controls, compliance and performance, research, analysis, study, consultancy and dissemination

EM2 NCSec Business Outcome Metrics for Evaluation

Define mechanisms that can be used to coordinate the activities of the lead institution, the
government, the private sector and civil society, in order to monitor and evaluate the global NCSec
performance (how are we doing?)

EM3 NCSec Assessment
Assess and periodically reassess the current state of Cybersecurity efforts and develop program
priorities

EM4 NCSec Internal Business Process Metrics

Define adequate NCSec management and technical metrics (for example confidentiality, integrity
and availability) in place for each stakeholder, among framework components (what are we doing?)
EM5 NCSec Governance

Provide National Cybersecurity Governance through the NCSecMM, especially with optimized costs
and cybersystems productivity and safety

2.5 NCSec Framework Components

2.5.1 Stakeholders

NCSec stakeholders are:

- Government;

- Private Sector;

- Civil Society;

- Academia (Universities, R&D, etc.);
- Critical Infrastructure.

NCSec is a code of practice for Organizational Structures and Policies on Cybersecurity at the national
level, consisting in 5 Domains and 34 processes, in order to help building regional and international
cooperation for watch, warning, and incident response.

We can develop the composition of each stakeholder, in order to describe with more details the
components that are involved in an NCSec process. We will present further the conditions that have to be
fulfilled by each process, in order to satisfy one of the 5 levels of maturity, or to define the responsibility
of each stakeholder above the National RACI chart.

For example, we have developed the involved components of the Government side:
- Government / Cabinet

- Head of Government
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- National Cybersecurity Council

- Legislative Authority

- Authority in charge of ICTs

- Ministry of Interior

- Ministry of Defence

- Ministry of Finance

- Ministry of Education

- National Cybersecurity Authority
- National CERT

This approach is flexible, since we can do the same thing for the other stakeholders, by developing the
components of another stakeholder whenever it is necessary.

This list will vary from country to country. Any country may have fewer or more components, or they may
have different names.

2.5.1 Organizational Structures

At the time when the countries know a rapid expand in connection with digital economy, the stakes of
national sovereignty and economic intelligence need a genuine strategy related to information systems
security. National Cybersecurity governance is the responsibility of executives’ structures, and consists in
the leadership, organisational structures and processes that ensure that the national’s NCSec sustains and
extends the national strategies and objectives.

It is indeed duty of the State to strengthen its competences to protect the national heritage and the
critical infrastructures which make it up [5]. Therefore, we propose with that aim the/|creation of an
organization charged to enact the rules allowing the safeguarding of the National information systems.

The national resources identified in NCSec can be defined as follows:

. National Cybersecurity Council (NCC):

National Cybersecurity Council (NCC) will have the role of the protection of the information systems of the
critical infrastructures of the country. In order to do this, the NCC will have to identify the whole
companies and Administrations critical systems whose maintenance in operational condition is important.
It will also enact the rules and requirements of safety to which these companies and administrations will
have to meet.

For example, it involves the companies of the water or energy sector, Telecom companies, the emergency
services, the bank and finance, transport, the food or of administrative services. The NCC will be also the
coordinator organization of the various emergency plans and business continuity plans of these
companies and Administrations.

. National Cybersecurity Authority (NCA):

The NCA has the role of checking of the NCC rules implementation in the administration and in the
companies which compose the critical infrastructures of the country. With this intention, it may conduct
any audit on its own initiative against these companies and administrations in order to ensure the
compliance with these enacted rules.
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Figure 8: NCSec Organizational Structure
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Within the framework of monitoring the business continuity activities of the critical infrastructures, the
NCA could be charged to organize various tests of the security emergency plans that already set up and to
coordinate a whole security emergency plan. Thus, the whole test plan could be carried out at a
frequency to be determined in order to ensure the dependences’ good management between the
services.

National CERT

A national CERT is an organisation which represents either a government’s IT security infrastructure
protection, or in some cases, a point of national co-ordination for IT security threats within a particular
nation. Many countries opt for a non-nationalised CERT structure, focussing instead on providing a
collaborative platform for incident handlers to share experience and knowledge, rather than a hierarchical
structure.

The “CERT” will study computer and network security in order to provide incident response services to
victims of attacks, publish alerts concerning vulnerabilities and threats, and to offer other information to
help improve computer and network security.

Organisations should satisfy the quality, fiduciary and security requirements for their information, as for
all assets. To achieve its objectives, the organizational structures proposed may already exist in different
countries, under perhaps others names. Each country has to define its own relevant structures, with
specific assigned missions, functions and economic model to support them. Depending on the scale of the
country, its specific organisation and functioning mode, several alternatives for organisational structures
could be designed.
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2.5.3 Informations

2.5.3.1 Hierarchical Threat Classification

The information model associated to NCSec depends on the kind of threat that is considered. The figure
below shows the different levels of threat.

Figure 9: Hierarchical threat classification
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We can distinguish 4 levels of threat:

- Internal (inside an organisation);

- Intra-Domain (between 2 organisations of the same stakeholder category);

- Inter-Domain (between 2 organisations from 2 different stakeholders in the same country);

- Transnational (between 2 organisations from 2 different countries).

2.5.3.2 NCSec Information criteria

To satisfy NCSec goals, information needs to conform to certain control criteria, which are defined as
National Cybersecurity requirements. Based on the broader quality, fiduciary and security requirements,
six distinct information criteria are combined with the 4 hierarchical levels of threats:
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Requirements Levels of threat

NCSec Framework Processes

Importance
Effectiveness
Confidentiality/
Integrity
Availability
Compliance
Reliability
Internal
Intra-Domain
Inter-Domain
Transnational

NCSec Strategy and Policies Processes

SP1 NCSec Strategy H * * * * * * *
SP2 Lead Institutions M * * * * *
SP3 NCSec Policies M * * *

SP4 Cllp H * * * * * * * * * *
SP5 Stakeholders L * * * * *

NCSec Implementation and Organisation Processes

101 NCSec Council M * * * * *

1012 Continuous Service H * * * * * * * *

Awareness and Communication Processes

AC1 Leaders in the Gov. M * * * * * * *

AC6 Available Solutions H * * * * * *

Compliance and Coordination Processes

cc1 International Compl. & Coop. H * * * * * *

CCe Points of Contact L * * * * * * * *

Evaluation and Monitoring Processes

EM1 National Observatory M * * * * * * *

EM5 NCSec Governance H * * * * * * *
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NCSec information criteria have the following objectives:

- Effectiveness deals with information being relevant and pertinent to the NCSec process as well
as being delivered in a timely, correct, consistent and usable manner;

- Efficiency concerns the provision of information through the optimal (most productive and
economical) use of resources:

- Confidentiality concerns the protection of sensitive information from unauthorised disclosure;

- Integrity relates to the accuracy and completeness of information as well as to its validity in
accordance with policies and expectations;

- Availability relates to information being available when required by the NCSec strategy and
policies now and in the future. It also concerns the safeguarding of necessary resources and
associated capabilities;

- Compliance deals with complying with those laws, regulations and contractual arrangements to
which the NCSec process is subject;

- Reliability relates to the provision of appropriate information for management to operate the
entity and exercise its fiduciary and governance responsibilities.

5.9.3.3 Confidentiality, Integrity and Availability

Figure 10: Confidentiality, integrity and availability

< Availability

The important aspect of National Cybersecurity is to preserve the confidentiality, integrity and availability
of a national’s information. Loss of one or more of these attributes, can threaten the continuity of many
Agencies and Organisations.

Confidentiality: Assurance the certain information are shared only among authorised organisations. The
classification of the information should determine is confidentiality and hence the appropriate
safeguards.

Integrity: Assurance that the information is authentic and complete. The term Integrity is used frequently
when considering Information Security as it is represents one of the primary indicators of security (or lack
of it).

Availability: Assurance that the systems responsible for delivering, storing and processing information are
accessible when needed, by those who need them.
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2534 Classification levels of Confidentiality

Classified information is sensitive information to which access is restricted by law or regulation to
particular groups of persons. There are typically several levels of sensitivity, with differing clearance
requirements. This sort of hierarchical system of secrecy is used by virtually every national government.
The act of assigning the level of sensitivity to data is called data classification.

The purpose of classification is ostensibly to protect information from being used to damage or endanger
national security. Classification formalises what constitutes a "state secret" and accords different levels of
protection based on the expected damage the information might cause in the wrong hands.

Classification levels

Although the classification systems vary from country to country, most have levels corresponding to the
following British definitions (from the highest level to lowest):

Top Secret (TS)

The highest level of classification of material on a national level. Such material would cause "exceptionally
grave damage" to national security if made publicly available.

Secret

Such material would cause "grave damage" to national security if it were publicly available.

Confidential

Such material would cause "damage" or be "prejudicial" to national security if publicly available.

Restricted

Such material would cause "undesirable effects" if publicly available. Some countries do not have such a
classification.

Each country or region need to implement the specific strategy related to confidentiality of national
information, by law or regulation. And it’s necessary to define the national authority for managing this
issue.

3 NCSec Maturity Model

3.1 How the Maturity Model meets the needs

It is important for a country or a whole region to consider how well cyber-security is being managed. In
response to this, a national cyber-security framework must be developed for improvement in order to
reach the appropriate level of management and control. This approach gains cost-benefit balance in the
long term, answering the following related questions:

- What is neighbour country peers doing, and how are we placed in relation to them?

- What can be considered as acceptable national cyber-security best practice, and how are we
placed with regard to these practices?

- Can we be said to be doing enough, based upon these comparisons?

- How do we identify what is required to be done to reach an adequate level of management and
control over our NCSec processes?

It can be difficult to supply meaningful answers to these questions, because there are actually few
benchmarking initiatives and self-assessment tools in response to the need to know what to do in an
efficient manner at the national level. But if we start from NCSec’s processes taken from the 5 high-level
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control objectives, the process owner (stakeholder) should be able to incrementally benchmark against
that control objective, affording to the following information:

- A relative measure of where the stakeholder is, in comparison with the NCSec strategy
- A manner to efficiently decide where to go

- A tool for measuring progress against the strategic goals

3.2 Maturity Model approach

3.2.1 COBIT Framework Maturity Model (source: ISACA — ITGI)

“Senior managers in corporate and public enterprises are increasingly asked to consider how well IT is
being managed. In response to this, business cases require development for improvement and reaching
the appropriate level of management and control over the information infrastructure. While few would
argue that this is not a good thing, they need to consider the cost-benefit balance and these related
qguestions:

- What are our industry peers doing, and how are we placed in relation to them?

- What is acceptable industry good practice, and how are we placed with regard to these
practices?

- Based upon these comparisons, can we be said to be doing enough?

- How do we identify what is required to be done to reach an adequate level of management and
control over our IT processes?

It can be difficult to supply meaningful answers to these questions. IT management is constantly on the
lookout for benchmarking and self-assessment tools in response to the need to know what to do in an
efficient manner.

Starting from COBIT’s processes, the process owner should be able to incrementally benchmark against
that control objective. This responds to three needs:

1. A relative measure of where the enterprise is
2. A manner to efficiently decide where to go
3. A tool for measuring progress against the goal Maturity modelling for management and control

over IT processes is based on a method of evaluating the organisation, so it can be rated from a
maturity level of non-existent (0) to optimised (5).

This approach is derived from the maturity model that the Software Engineering Institute (SEI) defined for
the maturity of software development capability. Although concepts of the SEI approach were followed,
the COBIT implementation differs considerably from the original SEI, which was oriented toward software
product engineering principles, organisations striving for excellence in these areas and formal appraisal of
maturity levels so that software developers could be ‘certified’.

In COBIT, a generic definition is provided for the COBIT maturity scale, which is similar to CMM but
interpreted for the nature of COBIT’s IT management processes. A specific model is provided from this
generic scale for each of COBIT’s 34 processes.

Whatever the model, the scales should not be too granular, as that would render the system difficult to
use and suggest a precision that is not justifiable because, in general, the purpose is to identify where
issues are and how to set priorities for improvements. The purpose is not to assess the level of adherence
to the control objectives.

The maturity levels are designed as profiles of IT processes that an enterprise would recognise as
descriptions of possible current and future states. They are not designed for use as a threshold model,
where one cannot move to the next higher level without having fulfilled all conditions of the lower level.
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With COBIT’s maturity models, unlike the original SEI CMM approach, there is no intention to measure
levels precisely or try to certify that a level has exactly been met. A COBIT maturity assessment is likely to
result in a profile where conditions relevant to several maturity levels will be met, as shown in the
example graph in figure 11.

Figure 11: Possible maturity level of an IT process

Figure 11 —Possible Maturity Level of an IT Process
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Possible maturity level of an IT process: The example illustrates a process that is largely at level 3 but still has some compliance issues
with lower |evel requirements whilst already investing in perfarmance measuremsnt {lewsl 4) and optimisation {lswel 5)

This is because when assessing maturity using COBIT’s models, it will often be the case that some
implementation will be in place at different levels even if it is not complete or sufficient. These strengths
can be built on to further improve maturity. For example, some parts of the process can be well defined,
and, even if it is incomplete, it would be misleading to say the process is not defined at all. Using the
maturity models developed for each of COBIT’s 34 IT processes, management can identify:

- The actual performance of the enterprise—Where the enterprise is today

- The current status of the industry—The comparison

- The enterprise’s target for improvement—Where the enterprise wants to be
- The required growth path between ‘as-is” and ‘to-be’

To make the results easily usable in management briefings, where they will be presented as a means to
support the business case for future plans, a graphical presentation method needs to be provided
(figure 12).
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Figure 12: Graphic representation of maturity models

Figure 12—Graphic Representation of Maturity Models
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The development of the graphical representation was based on the generic maturity model descriptions
shown in figure 13.

Figure 13: Generic Maturity Model

Figure 13— Generic Maturity Model

0 Non-existent—Complete [ack of any recognisable processes. The enterprise has not even recognised that thers 15 an issue to be addressed.

1 Initial/Ad Hoc—There is evidence that the enterprise has recognised that the issues exist and need to be addressed. There are, however, no
standardised processes: instead, here are ad foc approaches that tend to be applied on an individual or case-hy-case basis. The overall approach
fo management is disorganised.

2 Repeatable but | ntwitive—F rocesses have developed to the stage where similar procedures are followed by different people undertaking the
same task. There is no formal training or communication of standard procedures, and responsibility is left to e individual. There is 4 high
deqree of reliance on the knowledge of individuals and, therefore, errors are likely.

3 Defined Process—Frocedures have been standardised and documented, and communicated through training. Itis mandated that these
nrocesses should be followed: however, itis unlikely that deviations will be detected. The procedures themselves are not sophisticated
butare the formalisation of existing practices

4 Managed and Measurable—Management monitors and measures compliance with procedures and takes action where processes appear not 1o
he working effectively. Processes are under constant improvement and provide good practice. Automation and tools are used in a limited or
fragmented way.

5 Dptimised—F rocesses have heen refined to a level of good practice, based on the results of confinuous improvement and maturity modelling
with other enterprises. 1T is used in an integrated way to automate the workflow, providing tools to improve quality and effectiveness, making the
enterpnse quick to adapt.

COBIT is a framework developed for IT process management with a strong focus on control. These scales
need to be practical to apply and reasonably easy to understand. The topic of IT process management is
inherently complex and subjective and, therefore, is best approached through facilitated assessments that
raise awareness, capture broad consensus and motivate improvement. These assessments can be
performed either against the maturity level descriptions as a whole or with more rigour against each of
the individual statements of the descriptions. Either way, expertise in the enterprise’s process under
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review is required. The advantage of a maturity model approach is that it is relatively easy for
management to place itself on the scale and appreciate what is involved if improved performance is
needed. The scale includes 0 because it is quite possible that no process exists at all. The 0-5 scale is based
on a simple maturity scale showing how a process evolves from a non-existent capability to an optimised
capability.

However, process management capability is not the same as process performance. The required
capability, as determined by business and IT goals, may not need to be applied to the same level across
the entire IT environment, e.g., not consistently or to only a limited number of systems or units.
Performance measurement, as covered in the next paragraphs, is essential in determining what the
enterprise’s actual performance is for its IT processes. Although a properly applied capability already
reduces risks, an enterprise still needs to analyse the controls necessary to ensure that risk is mitigated
and value is obtained in line with the risk appetite and business objectives. These controls are guided by
COBIT’s control objectives.

The maturity model is a way of measuring how well developed management processes are, i.e., how
capable they actually are. How well developed or capable they should be primarily depends on the IT
goals and the underlying business needs they support. How much of that capability is actually deployed
largely depends on the return an enterprise wants from the investment.

For example, there will be critical processes and systems that need more and tighter security
management than others that are less critical. On the other hand, the degree and sophistication of
controls that need to be applied in a process are more driven by the enterprise’s risk appetite and
applicable compliance requirements. The maturity model scales will help professionals explain to
managers where IT process management shortcomings exist and set targets for where they need to be.
The right maturity level will be influenced by the enterprise’s business objectives, the operating
environment and industry practices. Specifically, the level of management maturity will depend on the
enterprise’s dependence on IT, its technology sophistication and, most important, the value of its
information.

A strategic reference point for an enterprise to improve management and control of IT processes can be
found by looking at emerging international standards and best-in-class practices. The emerging practices
of today may become the expected level of performance of tomorrow and, therefore, are useful for
planning where an enterprise wants to be over time. The maturity models are built up starting from the
generic qualitative model (see figure 13) to which principles from the following attributes are added in an
increasing manner through the levels:

- Awareness and communication
- Policies, plans and procedures

- Tools and automation

- Skills and expertise

- Responsibility and accountability

- Goal setting and measurement.

3.2.2 Resolution Approach

NCSecMM consists in linking national cybersecurity strategy to strategic national goals, providing metrics
and maturity model levels to measure their achievement, and to identify the associated responsibilities of
stakeholders and control objective process. This approach is derived from the maturity model that the
Software Engineering Institute defined for the maturity of software development capability.

As long as a global national framework for cyber-security is defined (NCSecFR), the National Cybersecurity
Maturity Model, called « NCSec », is associated to this best practice proposal for National Cybersecurity.
But we have to choose the level of granularity that will be associated to the proposed maturity model.
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We can distinguish 3 levels of granularity:

- Level 1: High Level Control Objectives (associated to NCSec domains, such as SP, IC, AC, CC and
EM);

- Level 2: Process (Each of the 34 processes has a High Level Control Objective);
- Level 3: Detailed Control Objectives (Each process has a number of detailed control objectives);

The scales should not be too granular, as that would render the system difficult to use and suggest a
precision that is not justifiable because, in general, the purpose is to identify where issues are and how to
set priorities for improvements. The proposed maturity model is based on level 2 : We evaluate the
national cyber-security, so that each of the 34 NCSec processes can be classified itself from a level of non-
existent (0) to optimised (5). The scale includes 0 because it is quite possible that no process exists at all.

The proposed NCSecMM permits to determine what the country’s maturity is. Setting thus a maturity
target, and planning for maturity enhancement.

It contains the following levels:

0. Non existent: There is no recognition of the need for National Cybersecurity Framework, and there is a
high risk of national control deficiencies and incidents.

1. Initial: The need for a NCSec Framework has been recognized. There are ad hoc approaches that might
be applied on a case by case basis, instead of using standardized processes among the different
stakeholders, whom are not aware of their responsibilities.

2. Repeatable but intuitive: Similar procedures are followed by different stakeholders undertaking the
same task, and are very close to NCSec processes. There is no formal training or communication of
standard procedures, and responsibility is left individually to each organization. Stakeholders might not be
aware of their responsibilities, and errors are likely.

3. Defined process: Procedures have been standardised and documented in conformity with NCSec
framework, and communicated through training. However, each stakeholder will decide whether to
follow these processes or not. The procedures are not sophisticated: they formalize existing practices.
Stakeholders are aware of their responsibilities.

4. Managed and measurable: compliance can be measured and monitored through standardized
procedures. It is possible to take action where processes seem to work badly. Processes are under
constant management and provide good practice. Automation and tools are used in a limited or
fragmented way.

5. Optimized: As a consequence of continuous improvement and maturity modelling with other
stakeholders (at the national level) and countries (at the transnational level), processes have been refined
to the level of best practice. NCSec framework is used in an integrated way to automate the national
strategy, providing tools to improve quality and effectiveness, making the whole country quick to adapt.

3.2.3 150 27001

In order to define the maturity levels of each process, ISO 27001 process approach will be followed. It
enables an efficient process control, and a good comprehension of the interaction between these
processes, and the inputs and outputs that “glue” these processes together. ISO 27001 suggests
structuring every process using the “Plan-Do-Check-Act” (PDCA) model.

This means that, in order to reach maturity level 5, any NCSec process should be:

. Planned (PLAN)

. Implemented, operated, and maintained (DO)

o Monitored, measured, audited, and reviewed (CHECK)
o Improved (ACT)
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PDCA model will be run in the NCSec Maturity Model in order to structure every aspect of NCSec
Framework. Not only PDCA model will be used to structure every process, but it will also structure the
maturity model itself. PDCA approach will be automatically used within the whole process of
implementation of NCSec framework and maturity model.

3.2.4 Example

If we organize the processes through domains (corresponding to the 5 Domains of NCSec framework),
each process should respect the PDCA approach, and thanks to this, the maturity of the process will be
evaluated.

For example, let's consider the first process SP1 of the first domain: process SP1 is associated to the
national Cybersecurity strategy, and consists in “Promulgating and endorsing a National Cybersecurity
Strategy”.

Process SP1 is in conformance with level 5 if the following conditions are respected:

- the NCSec strategy is “announced and planned”, and

|Il

the NCSec strategy is “operational”, and

the NCSec strategy is under a “regular review”, and
- the NCSec strategy is under “continuous improvement”.

More precisely, in level 5, there is an integrated performance measurement system linking security
performance to NCSec strategic goals by global application of the NCSec information criteria scorecard.
Continuous improvement is a way of life.
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3.3 Country Assessment

To assess the maturity level of a country to its National Cybersecurity Strategy, we propose to retain 10
major processes in order to conduct an inventory at any given time, as shown in the "radar" below, which
will compare different countries and assess the evolution of a country between two dates.

Figure 14: "Radar" - Inventory of National Cybersecurity Strategy
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Legend:

SP1: National Cybersecurity Strategy AC5: Awareness Programme
SP4: Critical Information Infrastructures Protection CC1: International Cooperation
102: National Cybersecurity Authority CC2: National Coordination

103: National-CERT EM4: Cybersecurity Governance

105: Cyber Laws

4 NCSec Roles and Responsabilities

Within a global need to settle National Cybersecurity Governance, the RACI chart should be associated to
a global framework. This approach has already been used in COBIT, and has proved its efficiency (IT
Governance Institute 2005): COBIT framework includes a certain number of components, such as the
“framework”, the “domains”, the “processes”, the “maturity model” and the “RACI chart”. COBIT is
dedicated to the organizational level, but it isn't applicable at the national level.

4.1 How the RACI Matrix meets the needs

We do need to follow an efficient methodology for identifying functional areas where there are
ambiguities in terms of responsibilities, at the national level, bringing the differences out and resolving
them through a cross-functional collaborative effort.

Responsibility Charting enables managers from the same or different organizational levels or programs to
actively participate in a focused and systematic discussion about process related descriptions of the
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actions. These actions must be accomplished in order to deliver a successful end product or service. But
no “Responsibility Charting” models are dedicated to National Cybersecurity.

Responsibility Chart is a 5-Step Process (Smith and Erwin 2005): First, we have to identify processes.
Second, the stakeholders, resources and information useful to chart should be determined. The RACI
chart can then be developed, by completing the Chart Cells. Overlaps should be then resolved. At last,
gaps should be also resolved. We will follow this methodology in order to build and produce the RACI
chart table.

4.2 RACI chart approach

The RACI model is a relatively straightforward tool used to clarify roles, responsibilities, and authority
among stakeholders involved in managing or performing processes; especially during organizational
change process. It is useful to describe what should be done by whom to make a transformation process
happen (Kelly 2006).

A RACI chart is a table that describes the roles and responsibilities of various stakeholders in operating a
process. It is especially useful to help them managing more efficiently a function during the design or re-
design of processes, by highlighting decisions. It also clarifies overlapping, redundant, “bottle-necked,” or
inconsistent responsibilities. It makes it easier to structure and distribute responsibility and authority. It
finally establishes clear lines of communication; reduces duplication of efforts. From a timing viewpoint, it
is useful but not necessary to have identified stakeholders prior to applying RACI. But RACI can be applied
anytime. If confusion impedes progress during the project implementation, RACI may point to the source
of problems and to solutions.

Within the context of NCSec framework, “RACI Chart” will clarify roles and responsibilities of the different
stakeholders, at the national level. For each of the 34 processes of NCSec framework, it will associate to
the list of stakeholder’s information about roles they have in relation to those processes.

For each process, one or more letters taken from the acronym ‘RACI" will be associated to each
stakeholder, depending on his role(s) and responsibility. This acronym stands for:

- Responsible (R): Those who do work to achieve the process, including Support, which is to
provide resources to complete the task in its implementation.

- Accountable (A): Those who are ultimately accountable to the correct completion of the task. It
stands for the final approving authority. Accountable authority must approve work that
Responsible authority provides before it is OK. There must be only one Accountable specified for
each process.

- Consulted (C): Those whose opinions are sought, in a two-way communication. It stands for the
authority that is asked for their input, and has information and/or capability necessary to
complete the work.

- Informed (l): Those who are kept up-to-date on progress, under a one-way communication. It
stands for the authority that must be told about the work, and notified of results, but needs not
be consulted.

Very often the role specified as "Accountable" can be also specified "Responsible”. But it is generally
recommended that each role for each process receives at most one of the participatory role types. If
double participatory types appear in the RACI chart, it means that the roles have not yet been truly
resolved. It is then necessary to clarify each role on each task.

4.3 NCSec RACI methodology

The chosen methodology in the case of NCSec RACI chart will not be that different of the classical one. It
will consist in completing the Chart Cells, after having identified who has the (R), (A), (C), (l) for each
process. As a general principle, every process should preferably have one and only one (R). Otherwise, a
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gap occurs when a process exists with no (R), and an overlap occurs when multiple stakeholders have an
(R) for a given process.

We will begin with the (A). Guidelines for designating roles are:

4.4

Designate one point (role, position) of Accountability (A) for each process;

Assign responsibility (R) at the level closest to the action or knowledge required for the task.
Verify that any shared responsibilities are appropriate;

Ensure that appropriate stakeholders are Consulted (C) and Informed (1), but limit these roles to
necessary involvement only.

Example

Now, let’s take for example the first process of the first domain SP (Strategy and Policies) of NCSec
framework. If we use the RACI technique to identify responsibilities and role combination in Process SP1
("Promulgate & endorse a National Cybersecurity Strategy”), we have the following distribution:

The government is accountable (A), especially the National Cybersecurity Council (NCC), for the
promulgation of the NCSec Strategy. It is also responsible (R) for the endorsement of the NCSec
Strategy;

At this level, Critical Infrastructure is consulted (C), because it has information and capability
necessary to complete the promulgation of the NCSec Strategy, especially when it is under
continuous improvement;

Private sector is also consulted (C), because it has information and capability necessary to
complete the promulgation of the NCSec Strategy;

Civil Society and Academia remain Informed (I), because they are kept up-to-date on progress,
under a one-way communication. They must be notified of results, but need not be consulted.
The following table shows the RACI chart associated to process SP1.
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5 NCSec Implementation Guide

5.1 How NCSeclG meets the need

The purpose of the implementation guide is to assist any/all stakeholders in the NCSec to implement a
traceability system in line with the NCSec Framework, NCSec Maturity Model, and NCSec Responsibility
charting.

Any/all stakeholders from the NCSec framework that want to implement a National Cybersecurity
Governance traceability system, will use this this implementation guide, such as Government, Private
Sector, Critical Infrastructure, Academia, and Civil Society.

The target audience of this guideline is any component of the previous stakeholders. In addition, this
implementation guide can be used by Member States of ITU, to support the implementation efforts of
their local stakholders, within a self-assessment process.

5.2 Resolution Approach

5.2.1 150 27003

ISO 27003 provides help and guidance in implementing an ISMS (Information Security Management
System), including focus upon the PDCA method, with respect to establishing, implementing reviewing
and improving the ISMS itself.

ISO committee SC27 will oversee the development, as with other information security standards. Its
suggested title at the present time is: "Information technology - Security techniques. Information security
management system implementation guidance”.

The originally mooted broad table of contents is:

1 Introduction

2 Scope

3 Terms & Definitions

4 CSFs (Critical success factors)
5. Guidance on process approach
6 Guidance on using PDCA

7 Guidance on Plan Processes

8 Guidance on Do Processes

9 Guidance on Check Processes
10. Guidance on Act Processes

11. Inter-Organization Co-operation

5.2.2 15O 27001

ISO IEC 27001 also uses a process approach. The process approach is a management strategy. When
managers use a process approach, it means that they control their processes, the interaction between
these processes, and the inputs and outputs that “glue” these processes together. It means that they
manage by focusing on processes and on inputs and outputs. ISO IEC 27001 suggests that you use a
process approach to manage and control your ISMS processes.
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In general, a process uses resources to transform inputs into outputs. In every case, inputs are turned into
outputs because some kind of work or activity is carried out. And because the output of one process often
becomes the input of another process, inputs and outputs are really the same thing.

ISO IEC 27001 suggests that you structure every ISMS process using the Plan-Do-Check-Act (PDCA) model.
This means that every process should be:

- Planned (PLAN)

- Implemented, operated, and maintained (DO)

- Monitored, measured, audited, and reviewed (CHECK)
- Improved (ACT).

The PDCA model runs through every aspect of the ISO IEC 27001 standard. The standard not only
recommends that the PDCA model be used to structure every ISMS process, it was also used to structure
the standard itself. And since it was used to structure the standard, you will automatically use a PDCA
approach as you use the standard to develop your own ISMS.

5.2.3 Main Steps

The implementation guide consists in six main steps, which are all based on the PDCA approach:

Figure 15: Implementation Guide Steps

Approve Implementation

Define Scope & Strategy

Conduct National context Analysis

Conduct Risk Assessment

Design NCSec Management System

Implement NCSec Management

5.2.4 Resolution Approach

The adopted resolution approach is inspired from the proposed National Cybersecurity Management
System, called “NCSecMS” (Figure 2), and combined with its components. In fact, since the “NCSecMS” is
a tool the goal of which is to facilitate the achievement of National Cybersecurity, the implementation
guide will stick to its main principles, at both the national and regional levels.
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Figure 16: NCSeclG resolution approach

High Level Decision Makers

Approve Implementation

Define Scope & Strategy

Conduct National context Analysis _

Conduct Risk Assessment

Design NCSec Management System

Implement NCSec Management -

® Plan | | ® Do

Establish Implemente
Rl | e

Maintain Monitoré
& Improve Review
® Act I | ® Check

5.3 Implementation Guide

5.3.1 Implementation Approval
A - Overview on approval for implementation

B - Define Objectives and National Requirements for Cybersecurity

At this level should be defined with the high level leaders of the country what are the objectives to be
achieved through the establishment of NCSec Governance.

And the definition of these goals will require the analysis of Cybersecurity’s needs for the country.

C - Define Initial NCSec Governance scope

This approach is to determine the initial scope to be covered by the NCSecMS, and especially to define the
key components to be included but also those excluded, in order to clarify the directions to be taken by
policy makers.

172



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

D - Obtain a high level Decision Makers approval

This step is crucial, because it present coverage of the NCSecMS scope to policymakers, in order to obtain
their approval. This decision will be concurrent with the commitment of decision makers in the country to
implement the NCSecMS which will be developed.

At the end of this stage, two documents will be produced:
- The Government High Level commitment

- The Mission Letter for responsible of the establishment of NCSec Management System.

5.3.2 Define scope and strategy
A - Overview on defining NCSecMS and strategy

B - Defining National Cyberspace boundaries

The head of the establishment of NCSecMS, must define the limits of national cyberspace, its
development and its interactions with other countries. This cyberspace is divided into coverage areas,
their nature as well as relevant stakeholders.

C - Completing boundaries for NCSecMS scope

From the initial scope, defined in the first phase, and analysis of national context of cyberspace, it is to
detail the scope of NCSecMS.

This approach will be to define in detail both the inclusions and the exclusions, to avoid any ambiguity in
the implementation of NCSecMS.

D - Developing the NCSec Strategy

After defining the scope to cover, and based on the NCSec Framework, the responsible must develop the
strategy for implementation of MS NCSec to meet the objectives previously defined by the High Level
Decisoin Makers of the country.

5.3.3 Conduct National context analysis
A - Overview on conducting National context analysis

B - Defining Information security requirements

Relying on the strategy for implementation of the components of the scope and NCSec Framework, it is
clearly defined by what are the needs of information security for the country.

The list of needs will take into account the level of use of networks and information systems, and decide
on priorities.

C - Defining Critical Information Infrastructure Protection (CIIP)

The information systems of critical infrastructure require attention, as they must be handled with priority.
Disruptions of critical infrastructure can have very serious consequences throughout the country.

D - Generating an National Information Security Assessment

The main objective of the analysis of country context is to develop an assessment of the level of
information protection at the national level. This assessment will be made from NCSec Maturity Model
and give rise to a report detailing the strengths and weaknesses in information security and the maturity
of key processes.
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5.3.4 Conduct National Risk Assessment
A - Overview on conducting Risk Assessment

B - Risk Assessment description

On the basis of NCSec Framework and the National Information Security Assessment ", this step will
develop descriptions of risk factors, mapping or associating them with types of risk, e.g. human factors,
organizational and technological at the national level for a particular country..

C - Conducting Risk Assessment

The list of risks established beforehand, will be an evaluation which will be based on the likelihood and
impact of each risk. And starting, tools of analysis it will be developed priorities of the risks would be
covered, taking into account the severity of their impact.

D - Plan Risk treatment
The analysis and risk assessment will enable us to select the process NCSec Framework, which must be

implemented to mitigate and monitor risks priorities.

5.3.5 Design NCSec Management System
A - Overview on designing the NCSecMS

B - Defining Organizational Structures

From the selected process and NCSec Roles & Responsibility (RACI Chart) will be to define the
organizational structures that exist or to be put in place to support the implementation of key processes.

At this stage, it is also to identify critical infrastructure and key institutions that bear the NCSec strategy.

C - Designing the monitoring and measuring

At this stage managers describe all processes related to the implementation of NCSec Management
System. It is also to define the set of indicators to measure changes in the establishment of NCSecMS.

D - Producing the NCSecMS implementation Program

After setting, organizational structures and processes related to implementation, it describes the program
implementation.

This program will be divided into projects with an overall planning for implementation, and for each of

them, the roles and responsibilities of stakeholders will be defined.

5.3.6 Implement NCSec Management System
A - Overview on implementing the NCSecMS

B - Setting up the implementation Management System

Before launching the program implementation of NCSecMS, we must implement the "Program Steering
Committee” will ensure that governance and oversight of the entire program and will be assisted by a
PMO (Project Management Office).

C - Carrying out implementation Projects

The Program Executive Committee will launch the various projects taking into account the priorities
defined in advance. For each project, it is to define the “Project Steering Committee", the scope,
deadlines and budgets. A mission letter will be submitted for each designated project manager. Project
managers will be assisted by the PMO to implement their projects.
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D - Documenting the procedures and Control

All components of NCSecMS will be reflected in a clear and accessible documentation. All procedures will
be described, as well as performance indicators and monitoring

6 Conclusion

We have proposed a National Cybersecurity Management System applicable to Cybersecurity Governance
at both national and regional levels.

Taking in consideration the boundless nature of cyberspace, this framework would build synergies
between different actors at the National, Regional and Global levels to achieve stated goals.

Our approach is aligned with the objectives expressed by the ITU in the Global Cybersecurity Agenda
(Section 7.1), and we used the HLEG work initiated by the Secretary General as a starting point.

This system will help a country or a whole region to determine how well Cybersecurity is being managed,
through self-assessment based on a well-defined Maturity Model. The National Cybersecurity
Management Framework would allow countries and regions to reach adequate levels of management and
control through continuous improvement, taking in consideration cost benefits of short and long term
objectives.

7 Additional resources

7.1 NCSec Framework Vs Global Cybersecurity Agenda Domains

Org Capacity Intern

Strategy and Policies Processes Legal | Technical Structures | Building Coop
NCSec Strategy
SP1 Promulgate & endorse a National Cybersecurity X
Strategy

Lead Institutions

sp2 Identify a lead institutions for developing a
national strategy, and 1 lead institution per
stakeholder category

S NCSec Policies "
Identify or define policies of the NCSec strategy

Critical Information Infrastructures

Establish & integrate risk management for
identifying & prioritizing protective efforts
regarding NCSec (CIIP)

Stakeholders

Identify the degree of readiness of each
SP5 stakeholder regarding to the implementation of X
NCSec strategy & how stakeholders pursue the
NCSec strategy & policies

SP4
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Org Capacity Intern

Proc Implementation and Organization Processes Legal | Technical structures | Building s
NCSec Council
101 Define National Cybersecurity Council for X
coordination among all stakeholders, to approve
the NCSec strategy
NCSec Authority
102 Define Specific high level Authority for X

coordination among cybersecurity stakeholders

National CERT
103 Identify or establish a national CERT to prepare X
for, detect, respond to & recover from national
cyber incidents

Privacy
104 Review existing privacy regime and update it to X
the on-line environment

Laws
105 Ensure that a lawful framework is settled and X
regularly levelled

Institutions

Identify institutions with cybersecurity
responsibilities, and procure resources that
enable NCSec implementation

106

National Experts and Policymakers

107 Identify the appropriate experts and policymakers X
within government, private sector and university

Training
108 Identify training requirements and how to achieve X
them

International Expertise

Identify international expert counterparts and
109 foster international efforts to address X
cybersecurity issues, including information sharing
and assistance efforts

Government

Implement a cybersecurity plan for government-
operated systems, that takes into account
changes management, in line with NCSec strategy

1010

National Cybersecurity and Capacity

1011 Manage National Cybersecurity and capacity at X
the national level, in line with NCSec strategy

Continuous Service

1012 Ensure continuous service within each X

stakeholder and among stakeholders, in line with
NCSec strategy

176



o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

AC1

Awareness and Communication Processes

Leaders in the Government

Persuade national leaders in the government of
the need for national action to address threats to
and vulnerabilities of the NCSec through policy-
level discussions

Legal

Technical

Org
Structures

Capacity
Building

Intern
Coop

AC2

National Communication

Promote a comprehensive national awareness
program so that all participants—businesses, the
general workforce, and the general population—
secure their own parts of cyberspace. And ensure
National Cybersecurity Communication

AC3

Awareness Programs

Implement security awareness programs and
initiatives for users of systems and networks

AC4

Citizen and Child Protection

Support outreach to civil society with special
attention to the needs of children and individual
users and persons with disabilities

AC5

NCSec Culture for Business

Encourage the development of a culture of
security in business enterprises

AC6

CC1

Available Solutions

Develop awareness of cyber risks and available
solutions

Compliance and Coordination Processes

International Compliance & Cooperation

Ensure regulatory compliance with regional and
international recommendations, standards

Legal

Technical

Org
Structures

Capacity

Building

Intern
Coop

cc2

National Cooperation

Identify and establish mechanisms and
arrangements for cooperation among
government, private sector entities, university
and ONGs at the national level, so that
organizational structures ensure that controls are
effective and efficient

cc3

Private sector Cooperation

Encourage cooperation among groups from
interdependent industries (through the
identification of common threats)

Encourage development of private sector groups
from different critical infrastructure industries to
address common security interest collaboratively
with government (through the identification of
problems and allocation_of costs)

cca

Research and Development

Enhance Research and Development (R&D)
activities (through the identification of
opportunities and allocation of funds)
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Ccc5

Compliance and Coordination Processes

Incidents Handling & Risk Controls

Manage incidents through national CERT to
detect, respond to, and recover from national
cyber incidents, through cooperative arrangement
(especially between government and private
sector), and respect, report risk controls

Legal

Technical

(0]7:4
Structures

Capacity Intern
Building Coop

CCé

EM1

Points of Contact

Establish points of contact (or CIRT) within
government, industry and university to facilitate
consultation, cooperation and information
exchange with national CERT, in order to monitor
and evaluate NCSec performance in each sector

Evaluation and Monitoring Processes

NCSec Observatory

Set up the NCSec observatory, that will measure and
report NCSec risk controls, compliance and
performance before it is too late

Legal

Technical

Org
Structures

Capacity Intern
Building Coop

EM2

NCSec Business Outcome Metrics for Evaluation

Define mechanisms that can be used to coordinate
the activities of the lead institution, the government,
the private sector and civil society, in order to
monitor and evaluate the global NCSec performance
(how are we doing?)

EM3

NCSec Assessment

Assess and periodically reassess the current state of
cybersecurity efforts and develop program priorities

EM4

NCSec Governance

Provide National Cybersecurity Governance,
especially with optimized costs and cybersystems
productivity and safety

EM5

NCSec Internal Business Process Metrics

Define adequate NCSec management and technical
metrics (for example confidentiality, integrity and
availability) in place for each stakeholder, among
framework components (what are we doing?).
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7.2 ICEGOV 08 Cairo / 2nd International conference for theory and practice of
Electronic Governance

ACM Publication
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+ ABSTRACT
Gavernments workdwide have faced computer security challenges, These challenges are senous n & context where thers is an sbsence of appropriate

and with incidents. But more important which agency or agencies should be given the responsibiity for computer

security, i the point that some national leadership should be designated to ensure that computer security will receive government-wide sttention. Then
sectors and lead agencies should assess the rekablity, vilnerabikty, and threat environments of the infrastructures and employ appropnate protective
measures and responses to safeguard them
The ITU has already proposed a whole process for developing and enplementing a national Cyber secuity plan [1]. This Rrocess MquEes a comprehendive
strategy that includes an mitial broad review of the adequacy of cument national practices, and consideration of the role of all stakeholders.
This paper proposes a global framework answenng the former needs expressed by the ITU. It s intended to present « ncsec =, the « National Cyber secunty
Referential », which is & guide for the development of = National Cyber secunty standards and effective Cyber security Management = for the creation of
National Organizational Structures and Policses on Cyberceme at the national Igvel, in order to help bulding regional and intemational cooperation for watch,
warmeng, and incident response. We can notice a great relationship between our proposal and 1SO27002 standard.

+ REFERENGES
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7.3 ECEG 09 London / 9th European Conference on e-Government

ECEG 2009

Westminster Business School, University of Westminster, London, UK
29-30 June 2009

NCSecMM: A National Cyber Security Maturity Model for an
Interoperable “National Cyber Security” Framework

Taieb Debbagh, Mohamed Dafir Ech-Cherif El Kettani

Abstract: Security Maturity Model is a systematic approach that replaces traditional security metrics.
There is more than one Security Maturity Model (SMM, COBIT, CERT/CSO, ISM3), and each of
them has only five levels of maturity, providing the blueprint for a complete security program,
telling management the order in which to implement security elements (ISM3 Consortium 2007),
and leading toward the use of best practice standards (e.g., BS 17799). But very few of them are
dedicated to National Cybersecurity.

We propose in this paper a “National CyberSecurity Maturity Model”, that will make it possible to

evaluate the security of a country or a whole region, making thus comparisons between them, and
pointing out its forces and threats.
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7.4

ECIW 09 Lisbon / 8th European Conference on Information Warfare and Security

ECIW 2009

Military Academy, Lisbon & the University of Minho, Braga, Portugal.
6-7 July 2009

A National RACI Chart for an Interoperable “National Cyber Security”
Framework

Taieb Debbagh, Mohamed Dafir Ech-Cherif El Kettani

Abstract: Governments worldwide have faced serious Cyberterrorism threats, in a context where

interoperability of “TransNational CyberSecurity Plans” is quite absent, in order to deal with incidents.
It is important to know which agency or agencies should be given the responsibility for “National
Cybersecurity”, in order to ensure that computer security will receive government-wide attention.
Therefore, sectors and lead agencies should assess the reliability, vulnerability, and threat
environments of the infrastructures and employ appropriate protective measures and responses to
safeguard them.

Responsibility Charting is a technique for identifying functional areas where there are process

ambiguities, bringing the differences out, and resolving them through a cross-functional collaborative
effort. We provide in this paper a “National RACI chart” that defines for each National Cyber Security
process, who is “Responsible”, “Accountable”, “Consulted” and “Informed”. The “RACI chart” defines
in detail what has to be delegated and to whom, and what kind of responsibility will be affected to one
stakeholder instead of another. Thus, it will aid organisations and teams identifying the responsibility
for specific elements at the national level.
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Acronyms

CIRT
clip
CISRT
CERT
COBIT
GCA
HLEG
NCSecFR
NCSeclG

NCSecMM
NCSecMS

NCSecRR
RACI

PDCA

Computer Incident Response Team

Critical Information Infrastructures Protection

Computer Information Security Response Team

Computer Emergency Response Team

Control Objectives for Information and related Technologies
Global Cybersecurity Agenda

High Level Experts Group

National Cybersecurity Framework

National Cybersecurity Implementation Guide

National Cybersecurity Maturity Model

National Cybersecurity Management System

National Cybersecurity Roles and Responsibilities
Responsible, Accountable, Consulted, Informed

Plan, Do, Check, Act
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Annex D: Best practices for Cybersecurity — Internet Service Provider (ISP)
Network Protection Best Practices

Abstract

An industry working group in the United States addressed the area of Internet Service Provider (ISP)
Network Protection, with a focus on addressing “bots” and “botnets”, which are serious and growing
problems for end-users and ISP networks. Botnets are formed by maliciously infecting end-user
computers and other devices with bot'® software through a variety of means, and surreptitiously
controlling the devices remotely to transmit onto the Internet spam and other attacks (targeting both
end-users and the network itself).

The working group examined potentially relevant existing Best Practices (BPs), and in consultation with
industry and other experts in the field, identified additional Best Practices to address this growing
problem.

The Working Group identified 24 Best Practices to address protection for end-users as well as the
network. The Best Practices in this Annex, are organized into the logical steps required to address botnets.
The first step is Prevention (12 BPs), followed by Detection (5 BPs), Notification (2 BPs), and then
Mitigation (3 BPs). Finally, 2 BPs on Privacy Considerations were identified to address the handling of
customer information in botnet response. The BPs identified are primarily for use by ISPs that provide
service to consumer end-users on residential broadband networks but may apply to other end-users and
networks as well.

Sector Members are encouraged to have their respective subject matter experts review these Best
Practices for applicability. It is critical to note that Best Practices in general are not applicable in every
situation because of multiple factors, and such a caveat applies to the work product of the Working
Group. Therefore, the Best Practices set out below are intended to be voluntary in nature for ISPs, and
may not apply in all contexts (and thus for a host of reasons should not be made mandatory). With this
understanding, the Working Group recommends that the Best Practices be implemented by ISPs, where
applicable, in order to address the growing botnet problem in consumer end-user devices and ISP
networks.

% (from the word “robot”)
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1 Introduction

The most pressing area of the botnet problem lies in consumer-focused residential broadband networks.
Although botnets are also a concern with business-focused networks and service, the business
arrangements in that context are far more diverse than in the residential consumer market, and there is
already more activity in the business context in response to botnets. The focus for this Report is thus on
identifying Best Practices for ISPs that provide services to consumers on residential broadband networks.

Notwithstanding this focus, many of the Best Practices identified here would also be valuable practices to
apply in non-consumer, non-residential network contexts. In light of the complexity and diversity of
individual networks, and the fast-changing nature of the botnet security threats, individual networks
should be able to respond to security threats in the manner most appropriate for their own network.

The Best Practices should not be viewed as an exhaustive list of all steps that ISPs could take to address
botnets and compromised computers. Indeed, many service providers take additional steps in response to
the botnet problem, and many are often assessing what new or additional techniques should be
considered — beyond the foundational measures suggested below.

2 Objective, Scope, and Methodology

2.1 Objective

This report investigates current practices that ISPs use to protect their networks from harms caused by
the logical connection of computer equipment, as well as desired practices and associated
implementation obstacles. These efforts address techniques for dynamically identifying computer
equipment that is engaging in a malicious cyber attack, notifying the user, and remediating the problem.

The report focuses on the relationship between ISPs and end users in the residential broadband context
(the problem of botnet—compromised, end-user devices) and identifies Best Practices for ISPs that are
effective in addressing end-user device compromise.

2.2 Scope

Security flaws in the hardware and/or software used by consumers coupled with poor or non-existent
system administration practices by end-users have resulted in an epidemic of compromised computers,
many of which can be remotely controlled as a part of what are frequently called ‘botnets.” Once
compromised, the owners of these computers are put at risk as their personal information and
communications can be monitored.

As used here “computer equipment” includes a wide variety of personal equipment (e.g., servers, PCs,
smart phones, home routers, etc.) as well as household devices with embedded IP network connectivity.
“Logical connection” refers to end-user data communications protocol signaling and transmission. Harms
result from the ability to degrade the communications infrastructure though malicious protocol
exchanges and information transmission and their computing power and Internet access can be exploited
by those controlling the botnet. Armies of these compromised computers can also be used together to
disseminate spam, store and transfer illegal content, and to attack the servers of government and private
entities with massive, distributed denial of service (DDoS) attacks.

This report investigates current practices that ISPs use to protect their networks from harms caused by
the logical connection of computer equipment as well as desired practices and associated implementation
obstacles. The work addresses techniques for dynamically identifying computer equipment that is
engaging in a malicious cyber attack, notifying the user, and remediating the problem. The report
proposes recommendations for best practices and actions that could be taken to help overcome
implementation obstacles.

The following is a summary of findings from expert presentations and consultations:
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- Botnet compromise of end-user devices is a significant problem that affects all ISPs - large and
small.

- Botnet malware is rapidly proliferating into end-user devices.

- A rapid increase in botnet infections and technological sophistication appears to have been
driven by the funding of botnet technology by sophisticated criminal elements.

- Botnet malware technology, infections, and the resulting impacts resulting from them are
moving faster than ISP industry methods and technologies have, to date, been able to respond
to.

- Botnets are a complex issue involving both end-user and network issues.

- ISP efforts to address botnets must include cooperation and information sharing among ISPs in
order to fully address the problem.

- There are existing Best Practices (including some IETF RFCs) that address certain aspects of
botnets (e.g., concerning responses to spam), but no comprehensive approach has been
identified or widely implemented (at least in United States networks).

- Botnet detection methods raise issues of end-user privacy which need to be considered when
developing approaches to the botnet problem.

- The problem of botnets in end-user devices can be substantially improved by implementation of
these Best Practices, as applicable, by ISPs serving consumers on residential broadband
networks.

2.3 Next Steps

This report sets a foundation for ISPs to address bots in end-user devices on residential broadband
networks, helping to reduce the impact of botnet attacks on the network. Possible next steps in dealing
with bots and botnets could be to widen the scope of this work to include attack vectors which exploit
network vulnerabilities to propagate bots and provide for obfuscation of botnet Command and Control
channels. Although this report touches on this area based on initial work in DNS, dynamic space, and
spam, this work could be expanded to include improved protection from social engineering
vulnerabilities, the infection of public web sites with bot-related Trojans and other malware, and further
work on the network detection and isolation of bot Command and Control traffic.

As mentioned in the Recommendations section, these Best Practices should be reviewed frequently and
updated to reflect the latest technology and methods in dealing with botnets. In addition, additional best
practice work could be valuable in network-focused areas beyond the residential broadband networks
that formed the focus of this Report.

2.4 Creation of New Best Practices

Best Practices have been categorized in terms of the logical steps required to address botnets. The Best
Practice categories include Prevention, Detection, and Notification of end-users, Mitigation, and Privacy
Considerations in detecting bots and notifying end-users. The Best Practices are included in this Annex.

2.4.1 Prevention Best Practices

The twelve Prevention Best Practices are aimed at preventing botnet infections in end-user devices and
major impacts to ISP networks. For end-users, the main focus is on how ISPs can help residential
broadband end-users prevent bot malware infections from occurring in their devices and networks. This is
accomplished by identifying Best Practices for end-user awareness and education of the importance of
good Internet hygiene, e.g., keeping operating systems and applications up to date, being aware of social
engineering scams, etc., and the use of anti-virus software to aid in malware and bot detection. ISP
personnel need to keep abreast of the latest botnet technology and malware in order to effectively
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address botnet issues. Network prevention Best Practices address bot exploits of the Domain Name
System, dynamic address space, and the prevention of bot-originated spam (which helps to spread bots
and other malware and create network congestion.)

2.4.2 Detection Best Practices

The five Detection Best Practices are aimed at providing effective ISP bot detection capabilities and
sharing information among ISPs. Because of the increasing sophistication of botnets and the rapidly
changing technologies being utilized in botnets, maintaining effective detection methods and sharing of
information are critical to addressing botnet deployments. Also, the need for utilizing non-interfering
detection methods and timely execution are also addressed.

2.4.3 Notification Best Practices

Once a bot infection is detected, the end-user needs to be notified so that mitigation action can be taken.
The two Notification Best Practices are aimed at maintaining effective notification methods and ensuring
that critical service information is conveyed to end-users who likely have a bot infection on their device or
network. It is suggested that a good balance be struck between the certainty of the detection and the
speed of notification.

2.4.4 Mitigation Best Practices

Three Mitigation Best Practices are aimed at mitigating bots on end-user devices and the protection of
end-users and the network from botnet attacks. Mitigation Best Practices address the need for the ISP to
notify end-users by providing information on how to address a likely bot infection. Best Practices are also
identified for ISP cooperation in the face of critical cyber incidents that can be caused by a botnet attack,
as well as the potential need for the temporary isolation of actively attacking bots to reduce the
possibility of adverse end-user or network impact (recognizing that such action should only be used as a
“last resort” or in other critical circumstances, and that any use should be sensitive to the needs of the
affected users).

2.4.5 Privacy Considerations Best Practices

Some of the Prevention, Detection, Notification, and Mitigation Best Practices raise the recurring issue of
protecting end-user information. To address these concerns, the report offers two Best Practices focused
on end-user privacy issues. The first deals with respecting consumers’ privacy with regard to exposed
customer information in addressing bot infections and attacks and the second suggests a multi-pronged
strategy in designing technical measures that protect the privacy of customer information.

3 Analysis, Findings and Recommendations

3.1 Analysis

The report defines Best Practices in terms of the logical steps required to address botnets.
Prevention Best Practices are those aimed at preventing botnet infections and the impact on
ISP networks. Detection Best Practices are aimed at ISP detection of botnet infections and
attacks. Notification Best Practices are targeted at notifying end-users of possible botnet
infections. Mitigation Best Practices are aimed at mitigating end-user device botnet infections
and the network impact.

3.2 Findings

Botnets represent a rapidly shifting malware landscape of infection, command and control, and attack
capability fueled primarily by the desire for economic gains by those who develop and deploy these
botnets — often sophisticated criminals. Weaknesses in end-user devices as well as a lack of understanding
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and thus protective reactions by end-users themselves are largely responsible for the massive infections
caused by sophisticated malware infection vectors.

Once infected with malware, botnets are formed when bot malware is activated on the infected device.
The bot then establishes a connection with the botnet “command and control” system and then typically
goes dormant to reduce the risk of detection while it awaits attack orders from the botnet owner. The
level of sophistication has grown to the point where bots can often be updated with new versions of bot
malware to add new attack capabilities and obfuscation techniques.

The botnet is comprised of all the infected bots under a common command and control. The bot malware
itself is sometimes polymorphic, defying signature base detection at the device level. Use of sophisticated
command and control mechanisms, including the use of peer-to-peer technology, makes bot and botnet
detection challenging. Command and control mechanisms exploit weaknesses in the ISP and Internet
infrastructure, e.g., DNS, to avoid detection of command and control traffic and to creatively provide
infection vectors to spread the bot malware.

Once the end-user device becomes part of a botnet, threats exist to both the end-user and the ISP
network. End-user personal information, such as identity, bank accounts, and credit card information, can
be compromised; the ISP network can be exposed to denial of service attacks, spam, and other network
related attacks.

To address these problems, the botnet lifecycle needs to be disrupted and mitigation of device bot
malware needs to be addressed. This report looks at end-user and end-user device issues, and some key
network weaknesses that support botnet proliferation and exacerbate the impact of botnets.

The problem of botnets may be substantially mitigated by implementation, as applicable, of the
suggested Best Practices in the residential broadband context. By looking at botnets from the perspective
of Prevention, Detection, Notification, and Mitigation, a comprehensive program can be established
which should have a significant impact on botnets and their impact on end-users and ISP networks. Most
botnet control strategies examined have some, but not all, elements of the Best Practices.

These findings support the contention that botnet technology and deployment have, to date, moved
faster than ISP industry methods to address them. One common theme within the findings is that
cooperation with the end-user and other ISPs is critical in effectively dealing with this issue. There are no
silver bullets that can completely eradicate this problem. Rather a partnership with end-users and other
ISPs is required to address botnets in a comprehensive way.

3.3 Recommendations

The report suggests that the rapid growth of botnets in end-user devices has been faster than the ability
to effectively address the problem, hence significant work beyond the implementation of Best Practices is
strongly encouraged. The following recommendations resulted from the research and Best Practice work
of the Group:

- Because of the rapid growth of botnets and the rapidly changing technology, botnet Best
Practices for ISPs should be revisited at least every two years.

- Standard methods for sharing information with end users and among ISPs should be better
defined.

- Protection (and discarding) of customer information that may be collected by ISPs while
addressing botnets is an important issue that warrants continued attention.

- ISP implementation of the botnet Best Practices should be benchmarked to get a better idea
how ISPs are dealing with the botnet problem.

Additional possible policy actions are:
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- The creation, perhaps with government funding, of an anti-botnet website available to end users
to assist in the removal of botnet malware from their device, similar to the anti-botnet centers
created in Germany (see http://botfrei.de) and Japan (see, https://www.ccc.go.jp/en ccc/);

- The creation of a cybersecurity public information campaign that includes botnet awareness;

- The creation of a Computer Emergency Readiness Team (CERT) Information and Resource
Center, available to ISPs and end users, devoted to botnet detection, mitigation, etc.; and

- Improvements in technology for network detection of botnet command and control and
exploitation of traffic could be encouraged through research at government or other sites.

4 Conclusions

This report identifies 24 Best Practices to address bot-infected, end-user devices and the impact of
botnets on end-users and ISP networks. These BPs form a foundation for addressing this growing problem
and are for consideration by ISPs that provide service to consumers on residential broadband networks.
Potential future work includes regularly reviewing these BPs to keep them up-to-date and to potentially
expand the scope of future Best Practice work to identify Best Practices aimed at addressing the spread of
bot malware through the network and detecting and disrupting botnet command and control traffic.

The new Best Practices are organized in areas of Prevention (12 BPs), Detection (5 BPs), Notification (2
BPs), and Mitigation (3 BPs). In addition, 2 BPs were identified in the area of Privacy Considerations
concerning customer information in the context of addressing botnets.

It is critical to note that Best Practices are not applicable in every situation because of multiple factors.
Therefore, these Best Practices are intended to be voluntary for the ISPs. Mandating a particular set of
practices could contribute to suboptimal network operation and reliability, or result in other negative
consequences.

With these qualifications, this report recommends that the Best Practices set out in this Annex be
implemented, as applicable, by ISPs in order to address the growing botnet problem in consumer end-
user devices and ISP networks.

Introduction to Best Practices

These Best Practices are statements that describe guidance for the best approach to addressing a
concern. They incorporate industry cooperation that engaged vast expertise and considerable resources.
The implementation of Best Practices is intended to be voluntary. Decisions of whether or not to
implement a specific Best Practice are intended to be left with the responsible organization (e.g., Service
Provider, Network Operator, or Equipment Supplier). In addition, the applicability of each Best Practice for
a given circumstance depends on many factors that need to be evaluated by individuals with appropriate
experience and expertise in the same area addressed by the Best Practice.

Mandated implementation of these Best Practices is not consistent with their intent. The appropriate
application of these Best Practices can only be done by individuals with sufficient knowledge of company
specific network infrastructure architecture to understand their implications. Although the Best Practices
are written to be easily understood, their meaning is often not apparent to those lacking this prerequisite
knowledge and experience. Appropriate application requires understanding of the Best Practice impact on
systems, processes, organizations, networks, subscribers, business operations, complex cost issues and
other considerations. For these reasons, this report does not recommend here that government
authorities impose these best practices on industry, e.g. by regulations.

Prevention Best Practices

Note that the Best Practices in this grouping are primarily aimed at ISPs that provide service to consumer
end-users on residential broadband networks, but may be applicable to other users and networks as well.
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A.l1 BP Number: Prevention 1

Stay Informed about Botnet/Malware Techniques:

ISPs should stay informed about the latest botnet/malware techniques so as to be prepared to detect and

prevent them.!!

A.2 BP Number: Prevention 2

ISP Provision of Educational Resources for Computer Hygiene / Safe Computing:

ISPs should provide or support third-party tutorial, educational, and self-help resources for their
customers to educate them on the importance of safe computing and help them develop safe practices
safe computing.*® ISPs’ users should know to protect end user devices and networks from unauthorized

access through various methods, including, but not limited to:

- Use legitimate security software that protects against viruses and spywares;

- Ensure that any software downloads or purchases are from a legitimate source;

- Use firewalls;

- Configure computer to download critical updates to both the operating system and installed

applications automatically;

- Scan computer regularly for spyware and other potentially unwanted software;

- Keep all applications, application plug-ins, and operating system software current and updated

and use their security features;
- Exercise caution when opening e-mail attachments;
- Be careful when downloading programs and viewing Web pages;
- Use instant messaging wisely;
- Use social networking sites safely;
- Use strong passwords;

- Never share passwords.

' BP  Prevention 1: References/Comments: See the following document

www.maawg.org/sites/maawg/files/news/MAAWG Bot Mitigation BP 2009-07.pdf

More information can also be found at: isc.sans.edu/index.html

www.us-cert.gov/

www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html

2 Bp Prevention 2: References/Comments: More information can be found at:

National Cybersecurity Alliance - www.staysafeonline.org/

OnGuard Online -www.onguardonline.gov/default.aspx

for more

Department of Homeland Security - StopBadware — www.stopbadware.org/home/badware prevent

Comcast.net Security - security.comcast.net/

Verizon Safety & Security - www.verizon.net/central/vzc.portal? nfpb=true& pagelabel=vzc help safety

Qwest Incredible Internet Security site: www.incredibleinternet.com/

Microsoft - www.microsoft.com/security/pypc.aspx
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A.3 BP Number: Prevention 3

ISP Provision of Anti-Virus/Security Software:

ISPs should make available anti-virus/security software and/or services for its end-users.'* If the ISP does
not provide the software/service directly, it should provide links to other software/services through its
safe computing educational resources.

A.4 BP Number: Prevention 4

Protect DNS Servers:

ISPs should protect their DNS servers from DNS spoofing attacks and take steps to ensure that
compromised customer systems cannot emit spoofed traffic (and thereby participate in DNS amplification
attacks). ** Defensive measures include:

- managing DNS traffic consistent with industry accepted procedures;

- where feasible, limiting access to recursive DNS resolvers to authorized users;
- blocking spoofed DNS query traffic at the border of their networks, and

- routinely validating the technical configuration of DNS servers by, for example,

- utilizing available testing tools that verify proper DNS server technical configuration.

A.5 BP Number: Prevention 5

Utilize DNSSEC

ISPs should use Domain Name System (DNS) Security Extensions (DNSSEC) to protect the DNS.” ISPs
should consider, at a minimum, the following:

sign and regularly test the validity of their own DNS zones,
routinely validate the DNSSEC signatures of other zones;

employ automated methods to routinely test DNSSEC-signed zones for DNSSEC signature validity.

3 BP Prevention 3: References/Comments: None

% BP Prevention 4: References/Comments:
Widely accepted DNS traffic management procedures are discussed in the following document:

www.maawg.org/sites/maawg/files/news/MAAWG DNS%20Port%2053V1.0 201006.pdf

Security issues on recursive resolvers are discussed in IETF BCP 140/ RFC 5358. Responses to spoofed traffic, including
spoofed DNS traffic, are discussed in IETF BCP 38/RFC 2827.

Some tools examining different aspects of DNS server security include:
dnscheck.iis.se/
recursive.iana.org/

www.dnsoarc.net/oarc/services/dnsentropy

www.iana.org/reports/2008/cross-pollination-fag.html

> BP Prevention 5: References/Comments: More information can be found at:

www.dnssec.net

www.dnssec-deployment.org
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A.6 BP Number: Prevention 6

Encourage Use of Authenticated SMTP/Restrict Outbound Connections to Port 25

ISPs should encourage users to submit email via authenticated SMTP on port 587, requiring Transport
Layer Security (TLS) or other appropriate methods to protect the username and password.'® In addition,
ISPs should restrict or otherwise control inbound and outbound connections from the network to port 25
(SMTP) of any other network, either uniformly or on a case by case basis, e.g., to authorized email servers.

A.7 BP Number: Prevention 7

Authentication of Email:

ISPs should authenticate all outbound email using DomainKeys Identified Mail (DKIM) and Sender Policy
Framework (SPF).!” Authentication should be checked on inbound emails; DKIM signatures should be
validated and SPF policies verified.

A.8 BP Number: Prevention 8

Immediately Reject Undeliverable Email:

ISPs should configure their gateway mail servers to immediately reject undeliverable email, rather than
accepting it and generating non-delivery notices (NDNs) later, in order to avoid sending NDNs to forged
addresses.'®

A.9 BP Number: Prevention 9

Blocking e-mail from Dynamic Space:

ISPs should not accept e-mail that originates from mail servers in dynamically-assigned IP address blocks,
and should consider using one of the available services that identify such blocks. *°

6 BPp Prevention 6: References/Comments: See the following document for more information: www.maawg.org/sites/

maawg/files/news/MAAWG Port25rec0511.pdf

17

BP Prevention 7: References/Comments: See the following document for more information:
www.maawg.org/sites/maawg/files/news/MAAWG Email Authentication Paper 200807.pdf

More information can be found at: www.dkim.org/

www.openspf.org

8 BP Prevention 8: References/Comments: By rejecting undeliverable email, the gateway mail will inform the sending mail

server, which can apply local policy regarding whether or not to notify the message sender of the non-delivery of the
original message. See the following document for more information:

www.maawg.org/sites/maawg/files/news/MAAWG-BIAC Expansion0707.pdf

9 Bp Prevention 9: References/Comments: None

191


http://www.maawg.org/sites/maawg/files/news/MAAWG_Port25rec0511.pdf
http://www.maawg.org/sites/maawg/files/news/MAAWG_Port25rec0511.pdf
http://www.maawg.org/sites/maawg/files/news/MAAWG_Email_Authentication_Paper_200807.pdf
http://www.dkim.org/
http://www.openspf.org/
http://www.maawg.org/sites/maawg/files/news/MAAWG-BIAC_Expansion0707.pdf

o) oV B el oS o ol Ll 2] 2 oYLV y oloslel] S ool 22-1/1 DL

A.10 BP Number: Prevention 10

Share Dynamic Address Space Information:

ISPs should share lists of their dynamic IP addresses with operators of DNS Block Lists (DNSBLs) and other
similar tools. Further, such lists should be made generally available, such as via a public website.*°

A.11 BP Number: Prevention 11

Make Dynamic IPv4 Space Easily Identifiable by Reverse DNS Pattern:

ISPs should make IPv4 dynamic address space under their control easily identifiable by reverse DNS
pattern, preferably by a right-anchor string with a suffix pattern chosen so that one may say that all
reverse DNS records ending in <*.some.text.example.com> are those that identify dynamic space.*

A.12 BP Number: Prevention 12

Make Dynamic Address Space Easily Identifiable by WHOIS:

ISPs should make all dynamic address space under their control easily identifiable by WHOIS or RWHOIS
lookup.?

Detection Best Practices

Note that the Best Practices in this grouping are primarily aimed at ISPs that provide service to consumer
end-users on residential broadband networks, but may be applicable to other users and networks as well.

20 Bp prevention 10: References/Comments: More information can be found at:

www.maawg.org/sites/maawg/files/news/MAAWG Dynamic Space 2008-06.pdf

www.spamhaus.org/pbl/

www.mail-abuse.com/nominats_dul.html

2L BPp Prevention 11: References/Comments: Refer to related Best Practice Prevention 5.

22 Bp prevention 12: Reference/Comments: See the following document for more information:

www.maawg.org/sites/maawg/files/news/MAAWG Dynamic Space 2008-06.pdf

Refer to related Best Practice Prevention 4.
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A.13  BP Number: Detection 1

Communicate Implementation of Situational Awareness and Protective Measures with other ISPs:

ISPs should make reasonable efforts to communicate with other operators and security software
providers, by sending and/or receiving abuse reports via manual or automated methods.?* These efforts
could include information such as implementation of "protective measures" such as reporting abuse (e.g.,
spam) via feedback loops (FBLs) using standard message formats such as Abuse Reporting Format (ARF).
Where feasible, ISPs should engage in efforts with other industry participants and other members of the
internet ecosystem toward the goal of implementing more robust, standardized information sharing in
the area of botnet detection between private sector providers.

A.14 BP Number: Detection 2

Maintain Methods to Detect Bot/Malware Infection:

ISPs should maintain methods to detect likely malware infection of customer equipment. Detection
methods will vary widely due to a range of factors.?* Detection methods, tools, and processes may include
but are not limited to: external feedback, observation of network conditions and traffic such as bandwidth
and/or traffic pattern analysis, signatures, behavior techniques, and forensic monitoring of customers on
a more detailed level.

A.15 BP Number: Detection 3

Use Tiered Bot Detection Approach:

ISPs should use a tiered approach to botnet detection that first applies behavioral characteristics of user
traffic (cast a wide net), and then applies more granular techniques (e.g., signature detection) to traffic
flagged as a potential problem.?®

2 BP Detection 1: References/Comments: See the following document for more information:

www.maawg.org/sites/maawg/files/news/CodeofConduct.pdf. Vulnerabilities can be reported in a standardized fashion
using information provided at nvd.nist.gov/

Also see
puck.nether.net/mailman/listinfo/nsp-security
ops-trust.net/

www?2.icsalabs.com/veris/

24

BP Detection 2: References/Comments: See

www.team-cymru.org

www.shadowserver.org

www.abuse.ch

www.cbl.abuseat.org

% BP Detection 3: References/Comments: This technique should help minimize the exposure of customer information in

detecting bots by not collecting detailed information until it is reasonable to believe the customer is infected. Looking at
user traffic using a “wide net” approach can include external feedback as well as other internal approaches.
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A.16 BP Number: Detection 4

Do Not Block Legitimate Traffic:

ISPs should ensure that detection methods do not block legitimate traffic in the course of conducting
botnet detection, and should instead employ detection methods which seek to be non-disruptive and
transparent to their customers and their customers’ applications.?®

A.17 BP Number: Detection 5

Bot Detection and the Corresponding Notification Should Be Timely:

ISPs should ensure that bot detection and the corresponding notification to end users be timely, since
such security problems are time-sensitive.?’ If complex analysis is required and multiple confirmations are
needed to confirm a bot is indeed present, then it is possible that the malware may cause some damage,
to either the infected host or remotely targeted system (beyond the damage of the initial infection)
before it can be stopped. Thus, an ISP must balance a desire to definitively confirm a malware infection,
which may take an extended period of time, with the ability to predict the strong likelihood of a malware
infection in a very short period of time. This “definitive-vs.-likely” challenge is difficult and, when in doubt,
ISPs should err on the side of caution by communicating a likely malware infection while taking
reasonable steps to avoid false notifications.

Notification Best Practices

Note that the Best Practices in this grouping are primarily aimed at ISPs that provide service to consumer
end-users on residential broadband networks, but may be applicable to other users and networks as well.

A.18 BP Number: Notification 1

Notification to End Users:

ISPs should develop and maintain critical notification methods to communicate with their customers that
their computer and/or network has likely been infected with malware.?® This should include a range of
options in order to accommodate a diverse group of customers and network technologies. Once an ISP
has detected a likely end user security problem, steps should be undertaken to inform the Internet user
that they may have a security problem. An ISP should decide the most appropriate method or methods
for providing notification to their customers or internet users, and should use additional methods if the
chosen method is not effective. The range of notification options may vary by the severity and/or
criticality of the problem. Examples of different notification methods may include but are not limited to:

%5 BPp Detection 4: References/Comments: None

?’ BPp Detection 5: References/Comments: None

28 Bp Notification 1: References/Comments:

An ISP decision on the most appropriate method or methods for providing notification to one or more of their customers or
Internet users depends upon a range of factors, from the technical capabilities of the ISP, to the technical attributes of the
ISP's network, cost considerations, available server resources, available organizational resources, the number of likely
infected hosts detected at any given time, and the severity of any possible threats, among many other factors. The use of
multiple simultaneous notification methods is reasonable for an ISP but may be difficult for a fake anti-virus purveyor.

Mitigation BP 3 provides information on how to address the malware infection.
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email, telephone call, postal mail, instant messaging (IM), short messaging service (SMS), and web
browser notification.

A.19 BP Number: Notification 2

Notification Information to End Users:

ISPs should ensure that botnet notifications to subscribers convey critical service information rather than
convey advertising of new services or other offers.*

Mitigation Best Practices

Note that the Best Practices in this grouping are primarily aimed at ISPs that provide service to consumer
end-users on residential broadband networks, but may be applicable to other users and networks as well.

BP Number: Mitigation 1

Industry Cooperation During Significant Cyber Incidents:

ISPs should maintain an awareness of cybersecurity threat levels and, when feasible, cooperate with other
organizations during significant cyber incidents, helping to gather and analyze information to characterize
the attack, offer mitigation techniques, and take action to deter or defend against cyber attacks as
authorized by applicable law and policy.*°

A.21  BP Number: Mitigation 2

Temporarily Quarantine Bot Infected Devices:

ISPs may temporarily quarantine a subscriber account or device if a compromised device is detected on
the subscribers’ network and the network device is actively transmitting malicious traffic.?* Such
quarantining should normally occur only after multiple attempts to notify the customer of the problem
(using varied methods) have not yielded resolution. In the event of a severe attack or where an infected
host poses a significant present danger to the healthy operation of the network, then immediate
quarantine may be appropriate. In any quarantine situation and depending on the severity of the attack
or danger, the ISP should seek to be responsive to the needs of the customer to regain access to the
network. Where feasible, the ISP may quarantine the attack or malicious traffic and leave the rest
unaffected.

»  BP Notification 2: References/Comments: This best practice is to help ensure that the notification message is not

confused with other communications the customer may receive from the provider and help underscore the seriousness of
the situation.

3 Bp Mitigation 1: References/Comments: In the United States, for example, the National Cyber Incident Response Plan -

The National Cyber Risk AlertLevel (NCRAL) is currently envisioned as a 4-level system in order to facilitate synchronization
with several other alert level systems, such as the IT-ISAC, SANS and those from security vendors. Significant Cyber
Incidents are generally labeled as Severe (level 1) and Substantial (level 2).

31 BP Mitigation 2: References/Comments:

The temporary delay of web pages for the purpose of providing web browser notification, as suggested above in the
Notification Best Practices (see section 6.1.18), does not constitute a “quarantine” as used in this Best Practice.

Some information regarding quarantine technology can be found at:

www.trustedcomputinggroup.org/developers/trusted network connect
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A.22  BP Number: Mitigation 3

Provide a Web Site to Assist with Malware Remediation:

ISPs should, either directly or indirectly, provide a web site to assist customers with malware
remediation.>?

Remediation of malware on a host means to remove, disable, or otherwise render a malicious bot
harmless. For example, this may include but is not limited to providing a special web site with security-
oriented content that is dedicated for this purpose, or suggesting a relevant and trusted third-party web
site. This should be a security-oriented web site to which a user with a bot infection can be directed to for
remediation. This security web site should clearly explain what malware is and the threats that it may
pose. Where feasible, there should be a clear explanation of the steps that the user should take in order
to attempt to clean their host, and there should be information on how users can strive to keep the host
free of future infections. The security web site may also have a guided process that takes non technical
users through the remediation process, on an easily understood, step-by-step basis. The site may also
provide recommendations concerning free as well as for-fee remediation services so that the user
understands that they have a range of options, some of which can be followed at no cost.

Privacy Best Practices

Note that the Best Practices in this grouping are primarily aimed at ISPs that provide service to consumer
end-users on residential broadband networks, but may be applicable to other users and networks as well.

A.23  BP Number: Privacy Considerations 1

Privacy Considerations in Botnet Detection, Notification, and Remediation:

Because technical measures to (a) detect compromised end-user devices, (b) notify end-users of the
security issue, and (c) assist in addressing the security issue, may result in the collection of customer
information (including possibly “personally identifiable information” and other sensitive information, as
well as the content of customer communications), ISPs should ensure that all such technical measures
address customers’ privacy, and comply and be consistent with all applicable laws and corporate privacy
policies.*?

A.24  BP Number: Privacy Considerations 2

Measures to Protect Privacy in Botnet Response:

In designing technical measures for identification, notification, or other response to compromised end-
user devices (“technical measures”), ISPs should pursue a multi-prong strategy to protect the privacy of
customers’ information, including but not limited to the following:**

- ISPs should design technical measures to minimize the collection of customer information;

- In the event that customer information is determined to not be needed for the purpose of
responding to security issues, the information should promptly be discarded;

BP Mitigation 3: References/Comments: None
BP Privacy Considerations 1: References/Comments: None

BP Privacy Considerations 2: References/Comments: None
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Any access to customer information collected as a result of technical measures should at all
times be limited to those persons reasonably necessary to implement the botnet-response
security program of the ISP, and such individuals’ access should only be permitted as needed to
implement the security program;

In the event that temporary retention of customer information is necessary to identify the
source of a malware infection, to demonstrate to the user that malicious packets are originating
from their broadband connection, or for other purposes directly related to the botnet-response
security program, such information should not be retained longer than reasonably necessary to
implement the security program (except to the extent that law enforcement investigating or
prosecuting a security situation, using appropriate procedures, has requested that the
information be retained); and

The ISP’s privacy compliance officer, or another person not involved in the execution of the
security program, should verify compliance by the security program with appropriate privacy
practices.
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Annex E: Best practices for Cybersecurity — Training Course on Building and
Managing National Computer Incident Response Teams (CIRTSs)

Best Practices for National
Cyber Security

Aspects of Building & Managing
National Computer Incident
Response Teams (CIRT)

These training materials are based on these reports:

Ir | Telecorn ications Union, Best Practices for Nati Cyber ity: Building a N | Comp Security Incident Management
Capability, ITU-D Rapporteur's Group Meeting on Question 22-1/1 Geneva, 5-6 May 2011.

International Telecommunications Union, Best F i for National Cy
Rapporteur's Group Meeting on Question 22-1/1 Geneva, 5-6 May 2011.

ging a i CSIRT with Critical Success Factors, ITU-D

Topics

Building a National CIRT
= Setting the Context: National Cyber Security
= Roles of a National CIRT
= Goals for Building National CIRTs
National CIRT Management
= Challenges Facing National CIRTs
= Introduction to Critical Success Factors
Identifying Critical Success Factors (CSFs) for an Organization
Using Critical Success Factors in National CIRT Management
= Selecting Services
= |dentifying Measurement Priorities
Summary
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BUILDING A NATIONAL CIRT

What is a National CIRT?

A National CIRT coordinates incident management and facilitates an
understanding of cyber security issues for the national community.

Usually officially appointed by the government
Are unigue because of their cyber perspective on how to protect and sustain

* National and economic security

* Government operations

* (ritical infrastructure operations and functions
Can serve one or many constituencies, including

= Government organizations

* (ritical infrastructures

= The public in general

May have different names in different countries, such as Computer Security
Incident Response Team or Computer Emergency Response Team
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National CIRTs are concerned with supporting the cyber resilience of their country or economy.

National incident management organizations frequently go by different names. In these materials,
“National CIRT” is used because it is in common use. While the specific names of cyber incident
management organizations vary, the choice of name may be relevant to the organization’s relationship
with members of the response community. It is also not unusual for nations to have more than one
National CIRT. Depending on the country’s government and other structural factors, there may be a
natural preference for certain constituencies to be served by different organizations. The most obvious
example is where a government operates a CIRT under the military or defense establishment and a
separate organization to serve the public or the private owners of critical infrastructure*.

"Note: Organizations and countries around the world have defined Critical Infrastructure (Cl) differently in but
all reflect CI’s importance to the society. For example:

Germany: Critical infrastructures (Cl) are organizational and physical structures and facilities of such vital
importance to a nation's society and economy that their failure or degradation would result in sustained supply
shortages, significant disruption of public safety and security, or other dramatic consequences.”

Japan: “Critical infrastructure which offers the highly irreplaceable service in a commercial way is necessary for
people's normal lives and economic activities, and if the service is discontinued or the supply is deficient or not
available, it will seriously influence people's lives and economic activities.”

Setting the Context:
National Cyber Security

The national strategy should articulate specific objectives.
= “Protect critical infrastructure sectors ., ”

o

* “Protect availability of government networks
The National CIRT helps execute national strategy and
enhances core cyber security capabilities.

National CIRT organizations should therefore align with
and facilitate national strategic objectives.

This course is not intended as a review or discussion of national cybersecurity strategy. However, National
CIRTs should ideally reflect and support their country’s security strategy.

Creating a national strategy for cybersecurity is the first step in establishing a national program. The goals
that a nation identifies and promotes through its strategy give the program a consistent vision and
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establish a clear direction. The national strategy should stress the benefits of a culture of cybersecurity,
integrate security fundamentals, such as raising awareness, and emphasize cooperative relationships
among national stakeholders. The national strategy may also serve as a backdrop for the creation of laws
that relate to cybersecurity; for instance in the areas of computer crime, the protection of intellectual
property, and privacy. Finally the national strategy should reconcile the need for security with the need to
honor citizens’ rights and the nation’s cultural values and norms.

A frequently asked question is, must a nation have a complete, cogent cybersecurity strategy before
instantiating a National CIRT? Generally the answer is no, and it has often been the case that the National
CIRT has helped the national government develop and refine their strategy after operating for some
years.

A National CIRT capability may also fall under a different government strategy.
The three documents pictured are:

1. u.s.’ National  Strategy to Secure  Cyberspace  www.us-cert.gov/reading room/
cyberspace strategy.pdf

2. U.K.’s Cybersecurity Strategy of the United Kingdom www.cabinetoffice.gov.uk/media/216620/
¢ss0906.pdf

3. Norwegian’s (Norsk) Nasjonal strategi for cybersikkerhet https://www.nsm.stat.no/Documents/
andre dokumenter/Nasjonal%20strategi%20for%20cybersikkerhet.pdf

Roles of a National CIRT -1

Common roles of a National CIRT
* |dentify intrusion sets using correlation

analysis to group incidents
* Crime
* Nation states

* Undetermined
* Collaborate with law enforcement and intelligence
organizations

= Be a technical and policy resource to the national
government on cyber security issues

A variety of organizations have CIRTs. Here are the national-level roles that a National CIRT provides to
the government and to the nation that organizational CIRTs typically do not. This slide is not meant to
imply that all National CIRTs must provide all of these services. These are simply the kinds of services that
a National CIRT would provide.
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Analyze computer security incident information ... Examples include correlations and analysis based on
malware type and behavior, social engineering methods and signatures, IP addresses used — and many
others.

P U

Be a technical resource ... The National CIRT acts as the government’s “go-to” organization on questions
of cyber-security.

Roles of a National CIRT - 2

Help to assess national readiness and crisis management
= Exercises, assessments
Provide national alerts and warnings

* Vulnerabilities, malware

Build cyber security capacity
®* Train, mentor

Be a trusted point of contact and coordinator

Encourage a cyber security culture
= Awareness

These roles also form a bigger picture, which allows the National
CIRT to maintain situational awareness of the threat landscape.

Help to assess ... the National CIRT can help to assess national readiness. It does so by integrating risk
information from major stakeholders and constituents, and play a key role in development and execution
of exercises.

Alerts and Warning ... One of the key roles, the National CIRT establishes warning channels. It builds
relationships with key stakeholder organizations to relay alerts and warnings about security vulnerabilities
and threats. The National CIRT also alerts and warns the general public about computer security
problems.

Build cybersecurity capacity ... Externally, the National CIRT builds capacity by engaging with other
National CIRTs to build their capabilities through the sharing of best practices, training, etc. Internally, the
National CIRTs can help organizational CIRTs in the nation in a variety of ways including advice, training,
best practices, or in some cases staffing.

Be a trusted national point of contact ... The National CIRTs acts as the nation’s representative in the
international computer security response community.

Encourage a cybersecurity culture ... The National CIRT has a role to play in fostering a cybersecurity
culture, in reinforcing the role everyone plays in cybersecurity.
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Exercise 1: Draft a Mission Statement
for Your National CIRT -1

Task: Identify strategic goals for the National CIRT

Objective: Draft a mission statement that communicates the role and
objectives of your country's National CIRT

Instructions

A. Consider your nation’s cyber security strategy and how the National
CIRT can support it. List three ways your National CIRT might support
your nation’s cyber security objectives:

1.
2.
3.

A Mission Statement is the purpose of an organization. It defines the organizations reason for existence. It
generally includes three key pieces of information:

1) identity of stakeholders, constituents, or customers
2) the purpose of an organization
3) the value/advantage/service provided.

For National CIRTs this would include:

2) Contribution made to the Constituents
3) Distinction of the CIRT from other providers of similar services
As an example, Japan Computer Emergency Response Team Coordination Center

http://www.jpcert.or.jp/english/about.html

“JPCERT/CC is a first CIRT (Computer Security Incident Response Team) established in Japan. The
organization coordinates with network service providers, security vendors, government agencies, as well
as the industry associations. As such, it acts as a "CIRT of the CIRTs" in the Japanese community. In Asia
Pacific region, JPCERT/CC helped form APCERT (Asia Pacific Computer Emergency Response Team) and
provides a secretariat function for APCERT. Globally, as a member of Forum of Incident Response and
Security Teams (FIRST), JPCERT/CC coordinates its activities with the trusted CIRTs worldwide.”
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Exercise 1: Draft a Mission Statement
for Your National CIRT -2

B. List possible stakeholders, constituents, or customers:
1.
2.
3.

The follow examples are from rfc 2350 section 3 “Information, Policies and Procedures” from: CERT.at, SI-
CERT, CZ.NIC-CIRT, KIT-CERT, Team Cymru, ID-SIRTII, IRISS-CERT, HANCERT, CERT-RU, CIRCL

Commonly Used Terms for Constituents:

“national level in Austria”

“systems and networks located in Slovenia”
“general public”

“Karlsruhe Institute of Technology community”
“organizations”

“national level in Indonesia”

“Irish based organisations and citizens”
“information processing facilities”

“Radboud University of Nijmegen”.
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Exercise 1: Draft a Mission Statement
for Your National CIRT -3

C. Drawing from part A., list possible purposes of your CIRT:
1.
2.
3.

The follow examples are from rfc 2350 section 3 “Information, Policies and Procedures” from: CERT.at, SI-
CERT, CZ.NIC-CIRT, KIT-CERT, Team Cymru, ID-SIRTII, IRISS-CERT, HANCERT, CERT-RU, CIRCL

Commonly use terms for Contribution:
- “coordinate security efforts and incident response”

- “assistance in computer and network security incident handling and provides incident
coordination functions for all incidents involving systems and networks”

- “raising awareness on issues of network and information security and provides advisories and
alerts to the general public”

- “implementing proactive measures to reduce the risk of such incidents to occur.”

- “coordinate security efforts and incident response for critical infrastructure and IT-security
problems on a national level”

- “provide a range of high quality information security based services”

- “provide information security prevention, response and mitigation strategies”
- “coordinate the prevention and resolution of security incidents”

- “coordinate the resolution of IT security incidents”

- “help prevent such incidents from occurring”

- “coordinate communication among national and international incident response teams during
security emergencies...”

- “provide a security related alert and warning system for national ICT users”.
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Exercise 1: Draft a Mission Statement
for Your National CIRT -4

D. What is the value, advantage, or service(s) your CIRT will be
providing:

1.

2.

3.

E. Using information from parts B., C., & D., draft a short mission
statement that communicates the role your National CIRT has in
contributing to national cyber security.

1.

The follow examples are from rfc 2350 section 3 “Information, Policies and Procedures” from: CERT.at, SI-
CERT, CZ.NIC-CIRT, KIT-CERT, Team Cymru, ID-SIRTII, IRISS-CERT, HANCERT, CERT-RU, CIRCL

Commonly used terms for Distinction:

“offers assistance ... in Slovenia”

“solve incidents within .CZ DNS”

“members of the KIT community”

“researching the ‘who’ and ‘why’ of malicious Internet activity worldwide”
“helps organizations identify and eradicate problems in their networks”

“in accordance with industry recognised standards and compliance requirements”

“become a recognised centre of information security excellence for national and international

organisations to refer to”.
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Goals for Building National CIRTs

Plan and Establish a Centralized Computer
Security Incident Management Capability

Before the first cybersecurity incident can be managed, the capability must itself be established in an
organizational form such as a National CIRT. Having a sole source or point of contact for computer
security incidents and cybersecurity issues provides a number of benefits. A single organization provides
stakeholders with a known source of information. A National CIRT can also provide the government with a
conduit for coherent, consistent messaging on cybersecurity issues. With a single National CIRT,
government departments have a source for technical information to support their individual functional
areas. Finally, the National CIRT can encourage the discussion about cybersecurity and facilitate
international cooperation on this issue. In some nations, unique considerations may dictate that there are
multiple National CIRTs, or even an incident management capability that is spread across several
organizations.
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Plan and Establish a National CIRT - 1

Identify sponsors

* QOrganizational alignment with the national government
sponsor (key issue)

* Potential pitfalls
Determine constraints
* Budget
s Skilled workforce
Determine National CIRT structure

d

* Independent agency? Joint partnership with
telecommunications ministry? What agency is trusted to
handle sensitive vulnerability information?

* Codify roles and responsibilities

Identify Sponsors

In order to succeed, a National CIRT must have adequate sponsorship and commitment to resourcing.
- Executive sponsorship is critically important to the success of the National CIRT.

- Organizational alignment is very important between the government sponsor and the National
CIRT to avoid potential pitfalls. For instance, what if a regulatory agency wants to be the host?
Will the constituency be willing to share information with their regulator? In some countries the
answer may be “certainly”, in others perhaps not. In some situations there may be
considerations involving human resources that dictate a certain agency taking the lead, for
instance if one agency has the authority to pay the salary needed to attract the right talent to
the organization.

Determine constraints

The sponsor of a National CIRT must have a clear understanding of what the staffing, technical, budget,
and other constraints are. CIRTs in many organizations are often faced with budget shortfalls. A guiding
principle is for the organization to perform a few core services well, rather than attempting to provide a
broad array of services.

Determine the National CIRT structure

A National CIRT can be structured in a number of different ways, such as: an independent agency with
limited operating partnerships, a joint operation with national telecommunications providers, or an
integral part of the national military defense establishment. Some National CIRTs have also been started
by universities.
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For new organizations, the following list of structural considerations is meant as guidance:
- What level of government directs the National CIRT?
- Who funds the National CIRT and who approves the budget?

- What structure would best allow the National CIRT to alleviate potential stakeholder concerns
with regard to sharing information? Do the nation’s privacy laws have any implications?

- If multiple National CIRTs are instituted, how should they share information?

Common Budget Factors for CIRTs

Labor
= Development
= Maintenance
Facilities
= Office space
= Alternate working locations
= Protected storage
Equipment
= Applications (software)
= Servers
Data storage/Backup
= Secure communications

Budgeting is an allocation of funds to activities in order to achieve a business objective or goal. Through
the process of budgeting for a CIRT, funds will be allocated to specific activities, gaps will be identified,
and hopefully, actual costs are tracked for future planning.

The majority of services offered by a CIRT are staff intensive, thus the largest percentage of budget would
be allocated to them. An exception would be monitoring. At the national level, network monitoring would
have a high cost on equipment.
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Common Skills for CIRT Workforce

Personal Skills

= \Written and Oral
Communication

= Presentation
= Diplomacy

= Ability to Follow Polices
and Procedures

= Team Skills

= Integrity

= Knowing One’s Limits
= Coping with Stress

= Problem Solving

= Time Management

Technical Skills

Security Principles and
Issues

Risks/Vulnerabilities
Networking Protocols

Network Applications and
Services

Host-based security issues
Malicious Code
Programming Skills
Intruder Techniques
Incident Analysis

“If you want to build a computer security incident response team (CIRT) with capable incident handlers,
you need people with a certain set of skills and technical expertise, with abilities that enable them to
respond to incidents, perform analysis tasks, and communicate effectively with your constituency and
other external contacts. They must also be competent problem solvers, must easily adapt to change, and
must be effective in their daily activities. It is not often easy to find such qualified staff, so sometimes

CIRTs nurture and train internal staff members to advance into these incident handling roles. “

“The composition of CIRT staff varies from team to team and depends on a number of factors, such as

CERT®

mission and goals of the CIRT

nature and range of services offered
available staff expertise

constituency size and technology base
anticipated incident load

severity or complexity of incident reports

funding ”
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Plan and Establish a National CIRT - 2

Determine the authority of the National CIRT
* Authority over other government departments?
* Mandatory reporting? Protective actions?

Identify constituency
= De-conflict
* Communicate

Determine the Authority of the National CIRT

The National CIRT champion or sponsor should determine if the National CIRT will have the authority to
proscribe or mandate certain actions. This authority could involve mandating the reporting of security
incidents, or the adoption of certain security measures, or both. In addition, the authority of a National
CIRT may differ based on whether it is addressing private citizens and industry, or government
departments. It may be appropriate for the National CIRT or the sponsoring organization to maintain
authority over various government departments, but to have no authority over private citizens.

These decisions will be made consistently with the nation’s law and culture. However, frequently National
CIRTs are more effective when they act in an advisory role only. Major national stakeholders are often
more willing and — depending on the legal environment — more able to fully share information and discuss
security vulnerabilities in a collaborative venue where the National CIRT is not a regulatory or proscriptive
body.

Identify constituency

A basic consideration for standing up any CIRT organization is deciding upon the constituency. Whom —
specifically which organizations and individuals — will the National CIRT serve? For an organization just
standing up, the leaders behind the effort should consider how cyber incident management is being done
currently. With whom is the constituency communicating now and from whom are they receiving
services? Are there any other response organizations that the new National CIRT will need to coordinate
with? Does all of the constituency know that the National CIRT will be providing services to them? What
do they need?
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Plan and Establish a National CIRT - 3
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The National CIRT sponsor organization must determine which of these activities are realistic given the
constraints involved. Typically the most significant constraint is human capital (staffing). Since the
National CIRT serves as the national leader in cybersecurity incident management and analysis, the
guiding principle for choosing particular services should be the ability to do it well. It may be that the best
way for a particular National CIRT to fulfill its role is through close coordination with other National CIRTs
that have a greater technical capability or who may already have trusted communication channels.

From https://www.cert.org/CIRTs/services.html
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Goals for Building National CIRTs

Establish Shared Situational Awareness

The essential function of a National CIRT is the ability to manage cybersecurity threats and incidents that
are of importance to national stakeholders. Excellence in incident management helps the National CIRT to
build relationships with stakeholders and achieve other strategic objectives, such as supporting the
national cybersecurity strategy. The first step in managing incidents is establishing an understanding or
awareness of who the National CIRT’s major constituents are, what types of systems they employ
(Information and Communications Technology), and what types of incidents they are experiencing. This
general understanding of the environment is typically referred to as shared situational awareness.
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Establish Shared Situational Awareness - 1

Establish and maintain trust
relationships
* Protect the confidentiality
of constituent information
= Be a trusted
communication channel
between constituents
Coordinate information sharing
* Understand constituent
information requirements
* Disseminate best practices,
anonymized incident
reports, and other
resources

Building and maintaining trust relationships is a very important operational imperative for a National
CIRT. The most basic prerequisite is that the National CIRT must ensure the confidentiality of stakeholder
information. A basic best practice to protecting confidential information is to never release information
about an incident or event — even if the specific victim or organization information has been anonymized
— without the permission of the victim organization.

Regardless of the specific security measures and policies, the National CIRT should proactively address
stakeholder concerns in this area and be as transparent as possible about the security steps taken.

One of the most important factors in establishing a national capability is to facilitate reliable and effective
information sharing. A key role for a National CIRT is to obtain incident information from the community
and to disseminate timely and relevant response information back to the community. The information
generally includes the following:

- incoming information about security incidents, collected through a variety of means
- security bulletins, awareness information on cyber threats and vulnerabilities

- general, specific, and urgent cyber warnings and alerts (technical and non-technical)
- best practices to prevent cybersecurity problems, events, and incidents

- general National CIRT information (e.g., organizational chart, sponsorship, services provided by
the National CIRT, contact number/email address, etc.)

- resources and reference materials (e.g., security tools, partner organizations).
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Establish Shared Situational Awareness - 2

Integrate risk information from the community
* Correlate risk information from constituents to
buiid an understanding of potentiai probiems
facing the community

w * Provide trend analysis
: :’/’/‘A t

”

National CIRTs benefit from open, shared information from private industry, academia, and government.
When organizations conduct thorough risk assessments and share the results with the National CIRT,
situational awareness increases. Risk information from the community can help the National CIRT
understand the effect that security vulnerabilities and system problems might have on important assets
and infrastructure, helping the National CIRT to focus and refine its incident management process.

In its operational role of responding to incidents, a National CIRT is a key contributor to situational
awareness. By analyzing trends in the incidents being managed, the National CIRT learns about the status
of cybersecurity within the community it serves. The National CIRT uses this knowledge and its own
perspective on problems to produce a credible, realistic picture of national situational awareness. This
helps the National CIRT to identify proactive defense strategies, as well as needed improvements in
practices and behaviors within the community.
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Goals for Building National CIRTs

Manage Incidents

A National CIRT, acting as a trusted, national cybersecurity focal point, is uniquely situated to manage
incidents of national concern. To accomplish this, many National CIRTs establish certain active capabilities,
such as incident response and containment, and service reconstitution. It is important to remember that
in many cases the National CIRT will not handle all of the incident handling and analysis itself. A National
CIRT may act to facilitate and coordinate analysis and response, either because of limited resources or
because knowledge about the specific problem may reside elsewhere, for instance at another National
CIRT or at a technology vendor.
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Manage Incidents

Define incidents that are of interest by considering
* Threats to critical assets and services
= National cyber security policy
* The concerns of National CIRT constituents

= The knowledge and experience of the National
CIRT staff

* Threat pattern recognition
* Input from peers (other National CIRTs)

Determining where the National CIRT should focus its attention is an iterative, evolving process. It is not
unusual for a National CIRT to be inundated with requests for assistance shortly after its creation. This
places the National CIRT in the position of having to balance the scarcity of time and resources with a
desire to serve the constituency. To address this potential problem the National CIRT should decide which
events and interests it will focus its attention on, and then communicate these “incident criteria” to its
stakeholders and constituents.

A sample list of “incident criteria” could be:

- Information systems and incidents that affect those critical infrastructure sectors identified in
the National Cybersecurity Policy, if there is one;

- Incidents and threats that may affect systems in one or more sectors of critical infrastructure;

- Types of incidents or activity that may be of unique concern to national authorities because they
may directly affect national security, result in revealing sensitive information, or even cause
embarrassment to the nation;

- Incidents that substantially affect a majority of computer users in the general public;

- Incidents that are part of greater or evolving threats.
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Expanded Incident Management Lifecycle
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For the National CIRT to efficiently and fairly handle reports, it should establish a clear, consistent
workflow. Typical steps are documented here in the expanded incident management lifecycle.

It is common to create and maintain standard operating procedures at each step in the workflow. Typical
steps would include:

Detect incidents

Collect and document incident evidence
Analyze and triage events

Respond to and recover from incidents

Learn from incidents
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Goals for Building National CIRTs

Support the National Cyber Security Strategy

While organizations of all sizes will continue to perform internal cyber incident management, National
CIRTs alone have the primary responsibility of addressing national level concerns. Translating National
CIRT experiences in a way that is useful to policymakers, stakeholders, and the community of security
practitioners enhances national cybersecurity. Translating experiences implies considering ways in which
the National CIRT’s work and the experiences of the community may have broader implications for
national laws and policies. This translation can produce lessons learned, best practices, and improve
problem avoidance and risk mitigation nationally, as well as influence national regulations, guidance,
initiatives, and directives.
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Support National Cyber Security Strategy

As the national focal point

* Provide lessons learned as input to development
of national incident management and cyber policy

* Build national cyber security capacity through
outreach, training, and education

= Assist with national exercises and
assessments

* Participate in and encourage the
development of information sharing groups
and communities

A National CIRT is uniquely situated to serve as a trusted, national focal point. By taking advantage of this
position, a National CIRT can coordinate with all owners and operators of Information and
Communication Technologies (ICT)(private and/or public) to gain a uniquely comprehensive perspective
of the national cybersecurity landscape. This allows the National CIRT to support the national
cybersecurity strategy, manage incidents of national concern, and support government operations most
effectively. A National CIRT typically builds national cybersecurity capacity by publishing best practices
and providing services, guidance, training, education, and awareness for the building of other
organizational CIRTs.
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Exercise 2: Track and Assign Status - 1

Objective: Track goal status and identify responsible parties.
Use this form as a checklisz to monitar the process for establishing a Nationa! CIRT
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This exercise involves a basic checklist to track the status of action items to develop a National CIRT.

Exercise 2: Track and Assign Status - 2
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Summary — Building a National CIRT

It is important to understand the context of national cyber
security. The national context relates to the coordination of
incident management and development of the national
community’s understanding of cyber security issues.

National CIRTs have a unigque position and the roles they can
take, likewise, provide unique information of great
importance to the nation they serve.

The goals for building national CIRTs are intended to help
interested parties create the right size and kind of
organization to fit their unique needs.

NATIONAL CIRT MANAGEMENT

N30T REaose THaMS Arourd e VA | 196 sdone ooertien et | Buieas L b
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Challenges Facing National CIRTs

National CIRTs are products of their
environment.

- Political factors
- Structural factors
Z a) — Funding
\ 4 - Internet penetration and use
T in the country
= — Staffing and human resources

The overarching theme: It is very hard to generalize about National CIRTs. As discussed in the first section
of this material, many of the key decisions made to stand up and operate a National CIRT depend on
factors that are often unique to each situation.

I)I

No “one size fits all” Solutions

How might National CIRT activities vary?

Between a CIRT with a $300,000 annual budget and $3 million?

= |n an organization housed under the national police, or a self-
standing telecommunications ministry?

= Between a CIRT that serves primarily the government and one
serving privately owned critical infrastructure?

= Where most of the information held by the National CIRT is
accessible to the public under a freedom of information law?

= Where only 20% of the population uses computers but 85%
have smart phones?

= |n a country with a long civil service tradition, or in a country
with recent instability and distrust of the central government?

= In a country with a well-formed national cyber security strategy,
or without?
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One Tool That May Be Used

Critical Success Factors (CSFs) help identify
» Key activities where we must succeed
= The things that must go right

* The “vital few” areas

Introduction to Critical Success Factors - 1

First defined by John Rockhart of the Massachusetts
Institute for Technology (MIT) Sloan School of
Management.

= “A Primer on Critical Success Factors” published by the

Center for Information Systems Research in June
1981.

» Rockhart advocated using CSFs as a way for senior
executives to better manage information systems

= What information do executives require?

= What services are critically important?

= Where should my risk management focus be?
= What types of activity should | measure?
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The use of critical success factors started with the work of John Rockhart of the Massachusetts Institute
for Technology (MIT) Sloan School of Management. This work originally involved helping organizations to
identify information needs for senior executives.

It has also been applied to the question of helping senior IT managers (CIOs and CISOs, for example) to
plan the use of information technology so that it supports business drivers across large organizations.
Rockhart advocated using CSFs as a way for senior executives to better manage information systems.

“Critical success factors (CSFs) define key areas of performance that are essential for the organization to
accomplish its mission. Managers implicitly know and consider these key areas when they set goals and as
they direct operational activities and tasks that are important to achieving goals. However, when these
key areas of performance are made explicit, they provide a common point of reference for the entire
organization. Thus, any activity or initiative that the organization undertakes must ensure consistently
high performance in these key areas; otherwise, the organization may not be able to achieve its goals and
consequently may fail to accomplish its mission.”

Introduction to Critical Success Factors - 2

Critical Success Factors Defined:

National CIRT Critical Success Factors are the
activities that must be done or conditions
that must be met in order for the National A
CIRT to achieve its mission and effectively
serve its constituency.

l Critical success factors enable alyectives >
I Critical success factars influence activities >

Mission

Strategic
Objectives

Operational
Activities

Critical success factors have been defined in different ways in the literature, including:

- Key activities in which favorable results are necessary to reach goals

Key areas where things must go right for the business to flourish
- “factors” that are “critical” to the “success” of the organization
- A relatively small number of truly important areas.

These definitions share similarities. CFSs are the things that an organization must do or attributes the
organization must have to achieve its mission. They have been described as things that “must be achieved
in addition to the organization’s goals and objectives.
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Indeed, CSFs can be attributes or conditions such as “be a trusted partner”, “passion”, “shared
ownership”, or “clear authority and responsibility”. In this sense, CSFs are not simply deconstructed or
more granular versions of strategic goals.

CSFs in the Context of Strategic Goals
and Performance Goals

Strategic Goal Critical Success Factors Parformance Goals

It is important to understand the relationship and differences between CSFs and strategic goals, as they
might initially seem to be interchangeable. Strategic goals are the higher level objectives that describe
what the National CIRT must do to accomplish its mission (for example, “Protect the availability and
confidentiality of information in government networks.”) These are typically fairly general statements that
further describe and explain the mission of the organization. They provide little guidance to National CIRT
managers about how to accomplish the strategic goal in the context of their unique operating
environment. CSFs, on the other hand, help the manager or executive identify and understand the several
important things that must be accomplished to meet the strategic goals and mission. These can then be
operationalized into actionable activities. CSFs can, in turn, be used to generate performance goals that
help the manager understand how well the organization is meeting its requirements.
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Typical Examples from Other Areas

Automobile manufacturer CSFs
= “Meet government fuel efficiency standards”
= “Create innovative and exciting designs”
University CSFs
= “Attract and retain high-quality faculty”
= “Publish groundbreaking research”
Local government CSFs
= “Deliver high-quality citizen services”
= “Reduce costs and stay within budget”

Advantages of the CSF Approach

The CSF approach can
= Help you make better decisions
= Drive change in organizations
= Reduce ambiguity

= |dentify candidates for measurement and goal
setting

* |dentify information requirements

= |dentify risk management concerns

These notes highlight a few of the items here.

Reducing ambiguity CSFs can help managers build agreement across their staff on the organization’s
purpose and activities. The process of identifying and implementing CSFs can help to foster
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communication throughout teams by involving them in the discussion, helping the National CIRT have
more confidence in the decisions made by management.

Identifying Candidates for Measurement and Goal Setting As stated above, a key aspect of managing any
organization is measuring performance. However, measuring organizational performance involves costs
and complicated questions. Gathering and analyzing information data can consume staff hours and
require technology investment. What is to be measured? How often? Many organizations find measuring
the right things difficult — or they measure only those activities that are simple to measure. Sometimes
this uncertainty results in no or sub-optimal measurement of the organization’s activity. Evaluating CSFs
can provide clarity and direction on this question, ensuring that measurement and metrics help to
produce optimal results.

Identifying Information Requirements Closely aligned with goal setting, CSFs can help managers identify
what types of information they really need in order to understand the operations and health of their
National CIRTs. Sometimes an objective, thorough evaluation of CSFs can identify information
requirements that are not obvious. For example, the success of a National CIRT often hinges on how
willing major constituents are to communicate incident and other information to the organization. An
objective, formal examination of CSFs may indicate that whether the National CIRT is perceived as
trustworthy or a technology leader in its community. Examining CSFs can lead the National CIRT manager
to watch indicators and information that he or she may not have considered.

Identifying Risk Management Concerns CSFs can help identify the vital assets and services that support
the organizational mission. This function can help a National CIRT identify which systems and assets
should be subject to a risk management processes. This is common use of CSFs in many industries.

Advantages of a CSF Approach

Without considering CSFs Conclusion with a CSF analysis
“We realize we are missing important
information in our process that we need to
“We have a basic process to respond to achieve success. We need to modify our
Processes incidents.” process.”
“We will do netflow analysis only on public
facing sites - rather than full packet capture -
“We know we want to do network because we've identified respect for privacy
monitoring of certain assets, because and regulatory compliance as a critical success
Ambiguity monitoring is very important.” factor.”
“I have a better idea of which skills | need my
“We know we generally need technical staff to have because | can compare the existing
skills, but | am unsure about specific job skills we have to our critical success factors to
Skill sets descriptions.” identify gaps.”
“We have measured information about phishing
directed at our national banks and provided this
information to the banks because supporting
“We have posted 100 general advisories key sectors of the economy like banking is a
Measurement on our web page this month.” critical success factor.”
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Sources of CSFs

* National cyber security strategy

* Constituency

* Peer community

* Governing organizations

* Laws

* Political or structural considerations

® Resource constraints

Critical Success Factors

Identifying Critical Success Factors (CSFs) for an
Organization
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Identifying CSFs for an Organization

Phases to Identifying CSFs
1. Defining scope
2. Collecting data
' 3. Analyzing data
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Detailed materials are available about the process of identifying and refining CSFs. This section serves as a
primer on this topic, describing a process for identifying CSFs in the context of National CIRTs. The intent
is to give National CIRT managers an understanding of the formal process that drives development of
CSFs.

Deriving CSFs is accomplished through activities that take the form of workshops and working sessions.
The personnel that facilitate this work are selected by management based on various traits, such as their
ability to think objectively about the organization, their leadership ability, their understanding of the
organization, and their communication ability, among others. There are four phases to the identification
and refinement of CSFs for National CIRTs. These are

- Defining Scope
- Collecting Data
- Analyzing data
- Deriving CSFs.
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ldentifying CSFs — Defining Scope

Focus on enterprise or operational priorities

» Enterprise CSFs focus on long-term, major
decisions such as priorities for staffing, which
services to offer, which technology to invest in,
and whether to move into a new facility.

= Operational CSFs involve the daily operations of
organizations; for example, the speed of incident
handling or the priority of different types of
incidents.

Defining Scope

Defining scope ordinarily involves an analysis of whether the task of collecting CSFs is focused on
enterprise priorities for the organization or on operational activities.

Enterprise CSFs focus on long-term, major decisions such as priorities for staffing, which services to offer,
which technology to invest in, or whether or not to move into a new facility. By contrast, operational CSFs
involve the daily operations of organizations. For a National CIRT, operational CSFs may involve the speed
of incident handling or the priority for handing different types of incidents.

Many organizations, especially large firms with many subsidiary divisions and departments, start their CSF
process at the enterprise level, for the sake of simplicity.

However, for smaller organizations or organizations with a flat organizational structure — where there are
few organizational layers between managers and workers — collecting both enterprise and operational
CSFs at the same time can be effective. Many of the small teams that comprise National CIRTs share these
characteristics and can feasibly derive CSFs in one exercise, with no distinction between enterprise and
operational CSFs.
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Exercise 3: Decide on Scope

Task Identify Scope for the Development of CSFs

Objective Decide upon a scope for the identification of critical success factors

Instructions

A. Write down 5 potential CSFs.

B. Determine if each CSF best fits under enterprise or operational (see notes below).

Defining scope usually involves deciding whether the task of collecting CSFs focuses on enterprise
priorities for the organization or on operational activities.

Enterprise CSFs focus on long-term, major decisions, such as priorities for staffing, which services to offer,
which technology to invest in, or whether or not to move into a new facility.

By contrast, operational CSFs involve the daily operations of organizations. Operational CSFs may involve
the speed of incident handling or in what priority different types of incidents should be handled.
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Identifying CSFs — Collecting Data

Two primary data collection methods
* Document collection
* Formal Interviews
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Collecting data to develop CSFs is done in two primary ways, document collection and interviews of key
personnel.

Document Collection

Typical documents relevant to National CIRTs
* The National cyber security strategy

* The mission statements for the
= National CIRT
= National CIRT’s parent organization
= Most important stakeholders or constituents

® Previous audit reports concerning the National CIRT

® Previous reports about incidents that have affected
the constituency

Important laws or other regulations
Codes of practice relating to incident management

Document collection normally involves gathering important documents that provide information about
the essential factors that affect the National CIRT’s mission. These types of documents are typical.
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Formal Interviews

Interviews with key individuals from

The sponsoring organization or agency

Leaders in the community

= Your organization

Your constituency

The government

Of the two collection methods, interviewing is typically the more productive method. Interviewing
managers, employees, constituents, and other stakeholders provides the opportunity to reach agreement
and understand what is truly important for the operation of the organization. Also the interactive process
of an interview allows for participants to guide the process and expose areas of concern and other
nuances in a way that reviewing documents usually does not.
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Types of Interview Questions

Use detailed, focused questions (not: “What do
you think the CSFs are?”)
= What are the top two or three things you need to
manage cyber security incidents, things that are
currently beyond your capability?
* How could the failure of an information system
jeopardize your organization?
= How can our understanding of incidents/overall
threat help your organization?

For CSF interviews to be productive, the right people must participate in the event, and forethought
should be put into the interview questions. For instance, while simply asking a constituent “What are your
Critical Success Factors?” might yield useful information, probing or open-ended questions can be more
beneficial.
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Exercise 4: Data Collection

Task
Identify documents and interview subjects for the collection of data to identify CSFs for your organization.

Objective
Understand data collection for a CSF process. Collecting data to develop C5Fs is done in two primary ways:
document collection and interviews of key personnel.

Potential sources of critical success factors for National CIRTs include
= The organization’s constituency

Governing or sponsoring organizations

Peer organizations

Laws and regulations

The political environment

Instructions

A. Considering the possible sources of CSFs listed above, record ten possible documents to be analyzed for
critical success factors.

B. Considering the possible sources of CSFs listed above, record ten possible interviewees for the identification
of critical success factors. Identify specific individuals and their organizations.

Analyzing Data

~ Documents and interview
' responses are examined
to identify similar themes.

Themes are ideas,
statements, or activities
_ that seem to recur

" throughout the
documents or responses.
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After data is collected, it must be analyzed. During the analysis phase, documents and interview
responses are examined to identify similar themes. Themes are ideas or activities that seem to recur
throughout the documents or responses.

Example of Document Analysis Results

Sample strategic objectives:

Objective 3.1
Protect and strengthen the resilience of the nation's critical infrastructure and key resources.
We will lead the effort to mitigate potential vulnerabilities of our Nation’s critical infrastructure and key resources to

ensure its protection and resilience. We will foster mutually beneficial partnerships with public and private sector
owners and operators to safeguard our critical infrastructure and key resources against the most dangerous threats and

critical risks. We will strengthen resilience of critical infrastructure and key resources.

Objective 3.2

Ensure continuity of government cc ications and op ion:

We will implement continuity of operations planning at key levels of government. We will improve our ability to
continue performance of essential functions/business and government operations, including the protection of
government personnel, facilities, national leaders, and the Nation’s communications infrastructure across a wide range
of potential emergencies.

Objective 3.3

Improve cybersecurity.

We will reduce our vulnerabilities to cyber system threats before they can be exploited to damage the Nation's critical
infrastructures and ensure that such disruptions of cyberspace are infrequant, of minimal duration, manageable, and
cause the least damage possible.

Example of Interview Responses

“We are worried that we will be embarrassed if it is learned how weak we are from a technical perspective.”

“Last year a security problem we had was published in the newspaper which caused a great deal of embarrassment to us”
“The staff in our particular agency could really use more training,”

“I am not sure if we can meet new security standards because we are at a low level of capacity.”

“Our network is a sieve, we are very worried that we will lose confidential information.”

“We have to show value quickly to the central government for the project to continue to be funded.”

“What is this CERT for? What would you do? We have lot of competing priorities you know.”

“How do | know what is happening on my network?”

“As an ISP | am worried that the government will use nezative stories about incidents to pass legislation that may both harm our
business and actually be counterproductive from a security perspective.”

“I see more risk in telling you about incidents — how do | know what you will do with the information?”
“I don't know where you will hire staff, most of the really talented people go to private industry.”
“Qur universities just don't produce_that type of talent, that you will really nead for the CIRT.”

“I am thinking about leaving the National CIRT for private industry — we have lots of plans but never get to really do cool or interesting
things.”
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Deriving Themes and CSFs

Activities and Statements Themes

Mitigate potential vulnerabilities
Limiting vulnerabilities and potential disruption to critical
infrastructure

Minimal, manageable disruption
Strengthen critical infrastructure

Partnering with private owners of critical infrastructure

Partnerships with industry

“We will be embarrassed if it is learned . .
Maintaining confidentiality is important

“ ... If we lose confidential information . . . * ) . ) o
! Some constituents may see risk not only in the incident or

PR e disruption, but also in notifying a central authori
“risk in telling you about incidents® P g v

“what type of talent”

“staff leaving CIRT for private industry’ Finding and keeping the right talent will be an issue

‘competing priorities” We will need to provide measurable, specific results to

merit investment and expansion

“limited capacity”

Deriving themes involves grouping similar statements from documents and interview responses into like
categories.

Deriving CSFs

Themes identified during analysis are refined to develop
concise, unique critical success factors.
Sample CSFs

* Unauthorized traffic in government networks must be
detected

= |ncident information provided by constituents must be
protected

= Vulnerabilities in critical infrastructure must be mitigated

= The CIRT must provide measurable results to the central
government

® The CIRT must attract and retain quality staff

Deriving CSFs involves taking the themes identified during analysis and further refining them to develop
concise, unique CSFs that describe the critical areas where the National CIRT must perform in order to
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satisfy its mission. Refinement of the themes involves grouping them together by their similar
characteristics and expressing what the theme means to the organization as concisely as possible. This
process is repeated to eliminate candidate CSFs that are unclear or duplicative.

Once CSFs are identified, they must be implemented to be useful. The following section gives two
examples of how CSFs can be used to support National CIRT management.

Critical Success Factors

Using Critical Success Factors in National CIRT
Management

Using Critical Success Factors in
National CIRT Management

Selecting CIRT roles and services
Selecting measurement priorities

Other examples

= To identify skill gaps in staffing: Which skills do we
have and which skills do we need to support the CSFs
we have identified?

= To evaluate processes: Are we collecting the
information we need? Do we process incidents quickly
enough for the right constituents?
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National CIRTs can use CSFs in ways similar to many IT-centric organizations. For instance, CSFs can be
used to help manage security and resilience by helping managers understand what services and assets are
truly important and need to be secured. They can also help managers determine the relative priority of
securing various assets. Closely related to this question, CSFs can be used to help determine the scope for
risk assessments. Risk assessment can be a labor- and time-intensive process. Consequently, having a
formal process to identify important services, and their related assets, is essential for making risk
assessment fruitful. Finally, CSFs can be used to help managers identify the resilience requirements
(confidentiality, integrity, and availability) that support information assets.

Selecting roles and services; Critical Success Factors
- - E 2o é % € ?
Which National CIRT fy 32 Bz ¢
¢ %35 fo B3 B
58z &8 T2 £ =
roles support CSFs? RS I I
€y 2% £ 32 u%
£ EE 22 =28 £°
58 z2 2F g2 ¢
£% 3% 8 352 ¢
Candidate Services > =
= Detection of Intrusion Sets
o
G |IAdvise the National Government on X
— Cybersecurity Matters
T »
c ] IAssess National Readiness and Crisis X
0 o Management Capability
" 2
b4 a National Alert and Warning X X
]
.§ (Organizational CIRT Capacity Building X X
& ITrusted Point of Contact and X X
- ICoordinator
Build Cybersecurity Culture

Affinity analysis is usually performed by constructing a comparison matrix that allows CSFs to be
compared and correlated with various criteria. In the example on this slide, it is Candidate Services.

The purpose of constructing a comparison matrix is to identify the relationship between some criteria and
the CSFs. For instance, in this simple example, CSFs are compared to Candidate Services in a hypothetical
National CIRT to determine which Candidate Services support which critical success factors.
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. e . Critical Success Factors
Which traditional CIRT services I U I o
Ew o8 £ 82 3
rtCSF') £ B85 z2E @
suppo St $f S8:F g8 3
g |Ba/8g Eg 3,
£ w ca £ - = ]
o8 S wt 3E EG
Eg ®B3£L£ 2t %Rz
EE EES. 590 4%
g €8Tz 38 g5
£3 fREf s .
g g83782 9
. . 25 S§ < oa £
Candidate Services ¢ £° : 2§ &
= Incident Handling X X
g IOn-site Response
] Incident Response Coordination X X
T n
N 8 \Vulnerability Handling X X X
c .= - .
m > Vulnerability Analysis
%ﬁ B Vulnerability Response X X
f_ﬂ r lArtifact Handling
c E [Technology Watch
o L
- Intrusion Detection Services X X X
- Risk Assessments (provided to
E infrastructure)
Education and Training X X

As is often the case with an analysis using CSFs, the formal process does not yield results that are entirely
unexpected. For example, based on historic and anecdotal information, it is often the case that acting as a
trusted coordinator is a basic service that broadly supports a variety of functions. However, a formal
analytical process helps to foster agreement among managers, stakeholders, and major constituents.
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ldentifying Measurement Priorities

Critical Success Factors | Candidate Information Requirement

Number of incidents year to date involving beaconing to a compromised or malicious host

Unauthorized traffic must be False positive rate for event detection rules
detected in government networks

Percentage of government access points being monitored

Frequency of updating event detection criteria

nformation security audits conducted and status of recommendations

Incident information provided by
constituents must be protected Number of exceptions to policy requiring prior authorization of incident reporter before release of
nformation

Number of incidents voluntarily reported by private industrial constituents

\ulnerabilities in critical Number and trending of private industry inquiries to the National CIRT about emerging security
infrastructure must be mitigated threats

Number of discrete vulnerabilities collected and reported to infrastructure organizations per month

Disparity in wage between CIRT staff and private industry workforce

The CIRT must attract and retain Staff turnover rate
quality staff

Results of employee satisfaction surveys

Another area in which CSFs can be helpful is identifying measurement priorities for National CIRT
managers. Executives in any organization are often faced with a broad variety of information in the form
of reports about activity in their organizations. However, in many cases this information is either
irrelevant or not helpful to managers trying to determine the health of their organization and whether or
not it is accomplishing its mission.

Reports may often be primarily intended for other parts of the organization or to facilitate general
business functions. In a for-profit business, these may take the form of accounts receivable reports or
sales reports about a particular item. In some organizations, there is little effort aimed at providing
leadership with timely, tailored information about the health of the organization. Sometimes it is
assumed the operational and working environment changes so rapidly that formalized reporting about
the organization’s health is not practical, or that it’s preferable for managers to determine the state of
their organization simply by talking to their staff and customers.

While leaders are usually very interested in knowing the health of their organization, there are costs to
measuring intangible aspects of organizational performance. These usually take the form of labor hours
and opportunity cost. Therefore, the information requirements for organizational leaders should be
identified carefully. CSFs provide a useful way to identify these requirements.
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Exercise 5: Apply CSFs -1

Task
Given a set of CSFs, apply them to make decisions about CIRT services and measurement priorities

Objective: Decide what is needed to support a given CSF.

The purpose of identifying CSFs is to help National CIRT managers understand their operations and environment,
and make better decisions. National CIRTs can use CSFs in ways similar to many IT-centric organizations. For
instance, CSFs have been used to help managers prioritize services and assets based on importance and need for
security. CSFs are ideal for driving and directing activities like risk management in large organizations, for
example.

Instructions:

You are given the following CSFs:

= Contracts with the private vendors of the national government network infrastructure must be managed to
ensure security.

= Government websites must be protected from damaging DDOS attacks launched by hacker groups.

= The National CIRT must provide tips and advice to help the public understand the internet’s benefits and risks.

= The National CIRT must build relations with similar institutions in other countries.

= The National CIRT must be seen as an impartial asset for all of the government.

Exercise 5: Apply CSFs - 2

Part 1 Define Services

Review slicdes 7,8, 14, 17, 18 for the ORT servioes snd roles

of » Nstonal ORT, Ak, this erebedded ONT Seevees pell
frors hittp S wewr et orplowrtafservice bt mcludin

mare detailed inforrmatinn

Afver reviewing possitde CIRT services, complete the charts
an the nest teo pages by arwering the following question
for each service or roke lsted:

A Does the service o nole directly support the
schievement of the critical success factor listed?

0, it does, sigrify this by placng an X ot the imersection
of the service and the Critcal Success Factor

C. Al completing the chart, [ivt threw servoes that would
sugprt the CSFs givan

A .pdf version of http://www.cert.org/CIRTs/services.html is embedded in this slide.
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Exercise 5: Apply CSFs - 3

Critical Success Factors

Detection of Intrusion Sets

dvise the National Government on
Cybersecurity Matters

fissess National Readiness and Crisis
PManagement Capability

Mational Alert ard Warning

Organizational CIRT Capacity Building

Typical National CIRT Roles

Trusted Point of Contact and Coordinator

Build Cybersecurity Culture

Conracts with the Government The National The National CIRT The National
private vendors of the websites must | CIRT must must build good CIRT must be
national government be protected provide tipsand | relations with SEEN 35 an
network infrastructure from advice to help similar institutions impartial
must be managed to damaging the public in other countries asset for the
ENsUrE security, DOOS attacks understand the government.
launched by internet’s
hacker groups. | benefits and
risks
Candidate Services
Incident Handling
On-site Response
g Incident Response Coordination
H
- Vulnerability Handling
E
=} Vulnerability Analysis
E Vulnerability Response
] Artifact Handlirg
5
=3 Technology Watch
S
- Intrusion Detection Services
é Risk Assessments (provided to
3 infrastructure)
[
Education and Training
.
Exercise 5: Apply CSFs - 4
.
Critical Success Factors
Contracts with | Government | The National The National The National
the private websites must, CIRT must CIRT must build | CIRT must be
vendors of the | be protected | provide tips and  good relations | seen asan
national from advice to help | with similar imaartial asset
government damaging the public institutions in for the
network DDOS attacks | understand the | other countries | government,
infrastructure | launched by internet’s
must be hacker benefits and
managed to Brougs. risks
ensure
Candidate Services security.
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Exercise 5: Apply CSFs - 5

Part It: Oefine Mepurement Priocities

Gains tha Critical Success Faciars identified abive, davise a potertal moasureman o sugpart each of the

CSFi. The moaurerants you idostiy must

1} 8= understanciable for staff coliecting or obtaning the mepsursment 23 wel x to the consumer of the

micermaton

2} Deswenba ' e degien 1o mhich the C5F is being schreved |

For esamipie

CS Controcty with ine prasde vendovs of the nahiongy government netwnrk mfrostructwe must he

e (o ehauTe yecavity

M proposad CONMTaTs rir liswsd
requred securty language)

for seturity COnLiols {or oty

Exercise 5: Apply CSFs - 6

Critical Success Factors

Candidate Information Requirement

Contracts with the private vendors of the national
government network infrastructure must be
managed to ensure security.

Government websites mus: be protected from
damaging DDOS attacks launched by hacker groups.

The National CIRT must pravide tips and advice to
help the public understand the internet’s benefits
and risks

The National CIRT must build good relations with
similar institutions in other countries

The National CIRT must be seen as an impartial asset
for all of the government.
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Summary — National CIRT Management

Identifying critical success factors for a National
CIRT can help management

* Form the mission statement, strategic objectives,
operational activities, and services

= |dentify measurement and reporting priorities
= Gain support from stakeholders and staff

Identifying CSFs takes serious effort and time.
= Teams should commit to using the results.
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Annex F: Best practices for Cybersecurity — Survey on Measures Taken to
Raise Awareness on Cybersecurity

2013 ITU survey on measures taken

to raise awareness on cybersecurity

ITU-D Study GroupQuestion 22-1/1
Securing information and communication networks: best practices for
developing aculture of cybersecurity

Augus: 2003

WD iy Bams Gamime 0103

IEE N e . s Ca e e e mhw—

SURVEY BACKGROUND

Raising awarenass of different aspects of cybersecurity and developing a culture of cybersecurity
awarenessisregarded by many asan integral part of a nation’s cybersecurity strategy and requires
collaboration among the different stakeholders and coordinated actionsto betaken

The ITU-D Study Group 1Rapporteur Group for Question 22-1/1 dedicatedto "Securing information
and communication networks: best practices for developing a culture of cybersecurity”, atits
meeting held on 13September 2012 in Geneva, agreed toissue a survey onmeasures taken in
member states toraise awareness on cybersecurity.

SURVEY OBJECTIVES

The purpose of the 2013 ITU survey on measures taken toraise awareness on cybersecurity is to
collectideasfrom all sources on how countries, businesses and expert groups are educating and
encouraging individuals and entities on the subjectof cybersecurity, induding child online
protection, and the cybersecurity needsof persons with disabilities. (Seereferencein item 2 [b){v),
of the work programfor ITU-D SG1 Question 22-1/1 as agreed during WTDC-10 at:

http: it = 3 glist. aspu?req=010-R .4 18 5T

[www. it net3/ITU-D

The input received through the survey will be shared during the next ITU-D Study Group 1
Rapporteur Group meeting for Question 22-1/1which will take place in Geneva on 19 April 2013and
incorporated intothefinal outputs and guidelines to come out of the work on SG1Question22-1/1
during the 2010-2014 study period.

Augus: 2003

D Fadn Boew Bemiee 1100
ey iy NS
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Overview of Answers Received (as of )

193 Member StatesinITU

Ust of countries snd observers (Res.29 (Rex

. Guadaisjers, 2010]}:}»09.11::::“& [::‘}
lAfghanistan, Andorna, Austrafia, Belarus, Benin,
50 Member States Bhutan, Brazd, Bulgaria, Buriina Faso,
10bserver Cambodia, Colombia, Cote d'voire, Coatia,
1 Regional/l Zoooa pw = e Cyprus, Dominican Republic, Egypt, France,
= Hungary irag, italy Japan, Lebanon, Lesotho,
5 Sector Members and — Maiaysia, Maldives, Maki, Mauritivs, Moldova,
5 non-members Morocco, Myanmas Namibia, Niges Norway
Oman, Palistan, Panama, Portugal, Serbia, 54
e Lanka, Sudan, Swaziland, Switzerland, Syria,
Tanzania, Togo, Trinidad and Tobago, Tunisia,
62 entries received Uganda, Ukraine, United States of Amesica,
Vanuatu, Venezuela, Viet Nam, Zambia and
Palestine

™ remmenber ot = 'l member o WPALT, In whee P ervly wm Sanemomalsd

The Questionnaire was sent to

Tons Oof ITU Member States and Ooserver (Res. 93| MU-D Sector MembDers, Assocates nd Acacemia, Management
TU-D Stucy Groups 1 and 2, Ooservers (Regionsl and Internations] Orpancatons| and members of BARCT.

Augus: 2013

CONTACT INFORMANION
a Contact details

b Please select the name of your Admini son/O ization from the fst.
i (¥ it is not avoiloble, indicote the nome in mﬁ.u below the list)
Region where your organization is based:
Africa
The Ames
c Asia and Paxcific
Arab States
CS countries

Europe

d. Country/countries where your organization is based

WD Tty Brous Semime 11413
e
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Survey Questions (Cont'd)

F‘N"mmwk"‘ﬂﬂ oncyb ity as a basic step to achieving security

Has your country already adopted a general f i/t gy forcyb wity? if not, move directly to
survey question 5.

Yes

Ne

H yes, please provide hinics/references:

¥ you answered ‘yes” to the previous question, has any part of this policy/framewori/strategy  been
directed to raising the awareness of the general public?

Yes

Ne

i yes, please provide finks/references:

i you answered ‘yes” to the previous question, at which stage of the general framewori/strategy for
cybersecurity should the raising of awareness stant?

Survey Questions (Cont'd)
¥ your country has not yet adop fi o, egy foroyb y has it been
5 o ing/developing/f fating au’{l!'ﬂe"isuhmd.plm mm wquumﬂ
Yes
No
i yes, please provide finks/references:
Do these o sons /T ‘3 chude raising oyt ity ?
-1 Yes
Ne
if yes, please provide fnks/references:

2 At which stage of the genenal fra ri/strategy  for oyt srity should raging start
according to these discussions formulations?

8 Whoﬂﬂnpﬂcmdmﬂlmm oncyb ity in with the
=5 L P dop mwm'
Mﬂmmpvmmﬂ»hﬁdbpﬂ fpolicies/practs that are concerned with raising

e public on oy y?

Yes
No
if yes, please specify:
Augus: 2003
D Tk Beew Tumies 1113
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Survey Questions (Cont’d)

Was any specific research or survey conducted concerning cybersecurity in your country and/or region?
10 Yes
No

i vez please provide Enis/references:

Which groups are targeted by cybersecurity awareness campaigns in your country?
Chidren
Youth
Students
11 Eiderly people
Persons with disabilities
Pr it
Government agencies
Others

i “others™ was selected, please specify:

Which one of the proups identified below is more targeted? Please arrange in order of 1 to 6 for the highly
targeted to the less targeted? (1 to indicote highly torgeted ond § to indicote less torgeted)
Children
Youth
12 Students
Eiderly pecple
Persons with disabiities
e perel
Government agencies

Survey Questions (Cont’d)

Has your country designed, or is in the process of designing, 3 dedicated plan in the general cybersecurity
framework/strategy for persons with disabifties?
13 Yes

Ne
i yes, please provide finks/references:

What are the cybersecurity issues that are addressed by existing awareness campaigns?
internet safety
Privacy
Fraud
14 Prishing
Malware
Child Onfine Protection
Othes such as cyber-bullying and harassment, identity theft, spam, firenalls, passwords, shopping
and business
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Survey Questions (Cont’d)

What is the degree of importance of each issue? Please arrange in order of the mostimportant tothe less
important and give reasons for such order?
Internet safety
Privacy
Fraud
Phisha
Mabwarce
Child Onfine Protection
Other. such as cyber-bullying and harassment, identity theft, spam, firewalls, p pping
and business
16 What are the mechanisms used to raize awareness among the targeted groups stated in guestion 117
Please provide links/references:
17 Are there unconventional channels used for cybersecurity awareness? If yes, what are they?
Piease provide inks/references:
Are there certain technologies related to providing cybersecurity such as antFvirus or ant-spam software,
available to the persons with disabilites?
Yes
Ne

Please provide finks/references:
A 290 oy

15

18

Survey Questions (Cont'd)

Is the public encouraged to use the different technologies for cybersecurity such as anti-virus or ant-spam
software?

Yes

No

19

If yes, please specify:
If the answer is ‘yes’ to the previous question, are these different types of technologies made to
the public and how?

Yes

Ne

I yes, please specify:

20
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egion where your organization isbased:

62 responsesreceived

Developed
countries

Responsesby
level of
development

Inyour opinion, how important is raising awareness on cybersecurity as
a basic step to achieving security in cyberspace?

62 responsesreceived

60
54
50
40
30
20
10
[} 0
o v - v .
Not im portant Somewhat important important
Augas: 203
8 5t B Bt 13 )
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Has your country already adopted a general framework/strategy for
cybersecurity?

® Yes m No
60 responsesreceived

1]]

Deveoped counties Transiton countries D L =
wmﬁu

f

8

§

f

10%

If you answered ‘yes’ to the previous question, has any part of this

policy/framework/strategy been directed to raisingthe awareness of
the general public?

39 responsesreceived
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If your country has not yet adopted a general framework/strategy for
cybersecurity, has it been discussing/developing/formulating one?

48 responsesreceived

Do these discussions/formulations include raising cybersecurity
awareness?

No
1

30 responsesreceived

Responsesby level of development:

Developed | Transition | Developing Least
countries | countries | countries | developed
countries
Yes 3 4 11

9
No ¢} 0 1 o
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Are there other parties not identified by the
legislations/policies/practices that are concerned with raising public
awareness on cybersecurity?

Deveopes Trarsson Oevsoprg Least develped
countses countses 2 2

Was any specific research or survey conducted concerning cybersecurity
inyour country and/or region?

53 responsesreceived

Resultsby level of development:

Developed | Trensition | Developing Least
countries countries countrics developed
countries

Yes 83% 0% 44% 53%

Ne 17% 50%
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Which groups are targeted by cybersecurity awareness campaignsin

your country?
*Repliesto more than one item possible
0%

%
15% = o
. 15%
14%
12%
0%
%
%
% ="
: B
o' T T T T
Cnilgren Youth Swoents mmpa mmm Prmu Government Otners
Augus: 2003
3 Fodn Bown Bewi e 1003

Which one of the groups identified below is more targeted? Please

arrange in order of 1to 6 forthe highlytargeted to the less targeted?

1.11% Percentage of value 1 responses assigned to
each category

u Chideen

B Youth

W Students

B Eiderly peopie

B Persons with disabilties
B Private institutions

= Governmentagencies
u Others

Total number of responses
receivedwith value 1: 90
Some respondents assigned
value 1 more than once

222%
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Has your country designed, or is inthe process of designing, a dedicated

planinthe general cybersecurity framework/strategy for persons with
disabilities?

56 responsesreceived

Resuits by level of development:
The ‘No’ ispredominantinall
categories of countries

What arethe cybersecurity issues that are addressed by existing
awareness campaigns?

341 responsesreceived
*Repliesto more than one item possible

nternet safety
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What is the degree of importance of each issue? Please arrange in order

of the most importantto the less importantand give reasons for such
order?

Percentage of value 1 responses assigned to
each category

m Privacy

m Fraud

m Phishing

m Malware

m Child Online Protection
mOthers

Total number of responses
received with value 1: 87

Some respondents assigned
value 1 morethan once

Are there certain tools and technical measures related to providing
cybersecurity, such as anti-virus or anti-spam software, available to the
persons with disabilities?
52 responsesreceived
Results by level of development:
120%
2%
8%
0%
20%
o%
Devecpes Mﬂ?‘ﬂ Trarsiton :m Oraoan‘ mmenpﬁ
u¥e: aNo @umines
Augas: 203 o
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Is the public encouraged to use the different tools and technical

measures for cybersecurity such as anti-virus or anti-spam software?

53 responsesreceived

Ifthe answer is ‘yes’ to the previous question, are these different types

of tools and technical measures made available to the public and how?

46 responsesreceived

1L

Deveoped counties Tmﬂ'\ countries D

-”-u Least
Qu“thﬂ
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Information compiled
by the Secretariatto the
ITU-D Study Groups
devsg@itu.int
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Annex G: Best practices for Cybersecurity — Public-Private Partnerships in
Support of Cybersecurity Goals and Objectives

Best Practices for National
Cybersecurity:

Public Private Partnerships

Public-Private Partnerships
N

Public-private partnerships enable individuals and
organizations to achieve objectives that would either be
more difficult or impossible to attain without the
partnership.

A greater level of cooperation among nation states, and
between government and businesses, academic
institutions, non-governmental and international
organizations, is essential to address cyber risks.

Key issue: It is beyond the capability of government or the
private sector alone to effectively and comprehensively
manage risk to critical information infrastructure (CII).

« Key issue: Government and the private sector each play

important roles in the security risk management cycle and
should work together to optimize risk reduction efforts.
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Public-Private Partnerships

. Target audience: Leaders in government and
industry seeking to build or expand public-private
partnerships in support of efforts to secure critical
information infrastructure.

. Approach:

Provides an overview of key characteristics of
successful partnerships and why they are important.

= Describes the important roles that both the
Government and the private sector play in risk
reduction efforts.

= Provides case studies from the United States on an
overarching public-private partnership model and
examples of specific risk reduction efforts.
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Annex H: Compendium on Cybersecurity Country Case Studies

Abstract

This document presents the updated draft for Question 22-1/1 country case studies compendium, which
will assemble, based on the contributions submitted, a volume of cases describing the current status of
countries' cybersecurity efforts, and their cybersecurity policies, in accordance with Question 22-1/1
Work Program, 2, “d”.

The contributions are classified according to the subject matter headings set forth in the Question 22-1/1
Final Report (Developing a National Strategy for Cybersecurity; Establishing National Government —
Private Sector Collaboration; Deterring Cybercrime; Creating National Incident Management Capabilities;
and Promoting a National Culture of Cybersecurity).

The cases assembled in this proposal reflect the contributions received in the last cycle of the Question
22-1/1 work and the ones received in this cycle (updated until May 13" 2013). This version of the
compendium is structured according to the discussion held during the last meeting of Question 22-1/1

Member States are invited to to review and to approve the Compedium, as one of Question 22-1/1
expected outputs.
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