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Annex 1: Summary of contributions submitted to Question 6/1

Document 1/43 (Brazil) presents the Brazilian consumer satisfaction and perceived quality regulatory
framework, and defines lessons learnt which can be beneficial to Question 6/1. Under this framework,
Anatel coordinates the annual survey of consumers and is mandated to enforce such obligation on
operators. The aim of the survey is to provide greater transparency to consumers to inform their
decision-making process in choosing an operator.

Participants requested clarification and further information on the practical tools Anatel uses to
measure and evaluate consumer satisfaction, examining whether consumer associations are included
in the survey and evaluation, how the cost of the survey is covered, and how this consumer satisfaction
survey interlinks with other surveys and audits, such as those related to QoS. They suggested that
such experiences could be shared in future contributions, including through case studies and other
contributions. The contribution was noted.

Document 1/45 (Mexico) presents the Users’ Information and Empowerment System, designed and
implemented by the Instituto Federal de Telecomunicaciones (IFT) through its dedicated consumer
affairs department (CGPU). The Users’ Information and Empowerment System includes a set of online
applications and is intended to provide telecommunication service users with the tools and elements
needed for better decision-making when accessing, signing up for and using services by helping to
eliminate asymmetries in information and train empowered users. The contribution was noted.

Document 1/74 (Islamic Republic of Iran) from Iran University of Science and Technology (1UST)
describes the general framework and action plan for Child Online Protection that has been developed
in the country to support and harmonize activities related to Child Online Protection that have been
conducted by the private sector and governmental organizations. The contribution was noted.

Document 1/76 (Islamic Republic of Iran) suggests a number of categories of tools that could be
considered in relation to Child Online Protection and proposes that the definition of such categories
of tools (e.g. content refinement, applicable controls, monitoring) as well as best practices and case
studies could be the subject of a survey (questionnaire), the results of which could be included in the
final report of Question 6/1. The contribution was noted.

Document 1/48 (BDT) contains a series of resources and materials that have been developed and that
could be useful for the activities of the ITU-D study groups, in particular for Study Group 1 Question
6/1. The contribution was noted.

Document 1/84 (BDT) shares information on the lessons learned as indicated by members in their
contributions to the first meeting of ITU-D Study Group 1 for the 2018-2021 study period. The
contribution was noted.

Document SG1RGQ/20 (Brazil) presents the Brazilian experience on an alternate and experimental
approach to enforce consumer protection and rights. It particularly highlights Anatel’s experience
in addressing the billing of unwanted value-added services (VAS) from mobile-phone consumers.
Participants requested further clarification on the tools required and shared relevant experience in
their countries.

Document SG1RGQ/31 (Madagascar) highlights the importance of adopting a digital identification
policy which includes the registration of SIM cards in order to enhance access to mobile services. The
contribution further shares experience from Madagascar on the identification of SIM card users, which
has become essential for interconnection of services. Madagascar also introduced the obligation for
operators to introduce awareness-raising activities.

Document SG1RGQ/34 (India) stresses the importance of addressing the culture of security that
promotes trust in telecommunication/ICT applications and services, and the effective enforcement of
privacy and consumer protection. The contribution calls for Question 6/1 to include “Best practices
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and tools to empower users/consumers in managing their data provided to telecommunication service
providers” in this cycle, as provided in the Buenos Aires Action Plan.

Document SG1RGQ/52 (India) emphasizes the importance for industry, regulators and academia to
address data protection, privacy, competition and security, and develop an appropriate regulatory
framework that will act as the foundation for good business practices and adequate consumer
safeguards. To this end, there is a need for capacity building, mutual learning, evolution of appropriate
regulation and sharing of best practices. It was suggested that this should be addressed during this
cycle under ‘Question 6/1 deliverables’, which could include guidelines, toolkits and best practices.

Document SG1RGQ/35 (Proge-Software, Italy — SME pilot participant) shares information about
its model used to support the Italian Government and private companies to achieve GDPR and
AgID* compliance. It suggests that such proposals could be included as a possible example to define
guidelines for governments and private companies for the Data Privacy Regulations Compliance
Process. Participants remarked that the document touches on the core issues of the Question and
could therefore be considered to be included as information in the report. Countries could contribute
information on how they are dealing with the cloud, in particular to protect consumers using cloud
service platforms. Participants also said that many SMEs face challenges, and guidelines and best
practices could be useful.

Document SG1RGQ/38 (Haiti) contains initial text to be considered for Chapter 1 of the report.

Document SGIRGQ/72 (Zimbabwe) highlights telecommunication consumer needs from the
perspective of Zimbabwe’s mobile telecommunication service providers and consumer watchdogs.
The contribution examines access needs, especially in rural and remote areas, as well as social and
economic needs of telecommunication consumers in Zimbabwe. The input was provided in response
to acircular sent to the major mobile telecommunication operators and the main consumer watchdogs
in Zimbabwe. Consumers and service providers are targeted in the questionnaire in order to have
a full picture of consumer needs as well as that of the service providers. E-education, e-agriculture,
mobile banking and e-health featured repeatedly in the feedback received. In response to an enquiry
from participants, the delegate from Zimbabwe explained that an additional survey should be carried
out to specifically identify consumer needs of persons with disabilities.

Document SG1RGQ/96. (Islamic Republic of Iran) from Iran University of Science Technology (1UST)
proposes that the Question should also address child protection in the online environment, including
by listing possible actions in terms of government/NGOs as well as for parents. The contribution
includes conclusions from a research project carried out by the Research Centre for ICT Strategic and
International Studies at [UST.

Document SG1RGQ/56 + Annex (BDT Focal Point for Q6/1) contains the GSR-18 Best-Practice
Guidelines that address the potential of emerging technologies, business and investment models
as well as policy and regulatory approaches for continued innovation. It also contains concrete
recommendations for regulators to consider in approaching the new regulatory frontiers. Participants
also suggested that WSIS documents and the Council Working Group on the Internet could be useful
for ITU-D study group Questions.

Document SG1RGQ/57 + Annex (BDT Focal Point for Q6/1) presents a quantitative analysis of data
collected by ITU on International Mobile Roaming (IMR) regulatory and policy strategies as well as
a brief introduction to the future of IMR, in particular on roaming for Internet of Things (loT) and
machine-to-machine (M2M) communications.

Document SG1RGQ/58 (BDT Focal Point for Q6/1) provides information from the ITU-D regulatory
survey, focusing in particular on consumer-protection issues.

! Agencia per I'ltalia Digitale (AgID). About us.

@ E3laidl dgass glhd) 6/1 aluall oliy Sladl a1l


https://www.itu.int/md/D18-SG01.rgq-c-0052
https://www.itu.int/md/D18-SG01.RGQ-C-0035
https://www.itu.int/md/D18-SG01.rgq-c-0038
https://www.itu.int/md/D18-SG01.RGQ-C-0072
https://www.itu.int/md/D18-SG01.RGQ-C-0096
https://www.itu.int/md/D18-SG01.rgq-c-0056
https://www.itu.int/md/D18-SG01.RGQ-C-0057
https://www.itu.int/md/D18-SG01.RGQ-C-0058
https://www.agid.gov.it/en/agency/about-us

eSlatanall Oy &3Lazdil uwlly xilsllly Guilsill :4dging dislamg cllgiumell dcgs

Document SG1RGQ/66 + Annex (BDT Focal Point for Europe), containing the report on the outcomes
of a workshop on the future of cable TV held in January 2018, indicated that information from the
workshop may be considered for the report.

Document SG1RGQ/TD/5 (Guinea) provides information on telecommunication market development
in Guinea and calls on the group to provide best practices, guidelines and tools to assist countries, in
particular developing countries, in their digital transformation relating to consumer-awareness and
consumer-protection issues. Participants contributed by giving examples of how they raise awareness
in their respective countries.

Liaison statements: Documents SG1RGQ/ADM/2 (list of liaison statements), SG1RGQ/1 (BDT),
SG1RGQ/10 (ITU-T Study Group 2) and SG1RGQ/22 + Annex (ITU-T Study Group 11).

Document SG1RGQ/84 (ATDI, France) provides a mapping of ITU-D SG1 and SG2 Questions to ITU-R
Working Parties. Question 6/1 is only mapped to ITU-R WP1B, which relates to regulators and covers
issues such as licences that are relevant to consumers. Participants said they would be interested in
discussing with the group that deals with cross-border coordination issues. They were assured that
this could be addressed in WP1B.

Document 1/104 (TRA, Oman) focuses on a campaign created at the initiative of the TRA to promote
awareness on electronic scams.

Document 1/111 (Papua New Guinea) addresses the efforts undertaken by the National ICT Authority
of Papua New Guinea to promote consumer protection and welfare through the Consumer Protection
Rule, 2014. Several participants added that their respective countries have adopted similar laws. They
highlighted the importance of such legal frameworks as well as adherence to the rules to safeguard
the interests of consumers. Kuwait shared its guidelines on consumer protection, which is available
in Arabic.

Document 1/134 (Benin) provides information on Benin ARCEP’s new automated web-based platform
for the management of consumer complaints regarding electronic communication and postal services.

Document 1/179 (Benin) highlights the importance of the role of regulatory authorities in dispute
resolution and illustrates how the NRA in Benin has strengthened its capacity for institutional mediation
for the protection of consumers.

Document 1/153 (State of Palestine, which participates in ITU work under Resolution 99 (Rev. Dubai,
2018) of the Plenipotentiary Conference) focuses on various awareness-raising campaigns organized
by the Ministry to provide consumers with better ICT services.

Document 1/154 (Central African Republic) describes the current situation with respect to ICT
consumer protection in the Central African Republic. The chairman agreed that this contribution
could enrich the report in various chapters.

Document 1/174 (Rapporteur for Q4/1) reports on the ITU-D Study Group 1 Experts’ Knowledge
Exchange session on Question 4/1 and Question 6/1, which was held back-to-back with the ITU
Regional Economic Dialogue on Telecommunications/ICTs for Africa (RED-AFR) in Quagadougou,
Burkina Faso, 8-9 October 2018, to collect regional experiences and explore new ways of building
synergies between the work that is taking place in the region and the activities that are currently
under way in the ITU-D study groups.

Document 1/186 (Mexico) provides information from the Federal Telecommunications Institute (IFT)
of Mexico on ‘Surveys to Users of Telecommunications Services’.

Document 1/187 (Mexico) provides information on ‘Telecommunications Users Satisfaction
indicators Methodology’ to help the different sectors, regulated agents, researchers and anyone
interested in the analysis of the sector with analysis and/or decision-making.
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Document 1/188 (Mexico) highlights reports published by IFT on ‘Comparable Information of Plans
and Rates for Telecommunications Services’and ‘Plans and Rates Evolution’in order to help reduce
information asymmetries and to promote the empowerment of users.

Document 1/189 (Mexico) presents guidelines published in January 2018 that set the indices and
quality parameters for mobile service providers to adhere to.

Document 1/194 (Mexico) focuses on results of a survey and advice IFT has issued on its website
on cybersecurity in the use of fixed and/or mobile Internet, including on how to install and update
antivirus software, change passwords, back up information regularly and connect to secure public
networks.

Document 1/198 (India) indicates that as regulation catches up with technological change, regulatory
loopholes can be exploited to the detriment of consumers and competitive market conditions, and
proposes that regulators should strive to understand, cooperate and coordinate to implement
protective and corrective measures. While appreciating the contribution, participants at the meeting
called upon the team to ensure consistency with ITU-R recommendations and other ITU definitions in
terminology. Some participants also raised concerns with some of the substantive assertions related
to big data and digital platforms.

Document 1/219 (Brazil) illustrates its experience on the regulation of customer care. Following
adoption of the Consumer Defence Code and an executive decree concerning adequate customer
care, Anatel has been enforcing operators’ performance based on both qualitative requirements and
procedural indicators.

Document 1/220 (China) highlights China’s experience in the protection of consumer rights and
interests where a government-led and multistakeholder supervision and protection system was
established. The document also recommends that given the constant and rapid market developments,
industry supervision and the protection system should be continuously improved in order to effectively
protect the legitimate rights and interests of users.

Document 1/248 (Zimbabwe) provides information on the development and consolidation of
consumer laws in Zimbabwe and the public hearings and consultations on Zimbabwe’s Consumer
Bill. The bill highlights basic consumer rights and proposes enforcement measures. The contribution
also makes a number of recommendations for wider application, including the promulgation of sector-
specific regulations. Zimbabwe requested feedback on the provisions of the bill.

ITU-T Study Group 2 Documents 1/TD/16 on ClickFarms and 1/TD/18 on Countering and combating
the absence of Calling Line Identity (CLI) and administrative documents — Documents 1/ADM/21,
which lists Q6/1 documents, and 1/252, which shares information and lessons learned as indicated
by members in their contributions to the SG1 meeting) — were noted. While appreciating the level of
contributions, the Rapporteur encouraged participants to continue to contribute their experiences
relevant to this Question so as to enrich the report.

Document SG1RGQ/143 (Haiti) (case study) describes the work undertaken by the Haitian
Administration as well as challenges faced and possible solutions in the light of concerns from
consumer associations and individual consumers. The Vice-Rapporteur from Haiti, Mr Altemar,
provided further details and clarification on the case study, in particular on the setting up of the
unit, the role and mandate of the unit and the regulator on consumer protection, sanctions and
enforcement, mechanisms and processes, solutions to issues reported, channels to communicate
with the regulator, and the role of consumer associations.

Document SG1RGQ/151 (India) presents issues and solutions, shares examples of collaboration, and
makes recommendations for regulators to sustain trust and ensure consumer protection in the use of
digital communication services, including the need for collaborative regulation. The Vice-Rapporteur
Ms A. Gulati from India, also highlighted the need for capacity building and sharing of materials
and experiences through the creation of a repository of materials. Participants requested further
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information on the strategy adopted by the Indian Administration to achieve such collaboration with
market players and technology companies. Others requested information on how competition rules
(draft policy) can be applied to online retail platforms not based in India.

Document SG1RGQ/153 + Annex (BDT Focal Point for Q6/1) presents a 2019 GSR Discussion Paper —
Building confidence in a data-driven economy by assuring consumer redress. The document addresses
issues related to consumer protection in a digital age and could provide useful background for several
chapters that contribute to guidelines and principles to be considered by the rapporteur group.

Document SG1RGQ/155 (State of Palestine) (case study) shares information on campaigns organized
by the ICT Ministry to inform consumers about promotional campaigns run by mobile-telephone
companies and the fixed-service company in the State of Palestine.

Document SG1RGQ/162 (State of Palestine) (case study) sets forth proposed instructions on the
provision of telecommunication services and promotional campaigns and offers, based on Articles 28(e)
and 6(e/f/g) of the Palestinian Telecommunications Act. The instructions will be subject to annual
review in the light of experience gained from the development of the telecommunication market and
any changes to the Act or relevant legislation.

Document SG1RGQ/169 (Benin) (case study) highlights several regulatory measures taken by
Benin’s Regulatory Authority for Electronic Communications and Post (ARCEP) in order to facilitate
the establishment of radio facilities in conditions that guarantee the safety of users and operating
staff of electronic communication networks as well as the protection of the environment, while
respecting constraints associated with urban and regional planning throughout the Republic of Benin.
It also focuses on difficulties encountered during installation, in particular public opposition to the
installation, or calls for the dismantling of facilities, and invites other Member States to share their
experiences.

Document SG1RGQ/170 (Comoros) (case study) shares information on the development of the ICT/
telecommunication market in the Comoros as well as its legal and regulatory framework, highlighting
that the limitation of the legal framework limits the ability of the regulator to assist consumers.

Document SG1RGQ/171 (Democratic Republic of the Congo) (case study) notes the development
of the ICT/telecommunication market in the Democratic Republic of the Congo as well as its legal
and regulatory framework.

Document SG1RGQ/172 (Burkina Faso) (case study) mentions the new regulations adopted in
December 2018 on ways of identifying electronic communication service subscribers and cybercafé
customers. The new regulatory framework is intended to help prevent ICT services being used for
criminal purposes and to protect ICT consumers.

SG1RGQ/178 (Burkina Faso) (case study) on the regulatory process for the adoption of the Digital
Planning Roadmap in Burkina Faso. The roadmap provides a reference document for digital planning
and implementation in Burkina Faso. It provides a practical and operational planning tool as well as
the legal basis that will help reduce the country’s digital divide in terms of access to high-speed and
very high-speed broadband by 2030.

Document SG1RGQ/174 (India) (case study), addresses unsolicited commercial communications
(UCC) and explains the framework adopted by India to curb UCC by way of regulation in cooperation
with telecom service providers (TSPs).

Document SG1RGQ/182 (TRAI, India) discusses the approach for testing broadband speed and the
working of the ‘TRAI My Speed’ app, an analytic portal to judge the speed of broadband services
being provided by TSPs. Such initiatives are aimed at allowing consumers to make an informed choice
about the level of services made available by their TSPs, for regulators and policy-makers to assess
the quality of services being provided by TSPs, and for governmental insight on the extent and level
of achievement of goals set by them.
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Document SG1IRGQ/191 (Guinea) presents an overview of the ICT/telecommunication market and
relevant legal and regulatory framework in Guinea. It highlights legislation passed in 2016 of particular
importance to consumers, including an act on cybersecurity and personal data protection and an act
on electronic transactions. A personal data protection commission is being set up. It further affirms
that, in addition to a legal framework, awareness and education in using information technologies,
data protection and management, it is necessary to follow up on problems and consumer complaints.
This should be made a priority so as to ensure better protection for consumers. Capacity building and
sharing of experiences can help strengthen skills of professional stakeholders and address challenges
related to the digital world.

Document SG1RGQ/201 (Russian Federation) highlights best practices of the Russian Federation in
establishing a quality-of-service system for telecommunications/ICTs and its activities to protect the
key interests of communication service consumers, thereby helping to put providers and consumers
of communication/ICT services on an equal footing in their relations.

Document SG1RGQ/206 (Brazil) shares a case study from Brazil focusing on the regulatory and
institutional approach of Anatel to unsolicited calls (abusive calls) and telemarketing to enforce
consumer protection and rights.

Document SG1RGQ/215 (Brazil) provides information and a general overview of the terms of the
recently enacted Brazilian Personal Data Protection Law. It includes the background, object and scope,
the concept and types of personal and processing data, as well as the principles, the agents involved,
the legal permissions for domestic and international processing, the basic rights of data subjects, and
the creation of the data-protection authority in Brazil.

Document SG1RGQ/232 + Annex (BDT Focal Point for Europe) includes a summary of actions of
the ITU Office for Europe for 2019. It provides key outcomes, where possible, for actions already
implemented as well as relevant weblinks to outcome reports and to event webpages. It summarizes
upcoming actions for 2019 and also lists the 2019 training status of the ITU Europe network of centres
of excellence (CoE). In annex, information on all events of 2019 and a list of planned events for 2020
are provided. All actions are grouped under the five regional initiatives for the Europe region agreed
at WTDC-17.

Document SG1IRGQ/241 (Zimbabwe) highlights the link between satisfaction of consumer needs
and access to broadband. It concludes that investment, solutions to the digital divide, research
and innovation are key elements for broadband roll-out and affordability of broadband access. It
recommends resolution of the problems related to these key elements in order to improve broadband
coverage, broadband adoption and consumer satisfaction. There is also a need to ensure coordination
with Question 5/1 and avoid overlap.

Document SG1RGQ/244 (Ghana) focuses on protection against unfair market practices. As an example,
it highlights the introduction of the Billing Feedback Message (BFM) in Ghana in 2013 that was aimed
at reducing complaints on billing, ensuring transparency on billing, and addressing issues of perceived
wrongful charges on network services. In order to address the challenge of service providers taking
advantage of the system and using the same platform for advertisement, Ghana introduced measures
to protect consumers against unfair market practices on billing in the telecommunications market as
well as mechanisms to guarantee adequate transparency and consumer protection.

Document SG1RGQ/259 (BDT) shares information on lessons learned as indicated by members in
their contributions to the second block of ITU-D SG1 Rapporteur Group meetings for the 2018-2021
study period. The document includes a list of extracted lessons learned that are relevant for Q6/1.
BDT also presented Document SG1RGQ /258 that elaborates on collaboration opportunities with ITU-D
study groups and the WSIS platform, including the potential reuse of ICT-related activities reported in
the WSIS Stocktaking Database as well as potential participation and contribution by WSIS participants
in ITU-D study groups. Some possible next steps are also provided for consideration, which include
identification by the ITU-D rapporteur groups of WSIS documents relevant to their Question and
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collaboration with their authors, along with the possibility of organizing an ITU-D study group-related
session during WSIS Forum 2020.

Liaison statements: Document 1/ADM/20 contains a list of incoming liaison statements.

Document 1/307 (India) cites the example of the National Institute for Transforming India (NITI Aayog)
that has published a discussion paper titled ‘Al for All’, laying the ground for the National Strategy on
Artificial Intelligence and building capacity on these issues. The contribution highlights the unique
challenges emanating from the use of Al in digital services, indicating that this requires

1. Appropriate institutional mechanisms within Member States that would keep abreast of latest
technologies and advise on cross-sectoral legislation and regulation, including areas of consumer
awareness and protection.

2. The need for international consensus and cooperation on standards, ethics and consumer
protection. Among the recommended best practices is for governments to develop an Al national
plan to outline key strategies for preparing the country for Al.

Document 1/317 (Russian Federation) provides a case study and contains information on the
experience of the Russian Federation in abolishing national and online roaming charges in the country.
The contribution refers to recently adopted regulations related to roaming-at-home. Participants
suggested that the information could be integrated into the Question 6/1 final report (Chapter 1,
section 1.1; Chapter 3, section 3.4; and Chapter 4) and in the annex.

Document 1/328 (United Kingdom) identifies how numbering misuse could impact consumers,
both directly and indirectly. Examples of these types of misuse are presented together with some
initial means to overcome or minimize such impacts. The contribution also highlights that such tools
should not be seen in isolation but rather used in conjunction with the tools that are deployed
by administrations or regulators at points of interconnect, both national and international. It was
suggested that the information could be included in sections 1.3.5 and 4.3.4 and that the results of
the survey during the previous period could also provide useful information and should be included
in the Question 6/1 final report.

Document 1/329 (Papua New Guinea) provides a case study with a proposed regulatory framework
for QoS. The “draft Rule on Telecommunication Quality of Service Performance Monitoring”, which is
the subject of a public consultation, seeks to establish a performance measurement and monitoring
regime with respect to retail telecommunication services, including mobile-telephony, fixed-
broadband and mobile-broadband services that are popular with retail subscribers. Amongst other
things, NICTA envisages that, over time, this information, when presented in a meaningful format,
will enable consumers to better understand and compare the quality of services between different
service providers whilst also providing an incentive to licensees or service providers to improve their
performance.

Document 1/334 (India) provides a case study describing TRAI's Telecom Commercial Communications
Customer Preference Regulation that combines co-regulation with new technology (blockchain) to try
and curb the menace of unsolicited commercial communications (UCC). Telecommunication service
providers will establish and arrange the framework for compliance with the necessary flexibility and
speed required to combat spammers who continually change their tactics and morph their identities
to escape detection. The framework is user-friendly and automated using technological advancements
to smooth the processes and to reduce the cost of compliance.

Document 1/336 (Zimbabwe) provides an overview of consumer legislation with relevant references
from various countries (through contributions and research). It covers legislation on consumer rights
as well as other legislation and regulations to protect consumers. It also highlights the need for the
development of legal frameworks in relation to Al and IoT.
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Document 1/344 (India), a case study from India, addresses regulatory questions related to online
platforms in terms of consumer protection and competition. The Indian approach is a mix of
encouraging self-regulation and filling gaps with State regulation. The contribution points to a study
by India’s competition regulator that looks at platform neutrality (third-party treatment versus own
products and services), transparency (of search results and reviews) and data-sharing practices, and
calls for greater transparency of platform practices in these areas to address information asymmetry
and competition concerns. The study concludes with recommendations on self-regulatory measures
that platforms are encouraged to implement in the area of greater transparency and disclosure on:

i. search ranking;
ii.  collection, use and sharing of data;

iii. user review and rating mechanism as well as contract terms and discount policies vis-a-vis
sellers.

”

Document 1/349 (Mexico) is a case study on the Digital Literacy Programme “Conoce tus derechos’
that provides an information mechanism for IFT Mexico to accomplish direct communications with
users through general training and provision of informational material. The aim of the programme
is to empower users of telecommunication services with information that allows them to demand
their rights as users, using tools that the Institute has developed in their favour to make informed
decisions, and to use their telecommunication services and equipment appropriately.

Document 1/353 (State of Palestine) provides an overview of the law addressing offers of both the
non-competitive and competitive telecommunication services, specifying the rights and obligations,
including those regarding telecommunication devices, mobile Internet, offers of the general fixed-
telecommunication companies, duration of the offers, and consequences of contravention of the
instructions. This will be an important input to Chapter 4, participants concluded.

Document 1/374 (Rev.1) (TRA, Oman) is a case study from TRA to review the mechanism for providing
services to advertising companies, the method of sending bulk SMS to users and the method of
unsubscribing from receiving promotional SMS. The method for unsubscribing was assessed in terms
of its effectiveness and its availability to beneficiaries free of charge — and to the extent the systems
of telecommunication companies can be modified to allow the flow of promotional messages based
on a request from beneficiaries to opt-in to this service rather than making opting-out necessary to
stop the service. The telecommunication companies were requested to provide copies of the contracts
concluded between them and the companies promoting their services and products.

Document 1/397 (KDDI Corporation, Japan) shares information on how KDDI Corporation is
promoting initiatives of “smartphone safety classes” under the corporate philosophy to “achieve
a truly connected society”. The company sends certified lecturers to primary, secondary and high
schools all over Japan and holds “smartphone safety classes” to have students learn rules and manners
and not to get into trouble.

Document SG1RGQ/307 (State of Palestine) set out measures taken to review subscription services
and update subscription contracts to respond to challenges from the global pandemic. The contribution
also illustrates how the Complaints and Consumer Protection Unit can proactively manage the issue
and work to guarantee the accessibility, quality and affordability of subscription services.

Document SG1RGQ/309 (Brazil) shared the results achieved by Anatel in the strategy of migrating
from traditional helpdesk call centres to digital services channels under costumer care service. The
report also presented the history of the use of the channels and the continuity of this strategy.

Document SG1RGQ/310 (Brazil) presented a brief study illustrating how innovation and digitalization
applied to customer care in the telecommunication sector can combine human interaction and
technology in order to provide more meaningful interactions to the consumer, reduce time and
effort, and improve customer experience and satisfaction. In Brazil, where consumers’ interactions
through traditional channels, mainly by phone, take a lot of time and effort, it is especially demanded
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of telecommunication companies to focus on reducing the time-effort duo and on improving customer
experience and satisfaction, regardless of the contact channel used by the consumer.

Document SG1RGQ/311(Rev.1) (Brazil) looks at how communication between consumers and service
providers has changed over time. It highlights examples in selected countries with potential lessons
to be learned based on data collected in close collaboration with Cullen International, a leading
regulatory intelligence analyst that provides unbiased information covering telecommunications,
media, digital economy and competition law trusted by over 270 industry players and regulators
worldwide.

Document SG1RGQ/360 (Brazil) reaffirmed that in response to emergencies, one of the roles of the
Brazilian National Telecommunications Agency (Anatel) is to keep Brazilians connected, especially
during the present pandemic. It is an unprecedented challenge and, in Anatel’s view, solutions will
depend on a variety of arrangements as there is no unique formula to handle the complexity of the
current situation. The Agency follows measures developed by the service providers and discusses
with them as well as with other bodies, local governments and civil society in search of solutions that
will address the legitimate concerns of all.

Document SG1RGQ/358 (India) provides an overview of the evolution of regulations in India and
the present regulatory framework adopted by India to curb unsolicited commercial communications
(UCC) — communications made through telecommunication services by message, voice or SMS and
transmitted to subscribers without their consent or willingness. These could be for the purpose of
informing, soliciting or promoting any commercial transaction in relation to goods, investments or
services, but does not include any transactional message or service messages, nor any messages
transmitted by or on the directions of the State or competent authority. Apart from being a source
of inconvenience, such communications also impinge upon the privacy of individuals.

Document SG1RGQ/326 (Zimbabwe) provided information on how consumer needs have changed
during the period that the world has been facing the COVID-19 pandemic. It indicated that the
COVID-19 pandemic has shown how regulators and policy-makers need to go back to the drawing
board and come up with policies that encourage investment in rural and remote areas, especially for
last mile connectivity. It suggests that solutions that connect individual homes become a priority for
rural and remote areas to ensure that consumers continue to have access to ICTs particularly during
pandemics.

Document SG1RGQ/342 (Ghana) provided an overview of the Billing Verification System (BVS) that
verifies prices charged by the mobile network operators (MNOs) and ensures that tariffs are fair
and reasonable and do not discriminate unduly among consumers. It aims to ensure consumers are
adequately protected against unfair marketing practices, as tariffs are essential to the mandate of
the telecommunication regulator in Ghana. The billing feedback messaging feature was introduced
to Ghanaians to ensure transparency on billing and to empower consumers to track their activities
on their usage of telecommunication services.

Document SGIRGQ/TD/17 (Nigeria) shed light on the response to the menace of unsolicited
telemarketing messages in the Nigerian telecommunication industry by the regulatory instrument
introduced in Nigeria.

Document SG1RGQ/373 (BDT Focal point for Q1/1, Q3/1, Q4/1, Q6/1) introduced the Digital
Regulation Handbook and Online Platform, the result of an ongoing collaboration over two decades
between ITU and the World Bank. It aims to provide practical guidance and best practices for policy-
makers and regulators across the globe concerned with harnessing the benefits of the digital economy
and society for their citizens and firms.

Document SG1RGQ/374 (BDT Focal point for Q1/1, Q3/1, Q4/1, Q6/1) presented the GSR-20
Best Practice Guidelines. According to the guidelines, the COVID-19 pandemic has revealed that
connectivity for all is essential for economic activity and citizen welfare, and that key digital challenges
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cannot be overcome by one stakeholder group alone. Within this context, the guidelines conclude that
in order for the digital economy to grow sustainably and to ensure service and business continuity,
including in times of crisis, regulators and policy-makers need to find an appropriate balance between
facilitative actions to promote digital transformation and affordable connectivity. While ensuring
long-term social policy objectives are met, an adaptive, resilient, collaborative and fit-for-purpose
regulatory ecosystem is necessary for open and competitive digital markets to thrive along with
delivering positive consumer outcomes and providing the foundation for digital transformation. Inputs
from this contribution will be reflected in Chapter 2.5 with a reference to the publication.

@ E3laidl dgass glhd) 6/1 aluall oliy Sladl a1l



eSlatanall Oy &3Lazdil uwlly xilsllly Guilsill :4dging dislamg cllgiumell dcgs

Annex 2: Outcomes of the ITU Global Symposium for Regulators in 2018
and 2019 (GSR-18 and GSR-19)

2018 Global Symposium for Regulators (GSR-18) (Geneva, Switzerland, 9-12 July 2018)

Digitalization is increasingly and fundamentally changing societies and economies and disrupting
many sectors in what has been termed the 4" Industrial Revolution. Meanwhile, ICT regulation has
evolved globally over the past 10 years and has experienced steady transformation. As regulators,
we need to keep pace with advances in technology, address the new regulatory frontiers and create
the foundation upon which digital transformation can achieve its full potential. Being prepared for
digital transformation and emerging technologies, such as Al, [oT, M2M and 5G is fundamental. We,
the regulators participating in the 2018 Global Symposium for Regulators, recognize that flexible and
innovative policy and regulatory approaches can support and incentivize digital transformation. The
best practices in this regard would allow us to respond to the changing landscape and address the
continuing need for secure and reliable ICT infrastructure, affordable access to and delivery of digital
services, as well as protect consumers and maintain trust in ICTs. We have therefore identified and
endorsed the following regulatory best-practice guidelines on new regulatory frontiers to achieve
digital transformation:

I Fostering the potential of emerging technologies for digital transformation.
[I. Business and investment models to support digital.
[Il. Policy and regulatory approaches for continued innovation and progress transformation.

To this end, regulators participating in the 2018 Global Symposium for Regulators, declared that they
need to:

- Consider putting in place innovative, out-of-the-box measures, such as regulatory sandboxes for
enterprises wishing to test an emerging technology or innovative service without being bound
by all the regulations that would normally apply.

- “Start-up and experiment” interfaces to support start-ups, enterprises and communities in their
experimental initiatives.

- 5G pilot projects to obtain initial feedback and facilitate reflection and design of future spectrum
allocations while stimulating the take-up of services, building specific use cases and assessing
future challenges related to emerging technologies under real-life conditions.

- Promote further public participation and consultation in the regulatory process through
regulation by data that is based on information and the observations of digital stakeholders and
users to provide citizens and stakeholders with the most detailed and transparent information,
and allowing consultation and participation in the regulatory decision-making process to
complement the regulators’ traditional tools.

- Establish effective mechanisms for cooperation across the sectors, including with consumer
protection authorities, service providers and other relevant bodies at the national, regional and
international levels, to promote the development of cross-cutting services, such as e-commerce,
e-banking and e-health.

- Consider, as appropriate and within our mandate, the necessary frameworks to ensure privacy
and security of government, business and consumer data so that stakeholders are adequately
informed about potential security and privacy challenges they may face with online services,
and have access to timely and accurate information regarding the services and applications they
use (including reliability, speed, quality of service and data traffic management).
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2019 Global Symposium for Regulators (GSR-19) (Port Vila, Vanuatu, 9-12 July 2019)

Technology paradigms and business models challenge existing regulatory patterns and frameworks.
From the imminent entry in markets of 5G and |oT, to the profusion of cloud services and Al, regulatory
response requires a new perspective. Unleashing the full potential of digital will require an actionable,
agile, collaborative, innovative and outcome-based approach to regulation. In the increasingly complex
and dynamic digital transformation, it is important to agree on common principles and put forward
clear and simple rules — and follow them forward.

In this regard, regulators participating in the 2019 Global Symposium for Regulators recognize that
there is no single, comprehensive blueprint for best practice and that regulatory patterns for the
digital transformation will be rooted in local circumstances while addressing regional and global
challenges. They nevertheless agreed that country experiences can be enlightening and guide them
towards regulatory excellence for the benefit of all.

They identified and endorsed these regulatory best-practice guidelines to fast-forward digital
connectivity for all to allow everyone to participate in the digital economy and benefit from digital
transformation. Recalling the series of GSR Best Practice Guidelines since 2003 that capture established
regulatory wisdom and tried-and-tested practices, the focus of the regulators is on new and innovative
approaches, tools and mechanisms for achieving inclusive digital infrastructure and services.

1. Core design principles for collaborative regulation

i. To achieve digital transformation, policy and regulation should be more holistic. Cross-sectoral
collaboration along with revisited regulatory approaches, such as co-regulation and self-
regulation, can lead to new forms of collaborative regulation based on common goals, including
social and economic good, and innovation.

ii.  Policy and regulation should be based on consultation and collaboration. In the same way that
digital cuts across economic sectors, markets and geographies, regulatory decision-making
should include the expectations, ideas and expertise of all market stakeholders and players,
including academia, civil society, consumer associations, data scientists, end users and relevant
government agencies from different sectors.

iii.  Policy and regulation should be evidence-based. Evidence is critical for creating a sound
understanding of the issues at stake and identifying the options going forward as well as their
impact. Appropriate authoritative benchmarks and metrics can guide regulators in rule-making
and enforcement, enhancing the quality of regulatory decisions.

iv.  Policy and regulation should be outcome-based: Regulators need to address the most pressing
issues, for example market barriers and enabling synergies. The rationale for any regulatory
response to new technologies should be grounded in the impact on consumers, societies, market
players and investment flows as well as on national development as a whole.

V. Policy and regulation should be incentive-based. Collaborative regulation is driven by leadership,
incentive and reward. Regulators should keep a wide array of investment incentives at hand to
provide impetus for markets to innovate and transform while maximizing benefits to consumers.

vi.  Policy and regulation should be adaptive, balanced and fit for purpose. Regulation-making is
about flexibility — continually improving, refining and adjusting regulatory practices. The balance
in regulatory treatment of new services is more delicate than ever. A close, continuous link to
markets and consumers is important to get digital on the right glidepath to achieving social and
economic goals.

vii.  Policy and regulation should focus on building trust and engagement. Collaborative regulation
provides the space for co-creating win-win propositions, working towards regulatory objectives
while increasing the engagement of industry. Trust becomes the foundation of the regulatory
process, underpinning the growth of digital.
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2. Benchmarks for regulatory excellence and market performance

We recommend five main clusters of benchmarks for regulators:

Connectivity mapping: Tracking the deployment of the various kinds of digital infrastructure
can inform the regulatory process and allow regulators to identify market gaps and market
stakeholders —and turn them into opportunities for investment and growth.

Metrics for market performance: Metrics allow regulators to assess the performance of market
segments for digital services against social and economic goals and identify priority action areas
for policy and regulation.

Measuring regulatory maturity and levels of collaborative regulation: Regulatory benchmarks
pinpoint the status of advancement of policy and regulatory frameworks for digital markets.
They help track progress and identify trends and gaps in regulatory frameworks, making the
case for further regulatory reform towards achieving vibrant and inclusive digital industries.

Impact assessment: A combination of quantitative and qualitative econometric studies based on
reliable data can enable regulators to explore, understand and quantify how digital technologies,
market players or regulation can contribute economically to growing the larger digital ecosystem
and making it more inclusive.

Regulatory roadmaps based on established authoritative metrics can guide regulators towards
achieving digital connectivity objectives in a faster and better-targeted way. In order to leverage
these evidence-based instruments, the volume and quality of data accessible to regulators need
to be increased, and their sources diversified. These instruments can also enable market players
to reflect on their performance and impact on the economy and development, and on how they
can engage in self-regulation.

3. What regulatory tools and approaches are at hand for enabling digital experimentation?

We recognize that, among the many tools that can improve digital market outcomes, the following
form the core of collaborative regulation best practice:

Space for digital experimentation: From temporary licences and new technology pilots to
regulatory sandboxes, a range of tools and techniques can be used to create a dynamic regulatory
environment in which digital market failures and opportunities have space and flexibility to
address present and future challenges. Such methodologies can also be employed to design
strategies to enhance digital applications and skills.

Pro-competition frameworks for the digital transformation should consider longer value
chains, more diverse market players, services and devices, stakeholder partnerships and digital
infrastructure layers and, ultimately, their impact on markets, consumers and Internet neutrality.
Nonetheless, excessive and unwieldy regulation must be avoided.

Regulatory incentives can create a positive market dynamic and improve market outcomes with
less regulatory effort.

Stakeholder engagement vehicles, such as public hearings, high-level roundtables, expert
workshops and hackathons can allow pooling of resources and expertise to inform major
regulatory decisions.

Robust and enforceable mechanisms for consumer protection, including a set of rules on data
protection, privacy and data portability as well as accessible mechanisms for consumer redress
are essential to support digital transformation in economic sectors across the board and ensure
consumers’ interests are safeguarded.

Market-based and dynamic mechanisms for spectrum management can allow for flexible,
simplified and transparent use of scarce radio frequencies, while promoting technology
neutrality.
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- Regulatory Impact Assessment (RIA): Enhanced with new benchmarks and data analysis, RIA
allows for better decision-making and should be introduced as a regular practice before major
regulatory decisions are made as well as throughout the lifecycle of regulation.

- Agile data-driven monitoring solutions, based on standards for the interoperability of data
systems and tools among regulators and market players, can facilitate market oversight in areas
such as quality of service and experience as well as regulatory compliance.

- Diversified mechanisms for consumer engagement and feedback multiply regulatory inputs and
allow for fine-tuning regulatory policies and their implementation.

- Effective channels for dynamic collaboration among regulatory authorities, such as the ICT,
financial and competition authorities as well as law-enforcement agencies and the judiciary, are
necessary to ensure coherent and reasonable regulations across economic sectors. Regulatory
sandboxes involving multiple regulators can incubate key cross-sector regulations, such as for
digital financial inclusion.

- Regional and international cooperation in defining regulatory rules on cross-border issues can
ensure consistency, predictability and fluidity of digital markets and will catalyse the deployment
of region-wide and global digital infrastructure, from fibre backbones and submarine cables to
mobile networks and satellite connectivity.

- Regulatory expertise needs to be developed continuously to integrate new technologies,
competencies and skills, and allow for data and evidence-based decision-making.

The GSR-19 discussion paper on “Building confidence in a data-driven economy by assuring consumer
redress” includes examples of best practice and makes recommendations to improve effectiveness,
covering such areas as:

- Collaborative development of consumer-protection policies, regulation and mechanisms across
the sector: media, ICT, competition, as well as products and services.

- Collaboration between different policy-making ministries, such as those responsible for utilities,
finance and business, education, health, agriculture and tourism.

- Collaboration between policy-makers and regulators; different regulators; regulators and
industry; and regulators and consumer associations.

- Consumer complaint handling and empowerment initiatives and mechanisms in policies, laws
and regulations to foster more effective consumer complaint handling mechanisms with the
industry.

- Impact of cross-border activities.
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Abbreviations and acronyms

This table contains abbreviations/acronyms relating to international, regional or supranational
bodies, instruments or texts, as well as technical and other terms used in this report.

Abbreviations/acronyms of national bodies, instruments or texts are explained in the text relating
to the country concerned, and are thus not included in this table.

Al artificial intelligence

ASEAN Association of Southeast Asian Nations

ATU African Telecommunications Union

BDT ITU Telecommunication Development Bureau

BEREC Body of European Regulators for Electronic Communications
BEUC European Consumer Organization (Bureau Européen des Unions de Consommateurs)
BFM billing feedback message

CERRE Centre on Regulation in Europe

Cl Consumers International

CLI calling-line identity

CoE ITU centre of excellence

cop child online protection

COVID-19 Coronavirus pandemic 2019

DFS digital financial services

EC European Commission

EDPB European Data Protection Board

EECC European Electronic Communications Code

EU European Union

GDPR EU General Regulation on Data Protection

GKO Global Kids Online (UNICEF initiative)

GSMA GSM Association

GSR Global Symposium for Regulators

H2M human-to-machine

ICN International Competition Network

ICPEN International Consumer Protection Enforcement Network
ICT information and communication technology

IMR international mobile roaming
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(&0)

I0A International Ombudsman Association

loT Internet of Things

IPTV Internet Protocol television

ISP Internet service provider

ITU International Telecommunication Union
ITU-D ITU Telecommunication Development Sector
ITU-R ITU Radiocommunication Sector

ITU-T ITU Telecommunication Standardization Sector
IXP Internet exchange point

LDC least developed country

M2M machine-to-machine

NEF New Economics Foundation

NGN next-generation network

NGO non-governmental organization

NRA national regulatory agency

OAS Organization of American States

OECD Organisation for Economic Development and Co-operation
oTT over-the-top

RED Regional Economic Dialogue

RRA regional regulators association

QoS quality of service

SIM subscriber identification module

SMEs Small- and medium-sized enterprises

SMS short messaging service

SNS social networking service

TSP telecommunication service provider

ucc unsolicited commercial communications
UNICEF United Nations Children’s Fund

UNCTAD United Nations Conference on Trade and Development
ussD unstructured supplementary service data
VAS value-added service
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(&0)
wB World Bank
WSIS World Summit on the Information Society
WTDC World Telecommunication Development Conference
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