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	Summary:
Timor-Leste warmly invites ITU to consider supporting measures that would facilitate the successful planning and construction of a national school network in Timor-Leste, ensuring a safe and secure online environment for all students across the country. 
Action required:
TDAG is invited to consider this document and provide guidance as deemed appropriate.
References:
WTDC Resolution 87 (Kigali, 2022) – Connecting every school to the Internet and every young person to information and communication technology services. This Resolution aims to ensure that every school is connected to the Internet through the joint ITU UNICEF Giga initiative.
WTDC Resolution 67 (Rev. Kigali, 2022) – The role of the ITU Telecommunication Development Sector in child online protection
WTDC Resolution 58 (Rev. Geneva, 2022) – Encouraging the creation of national computer incident response teams (CIRTs), particularly for developing countries
ITU-D Study Group 2 Question 3/2 – Securing information and communication networks: Best practices for developing a culture of cybersecurity.
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1. Introduction
Resolution 87 (Kigali, 2022): “Connecting every school to the Internet and every young person to information and communication technology services” aims to ensure that every school is connected to the Internet through the joint ITU UNICEF GIGA initiative.
The GIGA initiative aimed at connecting every school and its surrounding communities to the internet. It seeks to facilitate the deployment of digital infrastructure, improve access to affordable and reliable internet services, and promote digital literacy and digital skills development. By connecting schools and communities, GIGA aims to enhance learning opportunities, empower teachers, and bridge the digital divide, particularly in low- and middle-income countries.
GIGA operates in close collaboration with governments, international organizations, private sector entities, and civil society to achieve its objectives. By leveraging the expertise and resources of various stakeholders, GIGA aims to create sustainable and scalable solutions to ensure every child's right to education and digital connectivity.
Timor-Leste is undertaking a significant initiative to embark on a comprehensive digital transformation journey, as outlined in the Strategic Development Plan (SDP) 2011-2030 and more recently, the Timor Digital 2032. The latter is a roadmap for the Eighth Constitutional Government to embrace digital technologies as a catalyst for national development. The emphasis is on leveraging digital solutions in vital areas that have the greatest potential to enhance human well-being and economic growth. This includes the efficient delivery of government services, fostering an inclusive economy, and improving services in crucial sectors such as healthcare, agriculture and most importantly education.
To realize the visions set out in its Strategic Development Plan, Timor-Leste Government has adopted as a priority strategy in its National Program[footnoteRef:1] measures to removing barriers to access to education by ensuring that all children and young people have access to quality education, regardless of their social and economic status and where they live in by promoting the use of Information and Communication Technologies (ICT) and connecting all schools in the country.  [1:  http://timor-leste.gov.tl/wp-content/uploads/2018/10/VIII-GOVERNO-CONSTITUCIONAL-FINAL_Programa_ENG.pdf ] 

To ensure that the country will have the bandwidth required for its digital transformation, the Government has made a public investment in the construction of an International submarine cable system. The Timor-Leste South Submarine Cable (TLSSC) is being built by Alcatel Submarine Networks which is expected to be ready for service by the end of 2024. 
Meanwhile to accelerate capacity building in the higher education sector, the National Program has committed to strengthening the Timor-Leste Research and Education Network (TLREN), including a commitment to allocate dedicated Internet bandwidth on the public funded submarine cable system to support higher education institutions in the country.
More recently, at WDTC 2022 in Kigali and the ITU PP-22 in Bucharest, the Government has pledged to commit:
1. to allocate dedicated Internet bandwidth of 20Gbps to the Timor-Leste Research and Education Network (TLREN) from the TLSSC cable system from 2024;
2. to connect all schools by 2030;
3. to connect all health clinics by 2030.
The pledge signifies the Timor-Leste Government's commitment to drawing from the experiences of other Least Developed Country (LDC) governments. Recognizing the profound benefits of connecting schools to the Internet, the government aims to empower school communities with the following advantages: 
a. Access to Quality Education: LDCs often face challenges in providing quality education due to limited resources and infrastructure. Connecting schools online can bridge this gap by providing access to educational resources, e-learning platforms, and digital content. Students in LDCs can benefit from up-to-date and relevant educational materials, ensuring a higher quality of education.
b. Teacher Professional Development: Online connectivity enables teachers in LDCs to access professional development opportunities more easily. They can participate in online training programs, attend webinars, collaborate with educators globally, and stay updated with the latest teaching methodologies and resources. Enhanced teacher professional development ultimately improves the quality of education provided in LDCs.
c. Cost Savings: Online education can be more cost-effective than traditional classroom-based education. It reduces the need for physical infrastructure, such as school buildings and classrooms, which can be expensive to build and maintain. Additionally, online resources and digital textbooks can be more affordable and accessible than traditional printed materials.
d. Expanded Curriculum Offerings: Connecting schools online in LDCs can expand the curriculum offerings beyond what is available locally. Students can access courses and subjects that may not be available in their physical schools. This diversity of educational programs allows students to explore a broader range of subjects and pursue their interests and career aspirations.
e. Skills Development: Online connectivity helps students in LDCs develop digital literacy and 21st-century skills. They gain proficiency in using digital tools, collaborating online, and accessing and evaluating information from the internet. These skills are crucial in a globalized and digital world and can enhance their employability and participation in the digital economy.
Hence, by connecting schools, the Timor-Leste Government strives to ensure access to quality education for all students. Connected schools allow education as a catalyst for inclusive development, aims to bridge socioeconomic disparities and foster equitable growth across the country.
2. Challenges associated with creating a safe and secure online environment
Resolution 67 (Rev. Kigali, 2022) “The role of the ITU Telecommunication Development Sector in Child Online Protection” recognizes the needs for protecting children in an online environment. 
As schools embrace internet connectivity, the implementation of child online protection measures becomes paramount to establish a secure and safe digital environment for students. Here are key reasons underscoring the importance of these measures:
a. Inappropriate Content: The internet provides access to a vast amount of information, including explicit or harmful content that may not be suitable for children. Child online protection measures involve implementing content filtering systems, parental controls, and educational programs to safeguard students from accessing inappropriate content.
b. Online Predators and Grooming: Online connectivity can expose children to potential risks posed by online predators who engage in grooming and exploitation. Child protection measures focus on educating students about online safety, raising awareness about potential risks, and promoting responsible online behaviour to prevent such incidents.
c. Online Scams and Fraud: As students engage in online activities, they may encounter scams or fraudulent schemes. Child protection measures involve educating students about online scams, phishing attacks, and ways to protect themselves from potential threats.
d. Privacy and Data Security: Online connectivity involves the collection and storage of students' personal information and data. Child online protection measures aim to ensure that schools adhere to privacy laws, implement robust data security practices, and educate students about protecting their personal information online.
e. Digital Citizenship and Ethical Behaviour: Child protection measures encompass promoting digital citizenship and ethical behaviour among students. This includes educating them about responsible internet use, respecting others' privacy and rights, and fostering a positive and inclusive online environment.
f. Cyber-bullying and Online Harassment: With internet connectivity, there is a potential risk of cyber-bullying and online harassment among students. Child online protection measures help in raising awareness, implementing policies, and providing resources to prevent and address these issues effectively.
g. Mental Health and Well-being: Excessive internet use or exposure to negative online experiences can impact students' mental health and well-being. Child protection measures include promoting digital well-being, providing support resources, and fostering a healthy balance between online and offline activities.
In order to effectively implement comprehensive child online protection measures, schools must prioritize the establishment of a secure online environment for students, foster responsible digital citizenship, and proactively address potential risks associated with internet connectivity. Specifically, to create a safe and secure school network, Timor-Leste needs to address the following requirements:
1. Policies and Guidelines: to establish clear and comprehensive policies and guidelines that outline acceptable use of the internet, online behaviour expectations, and consequences for violations. These policies should explicitly address child protection measures, online safety, and appropriate content access.
2. Internet Filtering and Monitoring: to implement robust internet filtering systems that restrict access to inappropriate content based on predefined categories. This helps prevent students from accessing harmful or explicit material. Additionally, monitoring tools can be used to track online activities and identify any potential risks or violations.
3. User Authentication and Access Controls: to require user authentication for accessing the school network and online resources. This ensures that only authorized individuals, such as students, teachers, and staff, have access to the network. Implement access controls to restrict certain websites or platforms that pose risks to child safety.
4. Digital Citizenship Education: to provide comprehensive education and awareness programs on digital citizenship, online safety, and responsible internet use. Teach students about online risks, cyber-bullying, privacy protection, and ethical behaviour online. Engage students, teachers, and parents in discussions and workshops to foster a culture of responsible digital citizenship.
5. Professional Development and Training: to offer regular professional development and training sessions for teachers and staff on online child protection. This includes awareness of potential risks, identifying signs of online abuse or bullying, and understanding legal obligations and reporting mechanisms.
6. Reporting Mechanisms: to establish clear procedures and channels for reporting and addressing online safety concerns. Develop an anonymous reporting system where students, teachers, or parents can report incidents of online abuse, harassment, or inappropriate content. Ensure that reports are taken seriously and addressed promptly.
7. Collaboration with Parents and Guardians: to involve parents and guardians in the implementation of online child protection measures. Provide them with resources, guidance, and information on how to support their children's online safety at home. Foster open communication channels between the school and parents to address concerns and share best practices.
8. Regular Audits and Reviews: to conduct regular audits and reviews of the online child protection measures in place. Assess the effectiveness of policies, filters, monitoring systems, and training programs. Identify areas for improvement and make necessary adjustments based on emerging risks and technologies.
9. Partnerships and Stakeholder Engagement: to collaborate with external organizations, child protection agencies, and internet service providers to stay informed about emerging threats and best practices. Engage relevant stakeholders, such as law enforcement agencies and mental health professionals, to ensure a coordinated approach to online child protection.
10. Monitoring and Evaluation: Continuously monitor and evaluate the effectiveness of online child protection measures. Collect feedback from students, parents, and staff to assess the impact of the implemented strategies. Regularly review policies and guidelines to ensure they remain up to date with evolving technologies and online risks.
3. Challenges associated with the construction of a national school network
Apart from the imperative of creating a safe and secure online environment for students, constructing a national school network itself presents certain challenges. To address these challenges effectively, a robust technical plan tailored for a national school network should encompass the following key elements: 
a. Infrastructure: The network requires robust infrastructure, including wired and wireless connectivity, to connect schools across the country. This involves deploying network cables, routers, switches, and wireless access points to ensure reliable and high-speed connectivity.
b. Computing nodes: Centralized servers and/or cloud architecture can be used to host various services like email, file sharing, learning management systems, and student information systems. Adequate server infrastructure, including storage, backup systems, and virtualization technologies, is required to support these services.
c. Wide Area Network (WAN): A wide area network connects geographically dispersed schools to a central network. This involves establishing dedicated connections, such as leased lines or fiber-optic links, or utilizing existing infrastructure like internet service providers (ISPs) or satellite connections.
d. Local Area Network (LAN): Each school needs a local area network to connect devices within the premises. This includes deploying switches, access points, and structured cabling to connect computers, printers, servers, and other network devices.
e. Internet Connectivity: Internet access is crucial for accessing online educational resources, communication, and collaboration. Provisioning high-speed internet connections for schools can involve working with ISPs, deploying broadband connections, or leveraging satellite or wireless technologies in remote areas.
f. Network Security: Ensuring network security is vital to protect sensitive data and prevent unauthorized access. Implementing firewalls, intrusion detection systems, and virtual private networks (VPNs) helps safeguard the network from external threats. Access controls, authentication mechanisms, and regular security audits are also essential.
g. Network Management: Efficient network management is crucial for monitoring network health, ensuring uptime, and troubleshooting issues. Network management tools, including network monitoring systems and configuration management tools, help administrators keep the network running smoothly.
A national school network should also be designed with scalability in mind to accommodate future growth. Redundancy measures, such as backup connections, redundant hardware, and failover mechanisms, can ensure network resilience and minimize downtime. 
4. ITU support and related programs
Timor-Leste warmly invites TDAG to consider supporting measures that would facilitate the successful planning and construction of a national school network, ensuring a safe and secure online environment for all students across the country.
ITU's contribution can be instrumental in connecting schools in Timor-Leste. As a UNCTAD-designated least developed country (LDC), Timor-Leste stands to benefit greatly from ITU's assistance in implementing its National Program to connect schools to the Internet. Leveraging ITU's expertise and resources, the Timor-Leste Research and Education Network (TLREN) can address challenges in both areas of work: planning and constructing the national school network, as well as establishing a secure online environment on top of the network. The support measures may encompass the following:
· Policy and Advocacy: The ITU can assist the government to develop policies and regulatory frameworks that promote affordable and sustainable access to the internet for schools.
· Funding and Resources: The ITU can assist through the GIGA initiative to mobilize resources, including financial assistance and technical expertise, to support connectivity initiatives in LDCs. It can assist in securing funding from international organizations, governments, and private sector partners to invest in the necessary infrastructure and equipment required to connect schools.
· Connectivity Planning: The ITU GIGA initiative can also provide guidance and expertise in developing comprehensive connectivity plans tailored to the specific needs of the LDC. This includes assessing the existing infrastructure, identifying connectivity gaps, and designing a roadmap for connecting schools using appropriate technologies.
· Capacity Building: The ITU support can provide training programs and capacity-building initiatives for local technicians and educators. These programs aim to enhance their skills and knowledge in managing and utilizing the connected infrastructure effectively, ensuring sustainable maintenance and support.
· Monitoring and Evaluation: The ITU can support the LDC in monitoring and evaluating the impact of the connectivity initiatives. This includes measuring indicators such as the number of connected schools, internet penetration rates, and educational outcomes to assess the effectiveness of the implemented solutions.
· Knowledge Sharing and Cooperation: ITU can assist with knowledge sharing and best practices. It can facilitate the exchange of experiences and lessons learned among LDCs, enabling them to learn from successful connectivity initiatives implemented in other countries.
ITU support can help Timor-Leste create an enabling environment, mobilize funding, deploy infrastructure, and build local capacity to ensure that every school has access to reliable internet connectivity to provide a safe and secure online environment for its users and its community.
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