Telecommunication
Development Bureau (BDT)

Ref.: BDT/DDR/AMS/DM/038 Geneva, 18 June 2024

ITU Member States from the Americas
ITU-D Sector Members from the Americas
ITU Academia from the Americas

United Nations and Specialized Agencies
Regional and International Organizations

Subject: Invitation to the “14th Cybersecurity Technical Training Event — Regional Cyberdrill for
Americas”

Dear Sir/ Madam:

| am pleased to invite your organization to participate in the “14th Cybersecurity Technical Training Event —
Regional Cyberdrill for Americas” to be held from 23 to 27 September 2024 in Lima, Peru. This event is
organized jointly by the International Telecommunication Union (ITU), the National Telecommunications
Research and Training Institute of the National University for Engineering (INICTEL-UNI), the Ministry of
Transportation and Communications, the Secretariat of Government and Digital Transformation of the
Republic of Peru and the General Secretariat of the Andean Community.

The cybersecurity sessions, technical trainings, and simulation scenarios are intended for Administrations,
institutions, and/or national CIRT/CERT/SOC and/or national cybersecurity team with technical officials
and/or management-level officials. The event will take place over five days and includes various technical
sessions, discussions about the cybersecurity situation in Peru and in the region, keynote speakers, specialized
technical trainings and simulated scenarios oriented to incident handling. The simulation scenario and
specialized technical training sessions have limited space; therefore, early registration is recommended.

Each participant must meet the Peruvian entry requirements and cover their own travel and accommodation
costs. If you require a visa to enter Peru, consider the necessary time for its approval, and the possibility of
requesting a letter of invitation from the Government to be presented to the Peruvian consulate in your
country.

For more details, please visit the event’s website. Please note that online registration is required to participate
in the five-day event.

If you require more information, please do not hesitate to contact Mr. Pablo Palacios (Pablo.Palacios@itu.int),
Programme Officer, ITU Area Office for South America, Santiago, Chile; Mrs. Isabel Guadalupe Sifuentes
(iguadalupe@inictel-uni.edu.pe), Coordinator of Technology Transfer of the National Telecommunications
Research and Training Institute of the National University for Engineering; or Mr. Diego Caicedo
(dcaicedo@comunidadandina.org), General Secretary of the Andean Community.

We look forward to your active participation in this training event.
Yours faithfully,

[Original signed]

Cosmas Luckyson Zavazava
Director

International Telecommunication Union ¢ Place des Nations ¢ CH-1211 Geneva 20 ¢ Switzerland
Tel: +41 22 730 5111 o Fax: +41 22 730 5484 o E-mail: bdtmail@itu.int ® www.itu.int/itu-d
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Annex 1

Agenda — Sessions

14th Cybersecurity Technical Training Event — Regional Cyberdrill for Americas

Day 1: 23 September 2024

08:30 - 09:00 Entry — Onsite Registry
09:00 - 09:40 Open Ceremony
09:40 - 09:50 Group Picture
09:50 -10:10 Coffee Break
10:10 - 10:40 Keynote Speech: The cybersecurity in Peru and in the Americas
10:40 - 10:50 Questions from the public
Session 1
10:50 - 11:40 High Level Pannel:
Role of national sectors towards national cybersecurity and regional cooperation
Session 2
11:40-12:30 T, . oy . .
Strengthening national CIRTs, building trust, and the regional cooperation
12:30 - 14:00 Lunch Break
14:00 - 14:30 Keynote Speech: Al and the cybersecurity
14:30 - 14:40 Questions from the Public
Session 3
14:40 - 15:30 . . .
New technologies and the evolution of the Cybersecurity
15:30 -15:50 Coffee Break
Session 4
15:50 - 16:40 . .
Cybersecurity governance, new threats, and the risk management
16:40-17:00 Keynote Speech: The art of cybersecurity diplomacy




14th Cybersecurity Technical Training Event — Regional Cyberdrill for Americas

Agenda — Technical Trainings

Day 2: 24 September 2024

Topic: Cybersecurity Framework (CSF) Technical training offer by FIRST
Room: Room 1 Room 2

Cybersecurity Framework (CSF) Technical training offer by FIRST
09:00 -11:00

Part 1 Part 1
11:00-11:20 Coffee break

Cybersecurity Framework (CSF) Technical training offer by FIRST
11:15-12:30

Part 2 Part 2
12:30-14:00 Lunch break

Cybersecurity Framework (CSF) Technical training offer by FIRST
14:00 - 15:30

Part 3 Part 3
15:30-15:45  Coffee break

Cybersecurity Framework (CSF) Technical training offer by FIRST
15:45-17:00

Part 4

Part 4
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Agenda — Technical Trainings

14th Cybersecurity Technical Training Event — Regional Cyberdrill for Americas

Day 3: 25 September 2024

Topic: Threat Intelligence Technical training offer by FIRST
Room: Room 1 Room 2

Threat Intelligence Technical training offer by FIRST
09:00 -11:00

Part1 Part1
11:00-11:20 Coffee break

Threat Intelligence Technical training offer by FIRST
11:15-12:30

Part 2 Part 2
12:30-14:00 Lunch break

Threat Intelligence Technical training offer by FIRST
14:00 - 15:30

Part 3 Part 3
15:30-15:45  Coffee break

Threat Intelligence Technical training offer by FIRST
15:45-17:00

Part 4

Part 4




Agenda — Technical Cyberdrill
14th Cybersecurity Technical Training Event — Regional Cyberdrill for Americas

Day 4: 26 September 2024

Cyberdrill simulations are delivered through specific scenarios where is built a storyline,
interactive simulations, competence objectives, user tasks and challenges, and can focus on a
wide range of specific topics of national interest.

Cyberdrill - Initial Configuration
09:00 - 09:30
Expert: ITU

Cyberdrill — Scenario 1
09:30-11:30
Expert: ITU

11:30-11:45 Coffee Break

Presentation
11:45-12:30
Expert: OAS

12:30 - 14:00 Lunch Break

Cyberdrill — Scenario 2
14:00 - 15:30
Expert: INICTEL UNI

15:30 - 15:45 Coffee Break

Cyberdrill — Scenario 3
15:30-17:00
Expert: Partner



Agenda — Technical Cyberdrill
14th Cybersecurity Technical Training Event — Regional Cyberdrill for Americas

Day 5: 27 September 2024

Cyberdrill — Scenario 4
09:00 - 10:30
Expert: ITU

10:30 — 10:45 Coffee Break

Cyberdrill — Scenario 5
10:30 - 12:00
Expert: Partner

Presentation
12:00 —-12:30
Expert: Partner

12:30 - 14:00 Lunch Break

Cyberdrill — Scenario 6
14:00 - 15:30
Expert: Partner

15:30 — 15:45 Coffee Break

Cyberdrill - Scenario 7
15:30-17:00
Expert: Partner




