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	Abstract:
	SG17 is providing an update to the matching of ITU-D SG 1 and 2 Questions of interest to ITU-T study groups

ITU-T SG17 received liaisons statements from:
- TSAG LS-13 on Inter-sector coordination
- TDAG LS-4 on Coordination with other sectors, and 
- ITU-D Documents 1/95 and 2/102 on matching of ITU-D SG1 and SG2 Questions of interest to ITU-T Study Groups
We understand the most recent liaison statement is the one from TSAG.
Updates from SG17 Questions to TSAG LS-13 are provided in the attachment.
Attachment: SG17 updates to TSAG LS-13 (editor note, only keep lines having relation to SG17 Questions)


Attachment 1
Matching of ITU-D SG1 and SG2 Questions of interest to ITU-T study groups

Table 1 – ITU-D Questions vis-à-vis ITU-T SG17 Questions
	ITU-D SG1
Question 1/1: Strategies and policies for the deployment of broadband in developing countries

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q2/17: Security architecture and framework
	X.1041 (ex X.voLTEsec-1) Security framework for voice-over-long-term-evolution (VoLTE) network operation;
X.SDSec Guideline on Software-defined Security in SDN (Software-defined Networking)/NFV (Network Fuction Virtualization) Network;
X.srnv Security Requirements of Network Virtualization;
X.sup30 (ex X.sup-sgmvno) Supplement 30 to ITU-T X-series Recommendations - ITU-T X.805 Security guidelines for mobile virtual network operators

	
	Q6/17: Security aspects of telecommunication services, networks and Internet of Things
	X.1042(ex X.sdnsec-1)  HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13551" \o "See more details" X.sdnsec-1 Security services using the software-defined networking

	
	Q7/17: Secure application services
	X.1146 (ex X.websec-8) Secure protection guidelines for value-added services provided by telecommunication operators;
X.srfb Security Requirements and Framework for Big Data Analytics in mobile Internet services



	ITU-D SG1
Question 2/1: Strategies, policies, regulations and methods of migration and adoption of digital broadcasting and implementation of new services

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	 HYPERLINK "http://itu.int/en/ITU-T/studygroups/2017-2020/17/Pages/q6.aspx" Q6/17: Security aspects of telecommunication services, networks and Internet of Things
	

	
	Q7/17: Secure application services
	



	ITU-D SG1
Question 3/1: Emerging technologies, including cloud computing: m-services, and OTTs: Challenges and opportunities, economic and policy impact for developing countries

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q7/17: Secure application services
	X.srfb Security Requirements and Framework for Big Data Analytics in mobile Internet services

	
	Q8/17: Cloud computing security
	X.1603 (ex X.dsms) Data security requirements for the monitoring service of cloud computing;
X.GSBDaaS Guidelines on security of Big Data as a Service;
X.sgBDIP Security Guidelines for Big Data infrastructure and platform;
X.sgtBD Security guidelines of lifecycle management for telecom Big Data;
X.SRIaaS Security requirements of public infrastructure as a service (IaaS) in cloud computing;
X.SRNaaS Security requirements of Network as a Service (NaaS) in cloud computing

	
	Q13/17: Security aspects for Intelligent Transport System
	

	
	Q14/17: Security aspects for Distributed Ledger Technologies
	X.das-mgt Security framework for data access and sharing management system based on distributed ledger technology
X.dlt-sec Security considerations for using distributed ledger technology data in identity management
X.sa-dlt Security assurance for distributed ledger technology
X.sct-dlt Security capabilities and threats of distributed ledger technology
X.sra-dlt Security framework for distributed ledger technology
X.srip-dlt Security requirements for intellectual property management based on distributed ledger technology
X.ss-dlt Security services based on distributed ledger technology
X.stov Security threats to online voting using distributed ledger technology
X.str-dlt Security threats and requirements for digital payment services based on distributed ledger technology
X.tf-spd-dlt Technical framework for secure software programme distribution mechanism based on distributed ledger technology



	ITU-D SG1
Question 4/1: Economic policies and methods of determining the costs of services related to national telecommunication/ICT networks

	ITU-T SG
	ITU-T Question
	Work items



	ITU-D SG1
Question 5/1: Telecommunications/ICTs for rural and remote areas

	ITU-T SG
	ITU-T Question
	Work items



	ITU-D SG1
Question 6/1: Consumer information, protection and rights: Laws, regulation, economic bases, consumer networks

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q4/17: Cybersecurity
	X.1212 (ex X.cogent) Design considerations for improved end-user perception of trustworthiness indicators



	ITU-D SG1
Question 7/1: Access to telecommunication/ICT services by persons with disabilities and other persons with specific needs

	ITU-T SG
	ITU-T Question
	Work items



	ITU-D SG2
Question 1/2: Creating the smart cities and society: Employing ICTs for sustainable social and economic development

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q6/17: Security aspects of telecommunication services, networks and Internet of Things
	 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13552" \o "See more details" X.1331 (ex X.sgsec-2) Security guidelines for home area network (HAN) devices in smart grid systems;
 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13559" \o "See more details" X.1361 (ex X.iotsec-2) Security framework for the Internet of things based on the gateway model;
 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13547" \o "See more details" X.1362 (ex X.iotsec-1) Simple encryption procedure for Internet of things (IoT) environments;
 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13548" \o "See more details" X.1373 (ex X.itssec-1) Secure software update capability for intelligent transportation system communication devices;
X.ibc-iot Security Framework for Use of Identity-Based Cryptography in Support of IoT Services over Telecom Networks;
X.iotsec-3 Technical framework of PII (Personally Identifiable Information) handling system in IoT environment;
X.nb-iot Security Requirements and Framework for Narrow Band Internet of Things;
X.secup-iot Secure Software Update for IoT devices;
X.sgsec-3 Security guidelines for smart metering service in smart grids;
X.ssp-iot Security Requirements and Framework for IoT Service Platform;

X.amas-iot Aggregate message authentication scheme with group authentication capability for IoT environment;
X.elf-iot Standard format of IoT error logs for security incident operations;
X.iotsec-4 Security requirements for IoT devices and gateway;
X.sc-iot Security Controls for Internet of Things (IoT) systems;
X.strvms Security threats and requirements for video management system
 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=14598" \o "See more details" X.Sup26 Cor.1 ITU-T X.1111 - Supplement on security functional architecture for smart grid services using telecommunication networks: Corrigendum 1

	
	Q11/17: Generic technologies (Directory, public key infrastructure (PKI), privilege management infrastructure (PMI), Abstract Syntax Notation One (ASN.1), object identifiers (OIDs)) to support secure applications
	X.orf-gs OID-based resolution framework for IoT group services;
X.sup31 (ex X.sup-oid-iot) Supplement 31 to ITU-T X-series Recommendations - ITU-T X.660 Guidelines for using object identifiers for the Internet of things

	
	Q13/17: Security aspects for Intelligent Transport System
	X.itssec-2 Security guidelines for V2X communication systems;
X.itssec-3 Security requirements for vehicle accessible external devices;
X.itssec-4 Methodologies for intrusion detection system on in-vehicle systems;
X.itssec-5 Security guidelines for vehicular edge computing;
X.mdcv Security-related misbehaviour detection mechanism based on big data analysis for connected vehicles;
X.stcv Security threats in connected vehicles



	ITU-D SG2
Question 2/2: Telecommunications/ICTs for eHealth

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q9/17: Telebiometrics
	X.1080.1 rev e-Health and world-wide telemedicines - Generic telecommunication protocol



	ITU-D SG2
Question 3/2: Securing information and communication networks: Best practices for developing a culture of cybersecurity

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q1/17: Telecommunication/ICT security coordination
	Security Roadmap ICT security standards roadmap;
Security Compendium Security compendium;
Security Manual Security in Telecommunications and Information Technology, 7th edition;
X.TRsuss-rev Technical Report on Successful use of security standards

	
	Q2/17: Security architecture and framework
	X.1040 (ex X.salcm) Security reference architecture for lifecycle management of e-commerce business data;
X.1041 (ex X.voLTEsec-1) Security framework for voice-over-long-term-evolution (VoLTE) network operation;
X.sdnsec-3 Security guideline of Service Function Chain based on software defined network;
X.SDSec Guideline on Software-defined Security in SDN (Software-defined Networking)/NFV (Network Fuction Virtualization) Network;
X.srnv Security Requirements of Network Virtualization;
X.ssc Security Service Chain Architecture;
X.sup30 (ex X.sup-sgmvno) Supplement 30 to ITU-T X-series Recommendations - ITU-T X.805 Security guidelines for mobile virtual network operators

	
	Q3/17: Telecommunication information security management
	X.1051 (2016) Cor1 Information technology - Security techniques - Code of practice for Information security controls based on ISO/IEC 27002 for telecommunications organizations - Corrigendum 1;
X.1052-rev Organization information security management guideline;
X.1053 (ex X.sgsm) Code of practice for information security controls based on ITU-T X.1051 for small and medium-sized telecommunication organizations;
X.1054-rev Information technology - Security techniques - Governance of information security;
X.1058 (ex X.gpim) Information technology - Security techniques - Code of practice for Personally Identifiable Information protection;
X.cins Information technology - Security techniques - Guidelines for Cyber Insurance;
X.framcdc Framework for the creation and operation of a Cyber Defence Center;
X.Sup32 (ex X.sup-gpim) ITU-T X.1058 - Code of practice for personally identifiable information protection for telecommunications organizations;
X.sup-myuc Code of practice for information security control base on ITU-T X.1051 for Malaysian telecommunications organizations information and network security management

	
	Q4/17: Cybersecurity
	X.1213 (ex X.sbb) Security capability requirements for countering smartphone-based botnets;
X.1214 (ex X.samtn) Security assessment techniques in telecommunication/ICT networks;
X.1500 Amd.11, X.1500 App.I (2011) Amd.12 Overview of cybersecurity information exchange – Amendments 11 and 12;
X.fgati Framework and Guidelines for Applying Threat Intelligence in Telecom Network Operation;
X.gcpie Guidelines for Collection and Preservation of Cyber Security Incident Evidence;
X.metric Metrics for evaluating threat and resilience in cyberspace;
X.ucstix Use Cases for Structured Threat Information Expression (STIX™)

	
	Q5/17: Countering spam by technical means
	X.1248 (ex X.cspim) Technical requirements for countering instant messaging spam;
X.1249 (ex X.tfcma) Technical framework for countering mobile in-application advertising spam;
X.gcims Guidelines for countering instant messaging spam;
X.sup29 (ex X.sup-gcspi) Supplement 29 to ITU-T X-series Recommendations - ITU-T X.1242 Guidelines on countermeasures against short message service (SMS) phishing and smishing attacks;
X.sup-ctss Supplement to ITU-T X.1231 Technical framework for countering telephone service scam;
X.tecwes Technologies in countering website spoofing for telecommunication organizations;
X.tfcas Technical framework for countering advertising spam in user generated information;
X.tsfpp Technical security framework for the protection of users' personal information while countering mobile messaging spam

	
	Q6/17: Security aspects of telecommunication services, networks and Internet of Things
	X.5Gsec-q Security guidelines for applying quantum-safe algorithms in 5G systems;
X.5Gsec-t Security framework based on trust relationship in 5G ecosystem
X.1042(ex X.sdnsec-1)  Security services using the software-defined networking;
X.ibc-iot Security Framework for Use of Identity-Based Cryptography in Support of IoT Services over Telecom Networks;
X.iotsec-3 Technical framework of PII (Personally Identifiable Information) handling system in IoT environment;
X.nb-iot Security Requirements and Framework for Narrow Band Internet of Things;
X.secup-iot Secure Software Update for IoT devices;
X.sgsec-3 Security guidelines for smart metering service in smart grids;
X.ssp-iot Security Requirements and Framework for IoT Service Platform;

X.amas-iot Aggregate message authentication scheme with group authentication capability for IoT environment;
X.elf-iot Standard format of IoT error logs for security incident operations;
X.iotsec-4 Security requirements for IoT devices and gateway;
X.sc-iot Security Controls for Internet of Things (IoT) systems;
X.strvms Security threats and requirements for video management system

	
	Q7/17: Secure application services
	X.1145 (ex X.websec-6) Security framework and requirements for open capabilities of telecommunication services;
X.1146 (ex X.websec-8) Secure protection guidelines for value-added services provided by telecommunication operators;
X.sfop Security framework of open platform for FinTech services;
X.sgos Security guidelines of Web-based online customer service;
X.tfss Technical Framework for Security Services Provided by Operators;
X.srfb Security Requirements and Framework for Big Data Analytics in mobile Internet services

	
	Q8/17: Cloud computing security
	X.1603 (ex X.dsms) Data security requirements for the monitoring service of cloud computing;
X.GSBDaaS Guidelines on security of Big Data as a Service;
X.sgBDIP Security Guidelines for Big Data infrastructure and platform;
X.sgtBD Security guidelines of lifecycle management for telecom Big Data;
X.SRIaaS Security requirements of public infrastructure as a service (IaaS) in cloud computing;
X.SRNaaS Security requirements of Network as a Service (NaaS) in cloud computing

	
	Q9/17: Telebiometrics
	X.1080.0 (2017) Cor.1 Access control for telebiometrics data protection: Corrigendum 1;
X.1080.1 - X.1080.6 Telebiometrics related to;
X.tab Telebiometric authentication using bio-signals;
X.tac Telebiometric access control with smart ID card;
X.tas Telebiometric authentication using speaker recognition

	
	Q10/17: Identity management architecture and mechanisms
	X.eaasd Framework of enhanced authentication in telebiometric environments using anti-spoofing detection mechanisms

	
	Q11/17: Generic technologies (Directory, public key infrastructure (PKI), privilege management infrastructure (PMI), Abstract Syntax Notation One (ASN.1), object identifiers (OIDs)) to support secure applications
	X.500-series-rev Edition 9 of the X.500 Series;
X.cms-prof Cryptographic Message Syntax (CMS) Profile;
X.orf-gs OID-based resolution framework for IoT group services;
X.sup31 (ex X.sup-oid-iot) Supplement 31 to ITU-T X-series Recommendations - ITU-T X.660 Guidelines for using object identifiers for the Internet of things;

	
	Q13/17: Security aspects for Intelligent Transport System
	X.itssec-2 Security guidelines for V2X communication systems;
X.itssec-3 Security requirements for vehicle accessible external devices;
X.itssec-4 Methodologies for intrusion detection system on in-vehicle systems;
X.itssec-5 Security guidelines for vehicular edge computing;
X.mdcv Security-related misbehaviour detection mechanism based on big data analysis for connected vehicles;
X.stcv Security threats in connected vehicles

	
	Q14/17: Security aspects for Distributed Ledger Technologies
	X.das-mgt Security framework for data access and sharing management system based on distributed ledger technology
X.dlt-sec Security considerations for using distributed ledger technology data in identity management
X.sa-dlt Security assurance for distributed ledger technology
X.sct-dlt Security capabilities and threats of distributed ledger technology
X.sra-dlt Security framework for distributed ledger technology
X.srip-dlt Security requirements for intellectual property management based on distributed ledger technology
X.ss-dlt Security services based on distributed ledger technology
X.stov Security threats to online voting using distributed ledger technology
X.str-dlt Security threats and requirements for digital payment services based on distributed ledger technology
X.tf-spd-dlt Technical framework for secure software programme distribution mechanism based on distributed ledger technology



	ITU-D SG2
Question 4/2: Assistance to developing countries for implementing conformance and interoperability (C&I) programmes and combating counterfeit ICT equipment and theft of mobile devices

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	 HYPERLINK "http://www.itu.int/en/ITU-T/studygroups/2017-2020/17/Pages/q6.aspx" Q6/17: Security aspects of telecommunication services, networks and Internet of Things
	 HYPERLINK "https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=13550" \o "See more details" X.1127 (ex X.msec-9) Functional security requirements and architecture for mobile phone anti-theft measures



	ITU-D SG2
Question 5/2: Utilizing telecommunications/ICTs for disaster risk reduction and management

	ITU-T SG
	ITU-T Question
	Work items

	SG17
	Q4/17: Cybersecurity
	



	ITU-D SG2
Question 6/2: ICTs and the environment

	ITU-T SG
	ITU-T Question
	Work items



	ITU-D SG2
Question 7/2: Strategies and policies concerning human exposure to electromagnetic fields

	ITU-T SG
	ITU-T Question
	Work items
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	Phone number:
	+216 98 269 301

	
	E-mail:
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	Contact:
	Name/Organization/Entity:
	Mr Paul Najarian, Associate Rapporteur Q1, United States of America

	
	Phone number:
	+1 202 647 7847

	
	E-mail:
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	Contact:
	Name/Organization/Entity:
	Mr Wataru Senga, Associate Rapporteur Q1, Japan
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	E-mail:
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	Contact:
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	Ms Yiwen Wang, Associate Rapporteur Q1, China

	
	Phone number:
	+86 1068033848

	
	E-mail:
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	Contact:
	Name/Organization/Entity:
	Mr Heung Youl Youm, SG17 Chairman, Korea (Rep. of)
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	E-mail:
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Table 2 – Matrix of ITU-D Questions and ITU-T Questions

	
	ITU-D SG 1
	ITU-D SG 2

	
	Q1/1
	Q2/1
	Q3/1
	Q4/1
	Q5/1
	Q6/1
	Q7/1
	Q1/2
	Q2/2
	Q3/2
	Q4/2
	Q5/2
	Q6/2
	Q7/2

	ITU-T SG17
	Q1/17
	
	
	
	
	
	
	
	
	
	X
	
	
	
	

	
	Q2/17
	X
	
	
	
	
	
	
	
	
	X
	
	
	
	

	
	Q3/17
	
	
	
	
	
	
	
	
	
	X
	
	
	
	

	
	Q4/17
	
	
	
	
	
	X
	
	
	
	X
	
	
	
	

	
	Q5/17
	
	
	
	
	
	
	
	
	
	X
	
	
	
	

	
	Q6/17
	X
	X
	
	
	
	
	
	X
	
	X
	X
	
	
	

	
	Q7/17
	X
	X
	X
	
	
	
	
	
	
	X
	
	
	
	

	
	Q8/17
	
	
	X
	
	
	
	
	
	
	X
	
	
	
	

	
	Q9/17
	
	
	
	
	
	
	
	
	X
	X
	
	
	
	

	
	Q10/17
	
	
	
	
	
	
	
	
	
	X
	
	
	
	

	
	Q11/17
	X
	
	
	
	
	
	
	X
	
	X
	
	
	
	

	
	Q13/17
	
	
	X
	
	
	
	
	X
	
	X
	
	
	
	

	
	Q14/17
	
	
	X
	
	
	
	
	
	
	X
	
	
	
	




Table 3 – List of ITU-T Questions which could be related to ITU-D Questions even in the absence of relevant ITU-T working items
	ITU-D SG1
Question 1/1: Strategies and policies for the deployment of broadband in developing countries

	ITU-T SG
	ITU-T Question

	

	ITU-D SG1
Question 2/1: Strategies, policies, regulations and methods of migration and adoption of digital broadcasting and implementation of new services

	SG17
	Q6/17: Security aspects of telecommunication services, networks and Internet of Things

	

	ITU-D SG1
Question 3/1: Emerging technologies, including cloud computing: m-services, and OTTs: Challenges and opportunities, economic and policy impact for developing countries

	

	ITU-D SG1
Question 4/1: Economic policies and methods of determining the costs of services related to national telecommunication/ICT networks

	

	ITU-D SG1
Question 5/1: Telecommunications/ICTs for rural and remote areas

	ITU-D SG1
Question 6/1: Consumer information, protection and rights: Laws, regulation, economic bases, consumer networks

	

	ITU-D SG1
Question 7/1: Access to telecommunication/ICT services by persons with disabilities and other persons with specific needs

	

	ITU-D SG2
Question 1/2: Creating the smart cities and society: Employing ICTs for sustainable social and economic development

	

	ITU-D SG2
Question 2/2: Telecommunications/ICTs for eHealth

	

	ITU-D SG2
Question 3/2: Securing information and communication networks: Best practices for developing a culture of cybersecurity

	

	ITU-D SG2
Question 4/2: Assistance to developing countries for implementing conformance and interoperability (C&I) programmes and combating counterfeit ICT equipment and theft of mobile devices

	SG17
	Q6/17: Security aspects of telecommunication services, networks and Internet of Things

	

	ITU-D SG2
Question 5/2: Utilizing telecommunications/ICTs for disaster risk reduction and management

	SG17
	Q4/17: Cybersecurity

	

	ITU-D SG2
Question 6/2: ICTs and the environment

	

	ITU-D SG2
Question 7/2: Strategies and policies concerning human exposure to electromagnetic fields


________________
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