Telecommunication
Development Bureau (BDT)

Ref.: BDT/IEE/CYB/DM/043 Geneva, 12 July 2018

To:

- Communication Administrations of ITU
Member States from CIS region

- Regulators, Sector Members, Associates,
Regional Organizations, Academia from CIS
region

ITU Cyber Drill - ALERT (Applied Learning for Emergency Response Teams) for CIS Region,

Subject: Baku, Republic of Azerbaijan, 3-7 September 2018

Dear Sir/Madam,

| am pleased to invite you to participate in the ALERT — (Applied learning for Emergency Response Teams)
cyber drill for CIS Region, from 3 to 7 September 2018 in Baku, Republic of Azerbaijan, at the kind invitation
of the Ministry of Transport, Communications and High Technologies of the Republic of Azerbaijan.

This cyber drill is open to national CIRTs/CSIRTs, ministries, regulators, telecommunication operators,
universities and general education institutions, telecommunication equipment manufacturers, research and
design institutes, software developers and other interested stakeholders of the ITU Member States, Sector
Members and Associates from CIS. It is strongly recommended that at least two technical team members
and one management level staff be present. This capacity building exercise aims to enhance the
communication and incident response capabilities of the participating teams as well as to ensure a
continued collective effort in mitigating cyber threats among the regions’ national Computer Incident
Response Teams (CIRTs)/ Computer Security Incident Response Teams (CSIRTSs).

The first two days are dedicated to a training on CIRTs/CSIRTs management which will be organized in
collaboration with the Forum of Incident Response and Security Teams (FIRST). To ensure the quality of
courses, places are limited to 40 persons.

The third day is dedicated to a series of workshops on current cybersecurity issues which is an open forum
for ICT professionals and decision makers in government, industry, academia and NGOs to discuss their
ideas for improving cybersecurity and resiliency for security in CIS region. The conference topics of interest
include: incident response, Forensic and Malware Analysis, Threat Intelligence, Internet Resilience, Internet
Security Policies...

The two last days are dedicated to the cyber drill exercises structured around various scenarios involving
the most common types of cyberattacks while the sharing sessions provides a platform for cooperation and
discussions on cybersecurity.

The draft agenda is attached hereto (Annex 1).

In line with the collaboration between ITU and FIRST, FIRST is pleased to support applications for FIRST
membership from participants of ITU cyber drills.
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The cyber drill will be conducted in Russian and English with simultaneous interpretation.

The event will be paperless. All materials will be available on the ITU website:
https://www.itu.int/en/ITU-D/Regional-Presence/CIS/Pages/EVENTS/2018/09 Baku/09 Baku.aspx

There is no participation fee for this event, however all expenses related to travel, accommodation and
insurance of participants should be covered by your Administration/Organization.

Participants are requested to complete the Registration Form (Annex 2) and send it to the event
coordinators no later than 28 August 2018.

To encourage the participation of low-income developing countries and subject to the availability of funds,
the ITU will grant one full or two partial fellowships per eligible country of the CIS Region (Kyrgyz Republic,
Republic of Tajikistan). An application for a fellowship must be authorized by the relevant Administration.
Those intending to apply for a fellowship are required to complete the Fellowship Form (Annex 4) and send
it to the ITU Fellowships Service by email: fellowships@itu.int or by fax: +41 22 730 57 78 no later than 6
August 2018.

Should you have any questions or need clarifications concerning the venue, accommodation etc., regarding
the cyber drill, please do not hesitate to contact Mr. Fuad Mushtag oglu Mushtagov, Consultant,
International Events and Protocol Division, International Cooperation Department, Ministry of Transport,
Communications and High Technologies of the Republic of Azerbaijan (email: International-
fm@mincom.gov.az; phone: +99412 493 2152). For any other questions concerning this cyber drill please
contact Mr. Farid Nakhli, Programme Officer, ITU Regional Office for CIS (email: farid.nakhli@itu.int; phone:
+7 495 926 60 70).

I look forward to active participation from your Administration/Organization.

Yours faithfully,

[ Original signed ]

Brahima Sanou
Director

Annexes:

1. Draft Agenda

2. Registration Form

3. Practical Information

4. Fellowship Request Form
5. Visa Support Form
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ITU Cyber Drill - ALERT

(Applied Learning for Emergency Response Teams) for CIS Region
Baku, Republic of Azerbaijan, 3-7 September 2018

Event venue: Excelsior Hotel, Heydar Aliyev Avenue 2, Baku, Azerbaijan

DRAFT AGENDA

3 September 2018, Monday

Registration and Reception

Training - CIRT management (FIRST)

Coffee break. Group photo

Training - CIRT management (FIRST)

Lunch break

Training - CIRT management (FIRST)

Coffee break

Training - CIRT management (FIRST)

4 September 2018, Tuesday
Training - CIRT management (FIRST)
Coffee break
Training - CIRT management (FIRST)
Lunch break
Training - CIRT management (FIRST)
Coffee break
Training - CIRT management (FIRST)

5 September 2018, Wednesday
Participants registration
Opening ceremony:
e Ministry of Transport, Communications and High Technologies of the Republic of
Azerbaijan
e International Telecommunication Union (ITU)

Session 1

Coffee break. Group photo
Session 1 (continued)
Lunch break

Session 2

Coffee break

Session 2 (continued)

Annex 1
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08:30-09:30
09:30-11:00
11:00-11:30
11:30-13:00
13:00-14:00
14:00-15:30
15:30-16:00
16:00-17:30

09:30-11:00
11:00-11:30
11:30-13:00
13:00-14:00
14:00-15:30
15:30-16:00
16:00-17:00
17:00-17:30

6 September 2018, Thursday

Team creation, registering team accounts to Cyber Range

Scenario 1
Coffee break
Scenario 2
Lunch break
Scenario 3
Coffee break
Scenario 4

Scenario 5
Coffee break
Scenario 6
Lunch break
Scenario 7
Coffee break
Scenario 8

7 September 2018, Friday

Closing remarks by organizers
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PernoHanbHble yueHua MC3 no Kubep6esonacHoctu ans crpaH CHI - ALERT
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v& ITU Cyber Drill - ALERT
(Applied Learning for Emergency Response Teams) for CIS Region

Baku, Republic of Azerbaijan, 3-7 September 2018

PerucrpaunoHHasa ¢popma
Registration Form

damunua, Mma, oT4ecTBo:
Surname, name:

Ha3BaHue BegOMCTBA/KOMMNAHUK:
Institution/Company:

LJonKHOCTb:
Title:

Appec:
Address:

TenedoHh:
Tel.:

DNeKTPOHHaA noyra:
Email:

[ata v Bpemsa npubbiTus:
Arrival date and time:

[aTa v Bpems oTbe3aa:
Departure date and time:

Homep pelica/noesaa, KoTopbim Bbl
npueaerte:
Arriving by flight/train:

Homep pelica/noesaa, KotopbiMm Bbl yeaerTe:
Departing by flight/train:

Mpocbba 3abpoHMpoOBaTb HOMEP B FOCTUHULLE N
Excelsior no cneymanbHomy Tapudy (185,00
maHaTo8s/110,12 gonn.)

Please book a room in the Excelsior Hotel at
the special rate (185.00 AZN/ 110.12 USD)? 0

TpaHcdep Hy»KeH: ]
Transfer is necessary: ]

Please send the form duly completed to the workshop coordinator Mr. Fuad Mushtag oglu Mushtagov by email:
international-fm@mincom.gov.az and to the ITU Regional Office for CIS by email: vera.soloveva@itu.int by 28
August 2018.

Mpocbba HanpaBWTb 3aNOJIHEHHYK PEerncTpauMoHHylo ¢GopmMmy KoopauHaTopy cemMuHapa Pyaay Mywrtar orny
MywTaroBy Ha 3/IeKTPOHHYO nouTy: International-fm@mincom.gov.az u B PernoHanbHoe otaeneHne MC3 Ha
3/IEKTPOHHYIO NMoyTy: vera.soloveva@itu.int go 28 asrycra 2018 roga.
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Annex 3

‘4“ ITU Cyber Drill - ALERT
&) (Applied Learning for Emergency Response Teams) for CIS

V‘ J Region

Baku, Republic of Azerbaijan, 3-7 September 2018

NPAKTUYECKAA NHOOPMALINA

1. Event venue

Excelsior Hotel
Afuja Conference Hall

2 Heydar Aliyev Avenue
Baku, AZ-1154, Azerbaijan
Tel: (+994 12) 496 80 00
Fax: (+994 12) 496 80 08
www.excelsior.az

2. Registration

Registration will start on Monday, 3 September 2018, at 9:00 a.m. in the event venue.
2. Languages

The event will be conducted in Russian and English with simultaneous interpretation.
4. Recommended hotels

Excelsior Hotel & Spa (event venue)

2 Heydar Aliyev Avenue

Baku, AZ-1154, Azerbaijan

Tel: (+994 12) 496 80 00

Fax: (+994 12) 496 80 08
www.excelsior.az

Heritage Single (Deluxe Room) is offered to participants at a special rate of 185,00 AZN (equal to 110,12 USD).

The above rate includes 18% VAT, municipal tax (1.30 AZN), open buffet breakfast, use of Aura fitness centre
and shuttle service from the hotel to the city centre and back (hourly).

To book Heritage Single (Deluxe Room) in Excelsior Hotel at the special rate of 185,00 AZN (110,12 USD), par-
ticipants are requested to mark relevant field in the Registration Forms (Annex 2) and send it to Mr. Fuad
Mushtag oglu Mushtagov at email: International-fm@mincom.gov.az by 28 August 2018.

5. Transport

In Baku, there is a well-developed transport network, including metro, buses, and taxi. Taxi can be ordered by
telephone. It is recommended to use official taxi provided by large companies, which have special markings.

The host will provide arrival and departure transfer from the airport of Baku to Excelsior Hotel and back. To
enable the host to provide transfer, participants are kindly requested to mark relevant field in the Registration

1
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Annex 3
Form (Annex 2) and send it to Mr. Fuad Mushtag oglu Mushtagov at email: International-
fm@mincom.gov.az by 28 August 2018.

6. Contacts

ITU Regional Office, Moscow Ministry of Transport, Communications, and High

Mr. Farid Nakhli Technologies of the Republic of Azerbaijan
Programme Officer Mr. Fuad Mushtag oglu Mushtagov

Telephone: +7 495 926 60 70 Consultant, International Events and Protocol Division,
Email: farid.nakhli@itu.int International Cooperation Department, Ministry of

Transport, Communications and High Technologies of
the Republic of Azerbaijan

Telephone: +99412 493 2152

Email: International-fm@mincom.gov.az

7. Currency/exchange rates/credit cards

National currency unit in the Republic of Azerbaijan is manat (AZN). Credit cards are accepted for payments in
banks, large hotels, and shops.

As of 5 July 2018, AZN exchange rate was as following:

1USD =1.70 AZN, 1 EURO = 1.99 AZN.

Information on current exchange rate of AZN against other currencies is available at: www.nba.az .
8. Banks

Banks are open from 9:00 till 19:00, Monday to Saturday. Currency exchange is carried out by all banks and ex-
change offices. Exchange offices are open all days of the week.

9. Climate

The climate of Baku is soft continental. In September, the average daily temperature is + 26.6 C°, average night
temperature is + 24.9 C°.

10. Time

Time in Azerbaijan is 4 hours ahead of Greenwich Mean Time (GMT+4).
6. Communication tools

In the event venue, participants will be provided with the Internet access.

Telephone code of Baku is +998 71. For international calls from Baku, one should dial 00 + code of the country +
code of the city or follow the instructions on telephone card.

9. Electricity

The standard supply is 220 V/ 50 Hz, third party adapter. In the hotels, electric points with standard supply of
220V are used.
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Annex 3

11. Visa
Participants should apply for visa information to Consulate of the Republic of Azerbaijan in their country well in

advance. Those participants who need a visa to enter the Republic of Azerbaijan are kindly requested to fill in
Visa Support Form (Annex 5) and send it along with copy of the passport to the event coordinator Fuad
Mushtag oglu Mushtagov at email: International-fm@mincom.gov.az by 6 August 2018.
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PernoHanbHble yueHna MC3 no Kubep6esonacHoctn gna ctpaH CHr -

d‘ ALERT (Applied Learning for Emergency Response Teams)
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VQ J ITU Cyber Drill - ALERT
(Applied Learning for Emergency Response Teams) for CIS Region

Baku, Republic of Azerbaijan, 3-7 September 2018

Please return to: Support Services Divi-  E-mail : fellowships@itu.int
sion ITU/BDT Tel: +41 22 730 5487
Geneva (Switzerland) Fax: +41 22 730 5778

Request for a fellowship to be submitted by 6 August 2018

Participation of women is encouraged
YyacTtue eHLuH NpuBeTcTByeTca

Country:

Name of the Administration or Organization:

Mr. / Ms.

(family name) (given name)

Title:

Address:

Tel.: Fax:

E-mail:

PASSPORT INFORMATION:

Date of birth:

Nationality: Passport number:

Date of issue: In (place): Valid until (date):
CONDITIONS

1. One full fellowship per eligible country (Low income countries).

2. One return ECO class airticket by the most direct/economical route
3. A daily subsistence allowance to cover accommodation, meals and incidental expenses in Baku
3. Imperative that fellows be present from the first day and participate during the entire duration of the event

Signature of fellowship candidate: Date:

TO VALIDATE FELLOWSHIP REQUEST, NAME AND SIGNATURE OF CERTIFYING OFFICIAL DESIGNATING PARTICIPANT MUST BE COMPLETED BELOW

WITH OFFICIAL STAMP.

Signature: Date:
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(Applied Learning for Emergency Response Teams) for CIS Region

ITU Cyber Drill - ALERT

Baku, Republic of Azerbaijan, 3-7 September 2018

Mpunoxexue 5/Annex 5

Mpocbba npu 3anonHeHnn ucnonbsosatb 3ATSIABHbBIE 6yksbi/ Please use CAPITAL letters.

®OPMA A4N1A NONYYEHUA BU3OBOW NOALEPYKKMU

VISA SUPPORT FORM

damunnna, nma:
Surname, name:

Mon/Gender:

Ha3BaHue BegOMCTBA/KOMMNAHUK:
Institution/Company:

NonxHocTb/Title:

Appec/Address:

TenedoH/Tel.:

dakc/Fax:

MpaxkpgaHcTBo/Citizenship:

Homep nacnopTta/Passport number:

[aTa Bblgaun/Date of issue:

Nencrteutenen ao/Valid till:

CTtpaHa un ropog, rae Bbl byaete
nonyyatb Busy/

Country & city where you will obtain
visa:

[OaTa poxkaeHua/Date of birth:

MecTo poxkaeHua/Place of birth:

[aTa npnbbiTna B Asepbainakar/
Date of arrival in Azerbaijan:

[aTa otbe3aa/Date of departure:

Heo6x0aMMO TaKKe NPUNOKUTD CKAHMPOBAHHYIO KONUIO Nacnopra.

Please attach scan copy of your passport.

Please send the form duly completed to the workshop coordinator Mr. Fuad Mushtag oglu Mushtagov by email:
international-fm@mincom.gov.az by 6 August 2018.

Mpocbba HanpaBWTb 3anNO/IHEHHYKD pPerncTpaLmoHHylo ¢opmMmy KoopauHaTopy cemuHapa ®yagy MywTtar oray
MyLwTarosy Ha 3/IeKTPOHHYO noyTay: International-fm@mincom.gov.az Ao 6 aBrycta 2018 roaa.
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