[bookmark: OLE_LINK3][bookmark: OLE_LINK2][bookmark: OLE_LINK1]	WTDC-17/42(Add.3)-E	Page 6
	[image: C:\Users\ponder\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\BDT-25th_anniversary_2017-Logo_411959-3_transparent.png] 
	World Telecommunication Development
Conference 2017 (WTDC-17)
Buenos Aires, Argentina, 9-20 October 2017
	[bookmark: ditulogo][image: C:\Users\ponder\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\BDT-25th_anniversary_2017-Logo_411959-1_transparent.png]

	[bookmark: dhead]
	

	[bookmark: dnum][bookmark: dmeeting]PLENARY MEETING
	Addendum 3 to
Document WTDC-17/42-E

	[bookmark: ddate][bookmark: dblank]
	22 September 2017

	[bookmark: dbluepink][bookmark: dorlang]
	Original: English

	United States of America

	PROPOSAL FOR ITU-D STUDY QUESTION 3/2 – SECURING INFORMATION AND COMMUNICATION NETWORKS: BEST PRACTICES FOR DEVELOPING A CULTURE OF CYBERSECURITY

	

	

	Priority area:	-	Study Group Questions
Summary:
The United States recognizes the important work that has taken place during the last study period under ITU-D Study Question 3/2 – Securing information and communication networks: Best practices for developing a culture of cybersecurity.  The Study Group recommended maintaining the   current terms of reference for Question 3/2 as approved by WTDC-14 since this will l continue to provide an effective and flexible mechanism for promoting a culture of cybersecurity by raising awareness, identifying best practices and developing appropriate training material.  Therefore, the United States proposes no change (NOC) for Study Question 3/2 and supports the continuation of the question under the existing Terms of Reference. 
Expected results:
Under the United States’ no change (NOC) proposal, the existing terms of reference for Study Question 3/2 from the 2014-2017 study cycle will continue for the next study cycle.
References:
ITU-D SG2 Question 3/2; Final Report of Question 3/2.




STUDY GROUP 2
Introduction
The United States recognizes the important work that has taken place during the last study period under ITU-D Study Question 3/2 – Securing information and communication networks: Best practices for developing a culture of cybersecurity.  During the final meeting of Question 3/2 for the 2014-2017 study cycle, the Final Report for Question 3/2 received broad praise for presenting a comprehensive set of best practices and case studies that provided robust and practicable guidance  for a wide variety of stakeholders.  During the study period the Rapporteur Group’s management team together with the BDTalso organized three cybersecurity capacity building workshops between 2015 and 2017 that brought together cybersecurity experts from industry, academia and government agencies to share knowledge, information and best practices concerning effective, efficient and useful measures and activities to enhance cybersecurity.  The Study Group in its final meeting,  recommended that the existing Terms of Reference as agreed to by WTDC-14 remain as is for the 2018-2021 study cycle.  This will promote the continued development of relevant capacity building workshops.  The United States applauds the Rapporteur Group and all participants for this vital work.
  
The United States also recognizes the relevance of the work under Question 3/2 for all participants in ITU-D.  Question 3/2 received more than 60 high-quality contributions during the 2014-2017 study period, all of which contributed to the quality of the Final Report of the Study Question.  The United States shares the view of all who submitted contributions to Question 3/2 that it is vital to continue building confidence and security in the use of telecommunications/ICTs.
Finally, the United States notes that in the Final Report of Question 3/2 for the 2014-2017 study cycle, the Rapporteurs for Question 3/2 recommended continuing to focus on key areas per the current terms of reference.[footnoteRef:1]  The current terms of reference of Question 3/2 as approved by WTDC-14 have, and will continue to, provide an effective and flexible mechanism for promoting a culture of cybersecurity by raising awareness, identifying best practices and developing appropriate training material.  Therefore the United States supports the Rapporteurs’ recommendation that Question 3/2 continue with its current terms of reference during the 2018-2021 study period.   [1:  Final Report for Question 3/2, available at: https://www.itu.int/md/meetingdoc.asp?lang=en&parent=D14-SG02-C-0483.] 

Proposal
For the reasons stated above, the United States proposes no change (NOC) for ITU-D Study Question 3/2 during the 2018-2021 study cycle.
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[bookmark: _GoBack]QUESTION 3/2
Securing information and communication networks: 
Best practices for developing a culture of cybersecurity
1	Statement of the situation or problem
Securing information and communication networks and developing a culture of cybersecurity have become key in today’s world for a number of reasons, including: 
a)	the explosive growth in the deployment and use of information and communication technology (ICT);
b)	cybersecurity remains a concern of all and there is thus a need to assist countries, in particular developing countries, to protect their telecommunication/ICT networks against cyberattacks and threats;
c)	the need to endeavour to ensure the security of these globally interconnected infrastructures if the potential of the information society is to be achieved;
d)	the growing recognition at the national, regional and international levels of the need to develop and promote best practices, standards, technical guidelines and procedures to reduce vulnerabilities of and threats to ICT networks;
e)	the need for national action and regional and international cooperation to build a global culture of cybersecurity that includes national coordination, appropriate national legal infrastructures, and watch, warning and recovery capabilities, government/industry partnerships, and outreach to civil society and consumers;
f)	the requirement for a multistakeholder approach to effectively make use of the variety of tools available to build confidence in the use of ICT networks;
g)	United Nations General Assembly (UNGA) Resolution 57/239, on creation of a global culture of cybersecurity, invites Member States "to develop throughout their societies a culture of cybersecurity in the application and use of information technology";
h)	UNGA Resolution 68/167, on the right to privacy in the digital age, affirms, inter alia, "that the same rights that people have offline must also be protected online, including the right to privacy"; 
i)	best practices in cybersecurity must protect and respect the rights of privacy and freedom of expression as set forth in the relevant parts of the Universal Declaration of Human Rights, the Geneva Declaration of Principles adopted by the World Summit on the Information Society (WSIS) and other relevant international human rights instruments;
j)	the Geneva Declaration of Principles indicates that "A global culture of cybersecurity needs to be promoted, developed and implemented in cooperation with all stakeholders and international expert bodies", the Geneva Plan of Action encourages sharing best practices and taking appropriate action on spam at national and international levels, and the Tunis Agenda for the Information Society reaffirms the necessity for a global culture of cybersecurity, particularly under Action Line C5 (Building confidence and security in the use of ICTs); 
k)	ITU was requested by WSIS (Tunis, 2005), in its agenda for the implementation and follow-up, to be the lead facilitator/moderator for Action Line C5 (Building confidence and security in the use of ICTs), and ITU‑T, ITU‑R, ITU‑D and the General Secretariat, based on such responsibility and in response to relevant resolutions adopted by the World Telecommunication Development Conference (WTDC) (Doha, 2006 and Hyderabad, 2010), by the Plenipotentiary Conference (Antalya, 2006 and Guadalajara, 2010), as well as by the World Telecommunication Standardization Assembly (Johannesburg, 2008 and Dubai, 2012), have carried out many studies in order to improve cybersecurity;
l)	WSIS outputs (both phases: Geneva, 2003 and Tunis, 2005) called for building confidence and security in the use of ICTs;
m)	WTDC Resolution 45 (Rev. Dubai, 2014) supported the enhancement of cybersecurity among interested Member States;
n)	consistent with its mandate, ITU‑D should play a role in bringing together Member States, Sector Members and other experts to share experiences and expertise for securing ICT networks;
o)	the results of Question 22-1/1 in the past study period, which include numerous reports, and contributions from across the globe;
p)	there have been various efforts to facilitate the improvement of network security, including the work of Member States and Sector Members in standards-setting activities in ITU‑T and in the development of best-practice reports in ITU‑D; by the ITU secretariat in the Global Cybersecurity Agenda (GCA); and by ITU‑D in its capacity-building activities in the relevant programme; and, in certain cases, by experts across the globe;
q)	governments, service providers and end-users, particularly in least developed countries (LDCs), face unique challenges in developing security policies and approaches appropriate to their circumstances;
r)	Member States and infrastructure operators would benefit from additional reports detailing the various resources, strategies and tools available to build confidence in the use of ICT networks and the role of international cooperation in this regard;
s)	spam continues to be a serious concern;
t)	evolving methodologies on common testing criteria for telecommunication networks;
u)	the need for simplified test procedures at basic level for security testing of telecommunication networks to promote a security culture.
2	Question or issues for study
a)	Discuss approaches and best practices for evaluating the impact of spam within a network, and provide the necessary measures, including mitigation techniques, that developing countries can use, taking into account existing standards and available tools.
b)	Provide information on current cybersecurity challenges that service providers, regulatory agencies and other relevant parties are facing.
c)	Continue to gather national experiences from Member States relating to cybersecurity, and to identify and examine common themes within those experiences.
d)	Continue to analyse results of the cybersecurity awareness survey carried out in the last study period, and issue an updated survey so as to measure progress over time.
e)	Provide a compendium of relevant, ongoing cybersecurity activities being conducted by Member States, organizations, the private sector and civil society at the national, regional and international levels, in which developing countries and all sectors may participate, including information gathered under c) above.
f)	Examine specific needs of persons with disabilities, in coordination with other relevant Questions. 
g)	Examine ways and means to assist developing countries, with the focus on LDCs, in regard to cybersecurity-related challenges.
h)	Continue to gather national experiences and national requirements in the area of child online protection, in coordination with other relevant activities.
i)	Hold ad hoc sessions, seminars and workshops to share knowledge, information and best practices concerning effective, efficient and useful measures and activities to enhance cybersecurity, using outcomes of the study, to be collocated as far as possible with meetings of Study Group 1 or of the rapporteur group for the Question.
j)	Gather national experience and requirements on common criteria and security testing that would facilitate the development of a framework and guidelines that could speed up the security testing of telecommunication equipment, in collaboration with the relevant ITU‑T study groups and other standards-developing organizations (SDOs), as appropriate, and taking into account available information and material in these entities.
3	Expected output
1	Reports to the membership on the issues identified in § 2 a) to j) above. The reports in question will reflect that secure information and communication networks are integral to building of the information society and to the economic and social development of all nations. Cybersecurity challenges include potential unauthorized access to, destruction of and modification of information transmitted on ICT networks, as well as countering and combating spam. However, the consequences of such challenges can be mitigated by increasing awareness of cybersecurity issues, establishing effective public-private partnerships and sharing successful best practices employed by policy-makers and businesses, and through collaborating with other stakeholders. In addition, a culture of cybersecurity can promote trust and confidence in these networks, stimulate secure usage, ensure protection of data and privacy while enhancing access and trade, and enable nations to better achieve the economic and social development benefits of the information society.
2	Educational materials for use in workshops, seminars, etc.
3	Accumulation of knowledge, information and best practices on effective, efficient and useful measures and activities to enhance cybersecurity in developing countries resulting from ad hoc sessions, seminars and workshops.
4	Timing
This study is proposed to last four years, with preliminary status reports to be delivered on progress made after 12, 24 and 36 months.
5	Proposers/sponsors
ITU‑D Study Group 1; Arab States; Inter-American proposal; Japan; Islamic Republic of Iran.
6	Sources of input
a)	Member States and Sector Members
b)	Relevant ITU‑T and ITU‑R study group work
c)	Relevant outputs of international and regional organizations
d)	Relevant non-governmental organizations concerned with the promotion of cybersecurity and a culture of security
e)	Surveys, online resources
f)	Experts in the field of cybersecurity
g)	Other sources, as appropriate.
[bookmark: DIAP9][bookmark: DIAP10][bookmark: DIAP11]7	Target audience
	Target audience
	Developed countries
	Developing countries[footnoteRef:2]1 [2: 1 	These include the least developed countries, small island developing states, landlocked developing countries and countries with economies in transition.] 


	Telecom policy-makers
	Yes
	Yes

	Telecom regulators
	Yes
	Yes

	Service providers/operators
	Yes
	Yes

	Manufacturers
	Yes
	Yes


a)	Target audience
National policy-makers and Sector Members, and other stakeholders involved in or responsible for cybersecurity activities, especially those from developing counties.
b)	Proposed methods for implementation of the results
The study programme focuses on gathering information and best practices. It is intended to be informative in nature and can be used to raise awareness for Member States and Sector Members of the issues of cybersecurity and to draw attention to the information, tools and best practices available, the results of which may be used in conjunction with BDT-organized ad hoc sessions, seminars and workshops.
8	Proposed methods of handling the Question or issue
The Question will be addressed within a study group over a four-year study period (with submission of interim results), and will be managed by a rapporteur and vice‑rapporteurs. This will enable Member States and Sector Members to contribute their experiences and lessons learned with respect to cybersecurity. 
9	Coordination
Coordination with ITU‑T, in particular Study Group 17 or its successor, ITU‑D Question 7/1 on persons with disabilities, as well as other relevant organizations, including FIRST, IMPACT, APCERT, OAS CICTE, OECD, RIRs, NOGs, M3AAWG and others. Given the existing level of technical expertise on the issue in these groups, all documents (questionnaires, interim reports, draft final reports, etc.) should be sent to them for comment and input prior to being submitted to the full ITU‑D study group for comment and approval.
10	BDT programme link
The BDT programme under Output 3.1 of Objective 3 shall facilitate exchange of information and make use of the output, as appropriate, to satisfy programme goals and the needs of Member States.
11	Other relevant information
–
Reasons:	The United States of America proposes to maintain the current terms of reference for ITU-D Study Question 3/2, as they are achieving the current mandate and objectives in a flexible and practicable manner.  The United States also notes that the Rapporteurs for Question 3/2, in their Final Report for the 2014-2017 study cycle, recommended continuing Question 3/2 under the current terms of reference.
_______________
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	Name/Organization/Entity:
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