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Summary:
[bookmark: Summary]The contribution reflects Indonesia's proposal for assistance to ITU-D in establishing capacity building guidelines and activities/programs on national cyber security strategy planning, policy and leadership.
Expected results:
[bookmark: Results]Approval of the Draft Resolution XX (WTDC-17) on "Capacity Building for Member States on National cyber security strategy planning, policy, and leadership", and its proper implementation. 
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[bookmark: Proposal]
DRAFT NEW RESOLUTION [INS-1]
Capacity Building for Member States on Cyber Security Strategy
Planning, Policy and Leadership

The World Telecommunication Development Conference (Buenos Aires, 2017),
recalling
	UN General Assembly Resolution 57/239, on Creation of a global culture of cybersecurity;
considering
a)	Resolution 181 (Guadalajara, 2010), on Definitions and terminology relating to building confidence and security in the use of information and communication technologies;
b)	WTSA Resolution 50 (Dubai, 2012), on Cybersecurity;
c)	WTSA Resolution 52 (Dubai, 2012), on Countering and combating spam;
d)	WTDC Resolution 69 (Rev. Dubai, 2014), on Facilitating creation of national computer incident response teams, particlualrly for developing countries, and cooperation betwen them;
e)	Resolution 130 (Rev. Busan, 2014), on Strengthening the role of ITU in building confidence and security in the use of information and communication technologies;
recognizing
a)	Dubai Action Plan No. 4: Strengthening cybersecurity seen as a global challenge;
b)	Draft Buenos Aires Action Plan 2018-2021, Section 2, Objective 2, Output 2.2, 2, Programme: Cybersecurity;
noting
a)	Asia Pacific Regional Initiatives number 3: harnessing the benefits of new technologies,
resolves to instruct the Director of the Telecommunication Development Bureau
1	to support and provide ITU Member States with programs and activities (workshops, seminars, or trainings) aimed at particularly building the capacity of policy makers  and experts in cybersecurity strategy planning, policy and leadership;
2	to provide crucial support for these cybersecurity programs and activities, in cooperation with global organizations, donors, sponsors and or Member States;
3	upon request of Member States, to dispatch relevant expert(s) to assist in establishing and or evaluating said cyber security strategic planning and policy;
4	to provide proper monitoring and evaluation mechanism for the implementation of these programs and activities, and follow up for any further studies, programs and activities which would particularly sustain and enhance capacity building of policy makers and or experts in the field of cybersecurity.

Reasons:
Indonesia views that there have been many capacity building trainings/seminars/workshops provided by ITU on ICTs, yet none have been given in the field of national cyber security strategy planning, policy and leadership. Furthermore, ITU has also established a National Cyber Security Strategy Guide (2011) which is planned to be updated in 2016. Indonesia seeks ITU to disseminate this updated guide, and provide capacity building programs/activities on national cybersecurity strategy, in particular its planning, policy, and leadership aspects. 
Indonesia proposes such Resolution to build the capacity of senior officials in formulating and implementing long term cyber security strategy and specific topics and areas which include:
1.	How to Develop Strategic Plans that resonate with other IT and business leaders
2.	Create Effective Cybersecurity Policy: break down the steps towards policy development and building the ability to design and assess policies that can successfully guide the public sector organization
3.	Develop Management and Leadership Skills: management tools and frameworks to better lead, inspire, and motivate the teams
4.	Gaining insight from ITU Cybersecurity guide approaches to cybersecurity policy including but not limited to subjects of: cybersecurity, and cyber resilience
5.	Case studies from various critical sectors
6.	Develop a guideline on cyber norms, rules, and principles for the responsible behavior of States.
Therefore, Indonesia seeks to propose this Resolution for capacity building assistance for Member States in the field mentioned above, and hopes that this draft Resolution could be accepted.
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