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To enhance knowledge of the
experiences and practices of
European children and
parents regarding risky and
safer use of the internet and
new online technologies, in
order to inform the promotion

of a safer online environment
for children. Online




Objectives

e design arobust survey instrument appropriate for identifying . . .

(a) children’s online access, use, range and nature of risk experiences, coping
responses and safety awareness

(b) parental experiences and safety practices regarding their child’s internet use

To administer the survey in a reliable and ethically-sensitive manner to
national samples of internet users aged 9-16 and their parents in Europe

To analyse the results systematically to identify core findings and more
complex patterns among findings on a national and comparative basis

To identify and disseminate . ..

(a) findings in a timely manner to relevant national/international stakeholders
(b) recommendations for safety awareness initiatives in Europe

(c) remaining knowledge gaps and methodological guidance for future research
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Classifying risks (exemplars) @

e nat

Content Contact

Child as receiver Child as participant
(of mass productions) | (adult-initiated activity)

Aggressive Violent / gory content | Harassment, stalking

Sexual Pornographic ‘Grooming’, sexual
content abuse or exploitation

Values Racist / hateful Ideological persuasion
content

Commercial | Embedded Personal data
marketing misuse

Note: risks in bold are included in the survey

26/11/2010



Demographlc
Harm
Risk
Usage Activities
factors
Psychological copmg

INDIVIDUAL USER

Socio-economi
stratification

Country as unit of analysis

Surveying ‘Europe’

Participating countries

Random stratified sample

1000 9-16 year olds per country
Interviews at home, face to face
Self-completion for sensitive questions
Indicators of vulnerability and coping
Data from child paired with a parent
Directly comparable across countries
Validation via cognitive/pilot testing
National stakeholders consulted
International advisory panel

Fieldwork in spring/summer 2010

> Now: 23420 internet-users, 23 countries
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A comparative design

The findings compare:

® Children’s experiences of the internet across locations and devices

B Similarities and differences by children’s age, gender and SES

Arange of risks experienced by children online

Children’s perception of the subjective harm associated with these risks
Children’s roles as ‘victim’ and ‘perpetrator’ of risks

Accounts of risks and safety practices reported by children and their parents

Data across countries for analysis of national similarities and differences

Survey development

* Literature review to identify themes and gaps, previous questionnaires
- from the work of EU Kids Online |, 2006-9

* Scope themes and hypotheses, sampling decisions, research ethics
- network meeting with international advisors, June 2009
- draft survey questionnaire, Nov 2009

* Iterative drafting and validation process, with network and experts:
- cognitive testing in UK, Jan 2010
- translation (and back translation) into 24 languages, Feb 2010
- cognitive testing in 24 countries, March 2010
- pilot testing in 5 countries, April 2010

* Fieldwork in 25 countries, May-Oct 2010




: )
Survey challenges and solutions <y

Ethics of research — esp. for risky experiences, vulnerable children

- Careful procedures, institutional approval, age versions, routing, advice leaflet
Translation — comparability of meaning of key terms (e.g. ‘upset’, ‘bully’)

- Back translation, checking by network, cognitive testing . ..

Children’s understanding (e.g. of technical terms, platforms, services)

- Cognitive testing limited what was asked, especially in self-completion section
Children’s availability, concentration, interest

- Complexity/ length of questionnaire, pilot testing, lower age limit, age versions
Standardisation

-> Standardisation (after wide discussion) preferred over contextual variations
Sampling representativeness

-> 3 stage stratified random sampling for national representativeness, weighted
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Use at home is high

85% use at
home

48% have
in bedroom

Privatised
use is
growing

SES and
age matter
more than
gender

National
variation

M % Own bedroom at home
™ % At home but notin own bedroom
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Mobile access growing

= % Handheld device

= % Mobile phone but no other handheld device
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10% handheld
devices

And 21% have
mobile access

Flexible access
is growing

Age and SES
matter

National
variation

m % Handheld device
= % Mobile phone but no other handheld device
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Internet embedded in daily life,
users are getting younger

6{\.
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57% use every day or almost daily

92% use at least weekly

86 minutes online in an average day
(see graph)

SES matters especially for daily use:
64% high SES vs. 49% low SES

Age matters also for daily use:
33% 9-10 yrs vs. 77% 15-16 yrs

Children first go online at 9 yrs old:
at 7 for 9-10 yrs, at 11 for 15-16 yrs

Girls

Boys

9-10yrs

(&
=H

11-12 yrs

=
N

' '
©
~

13-14 yrs

15-16 yrs 115

Low SES

©
=3

Medium SES

e}
al

'
©
=y

High SES

All children

H
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Minutes per day online

9-12 year old |13-16 year old

Used the intamet for

Multiple opportunities ==

7 a2 a7 a0 B4

Walched video clips 69 58 76 51 83

Played internat games

Schoolwork tops the list

Then content produced by others

Webcams popular among teens

Chat rooms less common overall

Age differences are substantial

Average 7 of 17 activities in past month

Also communication — IM, SNS, email

Creating content is still less common

Few gender differences except games

on your own of against 66 62 a6 83 T4
the computer

Used instant
messaging

42 46 7% 74 B1
Visdted a social
networking profile
Sentreceived email 42 43 72 72 58

Read/walched the

kT as 59 57 48
news on the infernet

Played games with
sther people anline

Downloaded music or
films

46 32 62 N 44

Put or posted photos,
videcs or music to 22 22 53 52 38
share with others

Piorpostede. a4 o8 carc w0 M
message on a website
Used a webcam 17 17 42 3 ]
Visited a chatroom 14 12 H Fa 22
Created a character, 19 18 20 13 %
pet or avatar
Used file shariny sites 10 B 27 20 12
Spent time in a virtual 4

18 1 22 13 1T

- .

Written a blog or online 5 5 i3 16 10

diary
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I % Sean sexual images on any websies

M % Seen sexual images al all, onbne or offine

Sexual images off/online

“In the past year, you will have seen lots of different
images — pictures, photos, videos. Sometimes, these
might be obviously sexual — for example, showing
people naked or having sex. Have you seen anything
of this kind?”

23% have seen sexual images online or offline

Who? More older than younger children

Teenage boys 13-16 most likely to see sexual images
online — 23%

® \Where did they see this? 14% online, 12% on
television/film/video, 7% in magazines

Most often seen via accidental pop-ups

What did they see? 12% - nudity, 8% - someone
having sex, 8% - genitals, 3% - violent sex

M Seer sexual images on the internet

F ro m r i S k to h ar m ? Bothered after s-eeing such images -
Sexual images

Girls

n . ) Boys
14% have seen sexual images online
9-10 yrs
But only 5% overall (36% of those who saw
sexual images online) were bothered by 11-12 yrs
this
13-14 yrs
® Girls and younger children less likely to 1516
-16 yrs
see such images but more likely to be
bothered/upset Low SES
= Among those who were bothered, Medium SES
38% were a bit upset, 32% fairly upset, 16%
very upset High SES
Still, most got over it straight away All chidren

0 20 40 60 80 100




Parental awareness

Among those children who have encountered the particular risk online ...

= Seeing sexual images online:

41% of parents are not aware of this, 24% say they don’t know
Parents are least aware when daughters (47%) and

younger children (56% 9-10 year olds) have seen sexual images online

Being bullied online:
56% of parents are not aware of this, 14% say they don’t know
Parents are less aware when this involves their 9-10 year olds (64%)

Receiving sexual message online:
52% of parents are not aware of this; 26% say they don’t know
Parents of younger children, and in higher SES homes, are least aware

Meeting an online contact offline:
61% of parents are not aware of this, 11% say they don’t know
Parents of younger children, of boys, and in higher SES homes, are less aware

Timetable

B June 2009 Kick-off meeting

= July 2009 Tender for fieldwork subcontractor

B Oct 2009 Workshop 1: Survey questionnaire/sample design

®  Nov 2009-Mar 2010 Survey development, translation, piloting, finalising

®  Mar-Nov 2010 Fieldwork

= May 2010 Consult stakeholders about analysis and dissemination

= July-Nov 2010 Data cleaning, top line analysis

= July 2010 Workshop 2: Core findings and emerging messages

® Oct 2010 TOPLINE REPORT at Safer Internet Forum

B Wwinter 2010 Statistical analysis — patterns, hypotheses, comparisons
B Nov 2010 Consult stakeholders about analysis and recommendations
B jan 2011 Workshop 3: Analysis, recommendations, dissemination

= April 2011 REPORT: Patterns of risk and safety online

® June 2011 REPORT: Cross-national comparisons + recommendations
= Sept 2011 Conference and FINAL REPORT
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More at www.eukidsonline.net

= % Been bulied on ihe infernet

W % Bean bulied at all, onine or offling

Bullying off/online

“Sometimes children or teenagers say or do hurtful or
nasty things to someone and this can often be quite a
few times on different days over a period of time. It can
include teasing someone in a way the person does not
like; hitting, kicking or pushing someone around;
leaving someone out of things.

Has someone acted in this kind of hurtful or nasty way
to you in the past 12 months?/ Have you been treated in
a hurtful or nasty way on the internet?”

19% have had someone act in this way, online or offline

Who? Few differences by age, gender or social class
Teenage girls 13-16 most experience this online — 7%

How? 13% had this happen in person face to face, 5%
had this happen online, 3% by mobile phone calls/texts

Most often happens online via SNS or IM

What? 4% - nasty/hurtful messages, 2% - messages
passed around about them, 1% threatened online

12% have bullied others, online or offline

26/11/2010
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Sending/receiving sexual
messages online (11+yrs)

“People do all kinds of things on the internet.
Sometimes they may send sexual messages or
images. By this, we mean talk about having sex or
images of people naked or having sex.

Have you seen/sent/received/posted a sexual message
(words, pictures or video) of any kind on the
internet?”

15% have seen/received sexual messages online
3% have sent/posted sexual messages online
Who? More older (21%) than younger teens
How? Occurs more by ‘pop up’, IM or SNS

What? 5% have seen other people perform sexual
acts, 2% have been asked to talk about sexual acts
online, 2% have been asked for photo/video of genitals

% Sent of posted sexual messages

= % Sean of receied sexual Messages

me3

1] 20 S 60 80 100

Meeting new people

% Eved gone on to meel anyone face o face hat yol

= % BEves had contact with someone you have not met

“Have you ever had contact on the internet with
someone you have not met face to face before?

Have you ever gone on to meet anyone face to face
that you first met on the internet in this way?”

29% have contact(s) they met online
12% of 9-10 year olds up to 44% of 15-16 year olds

8% have met an online contact offline
2% of 9-10 year olds up to 15% of 15-16 year olds

More online contacts - more offline meetings

Half who went to a meeting met one or two people this
way; 24% met 5+

56% of those who went to a meeting met friend of a
friend/family; 43% met a new person

Contact first made usually via SNS or IM

st mast on this mbernmet

Tace o face before

=
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From risk to harm?
Online bullying

6{\.
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M % Yery upset
% A bitupset

Girls [ 2 10
Boys 2 33 16
%

Among the 5% who have been
bullied online, on the last time
this happened:

" 319% were a bit upset, 25% fairly
upset, 32% very upset

9-10 yrs

% Farrly upset
% Not at all upset

7

|
Wino was more upsot? rorave [ NSO o
Younger, girls, low SES homes
® How long did this last? Low SES “_ 7
Most (62%) got over it straight ) ———
away, 31% still upset a few days Medium SES #‘ 13
later and 8% still upset a few ]
High SES 34
weeks later 9 -
Al children a 25 31 13
0 20 40 60 80 100

F ro m r i S k tO h ar m ? M Seen or received sexual messages on the internet

Sexual messages

B 150% have seen/received sexual
messages images online.
But only 3% (22% of those who saw sexual
messages) were bothered by this

Girls as likely as boys to receive sexual
messages but are twice as likely to be
bothered/upset

Teens more likely to receive such messages
but younger children more upset

Among those who were bothered,
47% were a bit upset the last time this
happened, 27% were fairly upset,
18% were very upset.

Still, half got over it straight away

Medium SES

All children

Bothered after seeing or receiving such messages

Bothered out of just those that had seen or received
such messages

|

id

Girls 4

Boys

112 yrs

13-14 yrs

15-16 yrs

Low SES

High SES

60 80 100)
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From risk to harm?
Meeting contacts offline

m Ever gone cn to meet anyone face fo face that you first
met on the internet
Bothered in past 12 months after meeting new pecple

Bothered out of just thase that had met new people in
past 12 months

Girls
® 8% have met an online contact offline,
but only 1% were bothered by this Boys
Or, 16% of those who met an online
contact offline were bothered or upset S10yrs
- 11-12 yrs
Of those who were bothered in some
way, half were ‘very’ or ‘fairly’ upset 13-14 yrs
® 9.10 year olds were more likely to be 1516 yrs
bothered/upset (44% of those
. Low SES
who went to such a meeting)
Medium SCS
= Among those bothered by such a meeting,
- 1/4 met someone older Hgh SES
- 28% had had hurtful things said to them ) ra
Allchidren [ 1
- few said they were hurt physically/sexually | 16 ‘ ‘ ‘ ‘
0 25 40 60 80 100
= % My child has been bothered by something onine
H - (parent)
Ove ral I Su bJ e Ct Ive % | have been bothered by something online (child)
% There are things online that bother children my age
harm (ehic
Girls
“By bothered, we mean, made you feel
uncomfortable, upset, or feel that you Boys
shouldn’t have seen it”
9-10yrs
B 55% think there are things online that bother
people their age 1-2yrs
| 13-14 yrs
12% have been bothered themselves
- . . 15-16 yrs
8% parents say their child has been bothered
LowSES | 12
® 910 year olds less likely to be bothered
Medium SES
®  More children have been bothered in DK, EE,
RO, SE, NL High SES 1 g
-
| Aﬂl;rﬁldenr 12
55

Fewest say this in IT, PT, FR, DE

4 T T - -+
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