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Priority area

Regulatory and policy issues in relation to control of Internet content - Question 22/1: Securing information and communication networks: best practices for developing a culture of cybersecurity (Study Group 1)
Action requested
Take on board the progress made by Colombia for the safe and responsible use of the Internet, with a view to establishing an ITU-D commitment to promote the development of strategies for prevention, education, information and combating exploitation, pornography, sex tourism and other forms of sexual abuse involving minors on the Internet.
Abstract
The implementation of ICTs in daily life provides clean evidence of their benefits, as an excellent means of communication and information, increasingly used by boys, girls, adolescents and young people throughout the world. However, it also gives rise to inappropriate use of ICTs, especially bearing in mind that children, adolescents and young people use the Internet on their own and anywhere.

This mere fact places a great responsibility on all of us - parents, educators, government, industry and people at large. The implementation of rules governing Internet use and the development of filters, blocking techniques and special software are extremely useful steps, which we have been implementing in Colombia. However, action needs to be taken at the international level to ensure that measures are adopted in all countries to control inappropriate content and implement prevention strategies to make children, adolescents and young people aware of the dangers they may face on the web.

Colombia has made significant progress in its work on preventing and combating child pornography on the Internet. The strategy includes, inter alia, the following actions:

1
Criteria for classifying Internet pages with child pornography content, developed by a group of governmental and non-governmental entities, people with high-level qualifications and experience in the various disciplines relating to children, combating sexual violence and use of the Internet for illicit ends, with the participation of international technical cooperation bodies, such as the United Nations Population Fund (UNFPA) and the ILO International Programme on the Elimination of Child Labour (IPEC) which, based on their knowledge and experience, developed in 2003 the criteria which are currently used by the Information Technology Crime Office of the National Police Force and the national and regional communication measures undertaken for prevention. 

2
Preventive provisions and sanctions. Management of measures to safeguard against exploitation, pornography and sex tourism and other forms of sexual abuse involving minors on the Internet. Regulations have been adopted governing the use of self-regulation systems and codes of conduct (Law 679, 2001), combined with various technical measures aimed at preventing unauthorized web access for content related to child pornography (Decree 1524, 2002).

3
Codes of conduct and self-regulation signed by legal representatives of various telecommunication companies in Colombia, for the application of global information networks, issued by legal representatives of Internet providers, servers and administrators. 

4
National Safe Internet communication strategy, whose mission is to generate widely distributed messages (communication clips for television, radio, Internet and print media) aimed at raising awareness, informing, educating and mobilizing society for the prevention of sexual exploitation of minors on the Internet, and also encouraging the denunciation and control of such content.

5
Website www.internetsano.gov.co, on which users cannot only obtain information and background material, but can also denounce websites and/or webpages offering sexual services involving children, adolescents and young people. Through this website,  a total of 6 731 denunciations of child pornography sites on the Internet have been registered. These are classified and investigated by the Information Technology Crime Office of the Judicial Police Department (DIJIN) of the Colombian National Police Force.
At 18 August 2009, the DIJIN, after investigation, had identified 1 680 websites to be blocked by Internet access providers (ISPs) and have demanded that Internet access providers block these sites in Colombia, although many pages are not hosted in the country.

Main achievements of the programme

The main achievements of the Safe Internet strategy include:

· the strategy has become an interinstitutional cooperation exercise and a public-private partnership which has succeeded in raising awareness and concern among the country's citizens that minors and young people need to be supported in their use of the Internet and that malicious and harmful content needs to be denounced and controlled.

· partnerships with the national Safe Internet strategy have grown, resulting in broad national and regional dissemination over the various communication media. The prevention recommendations in regard to use of the Internet under the national Safe Internet strategy have been promulgated in various places, like colleges, universities, provincial branches of the Ministry, the websites of the Colombian State, congresses and symposia and various events organized by the Ministry.

· As a recognized success story in the region, Colombia was invited to present the national Safe Internet communication strategy at the first regional meeting on the right of children to secure and responsible use of ICTs, convened by Save the Children and ECPAT International in Buenos Aires (Argentina) in 2007.

· The Safe Internet experiment has been replicated in the Dominican Republic, further to a cooperation agreement concluded between the national government and the Dominican Telecommunication Institute (INDOTEL) in May 2009.
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