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Description of the proposal
1. Introduction

Cybersecurity and its legal, technical and institutional challenges have been identified by the ITU as a key issue requiring a global effort. In recognition of this, the ITU has undertaken several initiatives that seek to promote a culture of cybersecurity, raise awareness of the issues involved, provide technical assistance to Member States and develop tools to promote user confidence. The ITU has also collaborated with other organisations such as the OECD and APEC in this context. 

Noting the range of activities being undertaken in this context Australia would like to encourage the ITU-D sector to build on these efforts by drawing on its unique strengths and its areas of core competence. This will maximise the value of its contribution and minimise the potential for duplication particularly in the context of the broader ITU led cybersecurity initiatives and the work of other agencies (eg: OECD, APEC). 

2. Description of the proposal

As reflected in the ITU Strategic Plan and the ITU-D seven main objectives, the ITU-D Mission is supported by four modes of action by which the sector carries out its work: creation of tools, creation of training materials, information sharing, and direct assistance including project execution, partnerships and resource mobilisation. Drawing on these areas of core competence, the ITU-D sector has a unique role in developing awareness and providing a step-by-step approach to building international cooperation on cybersecurity issues. In particular, Australia sees information sharing, education and capacity building as the major tools to progress responses to cybersecurity concerns and suggest that the ITU- D draws on this strength in promoting a culture of cybersecurity. A particular area of success in this context has been the series of regional forums on cybersecurity which have provided opportunities for information sharing, collaboration and capacity building. The Asia Pacific region has hosted two forums so far (Hanoi 2007, Brisbane 2008) and a third is planned in India in 2009.

Currently the ITU-D sector draws its mandate for cybersecurity activities from Programme 3 of the Doha Action Plan and Resolution 45 adopted at the 2006 World Telecommunication Development Conference. Resolution 30 (Doha) also recognizes that the ITU-D sector is a key partner in the implementation of WSIS outcomes. This includes the implementation of WSIS action line C5 (Building confidence and security in the use of ICTs). In addition the ITU-D sector Study Group 1 is also studying Question 22/1 on Securing information and communication networks: Best practice for developing a culture of cybersecurity. 
In acknowledging the excellent work undertaken in these areas and in order to continue to prioritize cybersecurity initiatives, Australia would like to encourage member states to consider: 

· Maintaining a priority focus on cybersecurity issues in planning the ITU-D sector future work programme (2011-2015).

· Continue to maintain an ITU-D programme that would provide for cybersecurity initiatives. In this context, Australia supports the suggestions provided in the document entitled “A fresh look on ITU-D activities” to group current programmes, activities and special initiatives into broader theme areas in order to address needs in a more effective and holistic manner. In this context Australia agrees that cybersecurity initiatives be incorporated into the proposed broader programme to be entitled “ICT applications”. Furthermore, Australia proposes that the program title be expanded to include reference to cybersecurity (ie “Cybersecurity and ICT applications”) in recognition of its significance and that e-security is crucial to the efficient functioning of all e-applications. 
· Modify Resolution 45 to align with the developments at the WTSA 2008 and the outcomes of the WTPF. The proposed changes are at Attachment A for comment and further discussion.

Attachment A

RESOLUTION 45 (Doha, 2006)

Mechanisms for enhancing cooperation on cybersecurity, including combating spam

The World Telecommunication Development Conference,


recalling

a)
the noble principles, aims and objectives embodied in the United Nations Charter and the Universal Declaration of Human Rights;

b)
its fundamental support for [e-strategies and ICT application] REPLACED BY [Program xx on Cybersecurity and ICT applications] confirming that the latter shall have primary responsibility for Action Line C5 in the Tunis Agenda (Building confidence and security in the use of ICTs);

c) 
the provisions of §§ 35, 36 and 37 of the Geneva Declaration of Principles;

d) 
the provisions of § 15 of the Tunis Commitment,


considering

a) 
the role of ICTs as effective tools to promote peace, security and stability and to enhance democracy, social cohesion, good governance and the rule of law, and the need to confront challenges and threats resulting from the abuse of this technology, including for criminal and terrorist purposes, while respecting human rights (§ 15 of the Tunis Commitment);

b) 
the need to build confidence and security in the use of ICTs (§ 39 of the Tunis Agenda) and to prosecute cybercrime, at national and regional levels, noting existing frameworks, for example, Resolutions 55/63 and 56/121 of the General Assembly of the United Nations on “Combatting the criminal misuse of information technologies” and regional initiatives including, but not limited to, the Council of Europe's Convention on Cybercrime; 

c) 
that the considerable losses which ICT systems have incurred from the growing problem of cybercrime worldwide should alarm the entire international community, and ITU in particular;

d) 
the need, through a multi-pronged approach, including international cooperation, to counter the problem associated with cybersecurity, including spam, which has not been given the necessary priority as called for in the Tunis Agenda (§ 41);

e) 
the reasons behind the adoption of Resolution 37 (Istanbul, 2002) of the World Telecommunication Development Conference on bridging the digital divide, having regard to the action lines referenced in § 108 of the Tunis Agenda, including “Building confidence and security in the use of ICTs”,


recalling

a) 
the desire and commitment of all concerned to build a people-centred, inclusive and development-oriented information society, premised on the purposes and principles of the Charter of the United Nations, international law and multilateralism, and respecting fully and upholding the Universal Declaration of Human Rights, so that people everywhere can create, access, utilize and share information and knowledge, to achieve their full potential and to attain the internationally agreed development goals and objectives, including the Millennium Development Goals;

b) 
the provisions of §§ 4, 5 and 55 of the Geneva Declaration of Principles, and that freedom of expression and the free flow of information, ideas and knowledge are beneficial to development;

c) 
that the Tunis Summit represented a unique opportunity to raise awareness of the benefits that ICTs can bring to humanity and the manner in which they can transform people's activities, interaction and lives, and thus increase confidence in the future,


recognizing

a) 
the provisions for privacy and freedom of expression as contained in the relevant parts of the Universal Declaration of Human Rights (§ 42 of the Tunis Agenda);

b) 
the need to safeguard the ethical dimensions of the information society in accordance with the Geneva Declaration of Principles and Action Plan (§ 43 of the Tunis Agenda), the need to counter terrorism (§ 44 of the Tunis Agenda) and the importance of continuity and stability of the internet (§ 45 of the Tunis Agenda), while ensuring respect for privacy and the protection of personal information and data (§ 46 of the Tunis Agenda);

c) 
the need to effectively confront challenges and threats resulting from use of ICTs for purposes that are inconsistent with objectives of maintaining international stability and security and may adversely affect the integrity of the infrastructure within States to the detriment of their security, and that it is necessary to work to prevent the abuse of information resources and technologies for criminal and terrorist purposes, while respecting human rights;

d) 
the role of ICTs in the protection of children and in enhancing their development and that action to protect children from abuse and defend their rights in the context of ICTs should be strengthened, emphasizing that the best interests of the child are a key consideration,


noting

a) 
that Resolution 50 and Resolution 52 (Johannesburg 2008) of the World Telecommunication Standardization Assembly on Cybersecurity, and, Countering and combating spam includes the study of technical aspects for reducing the impact of this phenomenon;

b) 
that spam is a significant and growing problem for users, networks and the internet as a whole, and spam and cybersecurity should be dealt with at appropriate national and international levels, 


urges Member States

to provide the support necessary and participate actively in the implementation of this resolution,





resolves

1.
that the ITU-D sector continue to recognise cybersecurity as one of its priority activities and continue to address within its area of core competency,the issue of securing and building confidence in the use of information and communication technologies by raising awareness, identification of best practices and developing appropriate training material to promote a culture of cybersecurity

2.
that the ITU-D sector continue to promote collaboration, cooperation and information sharing among relevant international and regional organisations on cybersecurity related initatives within its areas of competence. 


instructs the Director of the Telecommunication Development Bureau 

1 
to recognise cybersecurity as a priority activity for the Development sector and facilitate in conjunction with [Program xx on Cybersecurity and ICT applications ] activities to promote a culture of cybersecurity.

2.
to continue to promote cybersecurity activites, in cooperation with relevant stakeholders, as a way to share information on national, regional and international cybersecurity related initiatives globally. 

3. 
to cooperate with the Secretary General’s initiative on cybersecurity, and with the other ITU sectors in accordance with its mandate, and to ensure coordination among these different activities. 

4 
to report the results of these initiatives to the Plenipotentiary Conference (Veracruz 2010).]
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