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0.
Introduction and background

At its seventh meeting held 13-14 December 2004, the Council Working Group on WSIS (WG-WSIS), requested the ITU Secretariat to prepare two draft reports for its further consideration (see 3.2.3 of WG-WSIS-7/21 Rev. 1), namely:

a) a factual paper on ITU activities, structured, if possible, around the list of priority issues prepared by the Working Group on Internet Governance (WGIG);

b) a paper containing options on future ITU activities relevant to Internet Governance.

It was agreed that a first draft of the reports, to be prepared by the Secretariat, would be circulated to WG-WSIS members before 31 January 2005, using both the WG‑WSIS website and the website created by TSB for follow-up of WTSA Resolution 46 (see TSB Circular 5).  These draft reports would be further discussed at the 8th meeting of the WG-WSIS, which will be held 3-4 May 2005, prior to Council 2005.  The WTSA Resolution 46-related group plans to hold its meeting on 2 May 2005.
This paper is the Secretariat draft of b) above.  In accordance with instructions of WG‑WSIS, this paper is structured according to the list of Internet governance issues initially identified by WGIG members (January 2005).

0.1
Methodology Used to Develop This Document

0.1.1
Background

ITU's activities, policies and strategic direction are determined and shaped by its membership (both public and private sector) through well-defined formal decision-making processes.  As support for IP-based technologies (where IP stands for Internet Protocol, a component of the TCP/IP set of standards underpinning IP-based networks and services) is now a strategic element in the design, development and use of many telecommunication networks, this has had a broad and increasing impact on ITU’s mandated work programmes in its radiocommunication, telecommunication standardization and development focused-activities. 

At the highest level, the ITU Plenipotentiary conference, which meets every four years (last in 2002), has outlined the role that ITU should play with respect to IP-based networks, including Internet names and addresses
.
At the national level, accompanying this primarily technical work, there is in many countries an increased focus on the regulatory and policy issues related to convergence, which encompasses IP-based networks.  Countries around the world are in the process of updating their licensing and regulatory frameworks to address this convergence and to better promote affordable Internet and broadband access.  As a consequence, there are increased requests for sharing of information and best practices within the ITU.  For example, the 2004 Global Symposium for Regulators endorsed a set of "Best Practice Guidelines for the Promotion of Low Cost Broadband and Internet Connectivity". 

0.1.2
Option Proposals

In principle, there are three different possible options with respect to ITU for any particular activity related to Internet governance. 

· if ITU is already active, eliminate the activity, which would imply changing the mandate and/or agreed programs and priorities of the concerned sector or sectors.  In some cases, such changes would have to be agreed at Plenipotentiary, World Telecommunication Development Conference, or Word Telecommunication Standardization Assembly;

· if ITU is already active, maintain the activity, either at its current level, or at a reduced or increased level (as above, any changes would have to be agreed by the appropriate formal body);

· if ITU is not already active, envisage ITU becoming active (as above, any changes would have to be agreed by the appropriate formal body).

The “factual paper” contains an overview of of ITU’s current activities that may be relevant to Internet Governance.  Options for the future therefore include, in principle:

· eliminating some or all of those activities;

· maintaining the activities, at current levels, or at reduced or increased levels.

Since the above statements apply to all activities listed in the “factual paper”, they are not repeated below for each specific activity, in order to limit the length of this paper.  It should be understood that the above options apply to each of the activities listed in the “factual paper”.

Therefore, the remainder of this paper lists only options for specific new activities, that is, activities in which ITU is not already engaged.  As already stressed, decisions regarding which, if any, option to implement must be taken by the ITU membership through appropriate formal decision-making processes.

That is, the options discussed below are just that, options for consideration by the membership.  There is no implication that any of the options are agreed.

1.
Equitable Distribution of Resources

1.1
Administration of Internet names and IP addresses

1.1.1
Country code top level domain names

At present, the authoritative source of the correspondence between country code top level domain names (ccTLDs) and the organization operating the ccTLD is maintained in the so-called “hidden” root server operated by Verisign under an agreement with the US Department of Commerce (DoC).  Changes to the entries in the “hidden” root server are proposed by the Internet Assigned Names Authority (IANA), a unit of the Internet Corporation for Assigned Names and Numbers (ICANN), approved by DoC, implemented by Verisign, and then automatically replicated to the 13 root servers and their various slaves and copies around the world.  IANA/ICANN has its own consultative processes for approving changes prior to submission to DoC, involving various concerned constituencies.  (See Annex A below.)

Some countries have indicated that this arrangement may not be fully consistent with their views of national sovereignty, in that a sovereign country who wishes to change the operator of its national ccTLD must first agree the change with IANA (a unit of a US corporation), and then wait until it is approved by DoC and implemented by Versisign (also a US corporation).

For example, pursuant to PP02 Resolution 102, BDT has organized regional IP symposia to discuss policy, operational and technical issues related to IP-based networks, with emphasis as per Res.102 on the management of Internet Domain Names and addresses, and to report to Council on this subject.  As a result of these events, Member States from Africa, Europe, CEE, CIS and Baltic States, Arab Region have made certain recommendations highlighting areas where they believe that ITU should be actively involved.  Some of the relevant recommendations are summarized below:

· We strongly recommend that the ITU engage itself in the establishment of an enabling international framework that fully recognizes the sovereign and legitimate interests of all ITU Member States. This includes, inter alia, the allocation and management of ccTLDs and the protection of country names. 

· The ITU is requested to provide assistance to ITU Member States, upon specific request, in the repatriation of the management of their ccTLDs as well as to provide technical and policy assistance concerning ccTLD management including dispute resolution considerations, the latter in partnership with WIPO.

· The Management and the supervision of the Internet resources (domain name, IP address, servers etc…) should be through the International Telecommunication Union (ITU) in coordination with all concerned parties.
Other countries do not view current arrangements as being problematical and do not support the statements shown above.  They have indicated support for private sector leadership in this area and do not necessarily favor increased involvement by governments at either the national or international level.

Given the differing views on this topic, if it were desired to increase the scope of ITU’s activities in this area, then a possible option would be for ITU to maintain, at the request of specific countries, the list of authoritative ccTLD operators for those specific countries and for the operator of the “hidden” root server to rely on the list published by ITU for those specific countries.  The mechanisms for ITU’s maintaining such a list could be specified in an appropriate ITU-T Recommendation.  Other countries would continue to rely on the present arrangement.

1.1.2
IP address allocation

At present, IP addresses are allocated to Internet Service Providers (ISPs) and large end-users by regional private-sector organizations called Regional Internet Registries (RIRs).  RIRs sub-allocate addresses to Local Internet Registries (LIRs).  There are no “hard” geographic constraints, in that any organization can request addresses from any RIR, independently of its geographic location.

The current arrangement is an evolution of a historical allocation scheme that had not been designed to cope with the commercial growth of the Internet and that had resulted in what are widely considered to be sub-optimal allocations (for example, excessively large blocks of addresses allocated to early adopters).  However, changes have been made and most observers feel that, on the whole, the current arrangement is working well.

Nevertheless, it has been suggested by certain countries that, in the future, a portion of the IP version 6 address space could be reserved for allocation by national authorities, thus allowing small national operators to obtain addresses at low cost from a public national source.  However, it has been stated that any such national allocation scheme might result in excessive growth of routing tables and eventually create significant technical problems that could adversely affect inter-operability.

While the topic is controversial, if it were desired to explore an increase the scope of ITU’s activities in this area, a possible option would be for ITU to explore, in conjunction with other relevant bodies, in particular the Regional Internet Registries (RIRs), the issues and to attempt to find a solution that would address all the concerns that have been raised.  Also see 1.1.1 above.

1.1.3
Generic and Special top-level domain names

Generic top level domain names (gTLD) are those such as “.com” that are used generically.  Sponsored top-level domain names (sTLD) are those that have a special purpose such as “.aero”.

At present, ICANN develops the rules for allocating new gTLDs and sTLDs, chooses the operators for gTLDs and sTLDs, and sets the rules (including fees paid to ICANN, wholesale prices, service limitations, etc.) that apply to operators of gTLDs and sTLDs.  Such rules are developed on the basis of a consultation process involving concerned parties; with respect to the creation of new gTLDs and sTLDs, a call for proposals is published, proposals are submitted, and then evaluated by a committee.

In certain cases, some proposed new sTLDs would appear to have a potential to interact with telecommunication technologies that have been subject to national regulation and to international coordination through ITU, for example “.mobi” and “.tel”
, for example by using ITU-T Recommendation E.164 numbers in conjunction with Internet domain names.

A possible option would be for ITU to be involved, in conjunction with ICANN and other relevant  bodies, in the approval of the rules related to sTLDs that interact with telecommunication technologies that are subject to national regulation and to international coordination through ITU.

1.2
Administration of root server system

At present, there are 13 root servers, each independently operated.  Each of these 13 systems has various slaves or duplicate copies around the world.  Each of these 13 systems obtains its data from an authoritative source, called the “hidden” root server.  The “hidden” root server is operated by Verisign under an agreement with the US Department of Commerce (DoC).  Changes to the entries in the “hidden” server are made only with the approval of DoC.

While many countries have indicated that they are comfortable with this arrangement, others have indicated that, in their view, it is not entirely consistent with their views of national sovereignty.

There are various options that could be considered, if it were desired to change the current arrangement.  Some of those options are shown graphically in Annex B of this paper and could, in principle, involve ITU in some manner.

In particular, a possible option with respect to ITU would be for ITU to act as repository for a Memorandum of Understanding (MoU) formalizing agreements between concerned parties with respect to administration of the root server system, which parties might include governments, to the extent that governments are involved, if at all, in the administration of such systems.  See 1.1.1 above.

1.3
Telecommunications infrastructure, broadband access, convergence with NGN 

There seems to be broad agreement that ITU should continue to play a lead role in these areas.  One possible option for future consideration will be ITU’s role with respect to IP address matters in the context of Next Generation Networks (NGN represents a logical progression from separate PSTN- and IP-networks to a unified telecommunications network for electronic communications based on IP): this topic is currently being studied in ITU-T Study Group 13, following the decisions of the 2004 World Telecommunication Standardization Assembly (WTSA), which outlined ITU-T’s future activities with regard to standards-setting in this area including, certain issues related to Internet names and addresses, spam and cybersecurity.

As noted in the factual paper (see letter a of 0 above), many actions in this domain are already part of ITU-T and ITU-D mandates. 

1.4
Dispute resolution

Several countries have suggested considering the option of strengthening the current ITU dispute resolution mechanism, for example by incorporating it in the International Telecommunication Regulations (ITRs), and by expanding it to cover explicitly disputes arising out of Internet interconnection rates.  Other countries have expressed opposition to these proposals and some have stated that an increased focus on dispute resolution might fundamentally change the nature of the ITU.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005.

1.5
Affordable & universal access 

Some countries have suggested considering options for ensuring international affordable and universal access, for example by adding new provisions to the ITRs, or by creating a new international funding mechanism (such as a Digital Solidarity Fund), or by ITU’s acting as repository for an MoU formalizing agreements between concerned countries.  Other countries have expressed somewhat different views.  Certain aspects of this matter are currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005.

As noted in the factual paper (see letter a of 0 above), many aspects of this theme are covered in the current mandate of ITU-D.

1.6
Internet leased line costs 

Several countries have suggested considering the option of strengthening the current ITU-T Recommendations in this area, for example by incorporating key provisions of certain ITU-T D-series Recommendations in the International Telecommunication Regulations, and by expanding it to cover explicitly disputes arising out of Internet interconnection rates.  Other countries have expressed opposition to these proposals.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

As noted in the factual paper (see letter a of 0 above), some aspects of this are in ITU-D mandate especially WTDC02 Programme 4 – Economics and Finance, including cost and tariffs.  No new options are proposed for ITU-D.

1.7
Peering and interconnection 

No new options proposed.

1.8
Competition policy, liberalization, privatization, regulations 

Several countries have suggested considering the option of amending the ITU’s basic instruments (Constitution, Convention, ITRs), so that they are more aligned with current liberalized telecommunication policies such as the General Agreement on Trade in Services (GATS) of the World Trade Organization (WTO).  Other countries have expressed opposition to these proposals.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

As noted in the factual paper (see letter a of 0 above), regulatory issues are the focus of Wolrd Telecommunication Development Conference (WTDC02) Istanbul Action Plan (IsAP) Programme 1 – Regulatory Reform.  Some aspects of this theme are already included in ITU-D mandate.  No new options are proposed for ITU-D.

1.9
National policies & regulations

If the ITRs are amended, this could have implications for national policies and regulations, since the ITRs is a treaty.

As noted in the factual paper (see letter a of 0 above), assistance to Member States in e-applications and Internet Policies are already in the Mandate of ITU-D.  No new options are proposed for ITU-D.

2.
Access for All

2.1
Telecommunications infrastructure, broadband access, convergence with NGN

See 1.3 above.

2.2
Affordable & universal access

See 1.5 above.

2.3
Social dimensions and inclusion

No new options are proposed.

2.4
Internet leased line costs

See 1.6 above.

2.5
Peering and interconnection

See 1.7 above.

2.6
Competition policy, liberalization, privatization, regulations 

See 1.8 above.

2.7
Consumer, user protection, privacy

Some countries have suggested the option of strengthening the ITRs to include additional provisions involving Quality of Service (which is related to user protection) and security (which can affect privacy).  Other countries have expressed somewhat different views.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

As noted in the factual paper (see letter a of 0 above), some aspects of data privacy are part of ITU-D Mandate in WTDC02 IsAP Programme 3.

2.8
VoIP

Some countries have suggested the option of strengthening the ITRs to include additional provisions involving Voice over IP.  Other countries have expressed opposition to these proposals and some have stated that the ITRs should not refer to specific technologies or services.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

As noted in the factual paper (see letter a of 0 above), this theme is part of the current ITU-D Mandate especially WTDC02 IsAP Programme 3.

2.9
Spectrum policy

There seems to be broad agreement that ITU should continue to play a lead role in these areas.  One possible option for future consideration could be greater linkage between allocation of frequencies and adoption of ITU Recommendations with respect to the protocols used for those frequencies (for example, certain frequencies should be used only for certain protocols).

2.10
Education, human capacity building

As noted in the factual paper (see letter a of 0 above), this theme is part of the current ITU-D Mandate.  No new options proposed.

2.11
Multilingualization of Internet naming systems, content 

A possible option would be the development of ITU-T Recommendations in this area, to complement existing technical standards (for example, those published by the Internet Engineering Task Force).

2.12
National infrastructure development

As noted in the factual paper (see letter a of 0 above), this theme is part of the current ITU-D Mandate.  No new options proposed.

2.13
Developmental aspects

As noted in the factual paper (see letter a of 0 above), this theme is part of the current ITU-D Mandate.  No new options proposed.

2.14
Spam

Some countries have suggested the option of ITU acting as repository for a Memorandum of Understanding (MoU) in this area amongst concerned countries, other countries have expressed opposition to such proposals and some have stated that existing MoU between certain countries cover matters that are not in the scope of ITU.

There will be, pursuant to WTSA Resolution 51, a report to Council 2005 on relevant ITU and other international initiatives for countering spam, including proposals for possible follow-up actions for consideration by the Council.

As noted in the factual paper (see letter a of 0 above), certain aspects of the spam issue are within the scope of ITU-T and are within ITU-D’s current mandate in the domains of security, authentication, e-legislation and regulatory reform.

2.15
Cybersecurity, cybercrime

Some countries have suggested the option of ITU acting as repository for a Memorandum of Understanding (MoU) in this area amongst concerned countries (or even of developing a new treaty in this area), while others have expressed opposition to such proposals, stating that no additional international instruments are needed because existing mechanisms are adequate.

As noted in the factual paper (see letter a of 0 above), Cybersecurity and legal issues related to the prevention of cybercrime are already within the Mandate of ITU-D.

Some countries have suggested considering the option of adding some provisions regarding security to the ITRs.  Other countries have expressed opposition to these proposals and some have stated that the issues are adequately addressed in existing Recommendations.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

3.
Stable and Secure Functioning of the Internet

3.1
Telecommunications infrastructure, broadband access

See 1.3 above.

3.2
Administration of Internet names and IP addresses

See 1.1 above.

3.3
Administration of root server system

See 1.2 above.

3.4
Dispute resolution

See 1.4 above.

3.5
Technical standards 

Some countries have suggested considering the option that more of the key technical standards should be published at ITU-T Recommendations, even if they have been initially developed elsewhere.

3.6
Technical peering and interconnection 

See 1.7 above.

3.7
Spam 

See 2.14 above.

3.8
Cybersecurity, cybercrime 

See 2.15 above.

3.9
Competition policy, liberalization, privatization, regulations 

See 1.8 above.

3.10
Security of network and information systems 

See 2.15 above.

3.11
Electronic authentication 

There have been suggestions to consider the option of reactivating, in a new form, the global directory concept that was first developed in the X.500 series Recommendations.  Variants of those Recommendations are widely implemented (for example, as LDAP), but the envisaged global directory has never been implemented.  It has been stated that lack of a coordinated, authoritative, global directory complicates security efforts, for example by making it difficult to trace the originator of a particular IP packet.  New ITU-T Recommendations in this area could be developed, if proposed by the membership through contributions to the relevant Study Groups.

As noted in the factual paper (see letter a of 0 above), some aspects of electronic authentication are already included in ITU-D’ mandate in IsAP programme 3.

3.12
Critical infrastructure protection 

This topic could be considered part of security (2.14 above), but is treated separately because it was identified as a separate item by WGIG (see last paragraph of 0 above).

Some countries have suggested considering the option of adding some provisions regarding this area to the ITRs.  Other countries have expressed opposition to such proposals.  The matter is currently being studied by the Council Working Group on the ITRs, which will deliver its final report to Council 2005
.

As noted in the factual paper (see letter a of 0 above), certain topics within this theme are part of the current ITU mandate.

4.
Multilingualism and Content

4.1
Multilingualization of Internet naming systems

See 2.11 above.

4.2
Cultural and linguistic diversity

As noted in the factual paper (see letter a of 0 above), certain topics within this theme are part of the current ITU mandate  No new options proposed.

4.3
Unlawful content & access protection 

See 3.11 above.

4.4
National policies, regulations 

No new options proposed.

4.5
Intellectual property rights

No new options proposed.

5.
Other Issues for Consideration

5.1
Applicable jurisdiction, cross border coordination 

No new options proposed.

5.2
E-commerce 

See 3.11 above.

5.3
Freedom of information and media 

No new options proposed.

5.4
Privacy 

As noted in the factual paper (see letter a of 0 above), certain topics of this theme are part of the current ITU-D Mandate.  No new options proposed.

5.5
Open-source and free software 

No new options proposed.

Annex A: Relations amongst various DNS administration bodies

This annex is included only to provide basic background information to readers who are not familiar with the matter.  Its presence should not be taken to indicate that these particular matters deserve more attention that the other matters discussed in the paper.

Administration of the Internet Domain Name System (DNS) comprises two types of activities: agreeing policies for the assignment of certain resources, and administering a database or other record of the assignments made.  We will refer to these two different activities as the Policy Function (PF) and the Administration Function (AF).

The resources in question are entries in the source (or master) root file (RF), IP addresses (IP), and protocol parameters (PP).

In addition, administration of the DNS comprises developing policies related to operation of root servers (RS) and administration of those policies (that is, ensuring that the actual operations are carried out in accordance with the agreed policies).

And it comprises developing policies related to the operation of gTLDs and ccTLDs and administration of those policies.

In the figures that follow, NRO refers to Numbering Resource Organization, which comprises the Regional Internet Registries (RIRs).

Figures B.1 and B.2 represent the present relations amongst various bodies.
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Annex B: Possible alternatives for Relations amongst various DNS administration bodies

This annex is included merely to provide a graphical presentation of options.  Its presence should not be taken to indicate that these particular matters deserve more attention that the other matters discussed in the paper.  Indeed, some countries have indicated that matters related to ICANN should not be the subject of increased focus within ITU.

Figures B.1, B.2, and B.3 represent three possible alternatives to the present relations amongst various bodies.  Other alternatives are of course possible.
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� See in particular Resolution 102.


� Plenipotentiary Resolution 133 may be relevant in this context.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.


� See in particular Annex 6 of the Report of the Second meeting of the Council Working Group on the International Telecommunication Regulations.
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Fig A.2: Present Administration Function
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Fig B.2: Alternative 2 Policy Function
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Fig B.3: Alternative 3 Policy Function
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Fig B.1: Alternative 1 Policy Function
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Fig A.1: Present Policy Function
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