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Contribution from Syria

Comments on draft factual paper on ITU activities relevant to Internet Governance
Introduction and background

Syria thanks the ITU Secretariat for its “factual paper” (CCWG WSIS-1) but notes that the structure of the paper is not appropriate.  Syria understands that the structure follows the structure proposed by the Working Group on Internet Governance, but Syria find that that structure is not optimal and proposes that the paper be restructured as follows:

1. Administration of Internet Names and IP Addresses

2. Administration of the Root Server System

3. Spam

4. Privacy and Security, including Infrastructure Protection

5. Multilingualization of Internet, including Cultural and Linguistic Diversity

6. Development Issues, including Capacity Building

7. Spectrum Policy

8. Technical Standards (Recommendations)

9. Intellectual Property Rights

10. Infrastructure issues, including Development, Voice over IP and Universal Access

11. Dispute Resolution

12. Internet International Leased Line Costs, including Peering and Interconnection

13. Competition Issues

14. National Policies and Regulations

15. End-user (Consumer) Issues

16. Other Issues

In addition, Syria proposes the revisions which are shown as revision marks in the Annex to this paper.  For convenience, the original structure has been retained in the Annex.  The majority of the items identified below, covering technical issues, are within the scope of existing ITU mandate and activities.

Annex

Revised factual paper

1.
Equitable Distribution of Resources

1.1
Administration of Internet Names and IP addresses

ITU activities in these areas are based on Plenipotentiary (PP) Resolutions 101, 102, and 133, as well as in texts in Sector assemblies and conferences.  Reports of activities have been made in annual reports to Council: see C99/51, C2000/27, C2000/27Add.A, C20000/27Add.B, C01/EP/8, C02/46, C03/27, C04/28.  The report for Council 2005 is under preparation.

Specific activities include ongoing standardization and related development of ITU-T Recommendations, preparation of tutorial materials, organization of workshops and other educational activities, capacity building, policy and regulatory briefings, etc.  These activities are conducted separately or collaboratively by ITU-D, ITU-T, and the Strategy and Policy Unit (SPU).

With regard to technical standardization, ongoing convergence toward Next Generation Networks (NGNs) will require interworking of different naming, numbering, addressing and routing (NNAR) schemes and the relevant directories and charging and accounting issues.  This includes traditional telephony related schemes as well as Internet-based naming and IP addressing.  For example, one aspect of ITU’s work on NGN is standardization with regard to interworking between E.164 numbering plan-based networks and IP address-based networks, protecting the integrity of the E.164 numbering plan as called for in Plenipotentiary Resolution 133.  An additional example is the accommodation of IPv6 within the NGN reference model and functional architecture (see Question 9, ITU‑T Study Group 13).  ITU-T SG13 Question 9 is also tasked with the preparation of new IPv6-related Recommendations on the use of IPv6 in NGN, targeted for completion in mid-2006. 

1.2
Administration of Root Server System

ITU activities in this area have consisted of providing information to its membership, in particular with respect of the potential benefits for Member States of locating an “anycast” instantiation of a DNS root server in their national context (see 5 of C04/28).  The highlighted benefits include national infrastructure protection and self-sufficiency. 

1.3
Telecommunications infrastructure, broadband access, convergence with NGN 

As a mainstream activity of ITU, all ITU Sectors have extensive activities in these domains, including preparation of Recommendations involving technical and policy matters, the Radio Regulations, the International Telecommunication Regulations, capacity building, policy and regulatory reform and assistance, gathering and publication of ICT indicators, guidelines on IMT-2000 and manuals on evolving network architectures.

ITU-D Study Groups also undertake studies on the deployment of access technologies for broadband and strategies for the migration from circuit-switched to packet-switched networks.

More recently, substantial standards and resource investment are being made by major operators and equipment manufacturers in what is referred to as Next Generation Networks (NGN).  NGN can be seen as a logical progression from separate PSTN- and IP-networks to a unified telecommunications network for electronic communications based on packet switching.  To further ITU’s NGN efforts, the recent World Telecommunication Standardization Assembly (WTSA) created an ITU study group focusing on NGN standardization.

1.4
Dispute resolution

Article 56 of the ITU Constitution provides for a mechanism to settle disputes among Member States relating to the interpretation or application of the ITU’s basic instruments (Constitution, Convention, Radio Regulations, International Telecommunication Regulations).  To date, this mechanism has never been invoked.  But the issue of activating this article is being discussed in ITU-T Study Group 3.
Recently, ITU-D has hosted workshops on dispute resolution and, with the World Bank, commissioned a paper on current national best practices and developments with respect to resolution of disputes arising in deregulated telecommunication regimes.  Plans to provide online dispute resolution training courses are included in the ITU-D Operational Plan.

1.5
Affordable & universal access 

ITU gathers comparative telecommunications indicators in its World Telecommunication Indicators Database and prepares reports on policies to encourage broadband and Internet deployment.  These are further analyzed in ITU’s Internet Reports.  The recent Global Symposium for Regulators (GSR) meeting released best practice ‘connectivity’ guidelines for encouraging low cost broadband and Internet access.  

ITU-D, as part of its Study Group activities, provides guidelines and case studies on affordable technologies for connectivity and access and financing models for universal access.  Shared community access is one of the priority domains in ITU-D’s mandate.  Projects on multi-purpose community telecenters have been and are being implemented in countries including Afghanistan, Bhutan, Kyrgyzstan and Mauritania.
See also 1.6 below. 

1.6
Internet leased line costs 

The international aspects of this issue are a specific topic of study in ITU-T SG3, which continues to be studied because full agreement has not yet been reached.

As part of the 2002 World Telecommunication Development Conference (WTDC02) Istanbul Action Plan (IsAP) Programme 4, ITU-D is assisting Member States in this domain.  It has developed a tool (COSITU) to assist in the calculation of costs, taxes related to the exchange of international traffic (accounting, settlement and termination rates), interconnection rates between local operators, and other relevant tariffs taking into account the impact of Universal Service Obligations decided by public authorities. 

1.7
Peering and interconnection 

The international aspects of this issue are a topic of study in ITU but peering has not yet been analyzed.

1.8
Competition policy, liberalization, privatization, regulations 

ITU-D conducts extensive educational and capacity-building activities in this area, in cooperation with the other ITU sectors and other concerned intergovernmental organizations.

We note in particular the G-REX, the regulators online information exchange system forum and a “regulators’ hotline”, an E-Mail discussion list used by regulators to pose questions and to obtain answers from other regulators.

A workshop on competition policy was held in November 2003 and a workshop on Convergent Regulation was held on 17 May 2004.

1.9
National policies & regulations

As stated in the Preamble of the ITU Constitution, each State has the sovereign right to regulate its telecommunications.

Within the framework of its mandate in WTDC02 IsAP Programme 3, and at the request of Member States, ITU-D has provided assistance to many developing countries in formulating national policies and appropriate legislation in the domains of Internet and e-applications.  It has also put together a collection of more than 50 country case studies on the ITU website.

We note in this context the forthcoming publication of the Handbook on Internet Protocol (IP) Based Networks, see 3 of C04/28.

2.
Access for All

2.1
Telecommunications infrastructure, broadband access, convergence with NGN

See 1.3 above.

2.2
Affordable & universal access

See 1.5 above.

2.3
Social dimensions and inclusion

This topic is covered by various ITU-D educational and capacity-building activities.

2.4
Internet leased line costs

See 1.6 above.

2.5
Peering and interconnection

See 1.7 above.

2.6
Competition policy, liberalization, privatization, regulations 

See 1.8 above.

2.7
Consumer, user protection, privacy

As noted in 1.9 above, these are primarily national matters however, as part of its mandate adopted by WTDC02, ITU-D has been requested to provide assistance to Member States to develop laws and model legislation in a number of areas including data privacy. 
ITU-D has provided assistance to countries such as Mauritania, Cape Verde, Tanzania, Burkina Faso and ASETA Member States (Bolivia, Columbia, Ecuador, Peru and Venezuela) to formulate e-legislation including data privacy issues.  
It should also be noted that the base technical standards used to implement secure Internet transactions are largely based on ITU-T Recommendation X.509.

2.8
VoIP

Voice over IP (VoIP) and related standardization (e.g., media gateways, VoIP on cable networks) has been the subject of significant discussion and standardization in ITU. For example, see the outcome of the 2001 World Telecommunication Policy Forum (IP Telephony), The Essential Report on IP Telephony (2003), ITU‑T Study Group’s 9, 11 and 16 work on VoIP standards and signaling.  However, “IP Telephony” as well as “Internet Telephony” are not defined in ITU-T as recognized services.
Questions relating to the allocation of E.164 numbering resources for VoIP (e.g., ENUM) and the relation between such numbering resources and IP addresses are currently being studied in ITU-T SG2.

2.9
Spectrum policy

ITU-R conducts extensive activities in this area.  We particularly highlight ITU-R work on broadband wireless access, IMT-2000, broadband satellite systems, digital broadcasting, mobile TV, UWB and the broader aspects of spectrum management where new strategies for spectrum utilization such as ulta-wideband devices and software-defined radios.  We also note, in particular, the recent decisions at WRC-03 in providing additional global harmonized spectrum for wireless lans (Wi-Fi). Metropolitan area standards such as WiMAX are also the focus of global harmonization efforts in the ITU-R.

In February 2004, a workshop on Radio-spectrum Management for a Converging World was held with presentation of a background paper on advanced wireless spectrum management and certain country case studies.

2.10
Education, human capacity building

ITU-D conducts extensive activities in this area, in cooperation with sector members, Member States, and other international and intergovernmental organizations.  For example, the ITU-D’s Internet Training Centre initiative, e-Learning Centre and Centres of Excellence.

2.11
Multilingualization of Internet naming systems, content 

Pursuant to PP Resolutions 102 and 133, ITU-D, ITU-T, and SPU have cooperated to conduct a number of workshops in this area in the past, as reported in the annual reports to Council referenced above in 1.1.

In WTSA Resolution 48 (2004), the ITU-T was instructed to study internationalized domain names (IDN), and to continue to liaise and cooperate with appropriate entities in this area.  Contributions on this topic have been received and are being studied in ITU-T.

2.12
National infrastructure development

As noted in 1.9 above, these are primarily national matters, but assistance to developing countries is the basic goal of ITU-D (and its predecessor, the ITU Technical Cooperation Department).

As an executing agency and within the framework of its WTDC02 programmes, ITU-D has assisted several countries in the planning, development, implementation and management of national telecommunication infrastructure.  Actions have included project implementation, expert assistance in the design and development of telecommunication infrastructure, fostering the creation of a conducive regulatory environment and providing information on best practices on connectivity guidelines such as through the Global Symposium for Regulators (GSR) and ITU-D Study Groups.

2.13
Developmental aspects

These are the topic of extensive work in the ITU's Telecommunication Development Bureau which has well-established programmes of activities, resolutions and initiatives to facilitate connectivity and access, foster policy, regulatory and network readiness, expand human capacity through training programmes, formulate financing strategies and foster the implementation and use of ICT applications and Internet for social and economic development in developing countries, with the overall objective of bridging the Digital Divide.

2.14
Spam

The SPU has coordinated several activities in this area, including a WSIS thematic meeting on the topic, held 7-9 July 2004 and the development of a database of national anti-spam legislation and a survey of international initiatives.  The topic was also discussed at the 8-10 December 2004 ITU-D Global Symposium for Regulators.  Further activities are planned and, pursuant to WTSA Resolution 51, a report to Council 2005 will be made on relevant ITU and other international initiatives for countering spam, including proposals for possible follow-up actions for consideration by the Council. Amongst other things, spam is the result of the low level of trust, security and the absence of appropriate and enforceable national and international legislation. ITU-D addresses some of these issues through direct assistance to countries in the formulation of appropriate national and sub-regional cyber laws (e.g. for ASETA Member States) raising awareness on the issues and implementing projects that provide solutions for security, trust and identity management through strong authentication.

2.15
Cybersecurity, cybercrime

Security matters have long been a core activity of ITU, in particular ITU-T, and widely used conceptual frameworks for security work are based on ITU-T Recommendations.  For more detailed information, see the ITU-T manual on “Security in Telecommunications and Information Technology” (December 2003).   A Cybersecurity Symposium was held in Florianopolis, Brazil, on 4 October 2004, just prior to the World Telecommunication Standardization Assembly (WTSA); and a subsequent Cybersecurity Symposium was held in Moscow, Russia, 29 March 2005.

As one of the six priority domains in WTDC02 Programme 3, ITU-D has implemented projects providing solutions for cyber security in e-government, e-business and e-health in countries such as Bulgaria, Cambodia, Georgia, Peru, Senegal, Paraguay and Turkey.  National and sub-regional workshops and training in e-applications including security and trust have been organized in countries including Azerbaijan, Chile, Iran, Pakistan and Syria.  For 2005, there are ongoing projects aimed at providing security and trust solutions for e-government in Cameroon, Jamaica and Rwanda. Two seminars in Latin America and one in Europe on cyber security are planned for 2005.  ITU-D’s mandate in this domain also includes assistance to Member States in developing laws and model legislation for the prevention of cyber crime.
The SPU and ITU-T have cooperated to organize past workshops and symposiums related to cybersecurity and more activity is planned in this area.  A WSIS Thematic meeting on Cybersecurity will be held in June 2005.
It can be expected that security issues will continue to be one of the most important topics of study in the future.
See also 3.11 below.

3.
Stable and Secure Functioning of the Internet

3.1
Telecommunications infrastructure, broadband access

See 1.3 and 2.15 above.  Basic security mechanisms are largely based on ITU-T Recommendations, however additional work is needed.

3.2
Administration of Internet names and IP addresses

See 1.1 above.

3.3
Administration of root server system

See 1.2 above.

3.4
Dispute resolution

See 1.4 above.

3.5
Technical standards 

Technical standards for Internet are produced and maintained by a number of Standards Development Organizations (SDOs).  ITU produces and maintains the technical standards (ITU-T Recommendations) for core physical access protocols, whether end-user (modems, cable modems, xDSL, etc.) or backbone (e.g., fiber optic transport), as well as many other levels in an IP technical environment.  As one example of ITU’s IP standardization activities, ITU-T Study Group 9’s IPCablecom project is focused on providing time-critical interactive services over cable television networks using the IP-protocol, in particular, Voice and Video over IP.  There are numerous other examples of which a general overview can be found in “ITU and its Activities Related to Internet Protocol (IP) Networks”.  

In addition, as noted in 2.15 above, ITU-T Recommendations provide the basis for certain other widely used technical standards. 

It can be said that ITU-T Recommendations are widely respected around the world.

3.6
Technical peering and interconnection 

See 1.7 above.

3.7
Spam

See 2.14 above.

3.8
Cybersecurity, cybercrime 

See 2.15 above.

3.9
Competition policy, liberalization, privatization, regulations 

See 1.8 above.

3.10
Security of network and information systems 

See 2.7 above.  In this context, ITU-T work on Quality of Service, Telecommunication for Disaster Relief, and International Emergency Priority Scheme should also be noted.  Based on ITU-T X.509, ITU-D has implemented Public Key Infrastructure projects in a number of developing countries. 

3.11
Electronic authentication 

It should also be noted that the base technical standards used to implement secure Internet transactions are largely based on ITU-T Recommendation X.509. 

Public Key Infrastructure (PKI) solutions based on ITU-T X.509 and other relevant standards have been implemented to provide strong authentication.
3.12
Critical infrastructure protection 

In fulfilling the objectives of the Tampere Convention on the Provision of Telecommunication Resources for Disaster Mitigation and Relief Operations, which just came into force in January 2005, the Operational Coordinator will seek the cooperation of other appropriate United Nations agencies, particularly the International Telecommunication Union.

ITU-T’s work on Telecommunication for Disaster Relief (TDR), and International Emergency Priority Scheme should be noted. 

A workshop on Creating Trust in Critical Network Infrastructures was held in Seoul in May 2002.

4.
Multilingualism and Content

4.1
Multilingualization of Internet naming systems

See 2.11 above.

4.2
Cultural and linguistic diversity

Content issues are outside the scope of ITU.

However, ITU has been engaged with telecommunication of human languages from the very early stage.  The first was the Morse coding in the 19th century, and the latest was its successful work in 1980s for standardization of languages in its CCITT (now “ITU-T”) Recommendations T.50, T.51 and T.52, include Latin-based languages, and non-Latin based languages such as Arabic, Cyrillic, Chinese, Greek, Hebrew, Japanese (-Katakana, and –Kanji), and Russian.  See also 2.11 above.

As part of the ITU-D mandate in WTDC02 Programme 3, assistance has been provided to Tanzania to develop a platform to enable the use of Swahili for accessing the Internet.  The platform will be made available to other Swahili-speaking countries who request it as a way to promote cultural and linguistic diversity in the information society.

In addition, national case studies and best practices with respect to facilitating the use of local languages are brought to the attention of the entire ITU membership, for information.  

4.3
Unlawful content & access protection 

See 2.7 above, noting that content is, by definition, outside the scope of ITU, but that specifying technical means and measure measures needed to assist in access protection and facilitating lawful intercept are within the scope of ITU.

4.4
National policies, regulations 

See 1.9 above.

4.5
Intellectual property rights

With respect to content, the matter is outside the scope of ITU. With respect to intellectual property rights related to ITU Recommendations, there is a well established, and well followed, ITU policy relating to intellectual property claims (ITU IPR Policy), covering patent policy, copyright policy, and trademarks.

5.
Other Issues for Consideration

5.1
Applicable jurisdiction, cross border coordination 

It is not clear what is meant here, but it should be noted that one of ITU’s core missions is to maintain and extend international cooperation.  Questions of applicable jurisdiction would appear to be out of the scope of ITU.  However, cross-border coordination on technical or policy matters, for the improvement and rational use of telecommunications of all kinds, is one of the main purposes of the ITU.  This coordination is carried out through the activities of the ITU and its Sectors, which are outlined in more detail in the other sections of this paper.
5.2
E-commerce 

ITU-D has an extensive program in this area and over the years has undertaken many actions such as assisting Member States in the design, development and implementation of e-commerce infrastructure, providing guidance on technology policies, strategies and legislation for e-commerce and providing education and capacity-building.

ITU-T is a signatory to the MoU on electronic business between IEC, ISO, ITU, and UN/ECE with regard to standardizations.

5.3
Freedom of information and media 

These are primarily national matters, and content is outside the scope of ITU; but it should be noted that the basic instruments of the ITU and ITU Recommendations help to enable and support the appropriate flow of information world-wide.

5.4
Privacy 

As noted in 1.9 above, these are primarily national matters.

In accordance with its mandate, ITU-D assists countries in addressing data privacy issues through appropriate legislation, technology policies and in the implementation of projects in sectors such as health where privacy and confidentiality of sensitive medical data are very strong requirements.  Privacy issues have also been addressed in e-commerce and e-government projects for the transmission, access and storage of sensitive government and financial data (e.g., Paraguay, Georgia and Bulgaria). 

A workshop on ubiquitous networks, including its implications for privacy, will be held in Geneva in April 2005, followed by a WSIS Thematic meeting on the same subject, in Tokyo, May 2005.

5.5
Open-source and free software 

Some of the outputs of the ITU’s work, such as ASN.1 syntax, provides the basis for the development of open source and free software by other entities, and the vast majority of the ITU’s output is in the public domain or available for licensing on non-discriminatory and reasonable terms.

As part of its mandate to assist developing countries in the implementation of e-applications projects and Internet, ITU-D has assisted countries in projects where open source has been used. 

_____________

� See � HYPERLINK "http://www.itu.int/ITU-T/studygroups/com03/iic/index.html" ��http://www.itu.int/ITU-T/studygroups/com03/iic/index.html� 


� See for example � HYPERLINK "http://www.itu.int/osg/spu/ni/ipdc/index.html" ��http://www.itu.int/osg/spu/ni/ipdc/index.html� and � HYPERLINK "http://www.itu.int/osg/spu/casestudies/" ��http://www.itu.int/osg/spu/casestudies/� 


� WTDC02 Istanbul Action Plan Programme 3


� WTDC02 Istanbul Action Plan Programme 3


� � HYPERLINK "http://www.itu.int/ITU-D/e-strategy/e-legislation/" ��http://www.itu.int/ITU-D/e-strategy/e-legislation/� 


� � HYPERLINK "http://www.itu.int/itudoc/itu-t/85097.html" ��http://www.itu.int/itudoc/itu-t/85097.html� 


� � HYPERLINK "http://www.itu.int/ITU-T/worksem/cybersecurity/index.html" ��http://www.itu.int/ITU-T/worksem/cybersecurity/index.html� 


� � HYPERLINK "http://www.itu.int/ITU-T/worksem/cybersecurityII/index.html" ��http://www.itu.int/ITU-T/worksem/cybersecurityII/index.html� 


� Istanbul Action Plan - � HYPERLINK "http://www.itu.int/ITU-D/isap/WTDC-02FinalReport/index.html" ��http://www.itu.int/ITU-D/isap/WTDC-02FinalReport/index.html� 


� � HYPERLINK "http://www.itu.int/osg/spu/ip/index.phtml" ��http://www.itu.int/osg/spu/ip/index.phtml� 


� � HYPERLINK "http://www.itu.int/ITU-D/e-strategy" ��http://www.itu.int/ITU-D/e-strategy� 





