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Summary 
Resolution 149 (Antalya, 2006) required Council to establish a working group open to 
all Member States and Sector Members to study the issue of terminology relating to 
building confidence and security in the use of ICTs, to examine and develop 
definitions and descriptions in this regard, as appropriate, and to prepare a final report, 
at the latest by the 2009 session of the Council, including possible amendments to the 
ITU Constitution and Convention, for transmission to the 2010 plenipotentiary 
conference. 
 
 
 
Action required 
Council is invited to consider the report and take any appropriate action. 
 
References 
PP-06 Resolution 149 (Antalya, 2006) 
 
 
1. Introduction 
 
1.1 By Resolution 149 (Antalya, 2006) (attached), Council was instructed to  
establish a working group of the Council, open to all Member States and Sector Members, 
with the following terms of reference: 

i) to study the issue of terminology related to building confidence and security in the use 
of ICTs, and to examine and develop definitions and descriptions in this regard, as 
appropriate; 

ii) to report to the Council annually on its progress with respect to the issues referred to 
above; 
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iii) to prepare a final report, at the latest by the 2009 session of the Council, including 
possible amendments to the ITU Constitution and Convention, for transmission to the 
2010 plenipotentiary conference; 

iv)  to consider the work of the relevant ITU-T and ITU-D study groups on the matter; 
v) to liaise with relevant Council working groups dealing with terminology. 

 
1.2 At its 2006 extraordinary Session, Council established the working group and 
appointed Mr. Nabil Kiswari (Syrian Arab Republic) as acting interim chairman.  At its 2007 
Session, Council confirmed Mr. Nabil Kiswari (Syrian Arab Republic) as chairman.  In 
addition, Council provided guidance about the appropriate liaison between this Group and 
other relevant Groups working on terminology, in particular that created by Resolution 142 
(Antalya, 2006) to study terminology used in the ITU Constitution and Convention. 
 
1.3 The working group held four meetings: 12-13 June 2007, 21-22 January 2008, 22-23 
September 2008, and 15-16 June 2009.  The documents and reports from these four meetings 
are available on the WG-Definitions website at:  
http://www.itu.int/council/groups/securitydefinitions/index.html. 
 
1.4 The working group reported on its activity to Council 2007 in Doc C07/44.  In Doc 
C07/73 Council recorded its endorsement of that report. 
 
1.5 The working group reported on its activity to Council 2008 in Doc C08/45.  In Doc 
C08/101 Council recorded its comments on that report and its request to this working group to 
note the comments made by the Councillors and to finalize the working group's report in time 
for submission to Council-09. 
 
 
2. Outcomes of the meetings 
 
2.1 At its first meeting (12-13 June 2007), based upon the background paper prepared by 
the Chairman, the participants reached the following conclusions: 

a. There was a general agreement on the fact that Resolution 149 & Resolution 142 are 
related, however, there was no consensus to form a single working group to address 
both Resolutions. 

b. The meeting requested the ITU Secretary General, the Director of TSB and the 
Director of BDT to provide relevant inputs which could serve the objectives of 
Resolution 149. 

c. Member States and Sector Members were encouraged to contribute to the future 
meetings of this group. 

 
2.2 At its second meeting (21-22 January 2008), Dr Hamadoun Touré, ITU Secretary-
General, made some introductory remarks, stressing the importance of the work.  BDT 
Director provided a report of the related activities in that sector.  TSB Director provided input 
from ITU-T SG 17 that included material contained in the 2006 Security Compendium and a 
proposed definition of the term “Cybersecurity”.  One Administration stated its belief that the 
subject of the discussion should include cybercrime, cyberterrorism and the use of ICT for 
purposes that are inconsistent with the objectives of maintaining international stability and 
security. It emphasized that all of the above mentioned aspects should be reflected in the 
definitions.  The proposals of the Russian Administration for definitions related to building 
confidence and security in the use of ICT were attached to the report for consideration at the 
next meeting. 
 
2.3 At its third meeting (22-23 September 2008), it was reported that ITU-D Q22/1, 
“Securing information and communication networks: best practices for developing a culture 
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of cybersecurity”, agreed to include the agreed definition of ITU-T SG 17 as the only 
definition in the final report of this Question. 
 
TSB Director provided: 

a. input from ITU-T SG 17 that indicated the definition of “cybersecurity” in approved 
Recommendation ITU-T X.1205 (2008), Overview of Cybersecurity; 

b. a reminder that SG 17 maintains a glossary of IT security definitions, derived from 
approved ITU-T Recommendations; 

c. input, as requested by the second meeting, from ITU-T Study Group 2 that indicated 
the definitions of “quality” and “network performance” in approved Recommendation 
ITU-T E.800 (2008), Definitions of terms related to quality of service. 

 
ITU General Secretariat provided a summary of the conclusions of the High Level Experts 
Group on ITU Global Cybersecurity Agenda, which included a number of recommended 
proposals to the Secretary-General with respect to future actions regarding cybersecurity and 
cybercrime. 
 
A contribution from United States indicated support for the definition of cybersecurity 
established by ITU-T SG 17 in Recommendation X.1205. 
 
Consensus was reached on the definition of “cybersecurity” in approved Recommendation 
ITU-T X.1205 (2008)1.   
 
The proposals made at the previous meeting by one Administration were discussed and it was 
concluded (with one exception)  that items 3, 4, 8, 11 and 12 were outside the purpose of the 
Union as stipulated in Article 1, while the remaining items were already accommodated in the 
definition provided by ITU-T SG 17. 
 

The meeting identified six alternative methods of covering this definition for consideration by 
Council 2008: 

1. Introduce the word “security” or “cybersecurity” in Article 1 of the Constitution and 
define this term in a footnote to Article 1 where it is introduced, using the definition 
as shown in the footnote of this report. 

2. Introduce the word “security” or “cybersecurity” in Article 1 of the Constitution and 
define this term in the Annex to the Constitution, using the definition as shown in the 
footnote of this report. 

3. Adopt an independent resolution by the Plenipotentiary conference regarding this 
definition, using the definition as shown in the footnote of this report. 

4. Modify Resolution 140, “ITU’s role in implementing the outcomes of the World 
Summit on the Information Society” to include such a definition. 

                                                 
1 Cybersecurity: Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management 

approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and 

organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, 

applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. 

Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against 

relevant security risks in the cyber environment.  The general security objectives comprise the following: 

 Availability 

 Integrity, which may include authenticity and non-repudiation 

 Confidentiality 
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5. Send this definition to the Council WG on Res 142, asking them to consider it in their 
efforts. 

6. Add a definition of technical harm, mentioned in Article 42 of the Constitution, 
which will include the word “security” or “cybersecurity” as one of the measures to 
prevent technical harm. 

 
2.4 At its fourth meeting (15-16 June 2009), a liaison from ITU-T SG 17 indicated a new 
work activity, called “Business use of telecommunications/ICT security standards,” meant to 
provide guidance, particularly for developing countries and countries with economies in 
transition, on the application of standards in this topic.  A liaison statement expressing 
appreciation was sent to ITU-T SG 17. 
 
The Chairman introduced his contribution that presented the results of the discussion in 
Council 2008, which was accepted by the participants as an accurate reflection of that 
meeting.  
 
The proposal from the chairman concerning the alternative methods of documenting the 
definition of “cybersecurity” was reviewed and it was agreed to submit 2 options to Council, 
without those examples included in the proposal, as follows: 

1a. introduce the word "security" or "cybersecurity", in Article 1 of the Constitution 
and define this item in the Annex to the Constitution,  based on the agreed 
definition, or 

1b. introduce the word "security" or "cybersecurity" in the Convention and define 
this item in the Annex to the Convention; 

2. adopt a Resolution by the Plenipotentiary Conference regarding this definition. 
 
A draft report to Council 2009, submitted by the Chairman, was reviewed and approved with 
relevant modifications.   
 
A liaison statement, for information, was sent to the Council Working Groups concerned with 
Resolutions 140 and 142 that transmitted a copy of the approved final report of this group to 
Council.  
 
 
3. Proposed options 
 
WG-Def proposes the following two options for documenting the definition of 
“cybersecurity” established in ITU-T Recommendation X.1205: 

1a. introduce the word "cybersecurity", in Article 1 of the Constitution and define 
this item in the Annex to the Constitution,  based on the agreed definition, or 

1b. introduce the word "cybersecurity" in relevant article in the Convention and 
define this item in the Annex to the Convention; 

2. adopt a Resolution by the Plenipotentiary Conference regarding this definition. 
 
 
 
4. Conclusion 
 
The working group invites Council to consider its final report and to take any appropriate 
action. 
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RESOLUTION 149 (Antalya, 2006) 

Study of definitions and terminology relating to building confidence 
and security in the use of information and communication 

technologies 

The Plenipotentiary Conference of the International Telecommunication Union 
(Antalya, 2006), 

aware 
a) that one of the purposes of the Union is to maintain and extend international 
cooperation among all its Member States for the improvement and rational use of 
telecommunications of all kinds; 
b) that another of the purposes of the Union is to promote the development of technical 
facilities and their most efficient operation with a view to improving the efficiency of 
telecommunication services, increasing their usefulness, 

recalling 
the outcomes of both phases of the World Summit on the Information Society (WSIS) 
regarding this issue, 

noting 
a) the importance of building confidence and security in the use of information and 
communication technologies (ICTs) as highlighted in WSIS; 
b) that there is an urgent need to find common language and develop agreed definitions 
of terms pertaining to building confidence and security in the use of ICTs; 
c) the ongoing work carried out by organizations such as the International Organization 
for Standardization and the Internet Engineering Task Force in relation to building confidence 
and security in the use of ICTs, 

recognizing 
the ongoing work by the ITU Telecommunication Standardization Sector (ITU-T) and the 
ITU Telecommunication Development Sector (ITU-D) on matters related to building 
confidence and security in the use of ICTs,  

resolves to instruct the extraordinary session of the Council to be held 
during this conference  

to establish a working group of the Council, open to all Member States and Sector Members, 
with the following terms of reference: 

i) to study the issue of terminology related to building confidence and security in the 
use of ICTs, and to examine and develop definitions and descriptions in this regard, as 
appropriate; 
ii) to report to the Council annually on its progress with respect to the issues referred to 
above; 
iii)  to prepare a final report, at the latest by the 2009 session of the Council, including 
possible amendments to the ITU Constitution and Convention, for transmission to the 
2010 plenipotentiary conference; 
iv)  to consider the work of the relevant ITU-T and ITU-D study groups on the matter; 
v) to liaise with relevant Council working groups dealing with terminology, 
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instructs the Secretary-General and the Directors of the Tele-
communication Standardization Bureau and the Telecommunication 
Development Bureau  

to make available the necessary facilities and resources in order to enable the working group 
to carry out its tasks, within available financial resources, 

instructs the Secretary-General 
to submit to Member States a report on the final results of the study in due time to allow 
Member States to prepare their proposals to the 2010 plenipotentiary conference. 
 
 


	CWG on Res 149 final report to Council
	Summary
	RESOLUTION 149 (Antalya, 2006)
	Study of definitions and terminology relating to building confidence and security in the use of information and com...

