Summary Report of the 3rd meeting of Council WG on Res 149
Geneva, 22-23 September 2008
1.
Opening

Mr. Nabil Kisrawi (Syria) chaired the meeting.  The list of participants is shown in Annex 1.
2.
Adoption of the agenda

The proposed agenda of the meeting is found in document WG-Def/3/01 and was approved with the following modifications:

a. a review of the summary report of the January 2008 meeting
b. the addition of contribution by the United States of America, WG-Def/3/07

c. inclusion of the adoption of the summary report to the Council, in item 5.

The approved agenda is found in WG-Def/3/01r1.

2.1 Report of last meeting
The chairman drew the attention of the participants to the report of the January meeting, in particular to Annex 5, which was not fully discussed during that meeting.

Questions were raised about status of the action issues in that report.  The chairman indicated that there was no input from ITU-D SG 1 Q22/1 to this meeting;  however, Q22/1 agreed to include  the definition of SG 17 as the only definition to be included in the final report of this Question.
3.
Review of contributions

3.1
TSB Director’s input

This topic is covered by the documents presented in sections 3.1.1 and 3.1.2 below.

3.1.1
Proposed definition of ‘Cybersecurity’ in Recommendation ITU-T X.1205
The Chairman introduced WG-Def/3/02, the reply from ITU-T Study Group 17, which indicated that ITU-T Study Group 17 approved draft Recommendation ITU-T X.1205, Overview of Cybersecurity, via the Traditional Approval Process at its meeting on 18 April 2008. This Recommendation defines Cybersecurity in Clause 3.2.5 as:
Cybersecurity: Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment.  The general security objectives comprise the following:

· Availability

· Integrity, which may include authenticity and non-repudiation

· Confidentiality

The document also reminded the Working Group that SG 17 maintains a glossary of IT security definitions, derived from approved ITU Recommendations, in Part II of Security Compendium (http://www.itu.int/dms_pub/itu-t/oth/0A/0D/T0A0D00000A0001MSWE.doc).  Lastly, it noted that the SG 17 Security Standards Roadmap (http://www.itu.int/ITU-T/studygroups/com17/ict/index.html) contains links to other credible, security-related vocabularies maintained by ETSI, the IETF and ISO.
This liaison was discussed after the introduction of contributions, see 4.3 below.

3.1.2
Report of definitions created within the ITU-T Study Group on operational aspects of service provision, networks and performance  
The TSB Counsellor introduced WG-Def/3/03, which indicated that ITU-T Study Group 2 would like to inform the Council Working Group that the most recent version of E.800, which has been determined on 15 May 2008 for approval under TAP, contains the following definitions:
2100 
Quality
The totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs.
Note: The characteristics should be observable and/or measurable.  When the characteristics are defined they become parameters and are expressed by metrics (see 2106-2111)

2118 Network Performance
The ability of a network or network portion to provide the functions related to communications between users.

Note 1: Network performance applies to the Network Provider’s planning, development, operations and maintenance and is the detailed technical part of QoSO.

Note 2: Network performance parameters are meaningful to network providers and are quantifiable at the part of the network to which they apply.
At present, there is no active work in SG2 on other definitions in the area of terminology related to building confidence and security in the use of ICTs.
This liaison statement was noted.

3.2
Global Standards Coordination Resolution GSC-13/11- Cybersecurity
The Chairman introduced WG-Def/3/04, which provided a copy of the Global Standards Coordination Resolution GSC-13/11 on Cybersecurity, as revised at its July 2008 meeting.  This document references a number of ITU documents and calls for continued awareness-raising and cooperation between standardization organizations, using in particular ITU-T Recommendation X.805 and X.1205 as a framework.

This Resolution was considered as an encouragement from all relevant SDOs to the adoption of the definition on Cybersecurity by ITU-T SG 17 as the framework of the overview of Cybersecurity by all Study Groups.
3.3 Input from the General Secretariat

A representative of the ITU General Secretariat introduced WG-Def/3/05, which contains a summary of the conclusions of the HLEG on ITU Global Cybersecurity Agenda. It included a number of recommended proposals to the Secretary-General with respect to future actions regarding cybersecurity and cybercrime.
This chairman expressed his appreciation for this input, reminding the meeting that the HLEG also has accepted the definition on Cybersecurity by ITU-T SG 17 and invited the participants to take note of this important input, it being outside the mandate of this group to discuss other aspects.

3.4
Revised list of ITU-T approved security definitions
The Chairman introduced WG-Def/3/06, which indicated that ITU-T Study Group 17 updated the definitions in Part II of the Security Compendium on 19 September 2008.
In response to a query, it was clarified that SG17 liaises closely with ISO/IEC and other organizations working on security issues and that relevant definitions were reflected in the SG17 Cybersecurity Compendium. In particular, it was verified that several terms defined in ISO/IEC 15408 had already been included.
This document was noted with satisfaction.

3.5
Contribution from the United States of America
The USA introduced WG-Def/3/07, which supports the definition of Cybersecurity agreed by ITU-T Study Group 17 in ITU-T Recommendation X.1205.
The chairman indicated his appreciation of this decision by the United States.

4.
Discussion of open issues from January 2008 meeting

4.1
Russian Federation proposals for definitions related to building confidence and security in the use of ICT
At the January meeting the delegation of the Russian Federation indicated that it believed that, “in accordance with the para 36 of the WSIS Declaration of Principles and mandate of this Group (on Resolution 149) the subject of discussion should include cybercrime, cyberterrorism and the use of ICT for purposes that are inconsistent with the objectives of maintaining international stability and security.  Whatever the term that will be used, “cybersecurity” or “information security”, all these three above mentioned fields should be reflected in the definitions.”  Participants were asked to review the Russian Federation proposals for definitions related to building confidence and security in the use of ICT so that they may be discussed in the September 2008 meeting of this group.
After discussion, the Russian Federation agreed that the definition of cybersecurity contained in X.1205 to a certain extent covers some items of its proposals (see Annex 2 below).  However, the Russian Federation stated that the additional definitions contained in its proposal were useful for the purposes of WSIS in the field of Action Line C5 and should be adopted.  There was discussion about items 3, 4, 8, 11 and 12 and it was concluded (with the exception of the Russian Federation) that those terms were outside the purpose of the Union as stipulated in Article 1.
Annex 2 to this report is the list of proposals that were raised by the Russian Federation.  The substance of the definitions and terms as contained in Annex 2 were not discussed by the group.

4.2
Definitions of Quality of Service and Network Performance 

The Secretariat had been requested to provide, for the September meeting, current definitions within ITU-T related to Quality of Service and Network Performance.  Those definitions were provided, as indicated in clause 3.1.2 above.
4.3
Member comments on definitions of Cybersecurity in ITU-T and ITU-D

As input to the September meeting of the group, the membership was invited to comment on the draft definitions, being studied in ITU-T and ITU-D:

As noted in 3.5 above, one contribution was received from the United States, WG-Def/3/07, which supported the ITU-T definition contained in ITU-T Recommendation X.1205.
Consequently, it was agreed that this concern is resolved.
5.
Conclusions of the Working Group

After significant discussion it was decided to present to the Council the alternatives indicated in Annex 3.
6.
Closure of the meeting

The Chairman thanked the participants for their active participation and comments, and the TSB staff for their support.
Annex 1: List of Participants

The list of those officially registered for this meeting is available at the following location:

http://www.itu.int/council/groups/securitydefinitions/Docs/3rdmeeting/pd/03-09e.pdf.
Annex 2: Russian Federation Proposals to WG-Def

Russian Federation proposed the following terminology and definitions:

1. Information area — the sphere of activity involving the creation, transformation or use of information, including individual and social consciousness, the information and telecommunications infrastructure, and information itself.

2. Information resources — information infrastructure (hardware and systems for the creation, processing, storage and transmission of information), including bit maps, databases, information itself and data flows.

3. Information war — confrontation between States in the information area for the purpose of damaging information systems, processes and resources and vital structures, undermining political, economic and social systems as well as the massive psychological manipulation of a population in order to destabilize society and the State.

4. Information weapons — ways and means used for the purpose of damaging the information resources, processes and systems of a State, exerting an adverse influence, through information, on the defense, administrative, political, social, economic and other vital systems of a State, as well as the massive psychological manipulation of a population in order to destabilize society and the State.

5. Information security — a situation in which the basic interests of the individual, of society and of the State in the information area, including the information and telecommunications infrastructure and information itself with respect to its characteristics such as integrity, objectivity, availability and confidentiality, are protected.

6. Threat to information security — factors that endanger the basic interests of the individual, of society and of the State in the information area.

7. International information security — a situation in international relations that precludes the violation of global stability and the creation of a threat to the security of States and of the world community in the information area.

8. Illegal use of information and telecommunications systems and information resources — the use of telecommunications and information systems and resources without the relevant entitlement or in violation of the established rules or legislation or the norms of international law.

9. Unauthorized interference in information and telecommunications systems and information resources — interference in the processes of the compilation, processing, accumulation, storage, presentation, retrieval, dissemination or use of information in order to disrupt the normal functioning of information systems or impair the integrity, confidentiality or accessibility of information resources.

10. Vital structures — facilities, systems and institutions of a State, deliberate influence on the information resources of which may have consequences that directly affect national security (transport, power supply, credit and finance, communications, State administrative bodies, defense system, law enforcement agencies, strategic information resources, scientific facilities and scientific and technological developments, installations entailing a high degree of technological or ecological risk, bodies for the mitigation of the effects of natural disasters or other emergencies). 

11. International information terrorism — the use of telecommunications and information systems and resources and exerting influence on such systems or resources in the international information area for terrorist purposes.

12. International information crime — the use of telecommunications and information systems and resources and exerting influence on such systems and resources in the international information area for illegal purposes.

Annex 3: Conclusion of WG-Def

The following possible individual alternatives
,
 are submitted to the Council for its consideration:

1. Introduce the word “security” or “cybersecurity” in Article 1 of the Constitution and define this term in a footnote to Article 1 where it is introduced, using the definition as shown in section 3.1.1 of this report.

2. Introduce the word “security” or “cybersecurity” in Article 1 of the Constitution and define this term in the Annex to the Constitution, using the definition as shown in section 3.1.1 of this report.

3. Adopt an independent resolution by the Plenipotentiary conference regarding this definition, using the definition as shown in section 3.1.1 of this report.

4. Modify Resolution 140, “ITU’s role in implementing the outcomes of the World Summit on the Information Society” to include such a definition.
5. Send this definition to the Council WG on Res 142, asking them to consider it in their efforts.

6. Add a definition of technical harm, mentioned in Article 42 of the Constitution, which will include the word “security” or “cybersecurity” as one of the measures to prevent technical harm. 
_________
� The United States of America indicated that:


“Regarding the six options presented by the Chairman and Member states at the meeting:





“The United States is of the position that the Constitution and Convention should be stable documents, and as such, we prefer other solutions, such as using Resolutions, over adding terms to the CSCV.  We believe that changing the CSCV may cause difficulty for national administrations.





“We do support the use of accepted definitions, such as the definition of cybersecurity established by SG 17.  Such definitions may also adapt to evolving technology.  The United States believes that putting the SG 17 definition of cybersecurity in a Resolution is the appropriate response to Resolution 149.”








� Canada stated, “It is Canada’s view that in a rapidly developing technological field, the use of a Resolution to refer to definitions or terms related to cybersecurity, such as those developed by ITU-T Study Group 17, as well as links to the work of other organizations such as ISO/IEC, is preferable to embedding such definitions in the Constitution or Convention, and will be more helpful to the goal of building confidence.”
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