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CONTRIBUTION OF THE UNITED STATES OF AMERICA
Introduction

Resolution 149 (Antalya, 2006) called for the study of terminology related to building confidence and security in the use of ICTs.  The second meeting of the group took place on 21-22 January 2008 in Geneva.  At that meeting, the Chair requested that Member States comment on draft definitions of cybersecurity being developed in ITU-T and ITU-D.  Complying with the request made at that meeting, the United States submits this contribution to the Group.  

Proposals 

1.
The United States acknowledges the working definitions of cybersecurity employed by ITU-T and ITU-D, and appreciates the efforts undertaken by ITU-T Study Group 2 and ITU-T Study Group 17 to liaise with the Working Group on issues related to security terminology.  
2.
The United States supports the definition of cybersecurity established by Study Group 17 in Recommendation X.1205 , as follows:

Cybersecurity: Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment.  The general security objectives comprise the following:

· Availability

· Integrity, which may include authenticity and non-repudiation

· Confidentiality

