EXtRACT of Core ITU-T approved security-related terms, acronyms and definitions
	Term
	Definition
	Reference

	access control
	1. The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner

2. Limiting the flow of information from the resources of a system only to authorized persons, programs, processes or other system resources on a network.
	3.3.1/X.800 

3(1)/J.170

	attack
	The activities undertaken to bypass or exploit deficiencies in a system's security mechanisms. By a direct attack on a system they exploit deficiencies in the underlying algorithms, principles, or properties of a security mechanism. Indirect attacks are performed when they bypass the mechanism, or when they make the system use the mechanism incorrectly.
	3.4/H.235

	authentication
	1. The process of corroborating an identity. Note -- See principal and verifier and the two distinguished form of authentication (data origin auth. + entity auth.). Authentication can be unilateral or mutual. Unilateral authentication provides assurance of the identity of only one principal. Mutual authentication provides assurance of the identities of both principals.

2. The provision of assurance of the claimed identity of an entity. 
3. See data origin authentication, and peer entity authentication. Note - In Rec. X.800 the term “authentication” is not used in connection with data integrity; the term “data integrity” is used instead.

4. The corroboration of the identity of objects relevant to the establishment of an association. For example, these can include the AEs, APs, and the human users of applications. NOTE – This term has been defined to make it clear that a wider scope of authentication is being addressed than is covered by peer-entity authentication in CCITT Rec. X.800.

5. The process of verifying the claimed identity of an entity to another entity.

6. The process intended to allow the system to check with certainty the identification of a party.
	Int.,5.1,5.2.4 /X.811

3.3/X.811

3.3.7/X.800

3.5.9/X.217

3(4) /J.170

3.2/J.93

	authorization
	1. The granting of rights, which includes the granting of access based on access rights. Note: this definition implies the rights to perform some activity (such as to access data); and that they have been granted to some process, entity, or human agent.

2. The granting of permission on the basis of authenticated identification.

3. The act of giving access to a service or device if one has the permission to have the access
	3.3.10, A.2.5/X.800

3.3/H.235

3(6)/J.170

	availability
	The property of being accessible and useable upon demand by an authorized entity.
	3.3.11/X.800

	certificate
	1. A set of security-relevant data issued by a security authority or trusted third party, together with security information which is used to provide the integrity and data origin authentication services for the data (security certificate -- X.810). In this Recommendation the term refers to "public key" certificates which are values that represent an owners public key (and other optional information) as verified and signed by a trusted authority in an unforgeable format.

2. The shorter term "certificate" is also used (in this document) to denote "public key certificate".
3. See also public key certificate: in Recommendations X.509, H.235. J.170 
	3.5/H.235

3/X.843

	confidentiality
	1. The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.

2. The property that prevents disclosure of information to unauthorized individuals, entities, or processes

3. A way to ensure that information is not disclosed to any one other then the intended parties. Information is encrypted to provide confidentiality. Also known as privacy.
	3.3.16/X.800

3.7/H.235

3(9)/J.170

	consistency
	The relation between two specifications that holds when it is possible for at least one example of a product to exist that can conform to both of the specifications.
	9.2/X.901

	integrity
	1. See data integrity.

2. The property that data has not been altered in an unauthorized manner.

3. A way to ensure that information is not modified except by those who are authorized to do so.

4. The ability of a function to withstand being usurped for unauthorized use, or modified to yield unauthorized results.
	3.3.31/X.800

3.10/H.235

3(17)/J.170

3.12/J.93

	non-repudiation
	1. The ability to prevent a sender from denying later that he or she sent a message or performed an action.

2. Protection from denial by one of the entities involved in a communication of having participated in all or part of the communication.

3. A process by which the sender of a message (e.g. a request on a pay-per-view) cannot deny having sent the message
	3(22)/J.170 

3.13/H.235

3.15/J.93

	physical security
	The measures used to provide physical protection of resources against deliberate and accidental threats.
	3.3.41/X.800

	privacy
	1. The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed. Note - Because this term relates to the right of individuals, it cannot be very precise and its use should be avoided except as a motivation for requiring security.

2. A mode of communication in which only the explicitly enabled parties can interpret the communication. This is typically achieved by encryption and shared key(s) for the cipher.

3. A way to ensure that information is not disclosed to any one other than the intended parties. Information is usually encrypted to provide confidentiality. Also known as confidentiality.

4. The act of acquiring unauthorized access to programs, usually for the purpose of reselling such access for unauthorized reception
	3.3.43/X.800

3.14/H.235

3(23)/J.170

3.18/J.93

	repudiation
	when an MTS-user or the MTS may later deny submitting, receiving, or originating a message, and include: denial of origin, denial of submission, denial of delivery.
	D.5/X.402

	repudiation
	1. Denial by one of the entities involved in a communication of having participated in all or part of the communication.

2. an entity involved in a communication exchange subsequently denies the fact.
	3.3.44/X.800

5/M.3016

	security
	The term “security” is used in the sense of minimizing the vulnerabilities of assets and resources. An asset is anything of value. A vulnerability is any weakness that could be exploited to violate a system or the information it contains. A threat is a potential violation of security.
	A.2.1/X.800

	security functions
	functions that address requirements for confidentiality, integrity, availability and accountability. They comprise: the access control function; the security audit function; the authentication function; the integrity function; the confidentiality function; the non-repudiation function; and the key management function.
	8.8.4/X.901

11/X.903

	security management
	Security management comprises all activities to establish, maintain and terminate the security aspects of a system. Topics covered are: management of security services; installation of security mechanisms; key management (management part); establishment of identities, keys, access control information, etc.; management of security audit trail and security alarms.
	6.5/M.3016

	security policy
	1. The set of rules laid down by the security authority governing the use and provision of security services and facilities.

2. The set of criteria for the provision of security services. Note - See identity-based and rule-based security policy. A complete security policy will necessarily address many concerns which are outside of the scope of OSI.

3. The set of rules that specify the procedures and services required to maintain the intended level of security of a set of resources.

4. A set of rules that constrains one or more sets of activities of one or more sets of objects.
	3.3.51/X.509

3.3.50/X.800,   + 3.12/X.841

3.186/T.411

15.1.1/X.903

	spamming
	A denial-of-service attack when sending unauthorized data in excess to a system. A special case is media spamming when sending RTP packets on UDP ports. Usually the system is flooded with packets; the processing consumes precious system resources.
	3.18/H.235

	validate
	The checking of integrity-protected data to detect loss of integrity. 
	3.5.6/X.815

	vulnerability
	Any weakness that could be exploited to violate a system or the information it contains.
	A.2.1/X.800


