Summary Report of the 2nd meeting of Council WG on Res 149
Geneva, 21-22 January 2008
1.
Opening

1.1
Mr Nabil Kisrawi (Syria) chaired the meeting.
1.2
Dr Hamadoun Touré, ITU Secretary-General, made some introductory comments, stressing the importance of the work.

2.
Adoption of the agenda


The agenda of the meeting is found in document WG-DEF/2/01 and was approved with no changes.

3.
Review of contributions

The Chairman recalled the output of the previous meeting of the group on this Resolution and the Council decision adopting that output and calling for contributions by the General-Secretary and the Directors of TSB and BDT.  He noted that both TSB and BDT had submitted contributions to this meeting and that the General-Secretariat will provide their contribution at the next meeting.

The Chairman further noted that there are eight ITU-T Study Groups dealing with various aspects of cybersecurity matters: 2, 4, 9, 12, 13, 15, 16, and 19, in addition, of course, to the lead Study Group for security matters, which is SG 17, it having produced the largest number of Recommendations on this issue.

3.1
TSB Director’s input


This topic is covered by the documents presented in sections 3.1.1 and 3.1.2 below.

3.1.1
Proposed definition of ‘Cybersecurity’ in draft ITU-T Recommendation X.1205
3.1.1.1

The TSB Counsellor introduced WG-DEF/2/02, the reply from ITU-T Study Group 17, containing a reference to the 2006 version of the ITU-T compendium of security-related definitions, which version will be updated by mid-2008 by SG17.

3.1.1.2

The Chairman introduced WG-DEF/2/04 the TSB contribution on proposed definition of Cybersecurity, contained in draft Recommendation X.1205, Overview of Cybersecurity. This Recommendation is expected to be approved in April 2008 by SG17.
3.1.1.3

In reply to a query, it was clarified that the scope of definitions within ITU-T Recommendations is restricted to the particular Recommendation containing the definition.  

3.1.1.4

The delegation of the United States of America, supported by some participants of the group, stated that it was important to distinguish between cybersecurity and cybercrime.  The ITU has an important role in the area of cybersecurity but not necessarily in the area of cybercrime.  It is important to maintain the distinction and that ITU focus on technical means to ensure the integrity of networks.  In particular, some forms of spam threaten network integrity (for example, if they contain malware), while others may be considered a nuisance but do not threaten network integrity.

3.1.1.5

The delegation of the Russian Federation believes that in accordance with the para 36 of the WSIS  Declaration of Principles and mandate of this Group (on Resolution 149) the subject of our discussion should include cybercrime, cyberterrorism and the use of ICT for purposes that are inconsistent with the objectives of maintaining international stability and security. Whatever the term will be used, “cybersecurity” or “information security”, all these three above mentioned fields should be reflected in the definitions. 

Annex 5 attached here contains the Russian Federation proposals for definitions related to building confidence and security in the use of ICT to be discussed in the next meeting of this group in September 2008.
3.1.1.6

The Chairman recalled that the mandate of the group, as stated in Resolution 149, is to study the issue of terminology related to building confidence and security in the use of ICTs, and to examine and develop definitions and descriptions in this regard, as appropriate.  In his understanding, cybercrime might be outside of the scope of this group.  He noted that the topic is being considered by the High Level Expert Group on Cybersecurity.
3.1.1.7

It was agreed that this group could identify the boundary between cybersecurity and cybercrime, while restricting its work to remain within the mandate of Resolution 149.

3.1.2
Abstracts from the Security Compendium


The TSB Counsellor introduced an informal document containing an extract of certain core definitions.  She stressed that those extracts are partial and refer to material contained in the 2006 Security Compendium.

3.2
BDT Director’s input


BDT staff introduced WG-DEF/2/03 the contribution from BDT to the group.  The United States reiterated the importance of the distinction between cybersecurity and cybercrime.

4.
Future
4.1
In reply to a query, it was clarified that the High Level Expert Group on Cybersecurity (HLEG) expects to approve some documents at its second meeting in May 2008 and that the General-Secretariat would then be in a position to submit to the Council Working Group a contribution based on those HLEG documents, C5 outputs, etc, in accordance with the Council decisions.

4.2
The Secretariat was requested to provide, for the next meeting, current definitions within ITU-T related to Quality of Service and Network Performance, in order to facilitate the work of the group in considering those matters.

4.3
It was agreed to send liaison statements to the HLEG’; to ITU-T SG 2, 12, and 17; and to ITU-D SG 1, with the expectation of receiving responses prior to the group’s next and last meeting before Council 2008.  Those liaisons are found in, respectively, Annexes 1, 2 and 3 of this report.
4.4
It was also agreed to send a liaison statement to the Council Working Group on Resolution 142, seeking their views on the best way to integrate any possible definition(s) and description(s) in this regard, as appropriate.  That liaison is found in Annex 4 of this report.
4.5
As input to the next meeting of the group, the membership is invited to comment on the following draft definitions, being studied in, respectively, ITU-T and ITU-D:

In ITU-T

Cybersecurity: Cybersecurity is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment.  The general security objectives comprise the following:

· Availability

· Integrity, which may include authenticity and non-repudiation

· Confidentiality

In addition, comment is invited, as well as on any other core approved definitions in the ITU-T Security Compendium
In ITU-D

Cybersecurity is defined as the prevention of damage to, unauthorized use of, exploitation of, and -- if needed -- the restoration of electronic information and communications systems, and the information they contain, in order to strengthen the confidentiality, integrity and availability of these systems.  
5.
Next meeting

The next, and last, meeting of the group prior to Council 2008 is tentatively scheduled for 22 September and AM of 23 September 2008.
6.
Closure of the meeting

The Chairman thanked the participants for their active participation and comments, and the TSB staff for their extremely efficient and effective support.

Annex 1: Liaison to ITU-T SG 2, 12, and 17, via the Director of TSB
The Council Working Group on definitions and terminology relating to building confidence and security in the use of information and communication technologies (Resolution 149) thanks TSB and ITU-T Study Group 17 for their inputs to the group, and further requests SGs 2, 12, and 17 to provide definitions of terminology related to building confidence and security in the use of ICTs, and any relevant definitions and descriptions in this regard, if any such material is available in addition to that already provided by SG17 to the group.  In particular, clarification is requested concerning the distinctions and boundaries between cybersecurity and cybercrime, and the relations between cybersecurity, quality of service, and network performance.
Further it is important to note that “availability” in terms of cybersecurity should not be understood to refer only to complete and total lack of availability of a network, elements of a network or of a service, but also to situations where the network or the service is unusable in practice due to very poor quality of service or very poor network performance.  In that context, the group requests comment regarding the use (or possible modification of) the definitions contained in relevant ITU-T Recommendations. In particular, I.350 contains the following:

Quality of Service (QOS)

QOS is defined in Recommendation E.800 as follows: “Collective effect of service performances which determine the degree of satisfaction of a user of the service”.

The note of Recommendation E.800 underlines that the QOS is characterized by the combined aspects of:

–
service support and service operability performance; and

–
servability and service integrity performance.

Network Performance (NP)
Network performance is measured in terms of parameters which are meaningful to the network provider and are used for the purposes of system design, configuration, operation and maintenance. NP is defined independently of terminal performance and user actions.
Annex 2: Request to the Secretary-General
The Council Working Group on definitions and terminology relating to building confidence and security in the use of information and communication technologies (Resolution 149) requests the Secretary-General, based on those HLEG documents, C5 outputs, etc, to provide definitions of terminology related to building confidence and security in the use of ICTs (as called for in Resolution 149), and any available definitions and descriptions in this regard.
Annex 3: Liaison to ITU-D Study Group 1, via the Director of BDT
The Council Working Group on definitions and terminology relating to building confidence and security in the use of information and communication technologies (Resolution 149) thanks BDT for its input to the group and requests ITU-D SG 1, through the work of Question 22-1, to provide definitions of terminology related to building confidence and security in the use of ICTs (as called for in Resolution 149), and any available definitions and descriptions in this regard, if any relevant terms or definitions have been agreed by SG 1.
Annex 4: Liaison to Council Working Group on Review of terminology used in the ITU Constitution and Convention (Resolution 142)
The Council Working Group on definitions and terminology relating to building confidence and security in the use of information and communication technologies (Resolution 149) would appreciate receiving your views on identifying options for integrating our outputs in the Constitution and Convention, if appropriate. 
To this end, we hereby transmit the report of our second meeting to your group for your consideration and action as appropriate. 
The Council Working Group on Resolution 149 would also look forward to sharing our output with the Council Working Group on Resolution 142.
Annex 5: Russian Federation Proposals to WG-Def

Russian Federation proposes the following terminology and definitions which can be used for the purpose of Resolution 149:
1. Information area — the sphere of activity involving the creation, transformation or use of information, including individual and social consciousness, the information and telecommunications infrastructure, and information itself.

2. Information resources — information infrastructure (hardware and systems for the creation, processing, storage and transmission of information), including bit maps, databases, information itself and data flows.

3. Information war — confrontation between States in the information area for the purpose of damaging information systems, processes and resources and vital structures, undermining political, economic and social systems as well as the massive psychological manipulation of a population in order to destabilize society and the State.

4. Information weapons — ways and means used for the purpose of damaging the information resources, processes and systems of a State, exerting an adverse influence, through information, on the defense, administrative, political, social, economic and other vital systems of a State, as well as the massive psychological manipulation of a population in order to destabilize society and the State.

5. Information security — a situation in which the basic interests of the individual, of society and of the State in the information area, including the information and telecommunications infrastructure and information itself with respect to its characteristics such as integrity, objectivity, availability and confidentiality, are protected.

6. Threat to information security — factors that endanger the basic interests of the individual, of society and of the State in the information area.

7. International information security — a situation in international relations that precludes the violation of global stability and the creation of a threat to the security of States and of the world community in the information area.

8. Illegal use of information and telecommunications systems and information resources — the use of telecommunications and information systems and resources without the relevant entitlement or in violation of the established rules or legislation or the norms of international law.

9. Unauthorized interference in information and telecommunications systems and information resources — interference in the processes of the compilation, processing, accumulation, storage, presentation, retrieval, dissemination or use of information in order to disrupt the normal functioning of information systems or impair the integrity, confidentiality or accessibility of information resources.

10. Vital structures — facilities, systems and institutions of a State, deliberate influence on the information resources of which may have consequences that directly affect national security (transport, power supply, credit and finance, communications, State administrative bodies, defense system, law enforcement agencies, strategic information resources, scientific facilities and scientific and technological developments, installations entailing a high degree of technological or ecological risk, bodies for the mitigation of the effects of natural disasters or other emergencies). 

11. International information terrorism — the use of telecommunications and information systems and resources and exerting influence on such systems or resources in the international information area for terrorist purposes.

12. International information crime — the use of telecommunications and information systems and resources and exerting influence on such systems and resources in the international information area for illegal purposes.

_________
