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1.
Background
In its Summary Report of the Meeting On Resolution 149
, the Council Working Group on Resolution 149, at its last meeting in June 2007, requested a contribution from the Director of BDT on “proposing terminology related to building confidence and security in the use of ICTs, accompanied by relevant definitions and descriptions”. 
2.
Background on BDT-related Activities

The ITU Development Sector’s commitment in assisting developing countries in building confidence and security in the use of ICTs is being implemented through two key and interrelated pillars. The first pillar is the ITU Telecommunication Development Sector Study Group 1 Question 22 entitled “Securing information and communication networks: Best practices for developing a culture of cybersecurity”. In this activity, the Study Group Question is developing a Report on Best Practices for a National Approach to Cybersecurity. This report outlines a Framework for Organizing a National Approach to Cybersecurity that identifies five key elements of a national effort, including: 

1) Developing a national cybersecurity strategy; 

2) Establishing national government-industry collaboration; 

3) Creating a national incident management capability; 

4) Deterring cybercrime; and

5) Promoting a national culture of cybersecurity.  

The Framework identifies the main policy objectives, goals, and specific steps required for an effective national effort for each of the five elements, as well as resources and materials that can be drawn upon in developing and implementing each element. 

The second pillar is the ITU Cybersecurity Work Programme for Developing Countries which sets out a detailed agenda for how ITU plans to assist Member States in developing cybersecurity capacities during the 2007-2009 time frame, including implementation of Resolution 45, (WTDC‑06) and ITU-D Programme 3 activities on cybersecurity. Additional information on the Work Programme and Programme 3 activities can be found at http://www.itu.int/ITU-D/cyb/cybersecurity/. 

3.
Definition Submitted to ITU-D Study Group Question 22/1

Although the activities of ITU-D Study Group Question 22/1 are at an early stage, at the most recent meeting, a contribution
 was made by the United States entitled “Proposed changes by the United States of America to the Draft Report on Question 22/1: Best practices for cybersecurity”

In this contribution, for the purposes of the draft report, the United States submitted a definition of cybersecurity, critical infrastructures (CI), critical information infrastructure (CII), and critical information infrastructure protection (CIIP):
“For the purposes of this report, cybersecurity is defined as the prevention of damage to, unauthorized use of, exploitation of, and -- if needed -- the restoration of electronic information and communications systems, and the information they contain, in order to strengthen the confidentiality, integrity and availability of these systems.  

It is important to understand the relationship among cybersecurity, critical infrastructure (CI), critical information infrastructure (CII), critical information infrastructure protection (CIIP), and non-critical infrastructure.  This relationship is illustrated in Figure 1. 

While definitions may vary slightly, critical infrastructures (CI) are generally considered as the key systems, services and functions whose disruption or destruction would have a debilitating impact on public health and safety, commerce, and national security, or any combination of those matters.  CI are composed of both physical elements (such as facilities and buildings) and virtual elements (such as systems and data) (see Figure 1).  What constitutes “critical” may vary from country to country, but typically might include elements of the information and communications technology (ICT), energy, banking, transportation, public health, agriculture and food, water, chemical, shipping, and essential government services sectors. Countries at all stages of development need to plan for and develop policies to protect what they determine to be their CI in order to provide reasonable assurance of resilience and security to support national missions and economic stability.  

Each of these economic sectors has its own physical assets, such as bank buildings, power plants, trains, hospitals and government offices.  However, these critical sectors of a nation’s economy all depend upon information and communication technologies.  Across the board, these sectors and their physical assets today depend upon the reliable functioning of this critical information infrastructure (CII) to deliver their services and to conduct business.  Consequently, significant disruption to the CII could have an immediate and debilitating impact that reaches far beyond the ICT sector and affects the ability of a nation to perform its essential missions in multiple sectors.  A critical information infrastructure protection (CIIP) program protects the virtual component of the CII.”  

FIGURE 1
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4.
Definitions from SANS Institute
The SANS (SysAdmin, Audit, Network, Security) Institute established in 1989 as a cooperative research and education organization maintains a website with a large number of security resources. . Its programs now reach more than 165,000 security professionals around the world. Included is an extensive Glossary of Terms Used in Security and Intrusion Detection
. 
5.
Definitions from Institute for Information Infrastructure Protection (I3P)
The Institute for Information Infrastructure Protection (I3P) maintains a Cyber Security Glossary
 drawing together definitions of terms used in the field of cybersecurity from disparate sources. 
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